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As network infrastructures evolve, it is increasingly important that access to vital corporate resources is vigilantly monitored
and controlled. The Cisco identity management solutions, including Cisco Secure Access Control Server (CSACS), address this
requirement, enabling security, control, and administration of the growing population of users that connect to corporate
networks. CSACS, an essential component of the Cisco Identity Based Networking Services (IBNS) architecture, extends access
security by combining authentication, user and administrator access, and policy control from a centralized identity-networking
framework. This allows greater flexibility and mobility, increased security, and user productivity gains.
Cisco Access Control Security provides you with the skills needed to configure authentication, authorization, and accounting
(AAA) services on Cisco devices. Separated into three parts, this book presents hard-to-find configuration details of centralized
identity networking solutions. Part | provides an overview of the AAA architecture, complete with discussions of configuring
Cisco routers for AAA. Part Il addresses enterprise AAA management with CSACS, including installation, configuration, and

management details. Part 111 looks at service provider AAA management with Cisco Access Registrar.

Full of detailed overviews, diagrams, and step-by-step instructions for enabling essential access control solutions, Cisco Access
Control Security is a practical tool that can help enforce assigned access policies and simplify user management.

"This book manages the rare combination of being highly accurate and technically astute, while maintaining an easy readability
and flow. It is a great guide for system administrators looking to design or manage a reliable, scalable, and secure Access
Control deployment for any size organization."”

-Jeremy Steiglitz, ACS Group Product Manager, Cisco Systems

This book is part of the Networking Technology Series from Cisco Press, which offers networking professionals valuable
information for constructing efficient networks, understanding new technologies, and building successful careers.

MNEXT B

https://t.me/learningnets



MEXT B

Cisco Access Control Security: AAA Administrative Services
By Brandon Carroll

Publisher: Cisco Press

Pub Date: May 27, 2004

ISBN: 1-58705-124-9

Pages: 456

Table of Contents | Index

Copyright
About the Author
About the Technical Reviewers

Acknowledgments
Icons Used in This Book

Introduction

How This Book Is Organized
Target Audience
Features of this Book
Troubleshooting
Part 1. AAA Overview
Chapter 1. Authentication, Authorization, and Accounting Overview
Authentication Overview
Authentication Example
Authorization Overview
Authorization Example
Accounting Overview
Accounting Example
Cisco Device Support for AAA
Summary
End Notes
Chapter 2. TACACS+ and RADIUS
A Brief Overview of TACACS+
A Brief Overview of RADIUS
TACACS+ in Detail
RADIUS in Detall
Summary
End Notes
Chapter 3. Authentication Configuration on Cisco Routers
Local Authentication

Authentication Configurations Using Cisco Secure ACS for Windows Server and Cisco Secure ACS Solution Engine
Debugging Authentication
Authentication Command References
Summary
Part Il. Enterprise AAA and Cisco Secure Access Control Server

Chapter 4. Enterprise Authentication Servers

Cisco Secure Access Control Server Software and Versions

Cisco Secure Solution Engine
Summary
Chapter 5. Deploying Cisco Secure Access Control Server for Windows Server
What Is ACS?
How to Obtain ACS
Requirements to Run ACS Version 3.2
Installing ACS
Reinstalling ACS and Using an Existing ACS Database
Positioning ACS in Your Network
Summary
Chapter 6. Getting Familiar with CSACS
Navigating the HTML Interface
Starting Point for Configuring Your Server
Configuring Your Interface
Preparing to Add Users
Summary
Chapter 7. Configuring User Accounts
Adding Users to the Database

https://t.me/learningnets



User Changeable Passwords
Authenticating Users to a Windows NT/2000 Database
Advanced Configurations

Summary
End Notes

Chapter 8. Configuring User Groups

Group-Level Configuration of ACS

PPP Callback Configuration
Configuring Network Access Restrictions

Max Sessions, Usage Quotas, and Password Aging Rules

IP Assignment and Downloadable ACLs
Using TACACS+ for Group Configuration
Summary
End Notes

Chapter 9. Managing Network Configurations

Configuring a Distributed System

Configuring Network Device Groups

Configuring Proxy Distribution Tables
Using Remote Accounting
Using Network Device Searches
Creating a Complete Distributed Network
Client Configuration
Troubleshooting Network Configurations
Summary
Chapter 10. Configuring Shared Profile Components
Downloadable ACLs
Network Access Restrictions

Configuring Network Access Restrictions

Command Authorization Sets

Troubleshooting Extended Configurations

Common Issues of Network Access Restrictions

And Do Not Forget the Importance of Documentation
Summary
Chapter 11. System Configuration
How Users Interact with Your External Database Configuration
External Database Configuration
Database Group Mappings
Unknown User Policy
Database Replication
Synchronization of ACS Devices
Summary
End Notes
Chapter 12. Reports and Logging for Windows Server
ACS Reports
Logaing Attributes in ACS Reports
ACS Reports
Remote Logging with ACS
Additional Logs Maintained by ACS
Summary
Chapter 13. Exploring TACACS+ Attribute Values
TACACS+ AV Pairs Overview
Attributes of TACACS+ AV Pairs
AV Pair Example PPP Network
Understanding TACACS+ AV Pairs in the ACS Interface

Summary
Part lll. Service Provider AAA and the Cisco Access Registrar

Chapter 14. Service Provider AAA and the Cisco CNS Access Registrar
Service Provider (SP) Model
Service Provider Challenge
Value Added Services
Cisco CNS Access Registrar

Options of AR
AR's Architecture

Installation Requirements for AR on Solaris 8

Installing AR
AR's Subdirectories

Configuring Cisco CNS AR
Summary

https://t.me/learningnets



End Notes
Chapter 15. Configuring the Cisco Access Registrar
Using aregemd to Configure AR
AR's Server Object Hierarchy
Configuring the ACE ISP as a Basic Site
Configuring AR's Administrators
Configuring the RADIUS Server
Validating and Saving Your Changes to AR
Testing Your Configuration
Troubleshooting Your Configuration with trace
Summary
End Notes
Part IV. Appendix
Appendix A. RADIUS Attribute Tables
3000 Series Concentrator VSAs
Cisco VPN 5000 Concentrator RADIUS VSAs
Cisco Building Broadband Service Manager Dictionary of RADIUS VSA
IETF Dictionary of RADIUS Attribute Value Pairs
Microsoft Radius VSAs
Ascend RADIUS
Nortel RADIUS

Juniper RADIUS
Index

[ prc | NExT

https://t.me/learningnets



@ prcy NEXT

Copyright

Copyright © 2004 Cisco Systems, Inc.
Published by:
Cisco Press

800 East 96th Street
Indianapolis, IN 46240 USA

All rights reserved. No part of this book may be reproduced or transmitted in any form or by any means, electronic or
mechanical, including photocopying, recording, or by any information storage and retrieval system, without written permission
from the publisher, except for the inclusion of brief quotations in a review.

Printed in the United States of America1234567890

First Printing June 2004

Library of Congress Cataloging-in-Publication Number: 2002112745

Warning and Disclaimer

This book is designed to provide information about Access Control Security. Every effort has been made to make this book as
complete and as accurate as possible, but no warranty or fitness is implied.

The information is provided on an "“as is" basis. The author, Cisco Press, and Cisco Systems, Inc., shall have neither liability nor
responsibility to any person or entity with respect to any loss or damages arising from the information contained in this book or
from the use of the discs or programs that may accompany it.

The opinions expressed in this book belong to the author and are not necessarily those of Cisco Systems, Inc.

Trademark Acknowledgments

All terms mentioned in this book that are known to be trademarks or service marks have been appropriately capitalized. Cisco
Press or Cisco Systems, Inc., cannot attest to the accuracy of this information. Use of a term in this book should not be regarded
as affecting the validity of any trademark or service mark.

Corporate and Government Sales

Cisco Press offers excellent discounts on this book when ordered in quantity for bulk purchases or special sales. For more
information, please contact:

U.S. Corporate and Government Sales 1-800-382-3419 corpsales@pearsontechgroup.com

For sales outside of the U.S. please contact:

International Sales international@pearsoned.com

Feedback Information

At Cisco Press, our goal is to create in-depth technical books of the highest quality and value. Each book is crafted with care and
precision, undergoing rigorous development that involves the unique expertise of members from the professional technical
community.

Readers' feedback is a natural continuation of this process. If you have any comments regarding how we could improve the
quality of this book, or otherwise alter it to better suit your needs, you can contact us through e-mail at
feedback@ciscopress.com. Please make sure to include the book title and ISBN in your message.

We greatly appreciate your assistance.

Credits

https://t.me/learningnets



Publisher John Wait

Editor-in-Chief John Kane
Executive Editor Brett Bartow
Cisco Representative Anthony Wolfenden

Cisco Press Program Manager Nannette M. Noble

Production Manager Patrick Kanouse

Acquisitions Editor Brett Bartow

Development Editor Jill Batistick

Project Editor San Dee Phillips

Copy Editor Kevin Kent

Technical Editors Randy lvener, Sanjeev Patel, Stevan Pierce, Mark
Wilgus

Team Coordinator Tammi Barnett

Cover Designer Louisa Adair

Composition Octal Publishing, Inc.

Indexer Tim Wright

Cisco SYSTEMS

=

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
WWW.Cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

European Headquarters
Cisco Systems International BV
Haarlerbergpark
Haarlerbergweg 13-19

1101 CH Amsterdam

The Netherlands
WWW-europe.cisco.com

Tel: 31 0 20 357 1000

Fax: 31 0 20 357 1100

Americas Headquarters
Cisco Systems, Inc.

170 West Tasman Drive
San Jose, CA 95134-1706
USA

WWW.CiSco.com

Tel: 408 526-7660

Fax: 408 527-0883

Asia Pacific Headquarters
Cisco Systems, Inc.

Capital Tower

168 Robinson Road

#22-01 to #29-01
Singapore 068912
WWW.CISCO.com

Tel: +65 6317 7777

Fax: +65 6317 7799

Cisco Systems has more than 200 offices in the following countries and regions. Addresses, phone numbers, and fax numbers are
listed on the Cisco.com Web site at www.cisco.com/go/offices.

Argentina = Australia = Austria = Belgium < Brazil = Bulgaria = Canada < Chile = China PRC « Colombia « Costa Rica = Croatia
Czech Republic Denmark ¢ Dubai, UAE « Finland < France « Germany < Greece « Hong Kong SAR = Hungary < India « Indonesia
Ireland = Israel » Italy Japan = Korea = Luxembourg « Malaysia = Mexico = The Netherlands « New Zealand = Norway = Peru <
Philippines « Poland = Portugal Puerto Rico « Romania = Russia » Saudi Arabia  Scotland = Singapore = Slovakia = Slovenia «

https://t.me/learningnets



South Africa » Spain « Sweden Switzerland « Taiwan « Thailand = Turkey < Ukraine = United Kingdom = United States = Venezuela
* Vietham = Zimbabwe

Copyright © 2003 Cisco Systems, Inc. All rights reserved. CCIP, CCSP, the Cisco Arrow logo, the Cisco Powered Network mark,
the Cisco Systems Verified logo, Cisco Unity, Follow Me Browsing, FormShare, iQ Net Readiness Scorecard, Networking Academy,
and ScriptShare are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn, The Fastest Way to
Increase Your Internet Quotient, and iQuick Study are service marks of Cisco Systems, Inc.; and Aironet, ASIST, BPX, Catalyst,
CCDA, CCDP, CCIE, CCNA, CCNP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco 10S, the Cisco 10S logo, Cisco Press,
Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Empowering the Internet Generation, Enterprise/Solver,
EtherChannel, EtherSwitch, Fast Step, GigaStack, Internet Quotient, 10S, IP/TV, iQ Expertise, the iQ logo, LightStream, MGX,
MICA, the Networkers logo, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing, RateMUX, Registrar, SlideCast,
SMARTnet, StrataView Plus, Stratm, SwitchProbe, TeleRouter, TransPath, and VCO are registered trademarks of Cisco Systems,
Inc. and/or its affiliates in the U.S. and certain other countries.

All other trademarks mentioned in this document or Web site are the property of their respective owners. The use of the word
partner does not imply a partnership relationship between Cisco and any other company. (0303R)

Printed in the USA

Dedications

This book is dedicated to my daughter, Victoria,

Who is my motivation,

And,

To my family,

My mom Debbie, my dad Sonny, my brothers Mykel and Jason, my sister Tiffany, and my grandparents Jim and Shirley,

Whose encouragement and support have been my driving force.

(e rrcv | wexT

https://t.me/learningnets



@ prcy NEXT

About the Author

Brandon J. Carroll has been in the networking industry for more than six years. He is a certified Cisco Systems instructor with
Ascolta Training Company, where he teaches many of the certified Cisco courses. Prior to joining Ascolta, he was an ADSL
specialist with GTE Network Services, as well as a technical lead/trainer, a field engineer, and customer zone technician. He has
published proprietary documentation internally to GTE, and has also done in-house course development. Brandon holds CCNA,
CCNP, and CSS-1 certifications.

(e rrcv | wexT

https://t.me/learningnets



@ prcy NEXT

About the Technical Reviewers

Randy Ivener, CCIE No. 10722, is a security specialist with Cisco Systems Advanced Services. He is a CISSP and ASQ CSQE.
Randy has spent several years as a network security consultant helping companies understand and secure their networks. He has
worked with many security products and technologies including firewalls, VPNs, intrusion detection, and authentication systems.
Before becoming immersed in security, he spent time in software development and as a training instructor. Randy graduated
from the U.S. Naval Academy and holds a master's degree in business administration.

Sanjeev Patel has been working in the networking industry for 10 years. He started his career in network and systems support.
Currently he works in Product Marketing at Cisco Systems as a technical marketing engineer and supports the Cisco CNS Access
Registrar family of products.

Stevan Pierce is a network/security consultant currently under contract on the Texas Medicaid & Healthcare Partnership
(TMHP). His certifications include CCDP and CCNP along with several third-party certifications.

Mark Wilgus works for Cisco Systems, Inc., where he has served as the lead technical writer for Cisco Secure ACS for the past
five major releases. He also develops XML-based writing solutions for Cisco technical documentation. Prior to working for Cisco
Systems, Mark worked as a technical writer and software configuration engineer for Eclipsys Corporation, Motorola, and Blood
Systems, Inc. He received a master of fine arts degree and a bachelor of arts degree from Arizona State University, where he
also taught writing courses for four years.

[ rrcv | wexT

https://t.me/learningnets



@ prcy NEXT

Acknowledgments

There are so many people that | regard as my reason for this book. | would not feel right without mentioning them and how much
each one of them has inspired me in some way or another.

Ascolta Training Company, for your support along the way, especially Irene Kinoshita, Ted Wagner, William Kivlen, Jack Wood,
Kevin Masui, Dennis Ogata, Colby Morita, Ann Mattair, Karl Homa, Chris Smith, Hilson Shen, Fred Cutaran, Randi Rubenstein,
John Rauma, and the rest of the gang!

The Verizon Gang, especially Gil Leon for giving a Field Tech the chance to cross over to the data side, Matt Cummings and Virgil
Miller for helping me to remember to NEVER erase Flash! | also want to mention Robert Alaniz for helping me out in a pinch, Dana
Christensen for always being there, Bruce Cain, Mack Brown, Randy Kwan, Edward Villaflor, Shawn Schneider, Earl Aboytes, Ken
Schwartz, Lori Scott, Steve Scott, Paul Scott, and the rest of the gang.

This would not be complete without mentioning Brett Bartow, for putting up with my missed deadlines and millions of questions
over the last year. Your support has kept me on track and has made this one of the best experiences in my life. | also want to
mention my development editor, Jill Batistick, for being so patient and keeping my spirits up when | began to wear thin, and my
technical editors, Mark Wilgus, Randy Ivner, Stevan Pierce, and Sanjeev Patel, for doing such a great job at keeping me straight.

Thank you all so much!

@ prey NEXT

https://t.me/learningnets



Icons Used in This Book

You will see a number of icons throughout this book. The following legend gives detail as to what these icons represent.

View full size image

& B
‘1N

-~ &

Router ; i Firewalls
Multilayer Switch ATM Switch
=~ L
i NS ey E3
Hub Intrusion Detection
ISDN/Frame i
Cisco 7500 Relay switch Bridge System
Series Router
—— p— -
< I
CiscoSecure
Lead Balancer Access Scanner
Sarver
g ;
£
A
PC Laptop Cisco Works
Warkstation
7 &
Concantrator Gateway
File Server Printar VPN Concentrator
& BN
Phene Cache or
Confent Engine S5L Offlcader  TApe Subsystam
Muliilayer Switch begqgnnm
with Load Balancer e

DWOM-CWDM Storage Subsystem

https://t.me/learningnets

MEXT B

MNEXT B



@ prcy NEXT

Introduction

This book is focused on providing the skills necessary to successfully configure authentication, authorization, and accounting
(AAA) services on Cisco devices using external authentication servers such as Cisco Secure Access Control Server and the Cisco
Access Registrar. The goals of this book are as follows:

e Provide a general overview of the AAA architecture

e Provide a general configuration overview of AAA on Cisco routers

e Provide detailed discussion on the TACACS+ and RADIUS protocols

e Provide installation and configuration examples and explanations for the Cisco Secure Access Control Server (ACS)

e Provide installation and configuration examples and explanations for the Cisco CNS Access Registrar (AR)
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How This Book Is Organized

This book is separated into three logical parts. The first part is a basic overview of AAA. In this part, you will learn how the AAA
architecture is built. You will learn how to configure a Cisco router to support the AAA framework, as well as some command
syntax.

The second part is an overview to enterprise AAA management using the ACS. In this part, you will install ACS, configure users,
groups, and shared profile components, as well as a number of other configuration options in the ACS HTML interface. You will
perform database backup, replication, and RDBMS synchronization. This part will teach you the caveats to watch out for and how
to troubleshoot configurations.

In the third and final part, you will learn about service provider AAA management using the AR. In this part, you will learn the
role of a service provider in the AAA environment, as well as the architecture that the AR is built upon. You will walk through an

install of the AR on a Solaris system, as well as configure a basic site for local user authentication. This book is designed to give a
general understanding as to the aspects of Cisco's AAA implementation at any level.

@ prey NEXT
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Target Audience

This book is targeted toward the following people:

o Network Security Professionals tasked with the implementation and management using ACS or AR
e Those who are pursuing their CCSP, or Cisco Qualified Specialist, and want to gain more detailed knowledge of AAA
e Non-CCIEs and CCIEs in other disciplines working toward their CCIE Network Security Certifications

Although this book does not provide all the answers to AAA implementation and management, it is intended to bridge the gap
between the software configuration of ACS and AR and the configuration of the Cisco router 10S.
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Features of this Book

This book contains discussion on the extended features of ACS as well as AR. This book also combines configuration examples
with a step-by-step how-to for each item. This book uses a "ground up" approach. You will not configure a device until it has
been built from the ground up. This will assist in you installation and implementation process.

As you work through the book, you'll note that shorthand commands are sometimes used in the code examples. In addition,
comments within code most often appear on the line that they are describing. This format was used by the author was clarity and

conciseness.
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Troubleshooting

Many sections of this book include troubleshooting tips and tricks to assist in the common configuration mistakes that are made.
This will ease the pain of getting used to yet another product that you have to manage in your secure network environment.
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Part I: AAA Overview

Chapter 1 Authentication, Authorization, and Accounting Overview
Chapter 2 TACACS+ and RADIUS
Chapter 3 Authentication Configuration on Cisco Routers
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Chapter 1. Authentication, Authorization, and
Accounting Overview

In this chapter, you learn the following topics:

e Authentication overview

e Authentication example

e Authorization overview

e Authorization example

e Accounting overview

e Accounting example

e Cisco device support

Authentication, authorization, and accounting (AAA) is a way to control who is allowed to access your network (authenticate),
what they can do while they are there (authorize), and to audit what actions they performed while accessing the network
(accounting).

AAA can be used in Internet Protocol Security (IPSec) to provide preshared keys during the Internet Security Association and Key
Management Protocol (ISAKMP) process or to provide per-user authentication, known as XAUTH, during ISAKMP. AAA can be
used to provide a mechanism for authorizing commands that administrators enter at the command line of a Cisco device. This is
called command-line authorization. AAA is also seen in a Virtual Private Dial-Up Networking (VPDN) tunnel set up between two
routers.

It is overall a very simple process to configure. In fact, it is easily comparable to day-to-day scenarios such as gaining access to
golf clubs or sitting in first class on a commercial airline. In each of these situations, you must provide some type of proof as to
your right to enter the golf club or sit in a nice comfortable first-class seat.

In each of the following sections, you see more specific details on the functions of AAA. Throughout the course of this book, you
learn how to take the functions of AAA and implement a local solution, providing a username and password that is actually stored
on a Cisco device, and a network-wide solution, using an external authentication server such as the Cisco Secure Access Control
Server (CSACS) for Windows Server and Cisco Access Registrar for the service provider environment.

TIP

AAA is discussed in a number of Requests For Comments (RFCs). RFC 2903 discusses the general AAA architecture.
This is an "experimental” RFC. Since then, AAA has been more clearly defined in other RFCs. Other RFCs include RFC
2924, Accounting Attributes and Record Formats; RFC 2975, Introduction to Accounting Management; RFC 2989,
Criteria for Evaluating AAA Protocols for Network Access; and RFC 3127, Authentication, Authorization, and Accounting:
Protocol Evaluation. A great deal of information on AAA can be obtained at http://www.ietf.org/html.charters/aaa-
charter.html.
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Authentication Overview

Just as many types of authentication processes take place in today's world, many types of authentication methods can be
performed on a Cisco device. An example of an authentication method might be a state-issued driver license or a boarding pass
for a specific airline. When the airline attendants request identification for the use of their services, you are prepared with the
proper identification. This is the most basic process of AAA.

Authentication provides a method for identifying users and includes login and password prompting, challenge and response

functions, messaging support, and quite possibly encryption, as well. This authentication action takes place prior to the user
being allowed access to any of the network resources.

NOTE

Authentication can take place as an individual process or can be combined with authorization and accounting.

When you configure a Cisco device for authentication, you need to complete a few steps. Although these steps are covered in
detail in Chapter 3, "Authentication Configuration on Cisco Routers," a high-level overview is provided here for the configuration
of Cisco 10S, CAT OS, and PIX OS.

The following steps are performed:
Step 1. Enable the AAA process.

Although AAA is a common protocol that is seen in most enterprise networks, the protocol is not enabled by
default.

Step 2. Define the location, protocol, and secret key for the server communication.

Step 3. Define a method list for authentication.[1l

A method list defines the type of authentication to be performed and which sequence to perform it in. It is necessary to apply it
to an interface before the authentication methods are used. However, one exception to this rule of application exists. A default
list exists, named "default,” that is applied to all the interfaces provided a specific list is not configured on the interface already.

Once again, this follows the example of the airlinesas users attempt to access a network service, they are given an authentication
prompt. The users can then prove that they are who they say they are. In your network environment, this prompt can be served
up in a Telnet application, File Transfer Protocol (FTP) application, or web application. You can also use virtual authentication
methods such as virtual Hypertext Transfer Protocol (HTTP) and virtual Telnet. Refer to the Cisco Secure PIX Firewall Advanced
book for more information.

If users need access to other resources, one of the previously mentioned methods of access must be performed first or an
alternative method such as virtual Telnet must be used. This is simply a method of delivering an authentication prompt to the
user.

All the methods for authentication on Cisco routers are required to use AAA with the exception of local, line, and enable
passwords.

NOTE

By using the term methods here, we are talking about authentication methods. These can include but are not limited to
line authentication, enable authentication, and login authentication.

Although you can store an enable password on the device itself, this doesn't scale, and the password can be viewed in the
configuration file of the device in clear text unless you use the enable secret option. The other options discussed here for
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Authentication Example

In this example, your user local-admin is attempting to Telnet to a Cisco router. The Cisco router is configured to request
authentication from anyone that attempts to access it via Telnet. As the user enters a password, it is sent as clear text to the
router. The router then takes that username and password and places it in a packet that is sent to either an AAA server, such as
CSACS, or it compares it to a local username and password that are configured.

A more detailed look at the process is as follows:
Step 1. The client establishes connection with the router.

Step 2. The router prompts the user for their username and password.

Step 3. The router authenticates the username and password in the local database. The user is authorized to access the

network based on information in the local database.

The process is illustrated in Figure 1-1.

Figure 1-1. A Simple Authentication Example

® ®
®

Perimeter
Router

Remote Client

Of course, this is not the best type of authentication to perform because anyone that has access to the network and the path that
local-admin is taking from their workstation to the router can see the username and password simply by using some type of
"sniffer" software or protocol analyzer. In fact, most protocols don't encrypt the password, while others use weak ciphers and can
be susceptible to brute force attacks. More secure methods might include protocols such as the Challenge Handshake
Authentication Protocol (CHAP), or even the use of one-time passwords or the use of smart tokens like RSA SecurlID or
CRYPTOCard. These types of authentication will be discussed Chapter 11, "System Configuration."
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Authorization Overview

To take AAA a step further, imagine that you are about to take a vacation. You are going to take a commercial airline to your
vacation hot spot. The airplane has a couple of rows in the front that are very nice, leather, wide, and comfortable. You would
prefer to sit here instead of the seats that are farther back, because those are stiff, uncomfortable, and do not offer much leg
room. Unfortunately, if you purchased a coach class ticket, you cannot sit in the first-class seat in the front of the plane. Similar
to this process is the authorization function of AAA. If you have a "coach" authorized ticket, you cannot access "first-class

resources.” This information is all kept in the airline's computer and can easily be verified by looking your name up in the
computer and referencing the seat assignment.

Authorization is a method of providing certain privileges or rights to remote users for services requested. Support for
authorization includes IP, Internetwork Packet Exchange (IPX), AppleTalk Remote Access (ARA), and Telnet. Authorization can be
configured to the group that a member is a part of or on an individual user basis. User authorization overrides group
authorization. Authorization can be configured locally in some cases or kept on a remote AAA server. The remote server might be
easier for administration depending on your network environment. Authorization is the second module of the AAA framework.

The following steps are needed for authorization to take place:

Step 1. AAA assembles a set of attributes based on the services that a user is requesting authorization to perform.

Step 2. These attributes are compared against a database that contains the users' actual permissions.

Step 3. After a user is verified to be, or not to be, authorized, the result is returned to the AAA process.

Step 4. After the preceding step sequence, the AAA process is then able to impose the proper restrictions to the user data.

Step 5. If the users' authorizations are located on a remote server, they are usually determined by comparing to Attribute-
Value (AV) pairs , which are discussed in Chapter 13, "Exploring TACACS+ Attribute Values."

A method list configures authentication; a method list is also configured to define methods of authorization. It is necessary to
authenticate a user before you can determine what that user is authorized to do. Therefore, authorization requires authentication.
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Authorization Example

You can clearly see the process of authorization using the same network example from earlier in the chapter.

Figure 1-2 demonstrates a basic authorization process that can take place, in addition to the authentication process that is seen
in the previous example. One difference you might note here is that in the authentication example, only a local authentication is
discussed. In this authorization example, an AAA server is added, which includes authorizations. More detail on local
authentication versus authentication using a server will be discussed in Chapter 3.

Figure 1-2. Basic Authorization of FTP

@

Remote Client Perimeter ———>
Router < ——

®

In this situation, the following steps take place:

Step 1. To perform authorization, a session is established with an AAA server.

Step 2. The router requests authorization for the requested service from the AAA
server.

Step 3. The AAA server returns a PASS/FAIL for authorization.

Again, the method list that is configured determines what authorization is to be performed. The configuration of a method list is
discussed in Chapter 3; however, you might want to note that the configuration of a method list for authorization is the same as

[#prey NExT

https://t.me/learningnets



@ prcy NEXT

Accounting Overview

The final portion of AAA is the accounting module. Accounting can also be explained using an example of the airline industry. As
you enter or board the plane, you hand a boarding pass to the agent, and it is scanned through a machine. This accounts for you
boarding the plane. As far as the airline is concerned, you were there, and you were on the airplane. AAA accounting is similar.
When you access the network, AAA can begin to track any actions you take. Once you authenticate, you were there, as far as the
AAA process is concerned.

Accounting in a Cisco environment allows you to track the amount of network resources your users are accessing and the types of
services they are using. For example, system administrators might need to bill departments or customers for connection time or
resources used on the network (for example, total time connected). AAA accounting allows you to track this activity, as well as
suspicious connection attempts into the network.

When you use AAA accounting, the router can send messages either to the AAA server or to a remote SYSLOG server, depending
on your configuration. You then have the ability to import the accounting records into a spreadsheet or accounting program for

viewing. The CSACS can be used to store these accounting messages, and you can also download these accounting statements in
.CSV format or use Open Database Connectivity (ODBC) logging, which is supported in CSACS.

Cisco devices performing accounting can be configured to capture and display accounting data by using the AAA accounting
commands including the following: EXEC commands; network services such as SLIP, PPP, and ARAP; and system-level events not
associated with users.

These accounting records that are sent by a Cisco device to the accounting server are sent in the form of an AV pair. An AV pair
is an attribute and a value. Some of these AV pairs contain information such as username, address, service that is being
requested, and the Cisco device that this request is going through, also known as the access server or AAA client.

AAA actually supports six types of accounting:

¢ Network accounting

¢ Connection accounting
¢ EXEC accounting

e System accounting

¢ Command accounting

e Resource accounting

Network Accounting

Network accounting provides information for all Point-to-Point Protocol (PPP), Serial Line Internet Protocol (SLIP), or Apple
Remote Access Protocol (ARAP) sessions, including packet and byte counts.

Connection Accounting

Connection accounting provides information about all outbound connections made from the AAA client, such as Telnet, local-area
transport (LAT), TN3270, packet assembler/disassembler (PAD), and rlogin.

EXEC Accounting

EXEC accounting provides information about user EXEC terminal sessions (user shells) on the network access server, including
username, date, start and stop times, the access server IP address, and (for dial-in users) the telephone number the call
originated from.

System Accounting
System accounting provides information about all system-level events (for example, when the system reboots or when

accounting is turned on or off).

Command Accounting

https://t.me/learningnets



Command accounting provides information about the EXEC shell commands for a specified privilege level that are being executed
on a network access server. Each command accounting record includes a list of the commands executed for that privilege level,
as well as the date and time each command was executed, and the user who executed it.

Resource Accounting

The Cisco implementation of AAA accounting provides "start" and "stop" record support for calls that have passed user
authentication. The additional feature of generating "stop" records for calls that fail to authenticate as part of user authentication
is also supported. Such records are necessary for users employing accounting records to manage and monitor their networks.

[ rrcv | wexT
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Accounting Example

Back once again to our sample network, you can now use AAA accounting to perform one of the previously mentioned types of
accounting. In this example, you pick up after authentication and authorization have taken place. Here resource accounting
performs start stop accounting for FTP on the network. See Figure 1-3.

Figure 1-3. Basic Accounting of Resources

l_,..--... —_—

——

Remote Client Perimeter
Router

In this example, the following process is performed. Note that once again authentication must take place.

Step 1. When a user has been authenticated, the AAA accounting process generates a start message to begin the accounting
process.

Step 2. When the user finishes, a stop message is recorded ending the accounting process.

Once again, a method list determines what type of accounting is to be performed.

e prcy NEXT
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Cisco Device Support for AAA

It is pretty safe to say that most Cisco devices support the AAA framework. In some cases, the support for AAA is not the issue,
but rather the support for either Terminal Access Controller Access Control System Plus (TACACS+) or Remote Authentication
Dial-In User Service (RADIUS), because these are the protocols that AAA uses to communicate with an AAA server. In some
situations, the protocol might be LOCAL, however, and RADIUS or TACACS+ are not needed.

In some cases, the RADIUS protocol is the only type of communication protocol that is used. In other cases, RADIUS can be used
for user AAA, and TACACS+ can be used in administrative AAA, as is the case for Cisco VPN 3000 series concentrators. It is best
that you determine this prior to the configuration of AAA. The RADIUS and TACACS+ protocols have different ways that they
communicate and likewise have different ways that you might need to configure them.

AAA services are often provided by a dedicated AAA server, such as CSACS, a program that performs these functions. The
current standards by which network access servers interface with the AAA servers are the RADIUS and TACACS+ protocols.
These are supported by the CSACS server software. This server is discussed in greater detail in the following chapters.

An AAA server is simply a server program that handles user requests for access to network resources and provides AAA services.
The AAA server typically interacts with network access and gateway servers and with databases and directories containing user

information. The current standard by which devices or applications communicate with an AAA server is RADIUS. Most Cisco
devices also support the TACACS+ protocol; however, this is a proprietary protocol. Not all devices support it.

[ rrcv | wexT
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Summary

AAA is a framework for authentication, authorization, and accounting in a Cisco environment. To perform these processes, a Cisco
device uses a method list, along with other configuration tasks to designate the server and protocol. At this point, you should
have a basic understanding of what the AAA framework is, what it provides in your network, and the most basic process of
configuration.

Chapter 2, "TACACS+ and RADIUS" will discuss the TACACS+ and RADIUS protocols and how they communicate between the
AAA server and the AAA client. In Chapter 3, you will configure AAA on a Cisco router and discuss some of the implications that
might come along with these configurations.

[ rrcv | NExT
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End Notes

1. Leon Katcharian, Securing Cisco 10S Services (SECUR), Cisco Systems, Inc., p. 3-47.
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Chapter 2. TACACS+ and RADIUS

In this chapter, you learn the following topics:

e A brief overview of TACACS+

e A brief overview of RADIUS

e TACACS+ in detail

e RADIUS in detail

In the authentication arena, an authentication, authorization, and accounting (AAA) client can use multiple protocols to
communicate with an AAA server. These are protocols such as TACACS, XTACACS, TACACS+, and RADIUS. This chapter focuses
on two of these protocols, Terminal Access Controller Access Control System Plus (TACACS+) and Remote Authentication Dial-In
User Service (RADIUS). Specifically, you see the differences between the two, situations that warrant the use of either, and the

underlying concepts of each.

When you are done with this chapter, you will find that, while both TACACS+ and RADIUS end up with the same result in general,
the underlying architecture is quite different between the two.

[ prc | NExT
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A Brief Overview of TACACS+

TACACS+ is a recent protocol providing detailed accounting information and flexible administrative control over authentication
and authorization processes. TACACS+ is facilitated through AAA and can be enabled only through AAA commands.

TACACS+ is the result of the evolution of TACACS and extended TACACS (XTACACS). The Cisco 10S supports all three of these
protocols. Note the following details:

e TACACS is an older access protocol, incompatible with the newer TACACS+ protocol. It provides password checking and
authentication, and notification of user actions for security and accounting purposes. TACACS uses User Datagram Protocol
(UDP) as its communication protocol.

e XTACACS is an extension to the older TACACS protocol, supplying additional functionality to TACACS. XTACACS provides
information about protocol translator and router use. This information is used in UNIX auditing trails and accounting files.
XTACACS is incompatible with TACACS+. XTACACS also uses UDP.

In a situation where TACACS+ is used, a server runs the TACACS+ daemon and uses this to communicate and build packets
destined for AAA clients. This TACACS+ is a Cisco proprietary implementation and is described in Internet Draft versions 1.77 and
1.78. TACACS+ uses the TCP protocol to provide reliable delivery of AAA requests. A shared secret key is also used between the
AAA client and the AAA server running the TACACS+ protocol. Each portion of AAA is performed separately with TACACS+. Each
one of these services, authentication, authorization, or accounting, can be tied to its own database on the AAA server to take
advantage of other services available on that server or on the network, depending on the capabilities of the daemon.

@ prey NEXT
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A Brief Overview of RADIUS

RADIUS is also a protocol that supports the three portions of AAA. Cisco Systems introduced support for RADIUS in Cisco 10S
Software Release 11.1. The RADIUS authentication protocol is documented separately from the accounting protocol; however, the
two can be used together.

RADIUS was initially developed by Livingston Enterprises, Inc. RADIUS, covered in RFC 2865, is an open standard, as opposed to
the TACACS+ protocol that is implemented by Cisco. RADIUS is an IP-based protocol that uses UDP, a client, and a server. The
server returns a result on the information that is requested by a client. The information that the server returns to the client can
be located on the RADIUS server or on an external device that the RADIUS server communicates with directly. When this is the
case, the requesting client does not have any knowledge of this. Unlike TACACS+, RADIUS performs authentication and
authorization at the same time and accounting separately.

[#prey NExT
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TACACS+ in Detall

This section provides information about the architecture of TACACS+. TACACS+ performs reliable communication between the
AAA server and AAA client. This communication, as well as the TACACS+ format, is reviewed in the following sections. In addition
to this reliable format, TACACS+ performs encryption and authentication of the entire message between the AAA server and AAA
client. Finally, we wrap up with the actual operation of the protocol.

TACACS+ Communication

TACACS+ communication between the network access server (NAS) and AAA client is based on the TCP protocol and provides a
reliable delivery mechanism to the AAA messaging. TACACS+ uses TCP port 49 and creates a session to facilitate the messaging
in an AAA exchange. Many benefits in using TCP for session control in TACACS+ exist. Among these benefits is the fact that
TACACS++ uses TCP to provide an acknowledgment of requests that are made by a NAS or an AAA client.

In addition to the acknowledgments provided within TCP, TACACS+ also has the ability, through inherent functionality of the TCP
protocol, to adapt to congestion and bandwidth. An example of this functionality is the utilization of TCP windowing. TACACS+
also has the ability to immediately determine when an AAA server is not available by using TCP resets to alert the AAA client of
server communication issues. This functionality cannot be provided with the RADIUS protocol because the RADIUS protocol uses
UDP for segment delivery.

TACACS+ Format and Header Values

The TACACS+ ID defines a 12-byte header that appears in all TACACS+ packets. This header is always sent in clear text format.
The following defines the TACACS+ ID fields, which are also shown in Figure 2-1:

¢ Major_version This is the major version number of TACACS+. The value appears in the header as
TAC_PLUS_MAJOR_VER=0xc.

¢ Minor_version This field provides revision number for the TACACS+ protocol. It also provides for backward compatibility of
the protocol. A default value, as well as a version one, is defined for some commands. These values appear in the TACACS+
header as TAC_PLUS_MINOR_VER_DEFAULT=0x0 and TAC_PLUS_MINOR_VER_ONE=0x1. Should an AAA server running the
TACACS+ daemon receive a TACACS+ packet defining a minor version other than one of the ones just listed, it sends an
error status back and sets the minor_version to the closest version that is supported.

e Type This distinguishes the packet type. Only certain types are legal. The legal packet types are as follows:

- TAC_PLUS_AUTHEN=0x01This is the packet type that signifies authentication.
- TAC_PLUS_AUTHOR-0x02This is the packet type that signifies authorization.

- TAC_PLUS_ACCT=0x03This is the packet type that signifies accounting.

NOTE

The significance of these possible message types is that TACACS+ has the ability to perform authentication,
authorization, and accounting as separate functions. RADIUS does not have this capability.

¢ Seq_no This determines the sequence number for the current session. TACACS+ has the ability to perform multiple
TACACS+ sessions or to use one TACACS+ session per AAA client. The beginning packet of a session is identified by the
sequence number 1. All subsequent packets are an increment from that initial number. Because the AAA client sends the
first packet to the AAA server running the TACACS+ daemon, it is always the number 1, and all subsequent packets from
the AAA client are identified with odd sequence numbers. In addition to this sequencing scheme, the highest sequence
number that can be reached is 28-1. After this value is reached, the session that is established between the AAA client and
the AAA server is reset, and a new session is started. When the session restarts, it begins, once again, with a sequence
number of 1.

e Flags In this section, the field can contain various flags. These flags can be TAC_PLUS_UNENCRYPTED_FLAG and
TAC_PLUS_SINGLE_CONNECT_FLAG. The TAC_PLUS_UNENCRYPTED_FLAG flag specifies if encryption is being performed on
the body of the TACACS+ packet. If this flag is set, meaning that the value is set to 1, encryption is not being performed
and likewise, if the value of this flag is set to 0, the packet is, in fact, being encrypted. The ability to disable TACACS+
encryption should be used primarily for debugging purposes. This functionality is nice when you need to see all the
information in the body of the packet. Keep in mind that the header is always sent clear text. The
TAC_PLUS_SINGLE_CONNECT_FLAG determines whether or not multiplexing multiple TACACS+ sessions over one TCP
session is supported. This is determined in the first two TACACS+ messages of a session. When determined, this does not
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change.

e Session_id This is a random value that designates the current session between the AAA client and the AAA server running
the TACACS+ daemon. This value remains the same for the duration of a session.

e Length This field states the total length of the TACACS+ packet, not to include the 12-byte header.

Figure 2-1. TACACS+ Header Format

12345678 12345678 |12345678 (12345678

Major_ | Minor_ Type Seq_no Flags
Version | Version

Session_id

Length

Encrypting TACACS+

One feature that provides more security under TACACS+, as opposed to its alternative RADIUS, is the encryption of the entire
packet. This encryption is sent between the AAA client and the AAA server running the TACACS+ daemon. This is not to be
confused with encryption of user data. This is not an encryption such as 3DES-IPSec or RSA encryption, but is rather a
combination of a hashing algorithm and an XOR function. TACACS+ uses MD5 to hash using a secret key provided on both ends.

The process of TACACS+ encryption is as follows:
Step 1. Information is taken from the packet header, and the preshared key calculates a series of hashes. The first is a hash
that is calculated on a concatenation of the session_id, the version, the seq_no, and the pre-shared key value. Each

hash that is created has the previous hash in it as well. This is done a humber of times that is dependent on the
particular implementation of TACACS+.

Step 2. The calculated hash is concatenated and then truncated to the length of the data that is being encrypted. Each hash
has the previous hash concatenated to its input values. The result is called the pseudo_pad.

Step 3. The cipher text is produced by doing a bytewise XOR on the pseudo_pad with the data that is being encrypted.

Step 4. The receiving device uses its pre-shared key to calculate the pseudo_pad, and then an XOR of the newly created
pseudo_pad results in the original data in clear text.

TACACS+ Operation

Three possible activities can be performed during TACACS+ operation. The first operation performed is authentication. This is
done to clearly identify the user. The second operation is authorization and is possible only once a user has been identified.
Therefore, you must authenticate prior to authorizing. The third operation is accounting. The accounting process keeps track of
actions performed. The three processes are each independent of the other.

TACACS+and Authentication

When authentication is performed in TACACS+, three distinct packet exchanges take place. The three types of packets are
e START This packet is used initially when the user attempts to connect.
e REPLY Sent by the AAA server during the authentication process.

e CONTINUE Used by the AAA client to return username and password to the AAA server.

In Figure 2-2, a user initiates a connection to an AAA client. The following is the process that occurs during this time:
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Step 1. The AAA client receives the connection request from the user.

Step 2. The first packet type, START, is sent to the AAA server that is running the TACACS+ daemon.

This START message contains information about the type of authentication.

Step 3. The TACACS+ server then sends the REPLY packet back to the AAA client. At this point, the server requests the
username.

Step 4. The AAA client sends a CONTINUE packet to the TACACS+ server with the username provided by the user.
Step 5. The TACACS+ server then sends the REPLY packet back to the AAA client to ask the client to get the password.
Step 6. The AAA client sends a CONTINUE packet to the TACACS+ server with the password provided by the user.

Step 7. The TACACS+ server then sends the REPLY packet back to the AAA client to indicate a pass/fail of authentication. The
possible returned values can be

- ACCEPT The user is authenticated and service can begin. If the NAS is configured to require authorization,
authorization begins at this time.

- REJECT The user has failed to authenticate. The user can be denied further access or is prompted to retry the
login sequence depending on the TACACS+ daemon.

- ERROR An error occurred at some time during authentication. This can be either at the daemon or in the
network connection between the daemon and the NAS. If an ERROR response is received, the NAS typically
tries to use an alternative method for authenticating the user.

- CONTINUE The user is prompted for additional authentication information.

Figure 2-2. TACACS+ Messaging
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TACACS+ and Authorization

https://t.me/learningnets



In the previous section, you saw the authentication process in TACACS+. This section discusses the authorization process.

To facilitate authorization in TACACS+, two message types are used. The first message is an authorization REQUEST, and the
second is the authorization RESPONSE. The REQUEST sources from the AAA client, and the RESPONSE sources from the AAA
server.

Figure 2-3 shows a basic authorization attempt.

Figure 2-3. Simple TACACS+ Authorization
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The RESPONSE message (in Step 3 in Figure 2-3) contains one of the following replies:

e A FAIL response from the server indicates that the services requested for authorization are not granted.

o If the server responds with a PASS_ADD, the request is authorized, and the information returned in the RESPONSE is used
in addition to the requested information. If no additional arguments are returned by the AAA server in the RESPONSE, the
request is authorized.

¢ In some cases, a PASS_REPL might be returned to the AAA client. In this case, the server is choosing to ignore the
REQUEST and is replacing it with the information returned in the RESPONSE.

o If the status is set to FOLLOW, this indicates that the AAA server that is sending the RESPONSE wants to have the
authorization take place on another server, and this server information is listed in the RESPONSE packet. The AAA client has
the option of using this server or simply can treat it as a FAIL.

o If the status returned is ERROR, this indicates an error on the AAA server. This is commonly a preshared key mismatch;
however, it can be a number of issues and further troubleshooting needs to take place.

In authorization, Attribute-Value (AV) determine authorized services. Table 2-1 provides the AV pairs that are currently
supported on Cisco 10S up to version 12.2 for authentication and authorization.

Table 2-1. Cisco 10S Supported AV Pairs for Accounting and Authorization[1l

Attribute Description 11.0 11.1 11.2/11.3/12.0/12.112.2

acl=x ASCII number representing a yes yes |yes |yes |yes |yes |yes
connection access list. Used only
when service=shell.

addr=x A network address. Used with yes yes yes |yes |yes |yes | yes
service=slip, service=ppp, and
protocol=ip. Contains the IP
address that the remote host should
use when connecting via Serial Line
Internet Protocol (SLIP) or PPP/IP.
For example, addr=10.2.3.4.

addr-pool=x Specifies the name of a local pool yes yes 'yes |yes |yes |yes | yes
from which to get the address of the
remote host. Used with service=ppp
and protocol=ip.

Note that addr-pool works in
conjunction with local pooling. It
specifies the name of a local pool
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Attribute

Description

(which must be preconfigured on
the network access server). Use the
ip-local pool command to declare
local pools. For example:

ip address-pool local

ip local pool boo 10.0.0.1
10.0.0.10

ip local pool moo 10.0.0.1
10.0.0.20

You can then use TACACS+ to
return addr-pool=boo or addr-
pool=moo to indicate the address
pool from which you want to get
this remote node's address.

11.0

11.1

11.2

11.3

12.0

12.1

12.2

autocmd=x

Specifies an autocommand to be
executed at EXEC startup (for
example, autocmmd=telnet
example.com). Used only with
service=shell.

yes

yes

yes

yes

yes

yes

yes

callback-dialstring

Sets the telephone number for a
callback (for example, callback-
dialstring=408-555-1212). Value is
NULL or a dial-string. A NULL value
indicates that the service might
choose to get the dial string
through other means. Used with
service=arap, service=slip,
service=ppp, service=shell. Not
valid for ISDN.

no

yes

yes

yes

yes

yes

yes

callback-line

The number of a TTY line to use for
callback (for example, callback-
line=4). Used with service=arap,
service=slip, service=ppp,
service=shell. Not valid for ISDN.

no

yes

yes

yes

yes

yes

yes

callback-rotary

The number of a rotary group
(between 0 and 100 inclusive) to
use for callback (for example,
callback-rotary=34). Used with
service=arap, service=slip,
service=ppp, service=shell. Not
valid for ISDN.

no

yes

yes

yes

yes

yes

yes

cmd-arg=x

An argument to a shell (EXEC)
command. This indicates an
argument for the shell command
that is to be run. Multiple cmd-arg
attributes can be specified, and
they are order dependent.

Note: This TACACS+ AV pair cannot
be used with RADIUS attribute 26.

yes

yes

yes

yes

yes

yes

yes

cmd=x

A shell (EXEC) command. This
indicates the command name for a
shell command that is to be run.
This attribute must be specified if
service equals "shell." A NULL value
indicates that the shell itself is
being referred to.

Note: This TACACS+ AV pair cannot
be used with RADIUS attribute 26.

yes

yes

yes

yes

yes

yes

yes

data-service

Used with the service=outbound
and protocol=ip.

no

no

no

no

no

yes

yes

dial-number

Defines the number to dial. Used
with the service=outbound and
protocol=ip.

no

no

no

no

no

yes

yes

dns-servers=

Identifies a DNS server (primary or
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Attribute

Description

secondary) that can be requested
by Microsoft Point-to-Point Protocol
(PPP) clients from the network
access server during IP Control
Protocol (IPCP) negotiation. To be
used with service=ppp and
protocol=ip. The IP address
identifying each DNS server is
entered in dotted decimal format.

11.0

11.1

11.2

11.3

12.0

12.1

12.2

force-56

Determines whether the network
access server uses only the 56 K
portion of a channel, even when all
64 K appears to be available. To
turn on this attribute, use the "true"
value (force-56=true). Any other
value is treated as false. Used with
the service=outbound and
protocol=ip.

no

no

no

no

no

yes

yes

gw-password

Specifies the password for the home
gateway during the Layer 2
Forwarding (L2F) tunnel
authentication. Used with
service=ppp and protocol=vpdn.

no

no

yes

yes

yes

yes

yes

idletime=x

Sets a value, in minutes, after
which an idle session is terminated.
A value of zero indicates no
timeout.

no

yes

yes

yes

yes

yes

yes

inacl#<n>

ASCII access list identifier for an
input access list to be installed and
applied to an interface for the
duration of the current connection.
Used with service=ppp and
protocol=ip, and service=ppp and
protocol =ipx. Per-user access lists
do not currently work with ISDN
interfaces.

no

no

no

yes

yes

yes

yes

inacl=x

ASCII identifier for an interface
input access list. Used with
service=ppp and protocol=ip. Per-
user access lists do not currently
work with ISDN interfaces.

yes

yes

yes

yes

yes

yes

yes

interface-
config#<n>

Specifies user-specific AAA interface
configuration information with
Virtual Profiles. The information that
follows the equal sign (=) can be
any Cisco 10S interface
configuration command. Multiple
instances of the attributes are
allowed, but each instance must
have a unique number. Used with
service=ppp and protocol=lcp.

Note: This attribute replaces the
"interface-config=" attribute.

no

no

no

yes

yes

yes

yes

ip-addresses

Space-separated list of possible IP
addresses that can be used for the
endpoint of a tunnel. Used with
service=ppp and protocol=vpdn.

no

no

yes

yes

yes

yes

yes

12tp-busy-disconnect

If a vpdn-group on an L2TP network
server (LNS) uses a virtual
template that is configured to be
precloned, this attribute controls
the disposition of a new L2TP
session that finds no pre-cloned
interface to which to connect. If the
attribute is true (the default), the
session is disconnected by the LNS.
Otherwise, a new interface is cloned
from the virtual template. Used with
service=ppp and protocol=vpdn.
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Attribute

Description

11.0

11.1

11.2

11.3

12.0

12.1

12.2

12tp-cm-local-
window-size

Specifies the maximum receive
window size for L2TP control
messages. This value is advertised
to the peer during tunnel
establishment. Used with
service=ppp and protocol=vpdn.

no

no

no

no

no

yes

yes

12tp-drop-out-of-
order

Respects sequence numbers on
data packets by dropping those that
are received out of order. This does
not ensure that sequence numbers
are sent on data packets, just how
to handle them if they are received.
Used with service=ppp and
protocol=vpdn.

no

no

no

no

no

yes

yes

12tp-hello-interval

Specifies the number of seconds for
the hello keepalive interval. Hello
packets are sent when no data has
been sent on a tunnel for the
number of seconds configured here.
Used with service=ppp and
protocol=vpdn.

no

no

no

no

no

yes

yes

I12tp-hidden-avp

When enabled, sensitive Attribute
Value Pairs (AVPs) in L2TP control
messages are scrambled or hidden.
Used with service=ppp and
protocol=vpdn.

no

no

no

no

no

yes

yes

I12tp-nosession-
timeout

Specifies the number of seconds
that a tunnel stays active with no
sessions before timing out and
shutting down. Used with
service=ppp and protocol=vpdn.

no

no

no

no

no

yes

yes

I12tp-tos-reflect

Copies the IP type of service (ToS)
field from the IP header of each
payload packet to the IP header of
the tunnel packet for packets
entering the tunnel at the LNS.
Used with service=ppp and
protocol=vpdn.

no

no

no

no

no

yes

yes

I2tp-tunnel-authen

If this attribute is set, it performs
L2TP tunnel authentication. Used
with service=ppp and
protocol=vpdn.

no

no

no

no

no

yes

yes

12tp-tunnel-password

Shared secret used for L2TP tunnel
authentication and AVP hiding. Used
with service=ppp and
protocol=vpdn.

no

no

no

no

no

yes

yes

12tp-udp-checksum

This is an authorization attribute
and defines whether L2TP should
perform UDP checksums for data
packets. Valid values are "yes" and
"no." The default is no. Used with
service=ppp and protocol=vpdn.

no

no

no

no

no

yes

yes

link-compression=

Defines whether to turn on or turn
off "stac" compression over a PPP
link. Used with service=ppp.

Link compression is defined as a
numeric value as follows:

0: None
1: Stac
2: Stac-Draft-9

3: MS-Stac

no

no

no

yes

yes

yes

yes

load-threshold=<n>

Sets the load threshold for the
caller at which additional links are
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no

no

no

yes

yes

yes

yes




Attribute

Description

either added to or deleted from the
multilink bundle. If the load goes
above the specified value, additional
links are added. If the load goes
below the specified value, links are
deleted. Used with service=ppp and
protocol=multilink. The range for
<n>is from 1 to 255.

11.0

11.1

11.2

11.3

12.0

12.1

12.2

map-class

Allows the user profile to reference
information configured in a map
class of the same name on the
network access server that dials
out. Used with the
service=outbound and protocol=ip.

no

no

no

no

no

yes

yes

max-links=<n>

Restricts the number of links that a
user can have in a multilink bundle.
Used with service=ppp and
protocol=multilink. The range for
<n>is from 1 to 255.

no

no

no

yes

yes

yes

yes

min-links

Sets the minimum number of links
for Multilink PPP (MLP). Used with
service=ppp, protocol=multilink,
and protocol=vpdn.

no

no

no

no

no

yes

yes

nas-password

Specifies the password for the NAS
during the L2F tunnel
authentication. Used with
service=ppp and protocol=vpdn.

no

no

yes

yes

yes

yes

yes

nocallback-verify

Indicates that no callback
verification is required. The only
valid value for this parameter is 1
(for example, nocallback-verify=1).
Used with service=arap,
service=slip, service=ppp,
service=shell. There is no
authentication on callback. Not valid
for ISDN.

no

yes

yes

yes

yes

yes

yes

noescape=x

Prevents user from using an escape
character. Used with service=shell.
Can be either true or false (for
example, noescape=true).

yes

yes

yes

yes

yes

yes

yes

nohangup=x

Used with service=shell. Specifies
the nohangup option, which means
that after an EXEC shell is
terminated, the user is presented
with another login (username)
prompt. Can be either true or false
(for example, nohangup=false).

yes

yes

yes

yes

yes

yes

yes

old-prompts

Allows providers to make the
prompts in TACACS+ appear
identical to those of earlier systems
(TACACS and extended TACACS).
This allows administrators to
upgrade from TACACS or XTACACS
to TACACS+ transparently to users.

yes

yes

yes

yes

yes

yes

yes

outacl#<n>

ASCII access list identifier for an
interface output access list to be
installed and applied to an interface
for the duration of the current
condition. Used with service=ppp,
protocol=ip, service service=ppp,
and protocol=ipx. Per-user access
lists do not currently work with
ISDN interfaces.

no

no

no

yes

yes

yes

yes

outacl=x

ASCII identifier for an interface
output access list. Used with
service=ppp, protocol=ip, service
service=ppp, and protocol=ipx.
Contains an IP output access list for
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(PPP/1P
only)

yes

yes

yes

yes

yes

yes




Attribute

Description

SLIP or PPP/IP (for example,
outacl=4). The access list itself
must be preconfigured on the
router. Per-user access lists do not
currently work with ISDN
interfaces.

11.0

11.1

11.2

11.3

12.0

12.1

12.2

pool-def#<n>

Defines IP address pools on the
NAS. Used with service=ppp and
protocol=ip.

no

no

no

yes

yes

yes

yes

pool-timeout=

Defines (in conjunction with pool-
def) IP address pools on the NAS.
During IPCP address negotiation, if
an IP pool name is specified for a
user (see the addr-pool attribute), a
check is made to see if the named
pool is defined on the NAS. If it is,
the pool is consulted for an IP
address. Used with service=ppp and
protocol=ip.

no

no

yes

yes

yes

yes

yes

port-type

Indicates the type of physical port
the NAS is using to authenticate the
user.

Physical ports are indicated by a
numeric value as follows:

0: Asynchronous

1: Synchronous

2: ISDN-Synchronous

3: ISDN-Asynchronous (V.120)
4: ISDN-Asynchronous (V.110)
5: Virtual

Used with service=any and
protocol=aaa.

no

no

no

no

no

yes

yes

ppp-vj-slot-
compression

Instructs the Cisco router not to use
slot compression when sending VJ-
compressed packets over a PPP link.

no

no

no

yes

yes

yes

yes

priv-Ivi=x

Privilege level to be assigned for the
EXEC. Used with service=shell.
Privilege levels range from O to 15,
with 15 being the highest.

yes

yes

yes

yes

yes

yes

yes

protocol=x

A protocol that is a subset of a
service. An example would be any
PPP Network Control Protocol (NCP.)
Currently known values are Icp, ip,
ipx, atalk, vines, lat, xremote,
tn3270, telnet, rlogin, pad,
vpdn, osicp, deccp, ccp, cdp,
bridging, xns, nbf, bap,
multilink, and unknown.

yes

yes

yes

yes

yes

yes

yes

proxyacl#<n=>

Allows users to configure the
downloadable user profiles
(dynamic access control lists
[ACLs]) by using the authentication
proxy feature so that users can
have the configured authorization to
permit traffic going through the
configured interfaces. Used with
service=shell and protocol=exec.

no

no

no

no

no

yes

yes

route

Specifies a route to be applied to an
interface. Used with service=slip,
service=ppp, and protocol=ip.

During network authorization, the
route attribute can be used to
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yes

yes




Attribute

Description

specify a per-user static route, to
be installed by TACACS+ as follows:

route="dst_address mask
[gateway]"

This indicates a temporary static
route that is to be applied. The
dst_address, mask, and gateway
are expected to be in the usual
dotted decimal notation, with the
same meanings as in the familiar ip
route configuration command on a
NAS.

If gateway is omitted, the peer's
address is the gateway. The route is
expunged when the connection
terminates.

11.0

11.1

11.2

11.3

12.0

12.1

12.2

route#<n>

Like the route AV pair, this specifies
a route to be applied to an
interface, but these routes are
numbered, allowing multiple routes
to be applied. Used with
service=ppp, protocol=ip,
service=ppp, and protocol=ipx.

no

no

no

yes

yes

yes

yes

routing=x

Specifies whether routing
information is to be propagated to
and accepted from this interface.
Used with service=slip,
service=ppp, and protocol=ip.
Equivalent in function to the
/routing flag in SLIP and PPP
commands. Can either be true or
false (for example, routing=true).

yes

yes

yes

yes

yes

yes

yes

rte-fltr-in#£<n>

Specifies an input access list
definition to be installed and applied
to routing updates on the current
interface for the duration of the
current connection. Used with
service=ppp, protocol=ip,
service=ppp, and protocol=ipx.

no

no

no

yes

yes

yes

yes

rte-fltr-out#<n>

Specifies an output access list
definition to be installed and applied
to routing updates on the current
interface for the duration of the
current connection. Used with
service=ppp, protocol=ip,
service=ppp, and protocol=ipx.

no

no

no

yes

yes

yes

yes

sap#<n>

Specifies static Service Advertising
Protocol (SAP) entries to be
installed for the duration of a
connection. Used with service=ppp
and protocol=ipx.

no

no

no

yes

yes

yes

yes

sap-fltr-in#<n>

Specifies an input SAP filter access
list definition to be installed and
applied on the current interface for
the duration of the current
connection. Used with service=ppp
and protocol=ipx.

no

no

no

yes

yes

yes

yes

sap-fltr-out#<n>

Specifies an output SAP filter access
list definition to be installed and
applied on the current interface for
the duration of the current
connection. Used with service=ppp
and protocol=ipx.

no

no

no

yes

yes

yes

yes

send-auth

Defines the protocol to use
(Password Authentication Protocol
[PAP] or Challenge Handshake
Authentication Protocol [CHAP]) for
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no

no

no
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yes

yes




Attribute

Description

username-password authentication
following Caller Line Identification
(CLID) authentication. Used with
service=any and protocol=aaa.

11.0

11.1

11.2

11.3

12.0

12.1

12.2

send-secret

Specifies the password that the NAS
needs to respond to a CHAP/PAP
request from the remote end of a
connection on an outgoing call.
Used with service=ppp and
protocol=ip.

no

no

no

no

no

yes

yes

service=x

The primary service. Specifying a
service attribute indicates that this
is a request for authorization or
accounting of that service. Current
values are slip, ppp, arap, shell,
tty-daemon, connection, and
system. This attribute must always
be included.

yes

yes

yes

yes

yes

yes

yes

source-ip=x

Used as the source IP address of all
Virtual Private Dial-Up Networking
(VPDN) packets generated as part
of a VPDN tunnel. This is equivalent
to the Cisco vpdn outgoing global
configuration command.

no

no

yes

yes

yes

yes

yes

spi

Carries the authentication
information needed by the home
agent to authenticate a mobile node
during registration. The information
is in the same syntax as the ip
mobile secure host <addr>
configuration command. Basically, it
contains the rest of the
configuration command that follows
that string, verbatim. It provides
the security parameter index (SPI),
key, authentication algorithm,
authentication mode, and replay
protection timestamp range. Used
with service=mobileip and
protocol=ip.

no

no

no

no

no

yes

yes

timeout=x

The number of minutes before an
EXEC or AppleTalk Remote Access
(ARA) session disconnects (for
example, timeout=60). A value of
zero indicates no timeout. Used
with service=arap.

yes

yes

yes

yes

yes

yes

yes

tunnel-id

Specifies the username that
authenticates the tunnel over which
the individual user message
identifier (MID) is projected. This is
analogous to the remote name in
the vpdn outgoing command.
Used with service=ppp and
protocol=vpdn.

no

no

yes

yes

yes

yes

yes

wins-servers=

Identifies a Windows NT server that
can be requested by Microsoft PPP
clients from the network access
server during IP Control Protocol
(IPCP) negotiation. To be used with
service=ppp and protocol=ip. The
IP address identifying each
Windows NT server is entered in
dotted decimal format.

no

no

no

yes

yes

yes

yes

zonelist=x

A numeric zonelist value. Used with
service=arap. Specifies an
AppleTalk zonelist for ARA (for
example, zonelist=5).

yes

yes

yes

yes

yes

yes

yes
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TACACS+Accounting

The functionality of accounting in TACACS+ is similar to that of authorization. Accounting takes place by sending a record to the
AAA server. Each of these records includes an AV pair for accounting. Three types of records can be sent to the AAA server. They
are as follows:

e The Start record indicates when a service begins and contains the information that was included in the authorization
process, as well as specific information to the account.

e A Stop record indicates when a service is about to stop or is terminated and also includes information that was included in
the authorization process, as well as specific information to the account.

* A Continue record is also called a Watchdog. This is sent when a service is still in progress and allows the AAA client to

provide updated information to the AAA server. As seen in the previous records, this also includes information that was
included in the authorization process, as well as specific information to the account.

NOTE

A record can be sent as both a Start record and a Continue record. This indicates that the Continue record is a duplicate
of the Start record.

Accounting also uses the two message types that authorization uses, a REQUEST and a RESPONSE. The AAA server has the
capability to send the following in a RESPONSE:

o SUCCESS indicates that the server received the record that was sent by the AAA client.

* An ERROR indicates that the server failed to commit the record to its database.

o A FOLLOW is similar to that of a FOLLOW in authorization. This indicates that the server wishes the AAA client to send the
record to another AAA server, and the AAA server information is included in the RESPONSE.

Figure 2-4 shows a basic example of the accounting process between the AAA client and the AAA server.

Figure 2-4. Basic Accounting

View full size image

User
TACACS+ Server
AAA Client
2. REGQUEST, including
1. Tha usid PECUGSES & PediuUr R Trorm i AR clisnl, Em‘!ﬁ?i:lso;n[ o
* AR garvar.

3, RESPOMSE ls retumed i tha AAA
cliend including SUCCESS, ERRDR, o
FOLLOW.

In Table 2-2, the TACAS+ accounting AV pairs that are supported in 10S versions up to 12.2 are shown.

Table 2-2. TACACS+ Accounting AV Pairslz2l
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Attribute

Description

11.0

11.1

11.2

11.3

12.0

12.1

12.2

Abort-Cause

If the fax session aborts, it indicates
the system component that signaled
the abort. Examples of system
components that could trigger an
abort are Fax Application Process
(FAP), TIFF (the TIFF reader or the
TIFF writer), fax-mail client, fax-mail
server, Enhanced Simple Mail
Transport (ESMTP) client, or ESMTP
server.

no

no

no

no

no

yes

yes

bytes_in

The number of input bytes transferred
during this connection.

yes

yes

yes

yes

yes

yes

yes

bytes_out

The number of output bytes
transferred during this connection.

yes

yes

yes

yes

yes

yes

yes

Call-Type

Describes the type of fax activity: fax
receive or fax send.

no

no

no

no

no

yes

yes

cmd

The command the user executed.

yes

yes

yes

yes

yes

yes

yes

data-rate

This AV pair has been renamed. See
nas-rx-speed.

disc-cause

Specifies the reason a connection was
taken off line. The disc-cause attribute
is sent in accounting-stop records.
This attribute also causes Stop records
to be generated without first
generating Start records if
disconnection occurs before
authentication is performed for a list
of disc-cause values and their
meanings.

no

no

no

yes

yes

yes

yes

disc-cause-ext

Extends the disc-cause attribute to
support vendor-specific reasons why a
connection was taken off line.

no

no

no

yes

yes

yes

yes

elapsed_time

The elapsed time in seconds for the
action. Useful when the device does
not keep real time.

yes

yes

yes

yes

yes

yes

yes

Email-Server-
Address

Indicates the IP address of the e-mail
server handling the on-ramp fax-mail
message.

no

no

no

no

no

yes

yes

Email-Server-Ack-
Flag

Indicates that the on-ramp gateway
has received a positive
acknowledgment from the e-mail
server accepting the fax-mail
message.

no

no

no

no

no

yes

yes

event

Information included in the accounting
packet that describes a state change
in the router. Events described are
accounting starting and accounting

stopping.

yes

yes

yes

yes

yes

yes

yes

Fax-Account-ld-
Origin

Indicates the account ID origin as
defined by the system administrator
for the mmoip aaa receive-id or the
mmoip aaa send-id command.

no

no

no

no

no

yes

yes

Fax-Auth-Status

Indicates whether or not
authentication for this fax session was
successful. Possible values for this
field are success, failed, bypassed, or
unknown.

no

no

no

no

no

yes

yes

Fax-Connect-Speed

Indicates the modem speed at which

this fax-mail was initially transmitted
or received. Possible values are 1200,
4800, 9600, and 14,400.

no

no

no

no

no

yes

yes

Fax-Coverpage-Flag

Indicates whether or not a cover page
was generated by the off-ramp
gateway for this fax session. True
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no

no

yes
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Attribute

Description

indicates that a cover page was
generated; false means that a cover
page was not generated.

11.0

11.1

11.2

11.3

12.0

12.1

12.2

Fax-Dsn-Address

Indicates the address to which
delivery status notifications (DSNs)
are to be sent.

no

no

no

no

no

yes

yes

Fax-Dsn-Flag

Indicates whether or not DSN has
been enabled. True indicates that DSN
has been enabled; false means that
DSN has not been enabled.

no

no

no

no

no

yes

yes

Fax-Mdn-Address

Indicates the address to which MDNs
are to be sent.

no

no

no

no

no

yes

yes

Fax-Mdn-Flag

Indicates whether or not message
delivery notification (MDN) has been
enabled. True indicates that MDN has
been enabled; false means that MDN
has not been enabled.

no

no

no

no

no

yes

yes

Fax-Modem-Time

Indicates the amount of time in
seconds the modem sent fax data (x)
and the amount of time in seconds of
the total fax session (y), which
includes both fax-mail and Public
Switched Telephone Network (PSTN)
time, in the form x/y. For example,
10/15 means that the transfer time
took 10 seconds, and the total fax
session took 15 seconds.

no

no

no

no

no

yes

yes

Fax-Msg-ld=

Indicates a unique fax message
identification number assigned by
store and forward fax.

no

no

no

no

no

yes

yes

Fax-Pages

Indicates the number of pages
transmitted or received during this fax
session. This page count includes
cover pages.

no

no

no

no

no

yes

yes

Fax-Process-Abort-
Flag

Indicates that the fax session was
aborted or successful. True means
that the session was aborted; false
means that the session was
successful.

no

no

no

no

no

yes

yes

Fax-Recipient-Count

Indicates the number of recipients for
this fax transmission. Until e-mail
servers support Session mode, the
number should be 1.

no

no

no

no

no

yes

yes

Gateway-Id

Indicates the name of the gateway
that processed the fax session. The
name appears in the following format:
hostname.domain-name.

no

no

no

no

no

yes

yes

mlp-links-max

Gives the count of links that are
known to have been in a given

multilink session at the time the
accounting record is generated.

no

no

no

yes

yes

yes

yes

mlp-sess-id

Reports the identification number of
the multilink bundle when the session
closes. This attribute applies to
sessions that are part of a multilink
bundle. This attribute is sent in
authentication-response packets.

no

no

no

yes

yes

yes

yes

nas-rx-speed

Specifies the average number of bits
per second over the course of the
connection's lifetime. This attribute is
sent in accounting-stop records.

no

no

no

yes

yes

yes

yes

nas-tx-speed

Reports the transmit speed negotiated
by the two modems.

no

no

no

yes

yes

yes

yes

paks_in

The number of input packets
transferred during this connection.

https://t.me/learningnets

yes

yes

yes

yes

yes

yes

yes




Attribute

Description

11.0

11.1

11.2

11.3

12.0

12.1

12.2

paks_out

The number of output packets
transferred during this connection.

yes

yes

yes

yes

yes

yes

yes

port

The port the user was logged in to.

yes

yes

yes

yes

yes

yes

yes

Port-Used

Indicates the slot/port number of the
Cisco AS5300 used to either transmit
or receive this fax-mail.

no

no

no

no

no

yes

yes

pre-bytes-in

Records the number of input bytes
before authentication. This attribute is
sent in accounting-stop records.

no

no

no

yes

yes

yes

yes

pre-bytes-out

Records the number of output bytes
before authentication. This attribute is
sent in accounting-stop records.

no

no

no

yes

yes

yes

yes

pre-paks-in

Records the number of input packets
before authentication. This attribute is
sent in accounting-stop records.

no

no

no

yes

yes

yes

yes

pre-paks-out

Records the number of output packets
before authentication. The pre-paks-
out attribute is sent in accounting-
stop records.

no

no

no

yes

yes

yes

yes

pre-session-time

Specifies the length of time, in
seconds, from when a call first
connects to when it completes
authentication.

no

no

no

yes

yes

yes

yes

priv_level

The privilege level associated with the
action.

yes

yes

yes

yes

yes

yes

yes

protocol

The protocol associated with the
action.

yes

yes

yes

yes

yes

yes

yes

reason

Information included in the accounting
packet that describes the event that
caused a system change. Events
described are system reload, system
shutdown, or accounting
reconfiguration (being turned on or

off).

yes

yes

yes

yes

yes

yes

yes

service

The service the user used.

yes

yes

yes

yes

yes

yes

yes

start_time

The time the action started (in
seconds since the epoch, 12:00 a.m.
January 1, 1970). The clock must be
configured to receive this information.

yes

yes

yes

yes

yes

yes

yes

stop_time

The time the action stopped (in
seconds since the epoch). The clock
must be configured to receive this
information.

yes

yes

yes

yes

yes

yes

yes

task_id

Start and Stop records for the same
event must have matching (unique)
task_id numbers.

yes

yes

yes

yes

yes

yes

Yes

timezone

The time zone abbreviation for all
timestamps included in this packet.

yes

yes

yes

yes

yes

yes

Yes

Xmit-rate

This AV pair has been renamed. See
nas-tx-speed.
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RADIUS in Detall

RADUIS is an Internet Engineering Task Force (IETF) standard that is used for AAA. It is also a client/server model. This means

the AAA client sends user information to the AAA server, in this case via the RADIUS protocol, and the RADIUS server responds

with all the information that is needed for the AAA client to provide connectivity and service to the end user. The AAA client acts
in response to the reply it receives from the RADIUS server.

For network authentication, a shared secret key authenticates messages between the AAA/RADIUS server and the AAA client.
The shared secret key is never actually sent across the wire so the integrity of the key is maintained.

When RADIUS authenticates users, numerous authentication methods can be used. RADIUS supports authentication via Point-to-
Point Protocol Challenge Handshake Authentication Protocol (PPP CHAP) and PPP Password Authentication Protocol (PAP), as well
as others.

In addition to these features, RADIUS is an extensible protocol that allows vendors the ability to add new attribute values without
creating a problem for existing attributes values.

A major difference between TACACS+ and RADIUS is that RADIUS does not separate authentication and authorization. RADIUS
also provides for better accounting. In this section, you see the operation and functionality of RADIUS.

NOTE

Note that in June 1996, draft 5 of the RADIUS protocol specification was submitted to the Internet Engineering Task
Force (IETF). The RADIUS specification (RFC 2058) and RADIUS accounting standard (RFC 2059) are now proposed
standard protocols. The text of the IETF proposed standards can be found at the following URLs:

http://www.ietf.org/rfc/rfc2058.txt?number=2058

http://www.ietf.org/rfc/rfc2059.txt?number=2059

RADIUS operates under the UDP protocol. RADIUS uses ports 1645 and 1812 for authentication and 1646 and 1813 for
accounting. The ports 1812 and 1813 are seen in newer RADIUS implementations. The use of RADIUS port 1645 in early
implementations conflicts with the "datametrics" service. Therefore, the officially assigned port is 1812.

Generally, the RADIUS protocol is considered to be a connectionless service. Issues related to server availability, retransmission,

and timeouts are handled by the RADIUS-enabled devices rather than the transmission protocol. This functionality differs from
TACACS+, where the reliability in the protocol is dependent on the TCP protocol.

RADIUS Operation

The following is the process used in a RADIUS managed login:

Step 1. A user login generates a query (Access-Request) from the AAA client to the RADIUS
server.

Step 2. A corresponding response (Access-Accept or Access-Reject) is returned by the server.
The Access-Request packet contains the username, encrypted password, IP address of the AAA client, and port. The format of the
request also provides information on the type of session that the user wants to initiate.

The format of the RADIUS packet is seen in Figure 2-5.

Figure 2-5. RADIUS Packet Format

Code | Identifier | Length
Request Authenticator
Attributes
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Each RADIUS packet contains the following information:
e Code The code field is one octet; it identifies one of the following types of RADIUS packets:

- Access-Request (1)

- Access-Accept (2)

- Access-Reject (3)

- Accounting-Request (4)
- Accounting-Response (5)
- Access-Challenge (11)

- Status-Server (12)

- Status-Client (13)

- Reserved (255)

NOTE

Status-Server and Status-Client are experimental.

« ldentifier The identifier field is one octet; it helps the RADIUS server match requests and responses and detect duplicate
requests.

¢ Length The length field is two octets; it specifies the length of the entire packet.

¢ Request Authenticator The authenticator field is 16 octets. The most significant octet is transmitted first; it authenticates
the reply from the RADIUS server. Two types of authenticators are as follows:

- Request-Authenticator Available in Access-Request and Accounting-Request packets

- Response-Authenticator Available in Access-Accept, Access-Reject, Access-Challenge, and Accounting-Response
packets

The attributes that are seen in Figure 2-5 are RADIUS AV pairs. These specific attributes and corresponding values are discussed
in Appendix A, "RADIUS Attribute Tables."

RADIUS Encryption

Encryption in RADIUS differs from that of TACACS+ because RADIUS encrypts only the password and the rest is sent in clear
text.

The process of encrypting the password in RADIUS is as follows:

Step 1. A RADIUS packet includes an Authenticator field, as seen in Figure 2-5. This is a field that contains a 16-octet random
number called the Request Authenticator.

Step 2. The Request Authenticator is combined with the pre-shared key value and runs through an MD5 hash algorithm. This
derives a 16-octet hash. For this example, this is called HASH_A. Therefore, HASH_A is equal to the MD5 request
authentication plus pre-shared key.

Step 3. The user-provided password is padded in the message with a null value so that it reaches a 16-octet value.

Step 4. HASH_A is then XORed with the padded password from Step 3, and that generates the cipher text that is transmitted
to the AAA server running RADIUS.

Step 5. The AAA server calculates HASH_A on its own and XORs it with the received cipher text to get the padded user-
provided password back to clear text.

RADIUS Authentication and Authorization

When an AAA server running RADIUS receives the Access-Request from the AAA client, it searches a database for the username
listed. If the username does not exist in the database, either a default profile is loaded, or the RADIUS server immediately sends
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an Access-Reject message. This Access-Reject message can be accompanied by an optional text message, which could indicate
the reason for the refusal.

If the username is found and the password is correct, the RADIUS server returns an Access-Accept response, including a list of
Attribute-Value pairs that describe the parameters to be used for this session. Typical parameters include service type (shell or
framed), protocol type, IP address to assign the user (static or dynamic), access list to apply, or a static route to install in the
AAA client's routing table. The configuration information in the RADIUS server defines what is installed on the AAA client.
Optionally, the AAA server can send an Access-Challenge request to the AAA client to request a new password.

Figure 2-6 demonstrates a RADIUS exchange between an AAA client and AAA server.

Figure 2-6. A RADIUS Exchange

View full size image
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Authorization within RADIUS is done in conjunction with authentication. As a server returns an Access-Accept message, it also
includes the list of AV pairs that the user is authorized for. Table 2-3 lists the RADIUS AV pairs (nonproprietary) supported in
Cisco 10S up to version 12.2. These AV pairs are discussed in further detail in Appendix A.

Table 2-3. RADIUS AV Pairs (Nonproprietary)

Number | IETF Attribute 11.1/11.2 11.3 1—\1—\3 11.3T712.0/12.1 12.2
1 User-Name yes |yes |yes | yes yes yes |yes |yes
2 User-Password yes |yes |yes |yes yes yes |yes |yes
3 CHAP-Password yes |yes |yes | yes yes yes |yes |yes
4 NAS-IP Address yes |yes |yes | yes yes yes |yes |yes
5 NAS-Port yes |yes |yes | yes yes yes |yes |yes
6 Service-Type yes |yes |yes | yes yes yes |yes |yes
7 Framed-Protocol yes |yes |yes | yes yes yes |yes |yes
8 Framed-IP-Address 'yes |yes | yes |yes yes yes |yes |yes
9 Framed-IP- yes |yes |yes | yes yes yes |yes |yes
Netmask
10 Framed-Routing yes |yes |yes | yes yes yes |yes |yes
11 Filter-1d yes |yes |yes |yes yes yes |yes | yes
12 Framed-MTU yes |yes |yes | yes yes yes |yes |yes
13 Framed- yes |yes |yes | yes yes yes |yes |yes
Compression

14 Login-IP-Host yes |yes |yes | yes yes yes |yes |yes
15 Login-Service yes |yes |yes | yes yes yes |yes |yes
16 Login-TCP-Port yes |yes |yes | yes yes yes |yes |yes
18 Reply-Message yes |yes |yes | yes yes yes |yes |yes
19 Callback-Number no no no no no no yes | yes
20 Callback-1D no no no no no no no no
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Number | IETF Attribute 11.1)11.2 11.3 i—;\.s 11.3T712.0 12.1|12.2
22 Framed-Route yes |yes |yes | yes yes yes |yes |yes
23 Framed-1PX- no no no no no no no no
Network
24 State yes |yes |yes | yes yes yes |yes |yes
25 Class yes |yes |yes | yes yes yes |yes |yes
26 Vendor-Specific yes |yes |yes |yes yes yes |yes | yes
27 Session-Timeout yes |yes |yes |yes yes yes |yes |yes
28 Idle-Timeout yes |yes |yes | yes yes yes | yes |yes
29 Termination-Action | no no no no no no no no
30 Called-Station-Id yes |yes |yes |yes yes yes |yes | yes
31 Calling-Station-1d yes |yes |yes |yes yes yes |yes |yes
32 NAS-Identifier no no no no no no no yes
33 Proxy-State no no no no no no no no
34 Login-LAT-Service |(yes |yes | yes |yes yes yes |yes |yes
35 Login-LAT-Node no no no no no no no yes
36 Login-LAT-Group no no no no no no no no
37 Framed-AppleTalk- | no no no no no no no no
Link
38 Framed-AppleTalk- | no no no no no no no no
Network
39 Framed-AppleTalk- | no no no no no no no no
Zone
40 Acct-Status-Type yes |yes |yes | yes yes yes |yes |yes
41 Acct-Delay-Time yes |yes |yes | yes yes yes |yes |yes
42 Acct-Input-Octets | yes |yes ' yes @ yes yes yes |yes |yes
43 Acct-Output-Octets (' yes |yes ' yes @ yes yes yes |yes |yes
44 Acct-Session-Id yes |yes |yes | yes yes yes |yes |yes
45 Acct-Authentic yes |yes |yes | yes yes yes |yes |yes
46 Acct-Session-Time | yes |yes |yes |yes yes yes |yes |yes
47 Acct-Input-Packets (yes |yes |yes | yes yes yes |yes |yes
48 Acct-Output- yes |yes |yes | yes yes yes |yes | yes
Packets
49 Acct-Terminate- no no no yes yes yes |yes |yes
Cause
50 Acct-Multi-Session- | no yes |yes | yes yes yes |yes |yes
Id
51 Acct-Link-Count no yes |yes | yes yes yes |yes |yes
52 Acct-Input- no no no no no no no no
Gigawords
53 Acct-Output- no no no no no no no no
Gigawords
55 Event-Timestamp no no no no no no no yes
60 CHAP-Challenge yes |yes |yes |yes yes yes | yes |yes
61 NAS-Port-Type yes |yes |yes | yes yes yes |yes |yes
62 Port-Limit yes |yes |yes | yes yes yes |yes | yes
63 Login-LAT-Port no no no no no no no no
64 Tunnel-Type no no no no no no yes |yes
65 Tunnel-Medium- no no no no no no yes |yes
Type




11.3

Number | IETF Attribute 11.1/11.2 11.3 AA 11.3T712.0/12.1 12.2

66 Tunnel-Client- no no no no no no yes |yes
Endpoint

67 Tunnel-Server- no no no no no no yes |yes
Endpoint

68 Acct-Tunnel- no no no no no no yes |yes
Connection-1D

69 Tunnel-Password no no no no no no yes |yes

70 ARAP-Password no no no no no no no no

71 ARAP-Features no no no no no no no no

72 ARAP-Zone-Access | no no no no no no no no

73 ARAP-Security no no no no no no no no

74 ARAP-Security- no no no no no no no no
Data

75 Password-Retry no no no no no no no no

76 Prompt no no no no no no yes |yes

77 Connect-Info no no no no no no no yes

78 Configuration- no no no no no no no no
Token

79 EAP-Message no no no no no no no no

80 Message- no no no no no no no no
Authenticator

81 Tunnel-Private- no no no no no no no no
Group-1D

82 Tunnel- no no no no no no yes |yes
Assignment-1D

83 Tunnel-Preference | no no no no no no no yes

84 ARAP-Challenge- no no no no no no no no
Response

85 Acct-Interim- no no no no no no yes |yes
Interval

86 Acct-Tunnel- no no no no no no no no
Packets-Lost

87 NAS-Port-1D no no no no no no no no

88 Framed-Pool no no no no no no no no

90 Tunnel-Client-Auth- | no no no no no no no yes
ID

91 Tunnel-Server- no no no no no no no yes
Auth-1D

200 IETF-Token- no no no no no no no no
Immediate

RADIUS Accounting

RADIUS accounting is performed by sending messages at the start and the stop of a session. These messages include information
about the session. Information that might be included includes time, packets, bytes, and so on. These messages are sent using
UDP port 1813. The accounting process for RADIUS is seen in RFC 2866. The messages that are sent between the AAA server and
the AAA client are Accounting-Request and Accounting-Response. The basic process of RADIUS accounting is seen in Figure 2-7.
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Figure 2-7. RADIUS Accounting
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Summary

TACACS+ is a proprietary protocol implemented by Cisco Systems to facilitate the AAA model in Cisco devices. It is one of a
number of choices available for AAA communication between an AAA client and AAA server. TACACS+ is TCP based and separates
each function of authentication, authorization, and accounting.

RADIUS is an IETF-standardized protocol that is also implemented in Cisco devices to facilitate the AAA model communications
between an AAA server and AAA client. RADIUS uses UDP as its transport protocol and relies on the protocol itself to resend and
recover from lost or missing data. RADIUS does not separate authentication and authorization; however, it does separate
accounting. RADIUS typically provides more complete accounting capabilities than TACACS+.

As you continue implementing a secure network using AAA, you are often faced with the decision of which protocol to use. In

some situations, you have no option. As you proceed though this book, keep in mind the functions of these protocols as you
implement them in chapters to come.

(e rrcv | wexT
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End Notes

1. Cisco Systems, Securing Cisco 10S Security Configuration Guide, Cisco Systems, Inc., p. SC-501.

2. Cisco Systems, Securing Cisco 10S Security Configuration Guide, Cisco Systems, Inc., p. SC-510.
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Chapter 3. Authentication Configuration on Cisco
Routers

In this chapter, you learn the following topics:

e Local authentication

o Authentication configurations using Cisco Secure ACS for Windows Server and Cisco Secure ACS Solution Engine

¢ Debugging authentication

e Authentication command references

Authentication, authorization, and accounting (AAA) is an integral component in today's networks. AAA is configurable on most
Cisco products and can play an important role in securing and managing Cisco networks.

This chapter provides a configuration overview to the authentication component of AAA, as well as configuration examples of

some of the authentication methods discussed. In addition, it includes a discussion of command references for Cisco 10S Release
12.0 through 12.3 to help you to locate the right commands to use on your network devices.

NOTE
As you read this chapter, note that Cisco products support different methods for performing AAA authentication. These
methods include the following:

e Local Authentication No external user database is used in the authentication, and all user passwords are stored

on the router.

e Cisco Secure ACS for Windows Server An external server is used along with the TACACS+ or RADIUS protocol
to communicate between the user database and the Cisco router for authentication.

e Cisco Secure ACS Solution Engine This is similar to the previous bullet point; however, the Solution Engine is a
dedicated appliance.

[ rrc | NExT
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Local Authentication

Local authentication is a configuration that is available on Cisco products in which the AAA service is contained on the device
itself. In this situation, a username and password are created and contained on the device. While this is a simple configuration, it
is not very scalable. This configuration is common in smaller networks.

To configure a Cisco router for local authentication, you must perform the following tasks:

Step 1. Secure access to privileged exec and configuration modes for the vty, asynchronous, auxiliary, and TTY ports.
Although this is not actually part of the AAA process, this must be enabled prior to enabling AAA.

Step 2. Enable AAA on the router.
Step 3. Configure AAA on the router.

Step 4. Secure access to privileged exec and configuration modes for the vty, asynchronous, auxiliary, and TTY ports.

The focus of this chapter is on AAA authentication; therefore, you need to understand how to secure access to each of the
following points of access:

¢ EXEC (both user and privileged mode)

e vty ports

e asynchronouslines

e auxiliary ports

o TTY ports

In this chapter, you learn how to configure the EXEC mode as well as the vty, auxiliary, and TTY ports for authentication.

Enabling AAA on the Router

AAA is a framework or model for security and authentication. To enable the AAA process on a Cisco router, you must enable the
AAA model. This creates a configuration location within the configuration for AAA.

When you enable AAA, it forces the Cisco router to override every other authentication method configured. This might cause you
to lose connectivity to the management session that you are using to configure AAA. This might force you into an unwanted
password recovery procedure.

To enable AAA, enter the following command in global configuration mode of a Cisco router:

rout er (confi g) #aaa new nodel

You can disable AAA functionality with a single command. To disable AAA, use the following command in global configuration
mode:

rout er (confi g)#no aaa new nodel

Method Lists

From this point, you use a method list to configure what method to use AAA in. A method list is a list that defines the point of
authentication and the method to be used. Figure 3-1 displays two different modes: character mode and packet mode. If you
access the command-line interface, you are using character mode. If you access the network as a user through a PPP link, for
example, you are using packet mode. Figure 3-1 shows the AAA command elements that are used in each of these modes.

Figure 3-1. Packet and Character Modes
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To begin authentication configuration, you define a method list that protects administrative access to the console port of a Cisco
router. The console port of a Cisco router is distinguished as Line Console 0. Example 3-1 shows a basic starting configuration.
In this configuration, note that an enable password and enable secret password are configured. Additionally, a username and

password have been created.

Example 3-1. Basic Configuration

|

version 12.2

<text omtted>

!

host nanme rout er

!

enabl e secret san-fran

enabl e password ci sco

!

user nane adm n password ci sco
1

1

interface Ethernet0/0
description ******* | NS| DE

i p address 10.0. 1.2 255.255.255.0
!

interface Ethernet1/0

description ******* QUTS| DE

i p address 172.30. 1.2 255.255.255.0
!

l'ine con O

transport input none
| ogin

passwor d pa55w0rd
l'ine aux O

line vty 0 4

password ci sco

I ogin

1

At this point in the configuration, AAA has not been enabled. Line Console O is configured to authenticate using the password
pa55wOrd. After the AAA process is enabled, the username and password of admin/cisco are used, and the password

configured on the line is overridden.

To enable AAA, enter the aaa new-model command in global configuration mode. After AAA has been enabled, configure a
method list to define what mode or command element and what method of authentication are to be performed.

The syntax for a method list created on a Cisco router is shown here in a generic form:
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router(config)# aaa authentication service {default | |ist-nane} nethodl [ net hod2]

The service option can be one of the following:

o ARAP Performs authentication for AppleTalk Remote Access.
 Enable Performs authentication of users attempting to access privileged level on the device.
e Login Performs authentication of users accessing the console of the device. This is done prior to the Enable authentication.

« NASI This is for authentication of NetWare Asynchronous Serviced Interface (NASI) clients connecting through the access
server.

¢ PPP This is for authentication on serial interfaces using the PPP protocol.

In the configuration shown in the code before the preceding bulleted list, it is the console port that is going to be secured. For
this method, use the Login service. You also specify Login for Telnet through the vty ports, as well as access the aux port.

The second option to be determined is the name of the list. This binds the list to an interface or line. This list must be configured;
however, you do have the option to choose the default option. This option is applied to all lines on which you do not specify a
more specific list name. For example, Figure 3-2 shows the console port, five vty ports (line vty 0 4), and auxiliary ports. A
generic method list named TEST1 is created along with the default list. If this TEST1 list is applied to Line Console O, all other
lines are automatically assigned the method list. Note that in Figure 3-2, a specific method list is not applied to any other line.

Figure 3-2. Application of Method Lists

View full size image
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Finally, you must select the method of authentication. The method can be TACACS+, RADIUS, or local. You can also configure
multiple methods. In this fashion, you give yourself a backup. It is always a good idea to use local authentication as a second
method in the event that the AAA server becomes unavailable on the network; however, you can use another RADIUS or
TACACS+ server.

- -

e

The completed configuration includes the following method lists:

aaa authentication | ogin default enable
aaa authentication | ogin TEST1 | ocal

The first list, default, specifies that the enable password is used for authentication. The second list specifies that the username
and password that have been configured are to be used. At this point, the enable password is used everywhere because the more
specific list has not been specified on any line. To make the vty ports authenticate using the username of admin and password
cisco, you need to apply the TEST1 method list to line vty O 4. To do so, use the login authentication configuration command.
The following statement applies the TEST1 method of authentication to line vty 0 4:

line vty 0 4
| ogi n aut henticati on TEST1

To further configure the authentication on this device, another method list has been created for the service login. This method
list is named is-in, and the method of authentication used is the local username and password. This is applied to line con O.

The additional command statements are as follows:

https://t.me/learningnets



router(config)#aaa authentication login is-in local
router(config)#l ine con O
router(config-line)#l ogin authenticationis-in

The final configuration resembles the configuration in Example 3-2. Note that although a login statement and a password are still
applied to line vty O 4, as well as line con 0, the login authentication statement in AAA overrides this password.

Example 3-2. Finished AAA Authentication Configuration

|

version 12.2
1

host name rout er

!

aaa new nodel

!

!

aaa authentication |l ogin default enable
aaa authentication login admns-in |ocal
aaa authentication loginis-inlocal
enabl e secret san-fran

enabl e password ci sco

]

usernane adm n password ci sco

interface Ethernet0/0
description ******* | NS| DE

i p address 10.0. 1.2 255.255.255.0
1

interface Ethernet1/0
description ******* QUTS|I DE
ip address 172.30.1.2 255.255.255.0
1

!

!

line con O

passwor d pa55w0rd

| ogin authenticationis-in

!

l'ine aux O

!

line vty 0 4

password ci sco

| ogin authentication adnmi ns-in
1

end

To recap this configuration, AAA has been enabled, and a username and password have been created locally to this router. For
users attempting to access the command-line interface via Telnet or console 0, they are authenticated using the admins-in
method list or the is-in method list, which specifies the local username and password. When authenticated, the user attempts to
access privileged EXEC mode by typing the command enable. Now, the method list default prompts for yet another password,
requiring the admin to enter the line password. All other points of access take the default method list, which specifies the use of
the enable password for authentication.

(e rrcv | wexT
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Authentication Configurations Using Cisco Secure ACS for Windows
Server and Cisco Secure ACS Solution Engine

Other configurations and implementations of authentication might differ from the preceding example. The example is not
intended to provide a complete solution and guide to configuring authentication. Rather, it is to assist in the understanding of
how AAA is enabled on a Cisco router, how a method list is designed and implemented, and how you can read an AAA
configuration.

For additional information on configuring AAA on Cisco routers, including examples of authorization and accounting, see the Cisco
10S Security Configuration Guide, Release 12.2 at Cisco.com. More information on the commands and configuration of commands
in Cisco 10S Software Release 12.0 are available in the "Authentication Command References" section of this chapter.

e prcy NEXT
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Debugging Authentication

Certain debug commands can be enabled on a Cisco router to assist in the troubleshooting of authentication issues. Example 3-3
is the output from the debug text when an administrator accesses the console of the Cisco router with the configuration seen in
this chapter. The command that enables the debug is as follows:

debug aaa aut hentication

To disable this debug, use the "no" form of the command:

no debug aaa aut hentication

You can also use the all-encompassing undebug all statement; the output is shown in Example 3-3.
Example 3-3. Debug Output for Login: Debug AAA Authentication

User Access Verification
User nane: adnin

7wAd: AAA: parse nane=tty0 idb type=-1tty=-1

7w4d: AAA: nane=ttyO0 flags=0x11 type=4 shel f=0 sl ot =0 adapt er=0 port=0 channel =0

7w4d: AAA/ MEMORY: create_user (0x346934) user='NULL' ruser='NULL' ds0=0 port="tty0'
rem addr =" async' aut hen_t ype=ASCl | service=LOG N priv=1 initial_task_id="0'

7wAd: AAA/ AUTHEN START (1108173303): port="tty0" list="is-in' action=LOd N
servi ce=LOG N

7wAd: AAA/ AUTHEN START (1108173303): found list is-in

7wAd: AAA/ AUTHEN START (1108173303): Met hod=LOCAL

7wAd: AAA/ AUTHEN (1108173303): status = GETUSER

Passwor d:

7wAd: AAA/ AUTHEN CONT (1108173303): continue_l ogi n (user="(undef)")

7w4d: AAA/ AUTHEN (1108173303): status = GETUSER

7wad: AAA/ AUTHEN CONT (1108173303): Met hod=LOCAL

7wAd: AAA/ AUTHEN (1108173303): status = GETPASS

rout er>

7wad: AAA/ AUTHEN CONT (1108173303): continue_l ogin (user="admn')
7wad: AAA/ AUTHEN (1108173303): status = GETPASS

7wAd: AAA/ AUTHEN CONT (1108173303): Met hod=LOCAL

7w4d: AAA/ AUTHEN (1108173303): status = PASS

From this point, the user attempts to access privileged EXEC mode and again is authenticated. In Example 3-4, you can see that
the user admin is known after the login authentication; however, the enable authentication method is using the default list.

Example 3-4. Debug Output for Enable: Debug AAA Authentication

View full width

router>en

Passwor d:

7wAd: AAA/ MEMORY: dup_user (0x199254) user='adm n' ruser='NULL' port='"tty0'

[rlem addr =" async' aut hen_type=ASCI | servi ce=ENABLE pri v=15 sour ce=' AAA dup enabl €'
7w4d: AAA/ AUTHEN START (332554494): port="tty0' list="" action=LOGd N servi ce=ENABLE
7wad: AAA/ AUTHEN START (332554494): using "default" list

7wAd: AAA/ AUTHEN START (332554494): Met hod=ENABLE

7wAd: AAA/ AUTHEN (332554494): status = GETPASS

rl#

7wAd: AAA/ AUTHEN CONT (332554494): continue_l ogin (user="'(undef)"')

7wAd: AAA/ AUTHEN (332554494): status = GETPASS
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7w4d: AAA/ AUTHEN CONT (332554494): Met hod=ENABLE
7w4d: AAA/ AUTHEN (332554494): status = PASS

These are examples of successful authentication attempts.

[ rrc | NExT
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Authentication Command References

For the most current authentication command references, refer to the Cisco 10S documentation. Since the writing of this book,
Cisco 10S Release 12.3 has been released. Rather than providing a command reference, for your convenience the following URLs
are provided for the 12.0 and higher AAA command references.

e Cisco IOS Release 12.0
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/secur_r/srprtl/index.htm

e Cisco IOS Release 12.1
http://www.cisco.com/univercd/cc/td/doc/product/software/ios121/121cqcr/secur_r/srprtl/index.htm

e Cisco IOS Release 12.2
http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122cqcr/fsecur_r/faaacr/srfathen.htm

e Cisco IOS Release 12.3
http://www.cisco.com/univercd/cc/td/doc/product/software/ios123/123cqgcr/secur_r/sec _01g.htm#1011518
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Summary

It is the prospect of this chapter to enable you as a security administrator to be able to deploy AAA authentication with a basic
understanding of the configuration of authentication. In the subsequent chapters, you will see the capabilities of adding more
functionality to your AAA configuration by adding an AAA server such as Cisco Secure Access Control Server (CSACS), Cisco
Secure Solution Engine, or Cisco Access Registrar. Also in these chapters, you will see authorization and accounting added to the

AAA configuration.
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Part Il: Enterprise AAA and Cisco Secure Access
Control Server
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Chapter 5 Deploying Cisco Secure Access Control Server for Windows
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Chapter 9 Managing Network Configurations
Chapter 10 Configuring Shared Profile Components
Chapter 11 System Configuration

Chapter 12 Reports and Logging for Windows Server
Chapter 13 Exploring TACACS+ Attribute Values
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Chapter 4. Enterprise Authentication Servers

In this chapter, you learn the following topics:

e Cisco Secure Access Control Server software and versions

e The Cisco Secure Solution Engine

Numerous enterprise level authentication servers are on the market today. Popular among these are Funk's Steel-Belted RADIUS
server, Livingston Enterprises’ RADIUS Authentication Billing Manager, and Merit Networks' RADIUS servers. While these are
reputable companies with popular products, they lack the ability to combine both the TACACS+ and RADIUS protocols into a
single box solution. Fortunately, the Cisco Secure ACS for Windows Server (ACS) is a one-stop solution for authentication,
authorization, and accounting (AAA) via both TACACS+ and RADIUS. This product is the focus of this chapter.

[ prc | NExT
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Cisco Secure Access Control Server Software and Versions

ACS provides a highly scalable, centralized user access control framework. Versions of ACS number from version 2.0 through 3.2,
which is the most current version. With each release of ACS, more support has been added for multiple vendors' AAA
implementations, as well as external database support. ACS has a browser driven interface that makes configuration a simple
task in a centrally located database.

ACS provides for the authentication of Cisco routers, switches, firewalls, and wireless access points. In addition to the Cisco
products that ACS supports, ACS also performs authentication for Ascend, Juniper, Nortel, iPass, and other devices that support
Internet Engineering Task Force (IETF) implementations of RADIUS.

Cisco Secure Access Control Servers began with what was called Easy ACS version 1.0. Since that time the ACS product line has
undergone numerous facelifts and functionality enhancements to create a product that is able to grasp the leading edge in
authentication, authorization, and accounting technologies.

In the following sections, you find information about specific versions of the ACS product line.

Cisco Secure ACS for Windows Server Version 2.0

The versions of ACS discussed in this chapter begin with 2.0. ACS 2.0 for Windows NT supported the following features:

¢ Simultaneous TACACS+ and RADIUS support for a flexible solution

¢ HTML/Java graphical user interface (GUI) that simplifies and distributes configuration for user profiles, group profiles, and
ACS configuration

¢ Help and online documentation included for quick problem solving

¢ Group administration of users for maximum flexibility and to facilitate enforcement and changes of security policies
¢ Virtual private network (VPN) support available at the origination and termination of VPN (L2F) tunnels

¢ Import mechanism to rapidly import a large number of users

¢ Hash-indexed flat file database support for high-speed transaction processing

¢ Windows NT database support to leverage and consolidate Windows NT username and password management

¢ Windows NT single login

¢ Runs on Windows NT standalone, PDC, and BDC servers

¢ Password support that includes Challenge Handshake Authentication Protocol (CHAP), Password Authentication Protocol
(PAP), and AppleTalk Remote Access (ARA)

¢ Token card server support for Security Dynamics and Axent

¢ Token caching for ISDN terminal adapters of Security Dynamics tokens

¢ Time-of-day and day-of-week access restrictions

e User restrictions based on remote address calling line identification (CLID)

¢ Disabling an account on a specific date

¢ Disabling an account after N failed attempts

¢ Viewing logged-in user list

¢ Windows NT Performance Monitor support for real-time statistic viewing

e Accounting and audit information stored in CSV format for convenient import into billing applications

¢ Simple upgrade from Cisco Secure Easy ACS v1.0

Cisco Secure ACS for Windows Server Version 2.1

The next version of ACS made available was version 2.1. The following enhancements were made:
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e User/group assignment was now handled correctly by CSutil. This was a problem in the earlier release of ACS.

e Open DataBase Connectivity (ODBC) threads = 1 (previously was a .reg patch). Set the Access Database engine to single
thread mode.

e Corrected grammar in the New-Pin mode prompt. This was also an issue in the earlier release.
 Remote Administration was added.
e Supplementary User ID fields were added.

e Password support that includes Challenge Handshake Authentication Protocol (CHAP), Password Authentication Protocol
(PAP), and AppleTalk Remote Access Password (ARAP) was added.

e Support for SafeWord and CRYPTOCard Token Servers was added.

e The User and Group MAX sessions configuration options were added.
e Configurable character string stripping was added.

e Authentication forwarding was added.

e Configurable graphical user interface (GUI) was added.

¢ RDBMS synchronization was added.

e Database replication was added.

e System/database backup was added.

e Dialed number identification service (DNIS) support was added.

e This version was also Year 2000 compliant.

Cisco Secure ACS for Windows Server Version 2.3

When version 2.3 was deployed, the following new features were added:

e Password aging was added to control user password security.
¢ |IP pools were added to provide for IP address assignment based on an address pool.

¢ User Changeable Passwords were implemented through a new module that would allow users to browse to a URL and
change their password.

e Support for the Microsoft Commercial Internet System Lightweight Directory Access Protocol (MCIS LDAP).
e Support for Open DataBase Connectivity (ODBC)compliant databases.
e Support for Microsoft's version of the Challenge Handshake Authentication Protocol (MS-CHAP).

e Per-user Advanced Terminal Access Controller Access Control System Plus (TACACS+) and/or Remote Authentication Dial-1n
User Service (RADIUS) attributes.

o Multilevel administration.

¢ CSMonitor service was added to keep an eye on the services that were crucial to the functions of ACS.
¢ ACS Backup and Restore functionality was built in to provide for the backup and restoration of ACS.

¢ The ability to import password files from a UNIX-based device was added.

¢ Network Device Groups (NDGs) were added to break AAA clients into groups to ease the management of multiple AAA
clients.

¢ Logging and reporting enhancements were added to this version.
¢ The ability to upgrade from all previous versions of Cisco Secure ACS for Windows NT was added.

e Support for the null password requirement of Voice over IP (VolP) was also added to this version.
Cisco Secure ACS for Windows Server Version 2.4 and 2.5

Later, a version 2.4 and 2.5 were released. In an effort to provide support for Windows 2000, release 2.5 was the first version
that could be run on a Windows 2000 server.
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Cisco Secure ACS for Windows Server Version 2.6

Version 2.6 is a Windows NT/2000 release that included added support for the following:

A wider range of token servers, such as Security Dynamics, Inc.; ACE/Server version 4.1 and ACE/Client version 1.1 for
Windows 2000; CRYPTOAdmin version 5.0 (build 27); Axent Defender versions 4.0.3 and 4.1.0; and Secure Computing
SafeWord version 5.1.1.

Support for Novell 4.6 for Windows NT and Novell client 4.7 for Windows 2000.

Windows 2000 Service Pack 1 is required and 128-bit encryption with Microsoft Dial-Up Networking was added.

The last revision of the 2.6 version was 2.6.4. This is still widely used in today's enterprise networks.

Cisco Secure ACS for Windows Server Version 3.0

The next version in the ACS product line was version 3.0. ACS version 3.0 was designed for Windows NT/2000. ACS version 3.0
introduced some new functions. These functions are included in the following list:

802.1x support was added.

Extensible Authentication Protocol-Message Digest 5 (EAP-MD5) support was added.
Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) support was added.
Command authorization sets were added.

Microsoft Challenge Authentication Handshake Protocol (MS-CHAP) version 2 support was added.

These were considered to be the major features that were added. Other minor features were added to ACS that deem
mentioning. These include the following:

Per-user access control lists

Shared Network Access Restriction (NAR)

Wildcards in the NAR

Multiple devices per AAA client configuration

Multiple Lightweight Directory Access Protocol (LDAP) lookups and LDAP failover

User-defined RADIUS vendor-specific attributes

Many of these features are configured throughout the course of this book.

Cisco Secure ACS for Windows Server Version 3.1

The next version available was ACS version 3.1. ACS version 3.1 added the following features:

Protected Extensible Authentication Protocol-Generic Token Cards (PEAP-GTC) support PEAP provides stronger
security, greater extensibility, and support for one-time token authentication and password aging. The goal of our PEAP
implementation is to replace Lightweight Extensible Authentication Protocol (LEAP) client/server user authentication
services with the standards-based, non-proprietary PEAP protocol for wireless user authentication. PEAP provides enhanced
security and richer extensibility of end user databases than can be provided with LEAP.

Secure Sockets Layer (SSL) support for administrative access Administrative access to the Cisco Secure ACS HTML
interface can be secured with SSL. This security enhancement provides both certificate-based server authentication and
encrypted tunnel support so that administrative access is encrypted with SSL.

CHPASS improvements Cisco Secure ACS allows you to control whether network administrators can change passwords
during Telnet sessions hosted by TACACS+ AAA clients.

Improved IP Pool addressing Cisco Secure ACS uses the IETF RADIUS class attribute as an additional index for user
sessions. This reduces the possibility of allocating an IP address that is already in use but incorrectly reported to Cisco
Secure ACS as released.

Network device search You can search for a configured network device based on the device name, IP address, type (AAA
client or AAA server), and network device group. This feature is particularly useful if you are managing several network
devices.
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e Improved Public Key Infrastructure (PKI) support During EAP-TLS authentication, Cisco Secure ACS can perform
binary comparison of the certificate received from an end user client to user certificates stored in LDAP directories.

e EAP proxy enhancements Cisco Secure ACS supports LEAP and EAP-TLS proxy to other RADIUS or external databases
using EAP over standard RADIUS. Previous versions of Cisco Secure ACS relied on LEAP proxy using MS-CHAP over RADIUS
proxy, making it more difficult to scale over an extended range of external user databases.

¢ Cisco Management Center application support Cisco Secure ACS provides a consolidated administrative TACACS+
control framework for many Cisco security management tools, such as CiscoWorks VPN/Security Management Solution
(VMS) and CiscoWorks Management Centers.

ACS version 3.1 also addressed a highly requested feature of being able to access the management interface from outside a
firewall. In version 3.1, a function that uses the domain name and translates the IP address in the packet was added.

In addition to these additions and changes, Cisco also changed the way that ACS supports token servers. In previous versions of
ACS, token server support was based on proprietary interfaces. In ACS version 3.1.1, all except for the RSA SecurlID are
supported using RADIUS.

NOTE

CRYPTOCard OTP interface was included in version 3.0; however, it uses RADIUS rather than the CRYPTOCard
proprietary protocol interface. In 3.1.1, the CRYPTOCard proprietary protocol interface was added.

Cisco also made enhancements to the database replication functionality so that each ACS requires a handshake from the primary
ACS using the secret key for the primary device.

Other changes made included the use of 128-bit encryption to communicate with ACS. This affected remote logging as well as the
User Changeable Password (UCP) module. You would need to upgrade to the UCP module provided with ACS version 3.1.

Cisco Secure ACS for Windows Server Version 3.2

The next version of ACS was version 3.2. This is the most current version of ACS. The features and functions added to ACS
version 3.2 are seen in the following list:

¢ In ACS version 3.2, provisions were made for the support of PEAP with EAP-MS-CHAPV2. EAP-MS-CHAP is implemented
according to the RFC. EAP-MS-CHAPV2 protocol is implemented as an internal EAP type, but only inside PEAP, as well as
extensive EAP-TLS support.

e Version 3.1 supported PEAP-GTC; however, MS-PEAP has many differences. ACS version 3.2 supports EAP-MS-CHAP inside
PEAP. In addition to this support, provisions for PEAP version negotiations have been added.

e ACS version 3.2 also includes EAP negotiation for the second EAP type. EAP-GTC and EAP-MS-CHAPv2 are supported
simultaneously inside PEAP. If both internal EAP types are configured, ACS starts with EAP-MS-CHAPv2.

e Additional Aironet support has been included in ACS version 3.2 to include extended client support and PEAP support to
users created in the ACS internal database.

Other changes to ACS version 3.2 are seen in the following list:

e LDAP multithreading

¢ Machine authentication support

e EAP mixed configurations

e Accounting support for Aironet

e Downloadable access control; lists for virtual private network (VPN) users

For more information regarding the functional specifications of ACS, see the release notes accessible through
http://www.cisco.com/go/acs.
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Cisco Secure Solution Engine

An appliance version of Cisco Secure ACS exists. The Cisco Secure Solution Engine is a rack mountable, dedicated platform that
provides nearly the same functionality as the Windows versions of Cisco Secure ACS. The Cisco Secure Solution Engine version

3.2 is a hardened operating system that is built on the Windows 2000 kernel; however, you do not have the ability to connect a
mouse and keyboard to it. Only the services that are necessary for the Solution Engine to function are enabled, and you do not

have access to the file system. In addition to the kernel being locked down, the ports that are open are also restricted to those

that are required by the Solution Engine to perform its required task.

Certain features are a little different with the appliance as opposed to the software versions of Cisco Secure ACS. These include
the following:
¢ Authentication Authentication against Windows domain requires an agent to be running on the domain controller. A new
ancillary software called a remote agent is used for this. Authentication against ODBC source is not supported.

¢ Remote logging Accounting information is logged to a remote Windows or Solaris server.

e User database synchronization User DB synchronization with ODBC source is not supported. Instead, the administrator
can configure the Cisco Secure ACS appliance to synchronize its user DB with a CSV file on an FTP server.

e ODBC logging ODBC logging is not supported. You should use remote logging instead.

e Backup/restore Backup/restore is performed to the remote FTP server.

e Diagnostics A package of gathered diagnostics is sent to the FTP server.
The Cisco Secure Solution Engine is a rack mountable 1U box with an Intel ISP 1100 motherboard, 3.06 GHz Pentium 4 processor
with 1 GB memory, and two 10/100 Ethernet interfaces. The Solution Engine also has a 40 GB Integrated Drive Electronics (IDE)

hard drive, a floppy drive, and a CD-ROM. A serial interface is also present. The parallel port, video, keyboard, and mouse
controllers are not used.
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Summary

The Cisco Secure product line has undergone massive improvements and renovations since the initial release dates. With each
new version, more and more functionality and capabilities are being built in to provide a high-powered solution to enterprise
customers for use in authentication, authorization, and accounting services.

In upcoming chapters of this book, you are given the opportunity to install and deploy an ACS, become familiar with the interface,
and explore the multitude of configuration options within its GUI interface.
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