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PRESENTATION SCOPE

Data Locations
• Native iOS Location Features
• 3rd Party Applications

Looking in Unexpected Files

“Creative” Keyword Searching

Ease of Data Availability
• iOS Backups/Logical Extraction
• Physical Access (ie: Jailbreak)
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WHERE TO START?
CLIENTS.PLIST

¡ Which apps are using Location Services?

¡ Native iOS & 3rd Party 
Applications/Bundles/Frameworks/etc.

¡ File Paths:

¡ Backup: /root/Library/Caches/locationd/clients.plist

¡ Physical: 
/private/var/root/Library/Caches/locationd/clients.
plist
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WHERE TO START? CLIENTS.PLIST – LOCATION SERVICES
SETTINGS | PRIVACY | LOCATION SERVICES 

Authorization:
1 – Never
2 – While Using
4 – Always
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WHERE TO START? CLIENTS.PLIST – LOCATION SERVICES
SETTINGS | PRIVACY | LOCATION SERVICES | SYSTEM SERVICES
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NATIVE IOS
APPLE MAPS

¡ File Paths:

¡ Backup: /mobile/Applications/com.apple.Maps/*

¡ Physical: /private/var/mobile/Containers/Data/Applications/<GUID>/*

¡ iCloud: SyncedPrefences

¡ File Types:

¡ Plist Files

¡ Proprietary Data Files

¡ Data Type

¡ Bookmarks/Favorites

¡ Search History

¡ Last Locations / Search Query 
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NATIVE – APPLE MAPS – RECENTS
GEOHISTORY.MAPSDATA (PLIST FILE)
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NATIVE IOS – PHOTOS
PHOTO EXIF DATA

¡ File Paths:

¡ Backup: /mobile/Media/DCIM/###APPLE/*

¡ Physical: 
/private/var/mobile/Media/DCIM/###APPLE/
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NATIVE IOS - PHOTOS 
PHOTOS APPLICATION DATABASE

¡ File Paths:

¡ Backup: /mobile/Media/PhotoData/Photos.sqlite

¡ Physical: /private/var/mobile/Media/PhotoData/Photos.sqlite
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NATIVE IOS – WALLET / PASSES
PKPASS FILES

¡ File Paths:

¡ Backup: 
/mobile/Library/Passes/Cards/*

¡ Physical: 
/private/var/mobile/Library/Passes
/Cards/*
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NATIVE IOS – WALLET / PASSES
PASS.JSON
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3RD PARTY APPS 
WAZE

¡ Crowdsourced Traffic App

¡ Location Data:

¡ /Documents/session (Plaintext File)

¡ /Documents/user.db (SQLite Database)
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3RD PARTY APPS – WAZE
/Documents/session

¡ /Documents/session (Plaintext File)
¡ “Parking” Position

¡ Address Position

¡ Current Position

¡ Home/Work Positions

¡ Waypoints

¡ Etc.

¡ Long,Lat (w/o Decimals)
¡ Default Location:

¡ “34794810, 32106010”

¡ 32.106010, 34.794810 = Tel Aviv, Israel
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3RD PARTY APPS – WAZE
/Documents/user.db

¡ /Documents/user.db (SQLite Database)
¡ Places Table

¡ Home / Work (Correlate with Favorites Table)

¡ Searches (Correlate with RecentsTable)
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3RD PARTY APPS
GLYMPSE

¡ Location Sharing App

¡ Location Data:
¡ /Documents/Glympse/places_v2.dat

¡ /Documents/ImageCache/glympse_pla
ce_<lat>_<long>_<Name>.jpg
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3RD PARTY APPS – GLYMPSE
/Documents/Glympse/places_v2.dat

¡ /Documents/Glympse/places_v2.dat (JSON)

¡ Recents & Searches
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3RD PARTY APPS – GLYMPSE
/Documents/Glympse/ImageCache/*

¡ /Documents/Glympse/ImageCache/glympse_place_<lat>_<long>_<Name>.jpg

¡ Recents & Searches 

¡ Icons of Locations

¡ WARNING: 

¡ Locations not necessarily visited, just searched

¡ Redundant data in image_cache_index_v2.dat (JSON)
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3RD PARTY APPS 
WUNDERGROUND

¡ Weather Application

¡ Location Data:

¡ /Library/Preferences/com.wundergroud.weat
herunderground.plist

¡ /Library/Preferences/group.com.wundergrou
nd.widgets.plist (Shared Data)

¡ Snapshots Directory

¡ /Library/Caches/com.wunderground.weather
underground/cache.db
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3RD PARTY APPS - WUNDERGROUND
PREFERENCE FILES 

¡ /Library/Preferences/group.com.wunderground.widgets.plist (newer)

¡ lastKnownUserLocation Key

¡ NSKeyedArchive Binary Plists: locationConfigList, recentLocationsList

¡ /Library/Preferences/com.wundergroud.weatherunderground.plist
(older)

¡ Recents:

¡ Locations can be very close to actual location

¡ Other Keys

¡ customEventsLocation (Location that is being viewed)

¡ CurrentLocation2 (Not actual current location in my data)

¡ MapViewCenterCoordinate
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3RD PARTY APPS - WUNDERGROUND
SNAPSHOTS DIRECTORY 

¡ /Library/Caches/Snapshots/<bundleid>/*.png

¡ Created when:

¡ App Moved to Background

¡ iOS Device Locked

¡ Can be very useful in ALL applications!
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3RD PARTY APPS - WUNDERGROUND
CACHE.DB FILES
¡ /Library/Caches/com.wunderground.weatherunderground/cache.db

¡ All apps have a cache.db file

¡ Sometime great info, sometimes not.

¡ Cached network requests/responses from the iDevice

¡ Not usually found in logical/backup acquisitions
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3RD PARTY APPS 
RUNKEEPER

¡ Exercise Tracking

¡ Location Data:

¡ /Documents/RunKeeper.sqlite
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3RD PARTY APPS - RUNKEEPER
/Documents/RunKeeper.sqlite

¡ /Documents/RunKeeper.sqlite – Locations in  ‘points’ Table, correlate trip_id in ’trips’ Table for time frame.
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NATIVE IOS – FIND MY IPHONE
/Library/Caches/com.apple.mobileme.fmip1/Cache.db
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NATIVE IOS
FIND MY FRIENDS

¡ Locate your friends

¡ If they allow you.

¡ Data Locations:
¡ /Library/Caches/com.apple.mobileme.fmf1/

Cache.db
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NATIVE IOS – FIND MY FRIENDS
DELETED DATABASE ENTRIES IN CACHE.DB
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NATIVE IOS - FREQUENT LOCATIONS 
(ROUTINED)

• User Viewable (View Yours!):

• Settings -> 

• Privacy -> 

• Location Services -> 

• System Services -> 

• Frequent Locations

• Uses Location Services

• More like “Frequent” and “Recent” Locations

• “Frequent” algorithm is unknown
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NATIVE IOS - FREQUENT LOCATIONS 
(ROUTINED) Settings | Privacy | Location Services | System Services | Frequent Locations
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NATIVE IOS - LOCATIONS (ROUTINED)
/private/var/root/library/caches/locationd/cache_encryptedB.db

Data Retention:
~1 Days

Timestamps:
Accurate*

GPS Accuracy:
Close, but YMMV
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Import Lat/Long into
Google‘My Maps’
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NATIVE IOS - FREQUENT LOCATIONS 
/private/var/mobile/library/caches/com.apple.routined/StateModel#.archive [1 or 2]

¡ Contains Historical Data

¡ Not every location for all time

¡ Uses algorithm to decide

¡ NSKeyedArchiver Property List Files

¡ No immediate context to keys/values

¡ Very manual analysis process. L

¡ Python Script!

¡ https://github.com/mac4n6/iOS-Frequent-
Locations-Dumper

¡ Outputs

¡ KML 

¡ CSV

¡ Textual (Example Next Slide)
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NATIVE IOS - FREQUENT LOCATIONS 
/private/var/mobile/library/caches/com.apple.routined/StateModel#.archive [1 or 2]
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NATIVE IOS - CELL LOCATIONS
/private/var/root/library/caches/locationd/ 

cache_encryptedA.db & lockCache_encryptedA.db

Data Retention:
~1 Week
(Varies Per Table)

Timestamps:
Accurate*

GPS Accuracy:
Within General Area (See 
Next Slide)

Many Other Tables:
• CDMA
• SCDMA
• LTE
• WIFI
• “Indoor”
• Application/“WTW”
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NATIVE IOS - CELL LOCATIONS 
cache_encryptedA.db

Yellow Point:
My Actual Location

Red Points:
“LTE Cell Locations”

Warning:
Locations are in 
general area, NOT 
exact area
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NATIVE IOS - WIFI LOCATIONS 
/private/var/root/library/caches/locationd/cache_encryptedB.db

Data Retention:
~4 Days

Timestamps:
Accurate*

GPS Accuracy:
Within General Area

MAC Address:
Stored in Base10
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NATIVE IOS - WIFI LOCATIONS 
/private/var/root/library/caches/locationd/cache_encryptedB.db
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LOCATIONS SCRAPER (COMING SOON!)
PYTHON SCRIPT

¡ Gimme All the Locations!

¡ Routined

¡ Locationd

¡ Python Script!

¡ Will Release Soon!

¡ Making code less redundant

¡ Need it NOW? Just ask, 
politely.

¡ Outputs 

¡ KML 

¡ CSV
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WHEN ALL ELSE FAILS, KEYWORD SEARCH!

Latitude Longitude Lat Long Lon

gps coord geo

Actual 
coordinates of 

location of 
interest (38,-77)

Address (1060 W 
Addison St, 
Chicago, IL 

60613)

False Positives
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