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What We'll

Let’s define loT hacking

Phase 1: Reconnaissance

Phase 2: Looking for vulnerabilities
Phase 3: Attacks

Phase 4: Achieve access

Phase 5: Maintaining access
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How Can Attackers Benefit?

Malicious
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Pivot points
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Phase 1: Reconnaissance
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Phase 1. Reconnaissance

Passive

No direct interaction with the
target

Active

Direct interaction with the
target
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Which Type of Reconnaissance

0 Port Scanning 0 Doing a “Whois” Lookup

0 Ping a0 Checking a Registrar for
1 Websites DNS
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Phase 2: Looking for Vulnerabilities
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Phase 2: Looking for Vulnerabilities

Gather Info
ID systems

Vulnerabilities

Tools Used

Port Scanners

Vulnerability Scanners
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Phase 3: Attacks
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Dealing with Rolling Codes

Future Functionality(Currently Researching)

- Keyless Entry/EngineStart bypass with SDR

- Any Suggestions based on realistic use-cases you want me to add?? htt pS ://g it h u b CO m/CC I a bs I N C/R F C rac k

Usage Examples:

Live Replay: python RFCrack.

Rolling Code: python RFCrack. -M MOD_2FSK -F 314350000 =

Jamming: python RFCrack. j -F 314000000 R I I g d tt k
Scan common freq: python RFCrack. O I n CO e a a C s
Scan with your list: python RFCrack. -f 433000000 314000000 390000000
Incremental Scan: python RFCrack. -v 5000000

Send Saved Payload:: python RFCrack. -u ./files/test.cap -F 315000000 -N

MOD_ASK_0OK J a m S

Useful arguments:

Change modulation, usually MOD_2FSK or MOD_ASK_OOK
Change the frequency used in attacks S

upper_rssi value for rolling Code Ca n S
lower.rssi value for rolling code

Jamming frequency variance
Send packet from a file source

Replay attacks

Captures get saved to ./files directory by default!
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Phase 4: Achieve Access
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Phase 4: Achieve Access

Path

a Via network
a Via OS

Q Via application

Q Our goal?
< To escalate privileges



Phase 5: Maintaining Access
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Phase 5: Maintaining Access

2 PWNIiIng the system

0 Use system as a pivot
point

0 Exploit the firmware
0 Use resources

0 Harden up
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What We
Talked About

Let’s Define loT Hacking

Phase 1: Reconnaissance

Phase 2: Looking for vulnerabilities
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