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Abstract. IoT devices are riddled with vulnerabilities and design flaws.
In consequence, we have witnessed the rise of IoT specific malware and
botnets with devastating consequences on the security and privacy of
consumers using those devices. Despite the growing attacks targeting
these vulnerable IoT devices, manufacturers are yet to strengthen the
security posture of their devices and adopt best-practices and a security
by design approach. To this end, we devise an concise, informative IoT
labelling scheme to convey high-level security and privacy facts about
an loT device to the consumers so as to raise their security and privacy
awareness.

1 Introduction

The Internet of Things (IoT) market has taken off. There are hundreds of thou-
sands of connected IoT devices available for the consumers ranging from fit-
ness tracking devices, security webcams to smart home appliances. However, de-
spite their increasing acceptance by consumers, recent studies of IoT devices [5]
demonstrated that “security” is not a word that gets associated with this cate-
gory of devices, leaving consumers potentially exposed to massive attacks [24].
In consequence, we have witnessed the rise of IoT specific malware such as Mi-
rai [1], Brickerbot [7], Tsunami [8] and a series of high profile incidents involving
IoT devices in recent years [10].

Common mistakes that we have seen in these devices that lead to the afore-
mentioned incidents include the use of unencrypted network communications,
hardcoded username/password (which is prone to brutal force attack), lack of
strong authentication mechanism, etc. For example, Symantec reported that al-
most two out of ten mobile apps used to control the tested IoT devices did
not use Secure Sockets Layer (SSL) to encrypt communications to the cloud.
That being the case, it is inevitable that attacks on Internet of Things (IoT)
devices will increase dramatically due to the accelerated growth in the number
of internet-connected smart devices/appliances without security by design.

It is important to note that most IoT devices are closed, i.e., their soft-
ware and hardware designs are proprietary. In addition, most of these devices
have limited processing capability and storage capacity. These factors render
conventional security techniques less feasible. For example, customers cannot in-
stall additional security software into these devices like what they could do with
PCs. Given the close coupling of hardware and software in the IoT model, one
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approach to strengthen the security posture in the IoT is “security by design”,
where security is built into IoT devices so that they are secured at various system
levels. For example, IoT device makers should require encryption and authen-
tication for devices to know whether or not they can trust a remote system.
Depending on the processing capability of a device, they can also leverage host-
based protection to provide various security functionalities including hardening,
lockdown, whitelisting, sandboxing, network facing intrusion prevention, etc.

Another important aspect relating to IoT security is the end users. Most IoT
devices are designed to provide the end-users with a small number of functions
to accomplish a specific goal, e.g., fitness tracking, remote monitoring, etc. In
turn, they offer a limited user interface. Lacking of keyboards or effective in-
put mechanisms, the device makers are prone to take shortcuts and make the
implementation of authentication mechanisms weak by default, for instance, by
hindering or preventing the update of the password in a password-based authen-
tications. Rooting upon the aforementioned ‘closed’ characteristic, the end users
are not always aware of the cybersecurity risk associated with a given IoT device,
nor there exists any standardized format/metrics to inform the end users about
such risk. In many cases, well informed consumers are capable of understanding
the threat posed by IoT devices. For example, after the Mirai attack, consider-
able number of consumers changed default passwords of these affected devices
and reduced the risk of compromise.

The question that motivated our work is: “can we devise an concise, informa-
tive format to convey high-level security and privacy facts about an IoT device to
the consumers?” To address this question, we developed a security and privacy
label for IoT devices to improve consumers’ purchasing decisions. “Nutrition
Facts” label was designed by the FDA to reveal sources of information as to the
contents of food. From this label we can ascertain the breakdown of ingredients
including fat, carbohydrates, vitamins etc., and some crucial information such
as allergy advice, dosage. So what factors would go into a security and privacy
label for IoT devices? How should we organize these factors so that they can
easily be understood by consumers, especially in light of the new best-practice
recommendations [17] published by ENISA in 20177

2 Related Work

IoT security and privacy label is a relatively new idea. In this section, we aim
to review all related work in the literature.

Kelley et al. [18] is one of the very first research effort on designing a privacy
label which presents to consumers the ways organizations collect, use, and share
their personal information. Centering on the goal to create an informational
design that improves the visual presentation and comprehensibility of privacy
policies, the authors iteratively experimented with three privacy label designs:
Platform for Privacy Preferences (P3P) expandable grid, P3P simplified grid
and privacy nutrition label. They performed a 24-participant laboratory user
study comparing a standard natural language privacy policy with privacy policies
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presented in their privacy nutrition label. The experimental results demonstrated
that the participants using the privacy nutrition label design could consistently
select the companies that had strong privacy policies, in contrast to those using
natural language privacy policies.

Following this effort, Kelley et al. [19] carried out an online user study of
764 participants on testing five privacy policy formats: standardized table, stan-
dardized short table, standardized short text, full policy text, and layered text.
Note that the first two designs are inherited from Kelley et al. [18]. The authors
crafted seven blocks of questions (e.g., single policy likability, policy comparison
likability, etc.) to study the effectiveness of these five designs. Based up on the
experimental results, the authors concluded that policy formats do have signif-
icant impact on users’ ability to both quickly and accurately find information,
and on users’ attitudes regarding the experience of using privacy policies. The
authors claimed that the standardized table and standardized short table overall
outperformed the rest of the designs.

More specifically, for IoT devices, there is a need for transparency, control,
and new tools to ensure that individual privacy requirements are met. There-
fore, it is important to better understand people’s perception on the privacy
implications of using IoT devices and how they prefer to be notified about data
collection [21]. To this end, Naeini et al. [20] conducted a 24-participant semi-
structured interview study followed by a 200-participant MTurk survey to study
consumers’ knowledge, and pre- and post-purchase behavior regarding IoT se-
curity and privacy. The authors revealed that security and privacy were factors
that would influence consumers’ purchase decisions if IoT devices may collect
sensitive information. Building on top of these survey results, the authors also
evaluated a prototype privacy and security IoT label. In addition to the con-
clusions presented in [18,19], the authors observed that such IoT security and
privacy labels need to be widely used and convey accurate information (e.g.,
definitions of the terms). Additionally, an interactive online label can be helpful
for the users to obtain additional information.

These previous literature leans toward privacy policies, explaining how data
would be collected, used and shared. However, privacy should not be considered
as a standalone factor when designing such an IoT label. For example, a security
flaw of an IoT device can lead to private information leakage. Based on previous
research on attacks against IoT devices as well as on system-level IoT device
security, our work embraces a holistic approach to devise an concise, informative
format to convey high-level security and privacy facts about an IoT device to
the consumers.

3 Design of Security and Privacy Labels

As we have seen in the previous Section, both consumers and the cyber security
and privacy actors have expressed the need for independent quality metrics, a
la “food nutrition facts” for IoT devices. We refer to these as “IoT facts” in the
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reminder of this document. Designing such device factors is a delicate process,
which brings up several challenges.

— The first challenge consists in defining the device factors and associated
terms, taking into account that they need to convey an concise and infor-
mative yet complete security and privacy assessment of an IoT device to the
consumers.

— The second challenge is related to the implementation of the device factors.
In order for consumers to rely on device factors in the buying process, these
factors must be accurately set and properly kept up-to-date throughout the
device lifetime. It must also be possible to verify the correctness of these
factors. Given the high heterogeneity in IoT devices hardware and software,
developing techniques to profile and accurately extract detailed information
about these devices is a challenging task, which requires further research.

In the reminder of this section (i) we present a list of device factors that concern
consumers the most, (ii) we propose two layouts to visualize these device factors,
and (iii) we elaborate on the existing and potential, yet to be researched, new
techniques to populate and verify the device factors.

3.1 Device Factors

Considering the fact that most consumers don’t have excessive knowledge in
technology, it is vital for the proposed security and privacy factors to capture
the essential factors that may offer the most assistance to consumers’ purchase
decision. Additionally, these factors must reliably reflect the device’s resilience
to cyber attacks as well as its ability to keep the consumer’s data safe. To this
end, we propose five label categories: (i) system (security), (il) communication
(security), (iil) sensory (privacy), (iv) data (privacy) and (v) connectivity (in-
formation).

System (Security) This category gives a basic set of guidelines to consumers
to consider from their perspective in terms of device security. These funda-
mentals will greatly improve the consumers’ security awareness of any IoT
product. For example, this category will cover if a device has (in)sufficient
authentication, or if a device uses encrypted communication when backing
up data, secure firmware/OTA update, etc. A list of factors within this cat-
egory is shown below.

— Certificates: certifications granted to the device by 3"¢ party certification
authorities;

— Secure boot: prevents booting from a unsigned/modified device firmware;

— Firmware/software update: describes the device’s supported firmware
update methods;

— Password: characteristics and update mechanisms of potential passwords
used;

— Authentication: available authentication mechanisms when accessing the
device;
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— Remote Access: device’s ability to be accessed remotely, for instance via
an application on a mobile phone, from the home network or the internet.

Communication (Security) One of the most interesting features for con-
sumers is the ability to directly interact with IoT devices they deploy on their
home network through network communication channels. Unfortunately, this
feature also creates an attack vector for cybercriminals. IoT devices’ capa-
bilities to secure their communication is thus key to preserving users privacy
and devices security. We provide the list of factors for this category in the
list below.

— FEncryption: whether the network communications involving the IoT de-
vice are encrypted and the characteristics of the encryption used;

— Internet access: whether the device requires access to the Internet to
work properly;

— Talk to other devices: whether the device is intended to communicate
with other devices on the local network.

Data (Privacy) Privacy is one of the most important factors in terms of IoT
devices. The motivation behind this category is that the proposed device
factors should inform the consumers if any personal information/anonymous
diagnostic data is collected by an IoT device; if any local/remote data storage
is supported by this device, etc. The list of considered factors within this
category is shown below.

— Personal information: informs whether personal information is collected
by the device and, if yes, describes the type of information;

— Telemetry data: informs the user whether anonymous telemetry data,
such as usage statistics or threat monitoring alerts, is collected and po-
tentially reported back to the manufacturer;

— Data storage: describes the different types of storage supported and used
by an IoT device so that the user is aware of where the data is stored, if
policy guarding the data storage is GDPR compatible, etc.

Sensory (Privacy) In general, a sensor is an electronic component designed
to detect events or changes in its environment and send the information to
other electronics. With advances in micro-machinery and easy-to-use micro-
controller platforms, it is easy to integrate various sensors in IoT devices.
Due to the fact that most IoT devices’ design are proprietary, it is critical
to enumerate all the sensors that are used by an IoT device, especially given
the privacy aspect of the data these sensors might collect. The list of factors
within this category is shown below.

— Audio: whether the device has audio capturing capabilities;
— Video: whether the device is equipped with a camera;

— Motion: whether the device embeds a motion sensor;
Location: whether the device has geolocation capabilities;

— FEnvironment: whether the device captures any other aspect of its envi-
ronment, such as the temperature, humidity level, etc.
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Connectivity (Information) IoT devices can be classified in two basic cat-
egories [5]. One category, which includes TV set-top boxes, uses already-
existing networking technologies such as Wi-Fi and Ethernet connections.
The other category, which includes sensors, may use different wireless tech-
nologies that better suit some of the devices’ needs, such as lower energy
consumption or ad-hoc network coverage. The list of factors within this cat-
egory is shown below.

— Ethernet/LAN
— Wi-Fi
Bluetooth
ZigBee

— Z-Wave

3.2 Visual Layouts

Two visual layouts are proposed in this section. The first candidate (Figure 1)
is close to the design of the FAD nutrition facts label using a similar design
strategy to convey aforementioned device factors to the consumers. We use the
common knowledge color system - red and yellow - to highlight severe and cau-
tious security and privacy factors. The second candidate (Figure 2) leverages
icons with text to convey high-level information to the consumers. This design is
motivated by the fact that considerable consumers have smartphones and may
be responsive to icons. Similarly we use the same color system to highlight se-
curity and privacy factors. Note that we leave the user study of these two visual
layouts as part of future work.

3.3 Implementation

Extracting information from IoT devices to populate or verify already popu-
lated device factors can be achieved using essentially three different techniques:
(i) passive discovery, (ii) active probing (fuzzing) and (iii) hardware and software
analysis.

Passive discovery techniques consists in deploying the device in a realistic
smart home environment testbed and observing the behavior resulting from a
normal use of the device. This way we can uncover various communication-
related aspects of the device, such as the network protocols it uses, whether
the traffic is encrypted or what kind of data is exchanged between the device
and the Internet. Existing tools, such as Wireshark [4] and the Nessus Network
Monitor [23] are commonly used to passively extract intelligence from network
traffic [9]. Some research has also been performed to extract intelligence from
passive network communication monitoring, for instance by analyzing patterns
in network traffic [11]. However, passive discovery cannot explore all possible
behaviors an IoT device can possibly exhibit. Moreover, it provides limited in-
formation for IoT devices that generate few or no network traffic or when network
communications are encrypted.
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h Security & Privacy Label

Device Factors

Weight: xxx grams

System (security)

Certifications: CE-S, Norton Safe

Secure Boot (]
Firmwareupdate ~ manual
/ Password user-updatable

Remote access

Communication (security)

Encryption O
Internet access
Talk to other devices

Data (privacy)

Personal information opt-out
opt-out
Data storage cloud

Sensory (privacy)

Audio capture

Video capture
Motion capture
Location capture
Environment capture

Connectivity (information)

WiFi

Bluetooth
Cellular network
Zigbee

Z-Wave

More details:
https://iot.symantec.com/
verification?ID=serial_number
(QR code)

System Security Category
Display system security information relating to
an loT device

Communication Security Category
Display communication security relating to
an loT device

Data Privacy Category
Display data privacy information relating to
an loT device

Sensory Privacy Category
Display information relating to
sensors included in an loT device

Connectivity Category
Display information relating to communication
protocols used by an loT device

More Details

Display additional information relating to
an loT device. QR code is also provided
to facilitate the lookup process.

Fig. 1: Candidate visual layout 1: leverage the design concepts of food nutrition

facts.
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Device Factors

Certificates CE-S, NortonSafe
Secure boot Not supported
e undate System Security Category
P Manual Display system security information relating
Default password to an loT device
Password User-updateable 0

Remote access Yes

F— o [
C Security C;

Internet access Yes Display communication security relating to
an |oT device

@

Talk to other devices | Yes

Personal information | Opt-out

&
@
o
R Authentication Two-factor Q
iy,
®
e
2
2

A — Data Privacy Category
Use icons to display I 0 () Telemetry data Opt-out Display data privacy information relating to
categories and items an loT device
@ Data storage Cloud backup
@ Audio Yes
83 video Yes
Sensory Privacy Category
)) &)) Motion Yes Display information relating to
sensors included in an loT device
Q  Location Yes
>
ﬂs))) Environment No
Y,  Ethernet/LAN Yes. RJ45 10/100Mbps
= )
= WA Yes. 802.11n/g .
[e] vity C: y
(("’)) >E Bluetooth Yes. Bluetooth 4.0 Display information relating to communication
7 protocols used by an loT device
L ZigBee Not supported
ZigWave Not supported
More ir at http://iot. ificati =serial_number More Details
Use colored icons to " . . . .
. Display additional information relating to
show different levels == @ oesirable Cautious o Alert a I’Z) Ty ice 9
of warnings :

Fig. 2: Candidate visual layout 2: leverage icons and text.
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Alternatively, active probing (or fuzzing) consists in actively testing the de-
vice against different inputs in order to trigger as many behaviors as possible.
This approach is thus complementary to the passive discovery one. Some exist-
ing tools, such the Nessus Scanner [3] or OpenVAS [2] are available and the re-
search community has also been working on IoT-specific fuzzing techniques [14].
However, the peculiarities of IoT devices, for instance the over-presence of sen-
sors [22], tend to significantly increase the attack surface to analyze and usually
require fuzzing techniques to be adapted for the assessment of IoT devices.

Finally, hardware and software analysis techniques help uncover lower-level
characteristics of IoT device systems that can hardly by observed otherwise. For
instance, the presence of some sensors, such as a GPS chip, can only be found by
inspecting the firmware or even the hardware of a device. Determining whether
user data stored on the device is properly handled and is not transmitted back to
the manufacturer without the user consent may also require a thorough review
of the device firmware. Techniques such as static and dynamic analysis of device
firmware, reverse engineering of embedded applications and automated code re-
view are often used in this scenario. While research to uncover vulnerabilities in
IoT device firmware [16,15,25,13] or privacy data leaks [12] has already been
carried out in this area, some problems remain to be solved and require further
research. Moreover, this task is more challenging in the IoT world due to the
heterogeneity of IoT device hardware architectures and operating systems.

4 Case Study - TVT DVR

TVT Digital Technology Co., Ltd is the manufacturer of over 70 white-labelled
Digital Video Recorders (DVRs) for different companies. Its DVR series was
found to be [6] and remains as of today [8] vulnerable to attacks from the Mirai
botnet and its variants (e.g., Tsunami) according to the latest research. Several
factors contributed to its poor security posture. First of all, the TVT DVR series
doesn’t enforce encrypted communication allowing the attackers to eavesdrop
on video feeds (i.e., privacy leakage) and steal login credentials (i.e., security
breach). Secondly, it doesn’t enforce password change during the setup process
even though the users can update the password afterwards. More importantly,
it doesn’t support over-the-air (OTA) firmware update. The customers have
to update the firmware manually. This manual update process is not scalable
nor automated, hence the manufacturers cannot roll out critical patches to the
customers in a timely manner. Finally the manufacturer doesn’t provide clear
information on potential private and telemetry data collection.

How can our proposed IoT security and privacy labels help in this particular
case? We demonstrate our labels in Figure 3a and 3b. These two candidates are
able to capture and flag several severe security and privacy problems - unen-
crypted communication and manual firmware update. These fields are accord-
ingly highlighted in red. These labels also notify the potential consumers that
there are some undesirable factors highlighted in yellow/amber, e.g., password-
based authentication and remote access from the Internet is enabled, the data
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Device Factors

Device Factors
Weight: xxx grams

System (security)

Certifications: unkown

Certificates Unknown
Secure boot Not supported
Firmware update Manual

Default password

f‘N
[ 54
a
Secure Boot O Password User-updateable
Password user-updatable /C2. Authentication Password
Authentication password
Remote access E} Remote access Yes
) ”
Communication (security) ! Encryption No
Eneypton O @ remetacosss | ve
Internet access
Talk to other devices O ﬁﬁ) Talk to other devices | No
: @ Personal information | Unknown
Data (privacy) N
O\
Personal information unknown EO @) Telemetry data Unknown
Telemetry data unknown
Data storage local @ Data storage Local storage
. @ Audio Yes
Sensory (privacy)
83 video Yes
Audio capture
Video capture J\A_, ) ) Motion N
Motion capture ) i%) °
Location capture [ v Location No
Environment capture O =
[1; ))) Environment No
Connectivity (information)
b Ethernet/LAN Yes. RJ45 10/100Mbps
WiFi —
Bluetooth O = Wi-FI No
0
Cellular network O
Zigbee ] (( ” Bluetooth No
Z-Wave O =
@ ZigBee No
More details:
https://iot.symantec.com/ ZigWave No

verification?|D=serial_number
(QR code)

(a) Candidate layout 1.

0 Desirable

(b) Candidate layout 2.

Cautious

Fig. 3: Device factors: TVT DVR.
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collection procedure is not disclosed, certificates coming with the system are not
disclosed, etc.

5 Discussion

In Section 3, we presented the IoT factors designed to help consumers in their
purchasing of IoT devices. We described the different factors devices should
be evaluated against and we elaborated on the implementation of the whole
system. In this Section we further discuss some challenges faced in the design,
implementation, maintenance and adoption of the IoT device factors.

The device factors presented in Section 3.1 constitute a tradeoff between
providing an as thorough as possible security and privacy posture of an IoT
device and providing a high-level enough summary of this posture. However, IoT
security and privacy factors would ideally provide different levels of technical
details so consumers with different levels of expertise would find the relevant
information they need.

Additionally, we focused on designing device factors that are persistent and
have a long validity period. That means that factors shall not change over the
course of the device lifetime. However, given the rapidly evolving IoT threat
landscape [24] IoT devices should be updated frequently to maintain the highest
level of security. Such updates to the devices firmware are likely to change their
posture with respect to the security and privacy factors. This introduces the
challenge of updating IoT factors. Consequently, a single IoT device could have
a different security and privacy posture over time depending on the release of
software updates that would fix previously uncovered issues. This could have a
cascading effect in the event IoT factors would be printed on the device packages;
multiple packages for the same device potentially exhibiting different factors
depending on when they were manufactured. A solution to that problem would
be to provide additional information through an online service thus ensuring
always up-to-date data.

Here above we discussed the motivation behind defining long-lived or “static”
device factors. However, as we have seen, these factors are limited to capture
“static” aspects of IoT devices. Extending this model to dynamic factors — which
would likely vary much more across time and depending on a device usage and
environment — would enable a more thorough and fine-grained security and pri-
vacy assessment of the device. For instance, software vulnerabilities are regularly
uncovered in IoT device firmware, which turns out to be the main attack vector
to infect and compromise IoT devices. Such vulnerabilities can include faulty
applications, weak authentication mechanisms, use of outdated or broken en-
cryption algorithms, etc. These vulnerabilities then need to be fixed through
software updates, which is handled more or less diligently by the different manu-
facturers. Including such a software vulnerability assessment in the factors would
thus provide a very informative assessment of a device’s security posture.

Recently, the European Union Agency for Network and Information Secu-
rity (ENISA) published a report [17] on best practices for the development and
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deployment of IoT devices. While these guidelines are seldom followed in prac-
tice, they should be reflected in the factors and used to evaluate the security
and privacy posture of IoT devices. One feasible strategy is making ENISA best
practices enforceable. All IoT devices must be certificated following its guidance
through a rigorous procedure. In this way, the manufacturers are responsible to
produce factual security and privacy labels. In turn, these labels produced by the
IoT device manufacturers can be verified and tested by third party watchdogs
and hold them accountable if any violations are identified.

Finally, one of the reasons why IoT devices are riddled with vulnerabilities
and design flaws is the pressure manufacturers have to flood the market with
new devices providing an ever growing set of functionalities. This aggressive
development often comes at the price of poorly manufactured devices. We believe
that the introduction of IoT labels is likely to motivate manufacturers to improve
their products in order to keep them competitive.

6 Conclusion

In response to the increasing number of attacks against IoT devices and the
rampant poorly manufactured devices that offer poor or no protection to their
users, we propose [oT security and privacy fact labels. These labels aim at offer-
ing consumers a high-level assessment of the security and privacy posture of IoT
devices to help in the buying process. We introduce a classification of IoT device
factors that we believe offer a good tradeoff between simplicity and complete-
ness. We also provide two possible layouts for a quick and easy visualization of
a device security and privacy posture. Finally, we elaborate on the challenges to
be faced to implement these IoT device factors. Indeed, while the information
provided in the device factors is summarized and high-level, populating these
factors requires further research to perform in-depth profiling and exploration
of IoT devices hardware and software.
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