
Incident Management 

An incident management process is a set of procedures and actions taken to 

respond to and resolve critical incidents: how incidents are detected and 

communicated, who is responsible, what tools are used, and what steps are 

taken to resolve the incident. 

 

 

Incident managers work to manage the lifecycle of all unplanned interruptions, malfunctions, 

and quality reductions of provided IT services. Their main goals are to follow incident 

management protocols and restore provided IT services to normal operation as quickly as 

possible. 

TOOLS IN INCIDENT MANAGEMENT 

1. ManageEngine ServiceDesk Plus 
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2. Zendesk 

 

3. SolarWinds Service Desk 

 

4. HaloITSM 
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5. Jira Service Desk 

 

6. NinjaRMM 

 

 

7. ServiceNow 
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8. Issuetrak 

 

9. Spiceworks 

 

10. Rundeck 
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LIFECYCLE OF INCIDENT MANAGEMENT 

 

The first step is to identify the incident. Incidents are identified through user 

reports, solution analyses, or manual identification. Once identified, the incident is 

logged and investigation and categorization can begin 

 
 

Incident logging 

An incident can be logged through phone calls, emails, SMS, web forms published on 

the self-service portal or via live chat messages. 

 

Incident categorization 

Incidents can be categorized and sub-categorized based on the area of IT or business 

that the incident causes a disruption in like network, hardware etc. 

 

Incident prioritization 

The priority of an incident can be determined as a function of its impact and urgency 

using a priority matrix. The impact of an incident denotes the degree of damage the 

issue will cause to the user or business. 

based on the priority, incidents can be categorized as: 

• Critical 

• High 

• Medium 

• Low 

           Incident resolution 

            An incident is considered resolved when the technician has come up with a temporary              

workaround or a permanent solution for the issue. 

 Incident closure 

         An incident can be closed once the issue is resolved and the user acknowledges the 

resolution and is satisfied with it. 
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