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About me: stacksmashing

• Security researcher


• youtube.com/stacksmashing


• @ghidraninja
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Thanks!
As always: Standing on the shoulders of giants

• Carlo Maragno - @CarloMara1


• Jiska Classen


• Fabian Freyer


• Caro Gross

• Lily - @bendycatus


• John - @nyan_satan


• LambdaConcept


• Elliot
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Lightning?
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Let’s build our own!
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Speak USB plz
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SDQ or IDBUS
Simple one-wire protocol
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SDQ or IDBUS

1 1 1 1 0 0 0 0
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SDQ or IDBUS

1 1 1 1 0 0 0 0
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SDQ or IDBUS

0x0F Break
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SDQ or IDBUS

0x0F Break 0x79
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• Runs at 3.3V 

• Can easily implement fast protocols using PIO 

• Is actually available 🥲
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But we need a Lightning connector…
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Black 
White 
Green 
Yellow 

Red 
Purple 

Orange 
Blue

- GND 
- L0p 
- L0n 
- ID0 
- 5V 
- L1n 
- L1p 
- ID1
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Building a simple DCSD cable
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Who’s there? 74 00 07 20
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Who’s there? 74 00 07 20

Please speak USB & UART 75 20 00 00 00 00 00 AA
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JTAG…
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JTAG…
… actually SWD
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The plan!

Set Lightning 
to JTAG 
via SDQ

Connect 
debug 
probe 

with bonobo 
configs

It doesn’t 
work

It doesn’t 
work
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Who’s there? 74 00 07 20

Please speak USB, UART  & SWD! 75 A0 00 00 00 00 00 40
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How do you debug this?
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You read the SWD spec
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You logic analyze it
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You fix the logic analyzer
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You find OpenOCD does not 
handle SWD WAITs
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You implement SWD by hand
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You find a single SWD bit was wrong
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You find a single SWD bit was wrong

😑
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🥳
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• SDQ bridge 

• Supporting DCSD & JTAG 

• iPhone compatible debug probe 

• Fully open-source
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Kanzi
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Kanzi

Bonobo
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Kanzi Kong

Bonobo
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Kanzi Kong
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Tamarin Cable
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Tamarin Cable

github.com/stacksmashing/tamarin-firmware
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Releases

• You can find everything on github.com/stacksmashing


• Tamarin Cable Firmware


• Forked OpenOCD


• Forked swd-analyzer


• SDQAnalyzer
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Thank you!

• youtube.com/stacksmashing


• @ghidraninja


• contact@stacksmashing.net
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