VirusTotal for Investigators

Brandon Levene, Juan Infantes, Jose Martin,
Julio Canto
VirusTotal

This session will demonstrate methods for using VirusTotal data to deep dive into
malware campaigns. We will begin by exploring the design and implementation of the
newest tools introduced to the VirusTotal arsenal: VTGrep and Graph. The workshop
will then progress into discussion around how best to leverage the data available to
VT users. By better understanding the breadth and depth of malicious campaigns,
researchers and law enforcement can better investigate and mitigate impact. Recently
introduced improved relational metadata as well as expanded retroactive and
proactive hunting capabilities allow investigators to dive deep into malware within a
global data source.

Objective:

Users will learn:
1. How to use VirusTotal Graph to visualize malware campaigns.
2. How to use VirusTotal Intelligence to identify interesting malware metadata.
3. How to use Yara for proactive and retroactive visibility.
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Goals

e Discussion and Practical Application of Tools
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Static Data Pivots

Faceted Search

VTGrep

VTGraph

YARA + VirusTotal Externals

e Highlight APIv3 Functionality

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

1)
2)
3)
4)
5)
6)

One Click Pivots and Visual Similarity Pivoting

VTGrep technical dive and functionality

VTGraph Technical dive and functionality

Yara guided rule dev, key modules, and practical examples
APIv3 New Go Tool (commandline) and functions
TEASERS
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www.virustotal.com/gui/

Zl VirusTotal
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https://www.virustotal.com/subscription/event/klsas19/join
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Introduction to VTE Functionality
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What is VirusTotal Intelligence? & VTINTELLIGENCE

- VirusTotal Intelligence has been called the “Google of
malware”
- VTI provides the ability to search through VT’s dataset
using:
Binary properties
Detection verdicts/signatures
Static properties
Behavior patterns
Metadata

« Access via web interface or APIs
2 VirusTotal

https://t.mel/learningnets
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Query Builder

Detections
Min. File size KE v Max. File size
Antivirus label contains...
Behavior report contains... File metadata contains...

Zl VirusTotal

Existing Search Modifiers:
https://support.virustotal.com/hc/en-us/articles/360000347157-VT-Intelligence

Madlibs style guided query builder
Assumes all terms are AND

Faceted SEarches support OR queries as well!

https://t.mel/learningnets
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Tips

https://support.virustotal.com/hc/en-us/articles/360000347157-
VirusTotal-Intelligence

Practice: https://www.virustotal.com/wargame/
Supports logical “AND” “OR” “NOT”
Respects order of operations: ()

Ranges can be denoted with + or -
Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Practice makes perfect: https://www.virustotal.com/wargame/

https://t.mel/learningnets
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Example 1

Find Windows Executables that communicate over HTTP

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

o  Find Windows Executables that exhibit HTTP behaviors
m (type:peexe OR type:pedll) behavior:http

https://t.mel/learningnets
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Example 1

Key Search Terms:
type behavior

FindWindows Executables that/communicate over HTTP

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

o Find Windows Executables that exhibit HTTP behaviors

(type:peexe OR type:pedll) behavior:http

https://t.mel/learningnets
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Example 1

Key Search Terms:
type behavior

AN

Find Windows Executables|that\communicate over HTTP

(type:peexe OR type:pedll) behavior:http

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

https://www.virustotal.com/gui/search/(type%253Apeexe%25200R%2520type%253
Apedll)%2520behavior%253Ahttp

o  Find Windows Executables that exhibit HTTP behaviors
m (type:peexe OR type:pedll) behavior:http

https://t.mel/learningnets
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Example 2

Find poorly detected Executables that use “fre.php” in
their URI

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce
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Example 2

Find poorly detected|Executables that use “fre.php”

their URI

n

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

Key Terms:

Poorly Detected => Positives Ratio

Executables => Type
Uses => Behavior

type:peexe behavior:fre.php p:10-

https://t.mel/learningnets
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Example 2: Solution [Lokibot]

Find|poorly detected|Executables that use “fre.php”
their URI

n

p:10- type:peexe behavior:fre.php

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Show Results:

https://www.virustotal.com/gui/search/p%253A10-%2520type%253Apeexe%2520be
havior%253Afre.php/files

https://t.mel/learningnets
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Example 3

Files named “invoice” from the US with macros and
greater than 5 detections

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Show Results:

https://www.virustotal.com/gui/search/p%253A10-%2520type%253Apeexe%2520be
havior%253Afre.php/files

https://t.mel/learningnets
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Example 3

Filesinamed|“invoice”|[fromthe US macros and

'greater than 5 detections

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

Key Terms:

Named => name:

With Macros => tag (static facet of file analysis)
From: => Submitter

Detections => p (or positives)

m  name:"invoice" tag:macros p:5+ submitter:US

https://t.mel/learningnets

16


https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence

Example 3: Solution

Filesinamed|“invoice”|[fromthe US macros and

'greater than 5 detections

name:"invoice" tag:macros p:5+ submitter:US

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

https://www.virustotal.com/gui/search/name%253A%2522invoice%2522%2520tag%
253Amacros%2520p%253A5%252B%2520submitter%253AUS/files

Key Terms:

Named => name:

With Macros => tag (static facet of file analysis)
From: => Submitter

Detections => p (or positives)

m  name:"invoice" tag:macros p:5+ submitter:US

https://t.mel/learningnets

17


https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://www.virustotal.com/gui/search/name%253A%2522invoice%2522%2520tag%253Amacros%2520p%253A5%252B%2520submitter%253AUS/files
https://www.virustotal.com/gui/search/name%253A%2522invoice%2522%2520tag%253Amacros%2520p%253A5%252B%2520submitter%253AUS/files

Example 4

Find files from domains containing “dropbox.com” or
“box.com” with 10 or more detections

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Key Terms:

From Domains => itw
Detections =>p

https://t.mel/learningnets
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Example 4. Solution

Find files from domains containing “dropbox.com” or
“box.com” with 10 or more detections

(itw:dropbox.com or itw:box.com) p:10+

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

https://www.virustotal.com/gui/search/(itw%253Adropbox.com%25200r%2520itw%

253Abox.com)%2520p%253A10%252B/files

Key Terms:
From Domains => itw
Detections =>p

m  (itw:dropbox.com or itw:box.com) p:10+

Notice this shows all files, what if we want Windows Executables only?

https://t.mel/learningnets
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Example 4a

Find Windows Executables from domains containing
“dropbox.com” or “box.com” with 10 or more
detections

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Key Terms:

Windows Executables => type
From Domains => itw
Detections =>p

m (type:peexe OR type:pedll) (itw:dropbox.com or itw:box.com)
p:10+

https://t.mel/learningnets 20
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Example 4a: Solution

Find Windows Executables from domains containing
“dropbox.com” or “box.com” with 10 or more

detections
(type:peexe OR type:pedll) (itw:dropbox.com OR itw:box.com) p:10+

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

https://www.virustotal.com/gui/search/(type%253Apeexe%25200R%2520type%253
Apedll)%2520(itw%253Adropbox.com%25200r%2520itw%253Abox.com)%2520p%25
3A10%252B/files

Key Terms:

Windows Executables => type
From Domains => itw
Detections =>p

m (type:peexe OR type:pedll) (itw:dropbox.com or itw:box.com)
p:10+

https://t.mel/learningnets
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Example 4b

Find all files OTHER than Windows Executables from
domains containing “dropbox.com” or “box.com” with
10 or more detections

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Key Terms:

Windows Executables => type
From Domains => itw
Detections =>p

m  (NOT type:peexe OR NOT type:pedll) (itw:dropbox.com or
itw:box.com) p:10+
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Example 4b: Solution

Find Windows Executables from domains containing
“dropbox.com” or “box.com” with 10 or more
detections

(NOT type:peexe AND NOT type:pedll) (itw:dropbox.com or

itw:box.com) p:10+

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

https://www.virustotal.com/gui/search/(NOT%2520type%253Apeexe%25200R %252
ONOT%2520type%253ApedIl)%2520(itw%253Adropbox.com%25200r%2520itw%253
Abox.com)%2520p%253A10%252B/files

Key Terms:
Windows Executables => type
From Domains => itw
Detections =>p
m  (NOT type:peexe AND NOT type:pedll) (itw:dropbox.com or

itw:box.com) p:10+

®  Technically the OR between the types is superfluous, because logic

https://t.mel/learningnets )3
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Example 5

Find DLLs with Turla signature hits
first seen after March 1st, 2019

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Note we want to evaluate ALL engines for this signature string

Key Terms:

DLLs => type

signature hits => engines
First Seen = > fs

m  engines:Turla type:pedll fs:2019-03-01+

If seeking from a specific AV scanner partner refer to the Full Vendor List:
a_squared
ad_aware
aegislab
agnitum
ahnlab
ahnlab_v3
alibaba
alyac
antivir
antivir7

https://t.mel/learningnets "
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antiy_avl
arcabit
authentium
avast
avast_mobile
avg

avira

avware

baidu
bitdefender
bkav
bytehero
cat_quickheal
clamav

cmc
commtouch
comodo
crowdstrike
cybereason
cylance

cyren

drweb
egambit
emsisoft
endgame
esafe

escan
eset_nod32

f prot

f secure
fortinet

gdata

ikarus
invincea
jilangmin
k7antivirus
k7gw
kaspersky
kingsoft
malwarebytes
max

mcafee
mcafee_gw_edition
microsoft
microworld_escan
nano_antivirus
nod32

https://t.mel/learningnets



norman
nprotect

paloalto

panda

pctools

prevx

prevx1

gihoo_360

rising

sentinelone
sophos

sunbelt
superantispyware
symantec
symantecmobileinsight
tencent

thehacker
totaldefense
trendmicro
trendmicro_housecall
trustiook

vba32

vipre

virobot

webroot
whitearmor
yandex

zillya

zonealarm

zoner

https://t.mel/learningnets



Example 5

Find DLLs with Turla signature hits first seen after March
1st, 2019

engines:Turla type:pedll fs:2019-03-01+

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

https://www.virustotal.com/gui/search/engines%253ATurla%2520type%253Apedll%
2520fs%253A2019-03-01%252B/files

Key Terms:

DLLs => type

signature hits => engines
First Seen = > fs

m  engines:Turla type:pedIl fs:2019-03-01+

Full Vendor List:
a_squared
ad_aware
aegislab

agnitum

ahnlab
ahnlab_v3
alibaba

alyac

antivir

https://t.mel/learningnets
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antivir7
antiy_avl
arcabit
authentium
avast
avast_mobile
avg

avira

avware

baidu
bitdefender
bkav
bytehero
cat_quickheal
clamav

cmc
commtouch
comodo
crowdstrike
cybereason
cylance

cyren

drweb
egambit
emsisoft
endgame
esafe

escan
eset_nod32

f prot

f secure
fortinet

gdata

ikarus
invincea
jlangmin
k7antivirus
k7gw
kaspersky
kingsoft
malwarebytes
max

mcafee
mcafee_gw_edition
microsoft
microworld_escan
nano_antivirus
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nod32
norman
nprotect
paloalto
panda
pctools
prevx
prevx1
gihoo_360
rising
sentinelone
sophos
sunbelt
superantispyware
symantec
symantecmobileinsight
tencent
thehacker
totaldefense
trendmicro
trendmicro_housecall
trustlook
vba32

vipre

virobot
webroot
whitearmor
yandex
zillya
zonealarm
zoner
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Example 6

Find all RTF files with metadata containing “Windows User”
that are using a known/identified CVE and NOT macros

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Key Terms:

files => type

metadata => metadata
known/identified => engines or tag

m  metadata:"Windows User" type:rtf (tag:cve or engines:exploit or
engines:cve) NOT tag:macros

https://t.mel/learningnets 2
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Example 6

Find all RTF files with metadata containing “Windows User”
that are using a known/identified CVE and NOT macros

metadata:"Windows User" type:rtf (tag:cve
or engines:exploit or engines:cve) NOT
tag:macros

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

https://www.virustotal.com/gui/search/metadata%253A%2522Windows%2520User
%2522%2520type%253Artf%2520(tag%253Acve%25200r%2520engines%253Aexploit
%25200r%2520engines%253Acve)%2520N0T%2520tag%253Amacros/files

Key Terms:

files => type

metadata => metadata
known/identified => engines or tag

m  metadata:"Windows User" type:rtf (tag:cve or engines:exploit or
engines:cve) NOT tag:macros

https://t.mel/learningnets
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https://www.virustotal.com/gui/search/metadata%253A%2522Windows%2520User%2522%2520type%253Artf%2520(tag%253Acve%2520or%2520engines%253Aexploit%2520or%2520engines%253Acve)%2520NOT%2520tag%253Amacros/files
https://www.virustotal.com/gui/search/metadata%253A%2522Windows%2520User%2522%2520type%253Artf%2520(tag%253Acve%2520or%2520engines%253Aexploit%2520or%2520engines%253Acve)%2520NOT%2520tag%253Amacros/files

Example 7

Find all document types using an exploit/or known CVE with RU
lang encoding

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Key Terms:

files => type

known/identified => engines or tag
lang encoding => lang

m type:document (tag:cve or engines:exploit or engines:cve)
lang:ru
e Note: Lang is available for peexe/pedll and office file
formats ONLY

https://t.mel/learningnets
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Example 7

Find all document types using an exploit/or known CVE with RU
lang encoding

type:document (tag:cve or engines:exploit
or engines:cve) lang:ru

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

https://www.virustotal.com/gui/search/type%253Adocument%2520(tag%253Acve%
25200r%2520engines%253Aexploit%25200r%2520engines%253Acve)%2520lang%25
3Aru%2520fs%253A2019-03-01%252B%2520Is%253A2019-03-15-/files

Key Terms:

files => type

known/identified => engines or tag
lang encoding => lang

first seen =>fs

m type:document (tag:cve or engines:exploit or engines:cve)
lang:ru
e Note: Lang is available for peexe/pedll and office file
formats ONLY

https://t.mel/learningnets
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Example 8

Find all document types using an exploit/or known CVE with RU
lang encoding first seen between March 1st and March 15th

type:document (tag:cve or engines:exploit
or engines:cve) lang:ru

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Key Terms:

files => type

known/identified => engines or tag
lang encoding => lang

m type:document (tag:cve or engines:exploit or engines:cve)
lang:ru fs:2019-03-01+ fs:2019-03-15-
e Note: Lang is available for peexe/pedll and office file
formats ONLY

https://t.mel/learningnets 20
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Example 8

Find all document types using an exploit/or known CVE with RU
lang encoding first seen between March 1st and March 15th

type:document (tag:cve or engines:exploit
or engines:cve) lang:ru fs:2019-03-01+
fs:2019-03-15-

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

https://www.virustotal.com/gui/search/type%253Adocument%2520(tag%253Acve%
25200r%2520engines%253Aexploit%25200r%2520engines%253Acve)%2520lang%25
3Aru%2520fs%253A2019-03-01%252B%2520fs%253A2019-03-15-

Key Terms:

files => type

known/identified => engines or tag
lang encoding => lang

m type:document (tag:cve or engines:exploit or engines:cve)
lang:ru fs:2019-03-01+ fs:2019-03-15-
e Note: Lang is available for peexe/pedll and office file
formats ONLY

https://t.mel/learningnets 2
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Assessing the “Details” Tab

@ 48 engines detected this file

1579682f1be62564aab114b2ch1dc06e7ced77406{61b1b8al1eb92i5ed8sfdf
0b26393¢18182c7bd48ce116e6¢6765.vir

overlay  peexe
ommi
Scor
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS
Basic Properties © - History ©®

MD5 fOb2e393¢18182c7bd48ce1f6e6c6765
b6ea6907e036324b95995ef7d6a3f7ee05d37c5h
f579682f1be62564aab114b2ch1dc06e7ced77406f61b1b8al1eb92f5ed8stdf
' 3d8871749d75f76677de18bfe87887aeafafb09460dafdeed13cdcb3183b968f
d0472d140aa0003beaf55821a63a5b03
6144:yHo/cB8XBBAQ1rsU1XHBONVgdivo4pSpuOEz7HLYE/k4VQ/SXklim:yt
Win32 EXE

PE32 executable for MS Windows (GUI) Intel 80386 32-bit

552.38 KB (565637 bytes)

Names ®©

Kidneys
Signature Info ® PS

Kidneys.exe

C

552.38 KB 2018-10-25 11:56:39 UTC

1 month ago

COMMUNITY

2017-08-10 09:02:38
2010-11-20 23:29:33
2018-06-16 21:32:54
2018-10-25 11:56:39
2018-10-25 11:56:39

f0b2e393¢18182c7bd48ce1f6e6c6765.vir

18
EXE

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

Let’s look at a Trickbot Sample:

f579682f1be62564aab114b2cb1dc06e7ced77406f61b1b8alleb92f5ed88fdf

https://www.virustotal.com/gui/file/f579682f1be62564aab114b2cb1dc06e7ced7740

6f61b1b8alleb92f5ed88fdf/detection

https://t.mel/learningnets
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https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://www.virustotal.com/gui/file/f579682f1be62564aab114b2cb1dc06e7ced77406f61b1b8a11eb92f5ed88fdf/detection
https://www.virustotal.com/gui/file/f579682f1be62564aab114b2cb1dc06e7ced77406f61b1b8a11eb92f5ed88fdf/detection

Example: Pivot on Imphash

@ 48 engines detected this file

1579682f1be62564aab114b2ch1dc06e7ced77406{61b1b8al1eb92i5ed8sfdf
0b26393¢18182c7bd48ce116e6¢6765.vir

overlay  peexe

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS

Basic Properties © - History ©®

fOb2e393¢18182c7bd48ce1f6e6c6765 C
b6ea6907e036324b95995ef7d6a3f7ee05d37c5h Fil
f579682f1be62564aab114b2ch1dc06e7ced77406f61b1b8al1eb92f5ed8stdf First
3d8871749d75f76677de18bfe87887aeafafb09460dafdeed13cdch3183b968f
d0472d140aa0003beaf55821a63a5b03
6144:yHo/cB8XBBAQ1rsU1XHBONVgdivo4pSpuOEz7HLYE/k4VQ/SXklim:yt
Win32 EXE

C

552.38 KB 2018-10-25 11:56:39 UTC

1 month ago

COMMUNITY

2017-08-10 09:02:38
2010-11-20 23:29:33
2018-06-16 21:32:54
2018-10-25 11:56:39
2018-10-25 11:56:39

Names ®©
PE32 executable for MS Windows (GUI) Intel 80386 32-bit
552,38 KB (565657 bites) f0b2e393¢18182c7bdd8ce1166C6765.vir
Kidneys
Signature Info ® - Kidneys.exe

Zl VirusTotal

imphash:"d0472d140aa0003beaf55821a63a5b03" (Anchor Trickbot)

https://www.virustotal.com/gui/search/imphash%253A%2522d0472d140aa0003beaf

55821a63a5b03%2522/files

https://t.mel/learningnets




imphash:"d0472d140aa0003beaf55821a63a5b03"

O

FILES 8

2aafd61ac7974a25¢52 4721b74{96964495 74

Kidneys.exe

peexe  overlay
1579682f1be62564aab114b2cb1dc06e7ced77406f61b1b8a11eb92f5ed88fdf
Kidneys.exe

peexe  overlay ®

Seef1a0f{040799b65d7a6f4e45a3d478aabcee79ba58b7aadce93678a81ea94
Kidneys.exe

peexe overlay

9e72e130898ab79c26c264775ec2ceccce514a82321218131ai9a44477¢38091
Kidneys.exe

peexe  overlay

aefe8c24ad(73a20e4df{0260dc6ec33042b4231cd921c350135516 1aal70dce
Kidneys.exe

peexe  overlay

923fcb90111

Kidneys.exe

1ab9c9064: 06b3ba011e5008fe37b3

peexe overlay ®

51b7a2b25965251bcd2ad580b7037919158d431228af1417b3aafd47fa19a332

Kidneys.exe

peexe = overlay ®

0ce1325b79771f1a54bb: 09139cedOecd6e035¢cab1c7d09c45
Kidneys.exe

peexe overlay ®

51/68

48 /67

42/68

47 /66

a7 /67

46 /66

24 /65

51/65

552.38 KB

552.38 KB

552.38 KB

552.38 KB

552.38 KB

552.38 KB

552.38 KB

552.38 KB

%FD

2019-03-13 14:30:17
2019-03-13 14:30:17

2018-06-16 21:32:54

2018-10-25 11:56:39 last s

2018-09-20 13:27:45
2018-09-20 13:27:45

2017-08-10 09:15:21
2018-05-21 09:56:30

2017-08-11 13:18:48

f

2018-05-18 21:09:06 Ia

2018-01-15 21:12:21
2018-05-14 10:33:15

2017-08-11 11:44:05
2017-08-11 11:44:05

2017-08-11 10:13:35
2017-08-11 10:13:35

Brandon L...

(8

R2

Q
O

EXE

Lo}
O
EXE

(e
O
EXE

(o}
O
EXE

o
O

EXE

o
o'
EXE

imphash:"d0472d140aa0003beaf55821a63a5b03" (Anchor Trickbot)

https://www.virustotal.com/gui/search/imphash%253A%2522d0472d140aa0003beaf

55821a63a5b03%2522/files

https://t.mel/learningnets
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Caveat: Imphash is NOT Always Reliable

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

m  Example UPX packed files: section:upx1 section:upx0
m  imphash:"7326001be3ced77b153640be93a8dff6"

Example:
175bafbcd5218e062619b16dd4c18279635ae3d621daa7aa559a3ca5882ebf1c
https://www.virustotal.com/qui/search/imphash%253A%25227326001be3ced77b1536
40be93a8dff6%2522/files

TLDR: You're actually matching the packer.

https://t.mel/learningnets

36


https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://www.virustotal.com/gui/search/imphash%253A%25227326001be3ced77b153640be93a8dff6%2522/files
https://www.virustotal.com/gui/search/imphash%253A%25227326001be3ced77b153640be93a8dff6%2522/files

Similar-To (vhash)

similar-to:f579682f1be62564aab114b2cb1dc06e7ced77406f61b1b8al1eb92f5ed88fdf

O

FILES 40+

719d15bc6874277ad6c62521064b9a8afeb7243acaag864e9chb1c1d53c7f6ffed
PDFProfitLock.ext

peexe overlay ®

4c8afd43ca299b2853928bd38190fdc74291d2a3f8810a5b6574ef1cda71690e )
PDFProfitock.ext[[] =~ &
H

3

peexe overlay ®

2aafd61ac7974a25c5: 472fb74196964495799fb6c9028692c974

Kidneys.exe

peexe overlay
b988c65¢1f015491a0049¢1e8e5becf303644efc83826133354d2735a0395721
Uninstaller.exe

peexe

be69330bb44534fe4feb56f4d855971172ba8a8b5f9c98f9feea7e1417a0ci34
AREMAIN9.EXE

peexe

¥

13 /68

12/65

53/69

25/65

4/68

518.08 KB

530.49 KB

552.38 KB

540 KB

552 KB

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

https:

2cb1dc06e7ced77406f61b1b8alleb92f5ed88fdf/files

www.virustotal.com/gui/search/similar-to%253Af579682f1be62564aab114b

Lets check out our trickbot sample that we explored imphash with:
similar-to:f579682f1be62564aab114b2cb1dc06e7ced77406f61b1b8alleb92f5ed88f

df

Notice how many more results there are?

https://t.mel/learningnets
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https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://www.virustotal.com/gui/search/similar-to%253Af579682f1be62564aab114b2cb1dc06e7ced77406f61b1b8a11eb92f5ed88fdf/files
https://www.virustotal.com/gui/search/similar-to%253Af579682f1be62564aab114b2cb1dc06e7ced77406f61b1b8a11eb92f5ed88fdf/files

Visual Similarity

Supports:
e \Windows Executables (embedded)
e PDF

e Office Documents

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Julio To Talk about how it works

Trickbot EXE:
https://www.virustotal.com/qui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de
8c7a8dc73a95a7f093b/detection

-alternative mechanism:
resource:"77073160cc8d0c6443a55¢f6514f3606d979ca8ce78a1a9cc20ec71¢c57e392d6"

Emotet PDF:
https://www.virustotal.com/qui/file/8c15b770e32ff70527ad4e17e1173d3f2ff91{7f27be1
7268f2a814c72d863859/detection

ADP Lure Doc:
https://www.virustotal.com/qui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1
ba7{1b9d1f59de45/detection
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https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection

Visual Similarity: EXE

:‘ FILES 20+

13655

main_icon_dhash:b168c6a98ee460b2

Runtime Library

112a181f

peexe over ay  ®

de9ds0a37b21

[  Runtime Library

16d66568

overlay  ®

24982a74340381622ac34 [n]

j Runtime Library [}
eexe

19085

le

31/68

43/65

42/68

29/65

a7/7

672.39 KB

556 KB

2.96 MB

668.5 KB

578.99 KB

2019-03-20 12:30:38 first see
2019-03-20 12:30:38 I

2019-03-17 19:10:51 first se
2019-03-20 12:00:10 las

2019-03-15 15:54:58 1
2019-03-20 11:30:57 st

2019-03-20 11:18:44 first see
2019-03-20 11:18:44 1

2019-03-17 19:15:05 1

2019-03-20 11:02:11

a

h Ah 4Ab Ab  4b
W W W W I

4b
P

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

Trickbot EXE:

https://www.virustotal.com/qui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de

8c7a8dc73a95a7f093b/detection

-alternative mechanism:
resource:"77073160cc8d0c6443a55¢cf6514f3606d979ca8ce78a1a9cc20ec71c57e392d6"

Emotet PDF:

https://www.virustotal.com/qui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be1

7268f2a814c72d863859/detection

ADP Lure Doc:

https://www.virustotal.com/qui/file/2db7425c7c9efffOc87fb45719ac4a9c7b24722f2cf19de1

ba7f1b9d1f59de45/detection
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https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection

Visual Similarity: PDF

Your Citibank, N.A. Account Has Been Suspended

We have temporarily suspended your Citibank, N.A. account for the funds transfer service.

Here are your account details:
https://securemail.citibank.com/privacy/securereader?id=64124813498052&brand=95642159.

Please contact Member Services to re-activate your suspended account.

Sincerely,
Member Services

Email ID: 431

https://www.Citibank.com/

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

PDF Preview Render

Trickbot EXE:
https://www.virustotal.com/qui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de
8c7a8dc73a95a7f093b/detection

Emotet PDF:

https://www.virustotal.com/qui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be1
7268f2a814c72d863859/detection

ADP Lure Doc:
https://www.virustotal.com/qui/file/2db7425c7c9efffoc87fb45719ac4a9c7b24722f2cf19de1
ba7f1b9d1f59de45/detection
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https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection

. . . .
Visual Sin ||Iar|ty‘ PDF
.
e
main_icon_dhash:2313230300020000
[ FILES 20+ = |_|:| <&
944d60d < 11d690f5
s 2019-03-19 21:37:51 1 =
WellsFargo Instr SUK 2702638.pdf 757
g ¢ " fen 787K 2019-03-19 21:37:51 Ia 1
pdf - ®
0024458 36063d
[ fename 16756 sniE 2019-03-05 16:33:28 20 submissi =A
2019-03-19 09:45:34 i 12 subm
pdf attachment @
45ce591e001e8dedfSetfdf ad
O 8755 S8R 2019-03-19 01:14:15 1 submi =
2019-03-19 01:14:15 lasi s 1 submit
pdi . &
6219dc8787ddbf49b383e 58207 22cdd
e 2019-03-19 01:12:40 1 submi —
g e LA 2019-03-19 01:12:40 1a 1
pdf  ®
1141116102d2eb; ofa7’
[[]  Ciigroup Insir YAD 59365931 .pet 8/60 35.07 KB 2018-03-19/00:13:52 e 1 submissions = |
2019-03-19 00:13:52 la 1 submi
pdf ®

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Pivoting on the PDF Visual Similarity
Trickbot EXE:

https://www.virustotal.com/qui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de
8c7a8dc73a95a7f093b/detection

Emotet PDF:
https://www.virustotal.com/qui/file/8c15b770e32ff70527ad4e17e1173d3f2ff91{7f27be1
7268f2a814c72d863859/detection

ADP Lure Doc:
https://www.virustotal.com/qui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1
ba7f1b9d1f59de45/detection
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https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection

Visual Similarity: Office Documents
Docuﬁ'gn?

Protected Document

Loading content

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Trickbot EXE:
https://www.virustotal.com/qui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de
8c7a8dc73a95a7f093b/detection

Emotet PDF:

https://www.virustotal.com/qui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be1
7268f2a814c72d863859/detection

ADP Lure Doc:
https://www.virustotal.com/qui/file/2db7425c7c9efffoc87fb45719ac4a9c7b24722f2cf19de1
ba7f1b9d1f59de45/detection
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https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection

Visual Similarity: Office Documents

- main_icon_dhash:0103001101000301

D FILES 2
85{7ab110807¢f0352ada5582611cc64af0e13ad8f32561d3e2¢2763a70659¢3
D 33 /56 46.02 KB 2019-03-12 14:10:29 first seer
’ 2019-03-12 14:10:29 last seen
doc macros obfuscated run-file
2db7425c7c9efff9c87tb45719ac4a9c7b24722f2¢cf19de 1ba7f1b9d1f59ded5
[]  ADP-Document3810922.doc 43 /60 46 KB 2018-07-19 16:31:07 first seer
2018-07-30 04:48:49 last
doc attachment macros obfuscated runfile @

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Trickbot EXE:
https://www.virustotal.com/qui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de
8c7a8dc73a95a7f093b/detection

Emotet PDF:

https://www.virustotal.com/qui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be1
7268f2a814c72d863859/detection

ADP Lure Doc:
https://www.virustotal.com/qui/file/2db7425c7c9efffoc87fb45719ac4a9c7b24722f2cf19de1
ba7f1b9d1f59de45/detection
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https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/01c299e4895eb222d24ad9c6bbefe2a389bc3d54e37de8c7a8dc73a95a7f093b/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/8c15b770e32ff70527a4e17e1173d3f2ff91f7f27be17268f2a814c72d863859/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection
https://www.virustotal.com/gui/file/2db7425c7c9efff9c87fb45719ac4a9c7b24722f2cf19de1ba7f1b9d1f59de45/detection

Signature Data

Signers
B ALISALTD

Name

\Numb
Numbe

ALISA LTD

Trust for this certificate or one of the certificates in the certificate
chain has been revoked.

12:00 AM 02/22/2019

11:59 PM 02/21/2020
Code Signing

sha256RSA
5D A1 73 EB 1A C7 63 40 AC 05 8E 1F F4 BF 5E 1B

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

LockerGoga:

c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977ddal5
https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd
0d5805e2508728f65977ddal5/detection

https://t.mel/learningnets
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Signature Data

Signature Verification
/\\ File signature could not be verified

File Version Information

Copyright Copyright (C) ALISA LTD 2019
Product Service zzbdrimp

Description Background Tasks Host
Original Name  zzbdrimp

Internal Name  zzbdrimp

ile Version 1.4.4.0

Date signed 8:40 PM 3/20/2019

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

LockerGoga:

c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977ddal5
https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd

0d5805e2508728f65977ddal5/detection

https://t.mel/learningnets
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Signature Data

Pivot Options:

e Broad = signature:"ALISA LTD"

e Narrow =signature:"5D A1 73 EB 1A
C7 63 40 AC O5 8E 1F F4 BF 5E 1B

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

LockerGoga:
€c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977ddal5

https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd
0d5805e2508728f65977ddal5/detection

By Name of Signer:

Broad => signature:"ALISA LTD"

BY Cert Hash

Narrow => signature:"5D A1 73 EB 1A C7 63 40 AC 05 8E 1F F4 BF 5E 1B"

https://t.mel/learningnets
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https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977dda15/detection
https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977dda15/detection

Signature Data

signature:"5D A1 73 EB 1A C7 63 40 AC 05 8E 1F F4 BF 5E 1B" OR signature:"ALISA LTD"

[] FLESS
88d149f3e47dc337695d 1454768af0d7€59c9 of
[ toyture 41/66 1.21 MB
peexe overlay ®
€97d9bbc80b5: 12f4d00e5183: 05e2508728f65977dda15
[ tovute 39/66 1.21 MB
peexe overlay revoked-cert signed ® @
7bcd69b3085126{7e9740688978ab74e87230¢11812b79406d723a80c08dd26
[]  zzborimp 4a7/7 1.19 MB
peexe overlay revoked-cert signed ® @
ba15¢27126265{4b063b65654e9d7¢248d0d651919fafb68cb4765d1e057f93f
D imtvknaq 43/70 1.19 MB
peexe overlay revoked-cert signed ® Q
eda26atcd80aacic: 13d9c4bc81f605208( 1e076e75aa0
D yxugwjud 43 /67 1.2MB
beske overiay  rewokedcert saned . ® O > virusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

LockerGoga:
c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977ddal5
https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd
0d5805e2508728f65977ddal5/detection

By Name of Signer:

Broad => signature:"ALISA LTD"

BY Cert Hash

Narrow => signature:"5D A1 73 EB 1A C7 63 40 AC 05 8E 1F F4 BF 5E 1B"

Combine the Two:
https://www.virustotal.com/gui/search/signature%253A%25225D%2520A1%252073
9%2520EB%25201A%2520C7%252063%252040%2520AC%252005%25208E%25201F%
2520F4%2520BF%25205E%25201B%2522%25200R%2520signature%253A%2522ALIS
A%2520LTD%2522 /files

Note: In this instance the signer and hash were only used together, so you'll get the
same results with either query.

https://t.mel/learningnets



https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligence
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https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977dda15/detection
https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977dda15/detection
https://www.virustotal.com/gui/search/signature%253A%25225D%2520A1%252073%2520EB%25201A%2520C7%252063%252040%2520AC%252005%25208E%25201F%2520F4%2520BF%25205E%25201B%2522%2520OR%2520signature%253A%2522ALISA%2520LTD%2522/files
https://www.virustotal.com/gui/search/signature%253A%25225D%2520A1%252073%2520EB%25201A%2520C7%252063%252040%2520AC%252005%25208E%25201F%2520F4%2520BF%25205E%25201B%2522%2520OR%2520signature%253A%2522ALISA%2520LTD%2522/files
https://www.virustotal.com/gui/search/signature%253A%25225D%2520A1%252073%2520EB%25201A%2520C7%252063%252040%2520AC%252005%25208E%25201F%2520F4%2520BF%25205E%25201B%2522%2520OR%2520signature%253A%2522ALISA%2520LTD%2522/files
https://www.virustotal.com/gui/search/signature%253A%25225D%2520A1%252073%2520EB%25201A%2520C7%252063%252040%2520AC%252005%25208E%25201F%2520F4%2520BF%25205E%25201B%2522%2520OR%2520signature%253A%2522ALISA%2520LTD%2522/files

https://t.mel/learningnets



Signature Data

signature:"Copyright (C) ALISA LTD 2019"

(] FrES 5
88014913647dc337695d760a52b25660e3a454768af0d7e59c9139951496a0f
[ tovure 45/7 1.21 MB
peexe overlay ®
8728(65977ddal5
[ tovure 44/7 1.21 MB
peexe overlay revoked-cert signed ® @
7bed69b3085126/7€97406889(78ab74e87230¢11812b79406d723a80c08dd26
I_‘ 2zbdrimp a7/n 1.19 MB
peexe overlay revoked-cert signed ® @
bat15c2 19 65010571931
[  imivknga 45/7 1.19 MB
peexe overlay revoked-cert signed  ® Q@
eda26atcdsOaac 13d9cdbo 1e076e75a20
] yuowiud 46/70 1.2MB
peexe overlay revoked-cert signed  ® @

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

LockerGoga:
c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977ddal5
https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd
0d5805e2508728f65977ddal5/detection

THere is another option as well that leverages the structure within the PE itself with
contains additiona signature information:

signature:"Copyright (C) ALISA LTD 2019"

https://www.virustotal.com/gui/search/signature%253A%2522Copyright%2520(C)%2
520ALISA%2520LTD%25202019%2522 /files

https://t.mel/learningnets
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https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977dda15/detection
https://www.virustotal.com/gui/file/c97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977dda15/detection

Metadata? MetaData? Meta-Data? Meta Data?

ExifTool File Metadata ©®

16.0

cobalt

34

30

Windows Latin 1 (Western European)
Document Microsoft Word 97-2003
32

2018:10:30 23:22:00

Has picture, 1Table, ExtChar

DOC

doc

Titre, 1

No

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

| have no idea what the convention is for this word, ya’ll know what | mean.

This is data generated from Exiftool.

EmpireMonkey:
d57f128afb4843b6f0072fadda8dd14046b31703098e365bc5a226e117090d44

https://t.mel/learningnets
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Metadata? MetaData? Meta-Data? Meta

Data~?

metadata:"Normal.dotm" and metadata:"cobalt"

(] FILES 36

6cc84b3a58eea27e84f489b9bde5ac8d1fb0f0f5db6cd9327b26ffb776ad53288
PO-2815.doc

doc

copy-file create-file create-ole environ hide-app macros obfuscated

728bbbea8797c5e00a8737ebf6bebfffb3d84f9c861144963a2940025329¢28b
D complaint-143.doc

doc create-file create-ole environ macros run-dll run-file ®

59a24d9ac0ed2f2bea3883d7b943ab1229acfe3f9f350f2dee6deb14c559920b [_|:|
document.docf) ~ ok ¥
L e

doc
Download
create-ole environ hide-app macros obfuscated open-file write-filé

25/59

35/56

15/60

147 KB

91.5 KB

35.5 KB

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

| have no idea what the convention is for this word, ya’ll know what | mean.

This is data generated from Exiftool.

EmpireMonkey:

d57f128afb4843b6f0072fadda8dd14046b31703098e365bc5a226e117090d44

metadata:"Normal.dotm" and metadata:"cobalt"

https://www.virustotal.com/gui/search/metadata%253A%2522Normal.dotm%2522%

2520and%2520metadata%253A%2522cobalt%2522/files

https://t.mel/learningnets
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Metadata? MetaData? Meta-Data? Meta Data?

metadata:"Background Tasks Host"

D FILES 5
88d14913e47dc337695d76da52b25660e3a454768af0d7e59¢913995af496a0f
D tgytutrc 44 /69 1.21 MB
peexe overlay ®
€97d9bbc80b573bdeeda3812f4d00e5183493dd0d5805e2508728f65977dda15
(] toytute 42/69 1.21 MB
peexe overlay revoked-cert signed ® 9
7bcd69b3085126f7€97406889f78ab74e87230¢11812b79406d723a80c08dd26
[]  zzbdrimp 47/7 1.19 MB
peexe overlay revoked-cert signed ® 9

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

| have no idea what the convention is for this word, ya’ll know what | mean.
This is data generated from Exiftool.
Example 2: LockerGoga,

https://www.virustotal.com/gui/file/88d149f3e47dc337695d76da52b25660e3a4547
68af0d7e59¢c913995af496a0f/detection

metadata:"Background Tasks Host"

https://www.virustotal.com/gui/search/metadata%253A%2522Background%2520Tas
ks%2520Host%2522/files

https://t.mel/learningnets
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https://www.virustotal.com/gui/file/88d149f3e47dc337695d76da52b25660e3a454768af0d7e59c913995af496a0f/detection
https://www.virustotal.com/gui/file/88d149f3e47dc337695d76da52b25660e3a454768af0d7e59c913995af496a0f/detection

Imports and Exports

Imports
ADVAPI32.dll
KERNEL32.dll
RPCRT4.dll

ntdll.dll

Exports

DhcpNewPktHook
DhcpServerCalloutEntry
DnsPluginCleanup
DnsPlugininitialize
DnsPluginQuery
ExtensionApiVersion
InitializeChangeNotify
PasswordChangeNotify
SpLsaModelnitialize
WinDbgExtensionDIlInit

~

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen

ce

Example: Mimikatz

b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4

https://www.virustotal.com/gui/file/b04e58327191222e27405¢c2dc4871cb4c81e3ea73
2d70c67ad744088619c97e4/detection

https://t.mel/learningnets
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Imports and Exports

[] FILES 20+

b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4
D mimilib.dll 30/63 120.5 KB
pedill 64bits assembly @

f6413029e7a43d7eb5d44772efb413553e8896¢2b287dd41de2fa380c58e611¢c F|:|

[)  mimiib diff ~ o 37 /69 104.5 KB
ona —
pedl  ®
4a5ebda8ec96e7d3f1a976d748e7e42{95e46f9d46c360b886d13ee4212a6fa0
(]  mimilb.di 27 /67 130 KB

pedll ®

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Example: Mimikatz
b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4

https://www.virustotal.com/qui/file/b04e58327191222e27405¢c2dc4871cb4c81e3ea’73
2d70c67ad744088619c97e4/detection

Imports=> imports:NdrMesTypeFree2 imports:MesHandleFree
imports:RtIStringFromGUID imports:GetOEMCP

Exports => exports:"InitializeChangeNotify" exports:"PasswordChangeNotify"
exports:"SpLsaModelnitialize"

https://t.mel/learningnets
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https://www.virustotal.com/gui/file/b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4/detection
https://www.virustotal.com/gui/file/b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4/detection

Imports and Exports

exports:"InitializeChangeNotify" exports:"PasswordChangeNotify" exports:"SpLsaModelnitialize"|

(] FILES 20+

b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4 |E]

[ mimib.dilf =~ 8 ¥ 30/63 120.5 KB
pedil 64bits assembly ®
8615af1d78a23a4be6cf8775052bf1b4fb122e48c81bf415a251d2cf9102f4c0
(] wiandigdi 8/67 68.5 KB
pedll 64bits assembly
f6413029e7a43d7eb5d44772efb413553e8896¢2b287dd41de2fa380c58e611¢c
D mimilib.dll 37/69 104.5 KB
pedl @
Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VirusTotal-Intelligen
ce

Example: Mimikatz
b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4

https://www.virustotal.com/qui/file/b04e58327191222e27405¢c2dc4871cb4c81e3ea’73
2d70c67ad744088619c97e4/detection

Imports=> imports:NdrMesTypeFree2 imports:MesHandleFree
imports:RtIStringFromGUID imports:GetOEMCP

Exports => exports:"InitializeChangeNotify" exports:"PasswordChangeNotify"
exports:"SpLsaModelnitialize"
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https://www.virustotal.com/gui/file/b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4/detection
https://www.virustotal.com/gui/file/b04e58327191222e27405c2dc4871cb4c81e3ea732d70c67ad744088619c97e4/detection

VTCrep

https://support.virustotal.com/hc/en-us/articles/360000347157-VT-Intelligence#con
tent-search
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VTGrep (aka Content Search)

Use the “content:” search modifier
to search for arbitrary hex or string
patterns within files on VirusTotal

Zl VirusTotal

https://support.virustotal.com/hc/en-us/articles/360000347157-VT-Intelligencettcon
tent-search

https://t.mel/learningnets e



VTGrep (aka Content Search) -

14 THE “BEST BY TEST” COOK BOOK

