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● Logical isolation means that data packets are handled in a way that keeps 
them separate from those of other users, despite traversing the same physical 
network. This is achieved using various technologies.

● MPLS VPNs are an example of a VPN technology that is only “private” in the 
sense that data entering the VPN cannot accidentally end up misdirected to 
an untrusted network.  However, there is no confidentiality unless IPSec (or 
other tech) is also implemented to encrypt that data.
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● Confidentiality – Of course, some companies also have proprietary algorithms 
that only work with their equipment.

● ----Symmetric: Same key used to encrypt and decrypt
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● Antireplay prevents someone from replaying packets back to a VPN peer in an 
attempt to spoof you and gain illegitimate access to VPN.
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● Provides the network admin a selection of protocols from which to choose.
● -
● Once an IPSec tunnel is built, any application (that utilizes IP) can send 

packets across that tunnel.
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● Technologies similar to SSL do exist if one wants to encrypt UDP traffic (such 
as DTLS…Datagram Transport Layer Security).
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● If you wish to learn more about MPLS VPNs I recommend you view my 
course: Introduction to MPLS VPNS

● https://my.ine.com/Networking/courses/eaab1bdc/introduction-to-mpls-vpns
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● DH can be used to dynamically generate symmetric keys
● PKI supports the functionality of digital certificates
● IKE performs much of the negotiation and management of keys between vpn 

peers.
● Just as ISAKMP is a framework (describes processes, packet formats, etc but 

not the actual mathematics and cryptographic algorithms themselves) IKE is 
also considered a “Framework” which can further use PKI or Diffie-Hellman as 
specific examples of protocols to fit the needs of its framework.
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● In Tunnel Mode, the Authentication Header, containing a “next-header” value 
of “41” indicates that an IPv6 header follows.

● U.S. federal laws prevent the export of certain encryption algorithms to some 
countries and localities.  For this reason, if one lives in one of those places 
and you wish to have access to the authentication and integrity features of 
IPsec the Authentication Header is available.
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● RFC 1825, section 1.4 identifies all of the elements commonly associated with 
an IPsec Security Association.
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● IPsec can be configured without IKE, but IKE enhances IPsec by providing 
additional features, flexibility, and ease of configuration for the IPsec standard.
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● In the context of IPsec, combining the Authentication Header (AH) with the 
Encapsulating Security Payload (ESP) can enhance security. Although ESP 
can provide authentication, integrity, and encryption, AH is used to offer 
additional protection against certain attacks, including replay attacks. It 
authenticates the entire packet, including the IP header, which ESP does not 
do when in transport mode. 
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● The encryption algorithms highlighted in red are those you should probably 
memorize if you plan on taking any certification exam.
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● Most certification exams won’t require you to know the structure or fields in the 
ISAKMP header.  This information is given purely so that you can have a 
better understanding of ISAKMP and see how its structure lends itself to 
adaptability. 

● RFC 2408 doesn’t provide specifics of how the Cookies are to be generated. 
The main goal is that if a device has multiple, concurrent ISAKMP sessions 
each cookie needs to be a unique value.

● Next Payload: The ISAKMP packet can hold multiple kinds of “payloads” and 
more than one payload type can be contained in a single packet.  Each 
payload type (defined in RFC 2408 beginning Section 3.4) has its own header 
with those headers ALSO containing a “next payload” field.

● RFC 2408 says “Major Version” should be 1 and “Minor Version” could be 
zero or 1.

● The "Exchange Type" field defines the overall nature of the exchange 
between the two entities. It determines the kind of ISAKMP interaction or 
negotiation that is to be conducted. Examples include:

○ Base Exchange: A basic form of exchange that might be used for initial 
setup.

○ Identity Protection (Main Mode): A more secure form of exchange 
providing identity protection.

○ Aggressive Mode: A faster but less secure exchange typically used 
where speed is preferred over security, like in scenarios requiring 
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fewer round-trips.
○ Quick Mode: Used within an already established ISAKMP SA to 

negotiate a Security Association for use by IPSec.

○ Each of these exchange types specifies a different sequence of 
messages and different requirements for the payloads within those 
messages. Essentially, the "Exchange Type" determines the procedure 
or script that the ISAKMP transaction follows, including how many 
messages will be exchanged, in what order, and what contents those 
messages should carry.
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● RFC 2409 defining IKEv1 was published the same year as the publication 
date for RFC 2408 (ISAKMP).  This is because IKEv1 was the first practical 
application/protocol to make use of the framework defined by ISAKMP.

● One of the first sentences in the IKEv1 RFC (2409) describes IKE as a “Hybrid 
Protocol”. From the RFC (2409 Section-2);

This does not implement the entire Oakley protocol, but only a subset 
necessary to satisfy its goals. It does not claim conformance or compliance 
with the entire Oakley protocol nor is it dependant in any way on the Oakley 
protocol.

Likewise, this does not implement the entire SKEME protocol, but only the 
method of public key encryption for authentication and its concept of fast re-
keying using an exchange of nonces. This protocol is not dependent in any 
way on the SKEME protocol.
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● ISAKMP is more conceptual/theoretical in nature.  IKE is a practical realization 
of one way, of implementing ISAKMP.

● -
● Nonrepudiation means, “you can’t challenge me”… is the assurance that someone 

cannot deny something
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● Main mode: Uses a total of six packets (three “pairs” of packets) to accomplish 
the job. Provides “Peer Identity Protection”

● Aggressive mode: Reduces this to a simple 3-way handshake (3-packets). 
Does NOT provide Peer Identity Protection.
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● Typically, packets have to arrive first that match an ACL to trigger the building 
of the IPsec tunnel.

● ---
● IKE Phases utilize UDP packets (src/dest port 500)

● What is being demonstrated on the next few slides is IKEv1 using Main-Mode.
● -
● Diffie-Hellman:  A complex, mathematical function in which two VPN peers 

can exchange a shared number and (by mathematically combining that with 
their own secret values) come up with a shared secret such that any 
eavesdropper watching this exchange would not be able to derive the same 
shared secret.
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● By the end of Step-2, enough information has been exchanged for the Phase-
1 tunnel to be built, so all other exchanges after this can be encrypted…but 
there is still one more Phase-1 step to go…

● -
● When DH is done, both devices have their own unique Public/Private Keys 

(that have been dynamically derived) as WELL as 
● A “shared secret key” that was derived at the end of the DH process.  This 

shared secret key is used to encrypt everything after this point but it is NOT 
used to authenticate each other.  Authentication (which will take place in Step-
3 of Phase-1 (next slide) uses either a pre-shared key (that you’ve manually 
configured) or RSA Signatures.
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● Remember that with the first bidirectional exchange of IKE Phase-1 packets 
both peers agreed to the encryption algorithm to be used and how they would 
authenticate each other. Once the secret cryptographic keys were derived by 
Diffie-Hellman in the subsequent exchange of packets (packets-3 and 4) 
everything was ready to encrypt the final exchange of packets (shown on this 
slide) so that the peers could securely authenticate each other.
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● IKEv1 Phase-2 utilizes an exchange of three packets.
● -
● The Tunnel created after Phase-1 is completed is never used to actually 

encrypt and transport user-data.  Instead, it is used to send Ipsec control 
traffic.
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● Recall that with IKE, if a Pre-Shared key is selected as the HAGLE 
authentication method the key itself is never sent across the wire but rather a 
hash digest of that key. Because the second packet in the Aggressive-Mode 
exchange is NOT encrypted yet, if the pre-shared key was something easy to 
guess (such as “admin” or “Cisco”) then the unencrypted hash of it sent from 
the IKE Responder could easily be reverse-engineered using a dictionary 
attack.

● Similarly, if Digital Certificates were selected as the HAGLE authentication 
method, the Responder’s Digital Certificate would be sent, unencrypted in that 
second packet.

● This underscores the potential vulnerabilities of using Aggressive mode and 
the general recommendation is NOT to use it.
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● Remember that the Authentication features of IPsec already occur during the 
IKEv1 Phase-1 process.  So in the transform-set, the second variable (shown 
as “esp-sha-hmac” in this case) does not relate to authentication as that 
process has already completed.

● Remember that when selecting “Transport Mode” the original source and 
destination IPv4/IPv6 packet headers will be visible and only the payload of 
the packet will be encrypted making that a suitable option to run on IPsec 
peers located within an Enterprise but not across the public Internet.
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● The latest RFC for IKEv2 is 7296.
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● IKE-SA = IKE Security Association
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● IKEv2 doesn’t support the concepts of “Main Mode” or “Aggressive Mode”.
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● Most certification exams won’t require you to know the structure or fields in the 
IKE header.  This information is given purely so that you can have a better 
understanding of IKE and see how its structure lends itself to adaptability. 

● Next Payload: The IKE packet can hold multiple kinds of “payloads” and more 
than one payload type can be contained in a single packet.  Each payload 
type (defined in RFC 7296) has its own header with those headers ALSO 
containing a “next payload” field.

● You’ll notice that IKE retained the original ISAKMP “Next Payload” type values 
of 0 through 32, defining its own IKE-related Payloads beginning with value 
33. 

● Although (most of) the names within the “Next Payload” field are the same as 
those used with IKEv1, to make a clean differentiation between IKEv1 and 
IKEv2 and prevent confusion, the values for each of these fields was changed 
for IKEv2.
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● Notice how the UDP ports numbers have been changed (from 500 for 
ISAKMP) to 4500.
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● In practice, NAT-T is typically only supported when using ESP.
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● While the initial specifications for IPsec could apply to both remote access 
VPNs (initiated from PCs and Laptops) as well as site-to-site VPNs (between 
two network infrastructure devices like firewalls or routers) early adopters 
found remote-access VPNs difficult to implement with IPsec.  So initially, 
IPsec was primarily used for site-to-site VPNs.
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● Some might question why TLS wasn’t simply called SSL v4.0 if was simply 
another upgrade to SSL. However, the name change from SSL to TLS reflects 
two important differences:
○ SSL was proprietary to Netscape. The IETF (a consortium of people 

from different companies, including some individuals from Netscape) 
created TLS.

○ TLS used SSL as a foundation but provided a major overhaul in 
several areas of the protocol such as MAC (Message Authentication 
Code) construction, improved flexibility and security in the negotiation 
of cipher suites, expanded the list of alert codes, and much more.

https://t.me/learningnets



● SSL/TLS can be used to secure other 
Application Layer protocols, not only HTTP
○ SMTPS – TCP port 465
○ IMAPS – TCP port 993
○ POP3S – TCP port 995
○ FTPS – TCP port 990
○ LDAPS – TCP port 636
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● When utilizing Cisco’s clientless SSL VPN service your browser would 
connect to the Cisco firewall on TCP port 4443.
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● As an alternative, SSL and TLS can make use of Diffie-Hellman to generate 
the Pre-Master Secret Key”.  In this case, right after the server transmits its 
certificate it would also send Diffie-Hellman information so that both it and the 
Client can jointly create a pre-master secret key.

● If you’re familiar with the steps involved with IKE(IPsec) Phase-1, Step-3 in 
this diagram is similar to the point in IKE Phase-1 in which a secure, 
encrypted tunnel is built so that further negotiations can (securely) take place 
to derive other keys and encryption algorithms for finally encrypting user data.
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● Both the Server and Client perform steps-4 and 5.
● With the exception of the original Public-Private keypair on the Server, all of 

these other keys that are generated are only temporary and used only for the 
duration of the HTTPS session.  Once the session is closed these keys are 
deleted and new keys will need to be derived for future HTTPS sessions.

● This is what makes SSL/TLS so secure.
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● SSL/TLS typically used a reserved port number of TCP 443. In these captures 
you’ll notice that the TCP port is NOT the standard, reserved port.  This is 
because applications using SSL/TLS have the option of being configured to 
listen to a non-standard port number if the developer of that application wishes 
to do so.

● Please note; Several websites exist that provide instructions on how to log 
your SSL/TLS session keys to a file, and then use the keys in that file to 
decrypt your traffic for viewing in Wireshark. There are a few major gotchas to 
that however;
○ The processes described in those documents will only work for 

websites that utilize SSL or TLS v1.0
○ The developers of TLS saw the process of storing session keys (for 

Wireshark captures) as a vulnerability and intentionally made changes 
to TLS 1.2 and 1.3 rendering this process impossible

○ Wireshark can only decrypt RSA ciphers, if it's one of the ECDHE 
ciphers, there's no way to decrypt it.
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● Pretty much all current websites these days utilize TLS v1.3
● Web browsers often allow you to change their settings such that your browser 

could disallow TLS 1.3 and only allow earlier versions, but when you do this 
virtually all websites will then fail to display.
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● In some countries, certain VPN technologies, particularly those using IPsec 
(which relies heavily on IKE for establishing secure tunnels), are restricted or 
regulated. These restrictions are often due to government concerns about 
encryption technologies that might prevent law enforcement from monitoring 
communications for security reasons. Governments may restrict or control the 
use of strong encryption technologies to ensure they have the capability to 
intercept and decrypt data if legally warranted.

● China is a prominent example of a country with such restrictions. The Chinese 
government regulates the use of cryptographic services and technologies, 
including VPNs. They require that all VPN services be authorized and 
licensed by the government, and unauthorized VPN services are often 
blocked, particularly if they use strong encryption that does not allow for 
government oversight.
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● Although the commands to configure the WebVPN feature on Cisco IOS 
routers still exist, Cisco stopped supporting this feature several years ago.  So 
if you need to implement Clientless SSL VPN (ie. WebVPN) it’s best to do so 
on a Cisco ASA or Firepower firewall device.

● When utilizing the Cisco Secure Client (aka Cisco AnyConnect client) a 
remote-access VPN established between the VPN Client and VPN Server 
(Cisco ASA or Firepower firewall) will actually create two VPN tunnels, one 
using TLS and another using DTLS
○ TLS is used for secure web browsing (and any other TCP-based 

applications) over TCP, providing a reliable and secure transport.
○ DTLS is used for VoIP over UDP (and any other UDP-based 

applications), allowing for secure communication without significantly 
impacting latency and call quality.
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● DMVPN can indeed be an excellent choice for various types of real-time 
interactions between branch offices that require efficient, secure, and direct 
communication paths. There are several scenarios where DMVPN shines:

○ Real-Time Data Replication: For businesses that require real-time 
synchronization of databases across different geographical locations, 
DMVPN can facilitate the necessary speedy data exchanges. This is 
particularly crucial for industries like finance or retail, where up-to-date 
information on transactions, stock levels, or customer data needs to be 
consistent across multiple sites.

○ Disaster Recovery and Business Continuity: In scenarios where 
businesses must ensure high availability and resilience, DMVPN 
allows for real-time backup and disaster recovery operations between 
sites. If one site goes down, others can take over without significant 
downtime, ensuring continuous business operations.

○ Collaborative Computing: For projects involving real-time collaboration 
on digital products or services, such as software development or digital 
media creation, DMVPN can enable seamless inter-office connectivity. 
This helps in ensuring that file transfers, live editing, and updates are 
conducted without noticeable delays, fostering better teamwork and 
productivity.
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○ Streaming of Operational Data: In industries like manufacturing or 
utilities, real-time data streaming from various sensors or operational 
devices is crucial for monitoring and controlling remote equipment. 
DMVPN can help establish direct and secure connections to facilitate 
this continuous flow of information, enabling timely decisions and 
responses to operational data.

○ Emergency Services and Response Coordination: For organizations 
involved in emergency response and public safety, DMVPN can be 
vital for coordinating efforts across multiple locations in real-time, 
ensuring that communication remains uninterrupted and secure during 
critical operations.
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● Why is it called, “Dynamic”?
● In older, legacy VPN methods, one would need to statically configure each 

end of the VPN tunnel so that tunnel endpoints (i.e. customer routers or 
firewalls) could reach each other and protect traffic.

● This meant that if a single router was going to be a VPN endpoint for dozens 
(or hundreds) of tunnels a LOT of pre-configuration work would be necessary.

● With DMVPN being a hub-and-spoke solution, each spoke only needs pre-
configuration for a single VPN tunnel (to the Hub).  After that, spokes will 
dynamically learn of each other and can form dynamic tunnels to each other.
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● GRE is a static, Point-to-Point tunneling method. It can be used to 
encapsulate many things, including IGP Routing Protocol traffic between two 
non-adjacent peers.

● Typically, we think of GRE having an outer IPv4 header…but technically GRE 
can use other protocols as its “delivery protocol”.

● GRE uses RFC 1700 “EtherType” values within its “Protocol Type” field.
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● In this topology, if we were to configure static IPsec tunnels to create a full-
mesh we’d need N-1 tunnels configured on each device (with ”N” being the 
total count of locations or sites).

● Considering that this small topology only has three sites (HQ and two 
“Spokes” or Branch Offices) that would require each site to have 3-1 = 2 IPsec 
tunnels created on every router.

● Imagine if we had a topology of 100-sites!!
● We’re going to see that with DMVPN, we only need a SINGLE IPsec tunnel 

configuration applied to each site, which can be dynamically replicated as new 
sites come online.
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● At this point, all traffic that is sent from tunnel interface is encapsulated by 
GRE and secured by IPSec…even the NHRP protocol transactions.
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● Notice the next-hop advertised by the Hub.
● -
● Default behavior is that Hub would advertise itself as next-hop…so Spoke-to-

Spoke traffic would never occur.
● -
● If spoke-to-spoke is desired, Hub must be configured to preserve next-hop in 

advertisements.
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Traffic is still forwarded to the Hub while the spoke-to-spoke tunnel is being built.
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● Spoke to Spoke tunnels stay up as long as data is using them.
● -
● Each data packet using the tunnel refreshes a “Used” flag
● -
● If data stops flowing, eventually (around 2-minutes) the Spoke-to-Spoke tunnel 

goes down.
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● This is a Cisco Proprietary technology although it is based on GDOI defined in 
RFC 6407.
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● Even with DMVPN, while your router might only have a single, configured 
Tunnel interface it will still need to dynamically build-and-maintain an IPsec 
Security Association for each encrypted endpoint.
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● The IPsec Security Association (SA) between the Key Server and each Group 
Member is strictly used to security transmit GDOI information and security 
policies…not to encrypt and decrypt actual user data.

● GDOI (like IKE) is a particular protocol used to implement what is defined in 
the ISAKMP framework.  GDOI is defined in RFC 6407.  However, whereas 
IKE is an implementation of ISAKMP for creating Security Associations 
between a pair of IPsec devices, GDOI is an implementation of ISAKMP 
designed to create a single Security Association that be can shared among 
multiple devices.
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● Group Members must first authenticate with the Key Server before they are 
given the GDOI information.
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● GETVPN supports topologies in which Group Members (GMs) might not have 
direct accessibility to the Key Server (KS).  In these scenarios, a GM can send 
a request to another GM to renew its keys or receive updated policy.  This 
message can then be relayed by the intermediary GM to the KS. These are 
called “relay messages”.
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● Notice what is lacking in GM1s configuration:
○ No ACLs or other indicators about what destination or source subnets 

should be encrypted (or not encrypted)
○ No mention about what IPsec algorithms/protocols should be used to 

encrypt or authenticate data
○ No mention about how long IPsec encryption/authentication algorithms 

should be used for (eg. Lifetime)
● All of that information (and more) that is normally pre-configured on VPN 

endpoints is only configured on the Key Server and dynamically provided to 
the GMs after they register with the KS.

● The ONLY information the GMs need is:
○ What is the IP address of the Key Server?
○ What shared key (or Certificate if you wish to use that) should be used 

when initially registering with the Key Server?
○ Which egress interface will be used to encrypt/decrypt packets to other 

GMs?
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● GETVPN DOES tunnel the original packet, but unlike a normal IPsec Tunnel, 
in GETVPN both the inner packet header as well as the (visible) outer packet 
header are exactly the same.

● SPI = Security parameter index.  It is an IPsec term that defines all the 
protocols and values used to create and maintain a secure connection 
between two endpoints.
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