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This threat intelligence report has been prepared thanks to proprietary honeypot and OSINT
data. The Malwarebytes threat intelligence team collects raw emails from several private and
public sources and ingests them to generate metadata and track associated campaigns.

IT security practitioners, threat intel and malware analysts will find information about the threat
landscape for the previous week. The categories covered include:

- Malspam

- Web

- Ransomware
« APTs

« Zero-days

Each attack tracked and observed by our threat intelligence team is checked against
Malwarebytes products to ensure our customers are continually protected.

If you would like to provide any feedback, you are welcome to email us at
intel@malwarebytes.com . You can follow our team on Twitter @MBThreatintel .

The information shared within this report is about malicious activity and should be treated as
such. Our Indicators of Compromise (IOCs) have been defanged to prevent accidental clicks.

2022-1 https:fit.me/learningnets cbytes



Malspam threats

Files type in attacks

ISO files

/ Chm files
/ _ HTAfiles

N\

Excel documents \

Word Documents ————

LNK files
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Microsoft Office attacks

CVE-2022-30190 (Follina)

\

CVE-2021-40444 (MSHTML) |

CVE-2017-11882 (Equation editor)™

Note: Threat name descriptions are pulled from Malpedia .
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Formbook

FormBook is a well-known commercial malware that steals information from victims’ machines
using keyloggers and form grabbers.

Attachment Tools RE: Request for Quote - Message (HTML)

Message Attachments Q Tell me what you want to do...

ShR B X B o

Open Quick Send Sawve Save &ll Remowve Copy Showy

Print  To~ As  Attachments Attachment Message
Actions Selection Message ~
uwe bienlein@globalcontact.de aamir@rmcrmail.com R Tue 11/8

RE: Request for Quote >

. Global Contact GmbH-... _
* | 706 KB

[»

Dear aamir
FYI,
Please confirm delivery dates and payment terms.

A new customer needs quote urgently

Bestregards ™ Malwarebytes X

Uwe Bienlein

GLOBAL CONTACT GMBH

Alte Ludwigsstadter Stra=szligie 16
D-96317 Kronach

Handelsregister Coburg

5 Type: Malware
Registernummer=HRE 2665

UstdD- DE 212 163 262 Name: Spyware.FormBook
Path:  C:\Users\Use..\Global Contact GmbH-pdf-.exe
Tel. +49 9261-50450-14 (Bienlein) m
Tel. +49 9261-50450-0 (Zentrale)
Email subject(s):

« RE: Request for Quote
Attachment name(s):

+ Global Contact GmbH-pdf-.iso
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Agent Tesla

A .NET based keylogger and RAT readily available to actors. Logs keystrokes and the host's
clipboard and beacons this information back to the C2.

B Attachment To... Request for Quotation No, AD-LG-43509 CUTTING DISC - Message (HTML)

File Message Attachments Q Tell me what you want to do...

@GR g X B @

Open Quick Send Sawve Save All Remove Copy Showy

Print  To~ As  Attachments Attachment Message
Actions Selection Message ~
MOHAMMAD <muhasebe@hotellamos.com:= a7793711@pagic.net 1 Mon 1147

Request for Quotation No. AD-LG-43509 CUTTING DISC

D RFQuotation #7328071... _
432 KB

Type: Malware
Name: Generic.Malware/Suspicious
Path:  E:\RFQuotation #7328071819-pdf.exe

Email subject(s):

« FedEx Express AWB#5305323204643 - Information is required
« RE: Request for Quote

« COTIZACION ARTICULOS DE OFICINA PARA PRODUCCION.

« Pago de saldo/copias TT

* FB-108N & FB-108NK z81{E - HE)

Attachment name(s):

« shipping documents.iso

+ Global Contact GmbH-pdf-.iso

« #COTIZACION ARTICULOS DE OFICINA PARA PRODUCCION.xIsx
« Balance Payment.img

« FB-108N & FB-108NK - .IMG
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Emotet

While Emotet historically was a banking malware organized in a botnet, nowadays Emotet is
mostly seen as infrastructure as a service for content delivery. For example, since mid 2018 it is
used by Trickbot for installs, which may also lead to ransomware atack.

Attachment Tools [SPAM] MIME-Version: 1.0 - Message (HTML)

Message Attachments Q Tell me what you want to do...

2GE g X B @

Open Quick Send Save Save All Remove Copy Show

Print  To~ As  Attachments Attachment Message
Actions Selection Message -~
Basketinfo <tasaki@chu-ou.cojp> dizxpeyou215127459@basketinfo.net U1 Mon 11/7
[SPAM] MIME-Version: 1.0 o

ACH Payment Advicexls _

=

ACH Payment Advicexls [Compatibility Mode] - Excel
Per your Insert Page Layout Formulas Data Review ” Malwarebytes b 4
&  Calibri 11~ = FZ Condit
&~ B I U A A $ - % ¢ Forma Website blocked
Paste R o €0 .00
Basketin{ ~ » - A = 4 2# Cell St
info@bas ciipboard Font Alignment Number
www.b
F118 v [ fe Threat Name: Trojan.Web
Domain: laboritmtest2022.scienceontheweb.net
Document Recove S N R — IP Address:  185.176.43.106
ry | RELAUNCH REQUIRED Ini Port: 80
Excel has recovered the following files. Type: OutboundConnection
Save the ones you wish to keep. :Z: File: EXCEL
Available Files for
] f
ACH Payment Advice.xls [O... 1 * ﬂ
Version created last time t... 2*
Email subject(s):

« [SPAM] MIME-Version: 1.0
« Fwd:
« Re: Csomagja_kézbesitésre var |

Attachment name(s):

« ACH Payment Advice.xls
« Payment Status.xls
« Report - 2022-11-07 1313 .xls
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Remcos

Remcos (acronym of Remote Control & Surveillance Software) is a Remote Access Software
used to remotely control computers. Once installed, opens a backdoor on the computer,

granting full access to the remote user.

B Attachment To... Request For Quotation - Message (HTML)

File Message Attachments Q Tell me what you want to do...

@GR g X B @

Open Quick Send Sawve Save All Remove Copy Showy

Print  To~ As  Attachments Attachment Message
Actions Selection Message
Patcharee <aye hib@ibillcentre.com= Recipients

Request For Quotation

v

. SKM-2639462346DF iso
“| 88KB

Greetings from Schmersal (Thailand) Co. LTD=

hello,

2) Send your price catalog for our reference.

If you have any questions, please contact me.

Thank you and regards
Patcharee

Schmersal (Thaland) Co. LTD.

No. 71, Sot Sukhumvit 52,

Bangchak S=bdistrict, Phra Khanong District, Bangkok - 10260
Thailand

Phone: +6=(0) 2-117-1723

GoGreen- Environmental Protection with Schmersal.

Email subject(s):

« Request For Quotation
Attachment name(s):

« SKM-2639462946DF.iso

144[.176[.136[.]153

Inline with your company's good recommendation, we are Schmer=al (Thailand) Co. LTD.

~
W1 Thu 11410

v

[»

1) We need your price for our end of year budget for 2022 (attachment). <=R>3end your quotation for our reference in or before November 18, 2022.

™ Malwarebytes X
@ Malware automatically quarantined

Type: Malware
Name: Trojan.MalPack
Path:  C:\Users\User\Dow..\SKM-2639462946DF.exe

2022-1 https:/t.me/learningnets:cbytes



Web threats

Magecart

We discovered a new Magecart-related domain hosted as brontop[.]net
Payment method
PayPal(Accept all Major Credit and Debit cards) 4 PayPaI

P PayPal Payin 4 interest-free payments of $43.25. Learn more

E Debit or Credit Card

Powered byPayPal
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FakeUpdates/SocGholish

We saw new infrastructure for domain shadowing (course[.]lnetpickstrading[.Jcom) and C2
server (campaign[.]tworiversboat[.]Jcom).

6 chrome

You are using an older version of Chrome

Update now to keep your Chrome browser running smoothly and securely.

Your download will begin automatically. If not, click here:

Update Chrome
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Spammy Q&A redirects

The folks at Sucuri published a blog about a large redirection campaign from compromised
sites to various spammy Q&A pages. According to them, over 15 thousand websites have been
hacked and redirecting users between September and October.

uestions.firstgooal.com/4987/how-do-i-make-money-from-cryptocurrency-trading?show=4988
@ questions.firstgooal.com/49 y-f ypt y-trading 4988

Firstgooal Q&A QY F &

Questions Unanswered Tags Users

How do | make money from cryptocurrency trading?
B X

Welcome to Firstgooal Q&A,
Find Funnel -
Open
Software

where you can ask questions
and recelve answers from
other members of the

community

asked 6 days ago in question by mrcat (2.7k points)
A 0 ys a9 y \ P
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Ransomware

Magniber

1. ZIP: af8ebdec2fd2d20d91a02ead72a4292fef36a271fe33510efaOebaacabfOebced
2. MSI: 4194ed735023dc43226724cd22b54fad35b4248428f102299fc7883b723f783e
3. DLL: dcd0Ob15036586895e4d51668bab7319d2acf5900811e963eeebh5563249b25903

[C3 files (18 + 1)
v ‘1 Virtual File System

B SummarylInformation

[ _validation

[ AdminExecuteSequence
[ AdminUISequence

[} AdvtExecuteSequence
[ Binary

[ Binary.imuvdjosbkeu

[ Binary.zqtuweg

[ CustomAction

[ InstallExecuteSequence
[ InstallUISequence

[ Property

[ _Tables

[ _Columns

[ _StringPool

[ _StringData

[ MsiDigitalSignatureEx
[ DigitalSignature

v S Carved Files

v 4 PE (1)
£% PE #6000

544 B
12KB
48B
4B
42B
8B

78.5 KB,

37MB
12B
78 B
42B
208
2B
384 B
4928
32KB
32B
4.6 KB

78.5 KB

1 [D 4194ed735023dc43226724cd22b34fad35b4248428f102299fc 7883

723f783e =~ Binary.ir

header

-text
(76.0 KB)

» File infos

name : Binary.imuvdjosbkeu

80384 bytes (78.5 KB)

PE

93acacbf73@7b704a40bcc@6fa243bfc
23c9afebfdc99ef2d4897ebcabbdbas230a2bsed
dcd@b15036586895e4d51668bab7319d2acf5900811e963eeeb5563249b25903
T1b473198ef89012067c454be9d580666T2a2e8641bcasd345d59fb82ece92fbfs54feac
<not computed>

» Metadata

2022-06-15 ©2:37:19

2022-11-07 20:35:14

» Signatures

» Anomalies
Not available in lite edition
» Report

PE Header
Machine: IMAGE FILE MACHINE AMD64(8664)
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Black Basta

« Extension .basta
« Ransom note: readme.txt

Your network is encrypted by
the Black Basta group.

Instructions in the file
readme.txt

readme.txt - Notepad - a X

File Edit Format View Help cal Disk (C:) > {-MalwarebytesL ABs-} v
Your data are stolen and encrypted

The data will be published on TOR website if you do not pay the ransom Name Type modified

You can contact us and decrypt one file for free on this TOR site

Sample3.pptebasta  BAS
(you should download and install TOR browser first https://torproject.org)

: S: le.bmp.bast: B
https:// . 1.onion/ ample.bmp basta
] Sample.doc.basta B 2
Your company id for log in: s 1 Sample.docx.basta 2

| Sample.gif.basta

Sample.ico.basta B

Sample,jpg.basta

| Sample.mdb.basta Type:  Ransomware
Name: Malware.Ransom.Agent.Generic

Path:  C:\MBLabs\Ransom.BlackBasta.exe

Sample.mpd.basta
Sample.pdf.basta

Sample.pem.basta

Sample.png.basta

| Sample.pptc.basta
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Royal ransomware

« Extension: .royal
« Ransom note: README.TXT

Royal

C © royal l.onion

Contact from

Submit

Zender

Zender is a company that operates in the Automotive industry. It employs 1-5 people and has
$1M-$5M of revenue. The company is headquartered in Milheim Karlich, Germany.

Website Revenue
Link $5M
Employees

4

Silverstone

The end of the Second World War had left Britain with n
ds. On 2 October 1948, the Royal Automobile Club hostd
stone, a former RAF base. An estimated 100,000 people
others in his Maserati marked by bales, ropes and canva

Silverstone racing history had begun. Type: Ransomware
Name: Malware.Ransom.Agent.Generic

Website Revenue Path:  C:\MBLabs\Ransom.Royal.exe
Link $57™M

Employecs =)

89
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Indicators of Compromise (10Cs)

Indicator Type Description
182[.1162[.]143[.]56 I Emotet
Jnetpickstrading].

coursel.netpickstradingl ] Domain SocGholish-DS
com
brontopl.]net Domain Magecart
fabb4d4efb21948bc84493
ac1a170406c4106e2e90f1b  SHA256 Hash Formbook
14e96f2064c3c1b7199
66[.]96[.1160[.]146 P Formbook
bridginglegal[.]Jcom Domain Formbook
8ced3b47bed5c4a21219e9
857f092343bfd2a66c53¢c18 SHA256 Hash Formbook
489aa0c0ecab733aebf
bf850e8ad84f2a75a68064
fd21d0129d3e74ee2a7beaf SHA256 Hash AgentTesla
22f2401a7f3ab60d4b0
bytesendesignl[.]nl Domain Emotet
3b07c87e9306549b470fab
796c8994bcabeeb8266f63 SHA256 Hash Emotet
8772b40482097bfc2cab
blangkonstudio[.Jcom Domain Emotet
careofu[.]Jcom Domain Emotet
laboritmtest2022[.]science ,

Domain Emotet

ontheweb[.]net
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Indicator

12022
185[.]176[.143[.]1106
203[.Jn61[.)184[.]7
185[.]182[.157[.]100
175[.198[.1167[.]1163

602de00f00c364c9549d3
13b9e0f941e6073¢c5320aa
53ed6a8362ee5cebh6a19d

85badce?2eeeeeBeca255d6
dabe24chfe1241966be579d
07f2aee8b9058ec92c0

campaign[.Jtworiversboat].
Jcom

ois[.]is

en[.Jw4ksa[.Jcom
peacel.Jyomeat[.Jcom
gal.Jbb7r[.Jcom
en[.]Jajeell.]store
gal.Jistisharaat[.Jcom
en[.]Jphotolovegirl[.Jcom
en[.Jpoxnel[.Jcom
gal.]Jtadalafilhot[.Jcom

questions|.]Jrawafedpor][.]c
om

Type

MITRE ATT&CK Technique

P

SHA256 Hash

SHA256 Hash

Domain

Domain

Domain

Domain

Domain

Domain

Domain

Domain

Domain

Domain

Domain

Description
None
Emotet
Emotet
Emotet

Emotet

Emotet

Emotet

SocGholishC2

TDS

SpamContent
SpamContent
SpamContent
SpamContent
SpamContent
SpamContent
SpamContent

SpamContent

SpamContent
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Indicator
gal.]elbwabal.Jcom

questions|.]firstgooall.]Jco
m

gal.]er-halal[.Jcom
gal.]aly2uml[.]Jcom
chabapos|.Jcom
chirpypossuml.Jcom
delphitoken[.]Jcom
dicksnearme[.Jcom
arsly[.]Jorg
stancel[.]Jcom

cabbdbfdd79251b2fb4e274
ff8cc219b66804d52e21586
3adab66ba3651bced?

b41a120d5a4a3ea9c6a663
9faOcdcaf14b383ec03589
Odc2e714a44a5e50ca9b

bc8f6149a6b6423c82dd7f
51aff4756539577eacf27b70
19¢c87e93823ff5e59d

d9751a0ed800334f8c7e19
62e95d85ad9f32b7336e39
1a08db0b287ce093b8e2

e9bfo93feb599f2bda88d53
0e3ba7d5977dcf70111d2b6
23b77d80f8c0Och99cc

Type

Domain

Domain

Domain
Domain
Domain
Domain
Domain
Domain
Domain

Domain

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

Description

SpamContent

SpamContent

SpamContent
SpamContent
TSS
TSS
TSS
TSS
TSS

IS8

Magniber

Magniber

Magniber

Magniber

Magniber

2022-1 https:fit.me/learningnets cbytes



Indicator

4194ed735023dc43226724
cd22b54fa435b4248428f1
02299fc7883b723f783e

9b58afa73eecbfebb9da’3
3eeade27930270864596a
df8789a104f38892808eb

4341336f045c2debc740ee
caed5406642ebe7d7ecde
9e3c9073fcfe1c17bf2b3

52f14b4a6c1087b45051334
97aafdb3d628d333168f68
Ob59d9ed88ec78ef989

d8fdc881b9017¢c49¢c2665a
5af0662ca0021825980cf9
e3523d0b3288e8064e5¢e

71b17fa931c1227f1a07fc76¢
39249b5af28db728fead3e
de63489022b016118

242396e1888c5f7cab67326
d3d36afc0b3295fd33¢c739
3c94542d4d7a73a0690

532cd9f4204dedeabaf9ds
9beadf2ablfeccOad62eda
8a8b83f3315¢ch8885876

c49ce4d35bd4e308de2d30
00f799ae7e240e52e5534e
5d3543bf9adeb737642ca

Type

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

Description

Magniber

Magniber

Magniber

Magniber

Magniber

Magniber

Magniber

Magniber

Magniber

Magniber
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Indicator Type Description

ddb4cad6c2be3e0feadb37
b26043c79¢chbc533a9b8d
d349d87673a8157e7c29f

59186e296¢ffbd438b0a46
2ab1ab57c517a7¢c7225fb1670  SHA256 Hash Magniber
2a5395f9ebace28615

b9931f91a07ec9571d68667
86f71d5255427b8f772b330 SHA256 Hash Magniber
c475cdbd35b2afd758

f31a2b06d00ebb691dd1ch
400ef3a4e2e959f04a1e84 SHA256 Hash Magniber
065a8936f1165bdb9253

63cc2e25fb2729e11ce69d4
8f993b7795f1be3alcc1698 SHA256 Hash Magniber
8e956efe041eb25ebe

all41be7c8d3c0f8e40fa70
8baba009af5875cd66a04  SHA256 Hash Magniber
2accfb8e297d22763155

dcdOb15036586895e4d51
668bab7319d2acf5900811  SHA256 Hash Magniber
e963eeebb5563249b25903

c948d66cb4fcdbad322ed
952b198326bbch22b33ch2 SHA256 Hash Magniber
cf0c7997761c704251209

ef76c3ad1730670a22b5e3
06f07d3f8f4cf3ced29a643 SHA256 Hash Magniber
86c09346e50df3bbdOc

04d971099443a580da388
b717¢769dbdacc0d35eb7c SHA256 Hash Magniber
d9cc0115753dc8e7a2365
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Indicator

af4eb3dc93f1472826¢737b
d2804528fb3cbeb43f3a6f
671b578abba459aa832

c1e9353487796fb7763f5c4
1e8703ed4bdad290fd6ec49
1418001171345d80962

6171a0ff4855654b140¢c27b
b1d2ab9b6e33cd33f37496
dd7db6c90bch55¢1a39

c99d824h9ae74c7e3faef1b
f4e13e52bb12778cd0059ff
caabdbcaff2859ad61

c24c59c8f4e7a581a5d45e
e181151ec0a3f0b59af987ea
cfO9b363577087¢c9746

5fda381a9884f7be2d57b8a
290f389578a9d2f63e2ech
98bd773248a7eb99fa2

9db958bchb4a21340ceee
b8c36873aa6bd02a460e6
88deb6ccbbhad945384b192
6

f484f919ba6e36f33e4fb3
91b8859a94d89¢c172a4659
64f99d6113b55ced429

2598e8adb87976abe48f0e
badbbb9a7cb69439e0c13
3b21aee3845dfccf3fb8f

Type

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

Description

Magniber

Magniber

Magniber

Magniber

Ransom.Royal

Ransom.Royal

Ransom.Royal

Ransom.Royal

Ransom.Royal

Ransom.Royal
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Indicator

312f34ee8c7h2199a3e78b4
ab2bd87700cc8f3aa01aab
41e5d899501cbh 720775

491c2b32095174b9de2fd7
99732a6f84878c2e23b9bb
560cd3155chdc65e2b80

7cbfeaObff4b373a175327d
6cc395f6e176dablcedf907
5e7130508bec4d5393

ccO0d17f132719a7f942e25
9a2766d901401beab9cf33
d667c78ff471243de8¢

5863e46a1393b316cda8l1e
d67d154b7cf1b241bc71bf10
70ad4affc39e869573

20[.]106[.]255[.148

141db01f957472533d9791c
5fb883b442d25d557497c0
b60b94961fb64330a57f

195[.1178[.1120[.]24

e7552675d7930f3259d3af
chfc2ebc23224906a2379e
5917f0632e9137cd88ff

bdfa49bad59255ece9528¢e
133fab8a0f858b60f6d625
3¢ch2d3f3b0bb1f59bdcO

obologs|[.]work[.]gd

144[.176[.1136[.]153

Type

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

SHA256 Hash

Domain

P

Description

Ransom.Royal

Ransom.Royal

Emotet

Emotet

AgentTesla

AgentTesla

AgentTesla

Remcos

Remcos

Remcos

Remcos
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Indicator

79213f7a11227ebd73c0ad8
eeff1960cd8f8cf901a0fdab
e319eeciclefOee39

195eef0d5de283dbe0d5e9
c9db49bf97277d915438ba
019b750cabal3c038659

automatic[.]tworiversboats
[.Jcom

15560b1e35a3a8612a7ba91
d00deabb8dd6e4f3f85739
9¢c22c0c75377¢c9b31a2

1bb7e645d4ff753157bbdd7
8829276356¢ch6660a767a
b7158fc7dec3fe8b0e2f

Type

SHA256 Hash

SHA256 Hash

Domain

SHA256 Hash

SHA256 Hash

Description

AgentTesla

AgentTesla

SocGholish-DS

BlackBasta

BlackBasta
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