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Recovering Deleted Data

to ADB Shell and then list t es. Check for which package you want to recover deleted datas.

-»>  When dealing with Android application data analysis, it is important to note that all the data associated with
the user installed apps will be stored in /data/data/.

Example: Android browser is named com.android.browser, data files are stored at
/data/data/com.android.browser

-»  As an example, | am using whatsapp Messages.

-~ (Going under com.whatsapp under /data/data/com.whatsapp. It has many database, Now | am going to recover
the deleted messages, messages will be stored under msgstore.db-wal ( | am using this folder today to
retrieve (unread deleted messages) )

-»  You can use adb pull as shown in the below screenshot and you cannot read those messages. as it will be in
non-human readable format. We can use the hex tools(l am using Hexer tool to check the messages which
got deleted)
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connect 192.168.113.253:5555
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shell
GO11A:/ # 1s
acct dev init.intel.rc lib seapp_contexts ueventd.intel.rc
cache etc init.rc mnt selinux_version ueventd.rc
charger file_contexts.bin init.superuser.rc proc sepolicy vendor
config fstab.intel init.trace.rc property_contexts service_contexts
d init init.usb.configfs.rc root storage
data init.bluetooth.rc init.usb.rc sbin SYS
default.prop init.environ.rc init.zygote32.rc sdcard system

GO11A:/ # cd

package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:
package:

GO11A:/data/data # [}

GO11A:/data/data # pm list packages -f

[y

H

VGEREVLELE!

/data/app/stericson.busybox-1/base.apk=stericson.busybox
/system/priv-app/GoogleExtServices/GoogleExtServices.apk=com.google.android.ext.services
/system/priv-app/TelephonyProvider/TelephonyProvider.apk=com.android.providers.telephony
/system/priv-app/CalendarProvider/CalendarProvider.apk=com.android.providers.calendar
/system/priv-app/MediaProvider/MediaProvider.apk=com.android.providers.media
/system/priv-app/GoogleOneTimeInitializer/GoogleOneTimeInitializer.apk=com.google.android.onetimeinitiali

/system/app/GoogleExtShared/GoogleExtShared.apk=com.google.android.ext.shared
/system/priv-app/WallpaperCropper/WallpaperCropper.apk=com.android.wallpapercropper
/data/app/com.diwa.xmodul-1/base.apk=com.diwa.xmodul
/system/priv-app/DocumentsUI/DocumentsUI.apk=com.android.documentsui
/system/priv-app/ExternalStorageProvider/ExternalStorageProvider.apk=com.android.externalstorage
/system/app/HTMLViewer/HTMLViewer.apk=com.android.htmlviewer
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@ o~
pull /data/data/com.whatsapp/databases/msgstore.db-wal .

/data/data/com.whatsapp/databases/msgstore.db-wal: 1 file pulled. 26.6 MB/s (524288 bytes 1in 9.019s)

00011d90: : ' 2 ' : 37 / 32 65D4A20A875D6352
00011da@: 4 ; 2 4 : S 4 3 33 4 , TCE22E75CEC36CE
00011db®: 65 73 74 69 6e 67 20 77 68 65 74 68 65 72 28 49 esting whether I
00011dc@®: 20 63 61 6e 20 73 65 65 20 74 68 69 73 20 6d 65 can see this me
90011dde: . _ _ . ssage or not?. -~}
0011ded: ' : H |

00011dfe:
00011e00:

&
| have used Hexer tool to recover deleted data by using the phone no. and we were able to find the

deleted message now.
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