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Module 5

Implementing Path Control

Overview

If you implement redundancy in a network, then multiple paths exist, and the network
administrator can manipulate or control the path across the network. Path control is not the
same as quality of service (QoS) or Multiprotocol Label Switching traffic engineering (MPLS
TE). Path control is a way to change the default packet forwarding across the network. This
module explains why it is necessary to manipulate routing information to obtain better
resiliency, performance, and availability.

Path control involves the use of a collection of tools, or set of commands, to manipulate the
routing protocol forwarding table and bypass the default packet forwarding. This module will
provide an overview of these tools, configuration examples of policy-based routing (PBR), and
performance issues that are related to path control.

Module Objectives

Upon completing this module, you will be able to evaluate common network performance
issues and identify the tools that are needed to provide Layer 3 path control that uses Cisco I0S
Software features to control the path. This ability includes being able to meet these objectives:

m  Evaluate common network performance issues that are caused by inefficient path control
selection

m Identify the resources that are necessary to develop a Layer 3 solution that uses Cisco 10S
Software features to control path selection with a given a set of network requirements, and
implement path control between multiple IP routing protocols

m  Discuss the lab results for configuring and verifying path control between multiple IP
routing protocols

m  Preview the e-learning products to teach the use of path control through additional methods

m  Preview the available e-learning training on implementing route control by other methods

https://t.mel/learningnets
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Lesson 1

Assessing Path Control
Network Performance Issues

Overview

This lesson evaluates common network performance factors such as redundancy, resiliency,
performance, availability, and adaptability. Issues that are related to these factors occur when
control of path selection is inefficient. Several solutions exist to avoid these issues. This lesson
identifies what resources are needed to provide a Layer 3 solution that uses Cisco 10S Software
features to control path selection under a given set of network requirements.

This lesson discusses the use of policy-based routing (PBR), filters (prefix lists, distribute lists,
offset lists, and so on), Cisco IOS IP Service Level Agreements (SLAs), and route tags as tools
for implementing path control in large networks.

PBR is described in detail, because it allows administrators to route traffic along specific paths
according to their needs. PBR gives network designers greater flexibility in determining traffic
patterns and best routes. Sometimes, simple destination-based routing is not sufficient. In these
cases, network designers may route packets that are based on source address, protocol type, or
application type so that they can optimally shape traffic patterns. This lesson discusses how to
configure PBR on a Cisco router.

Objectives

Upon completing this lesson, you will be able to explain common network performance issues
that are caused by inefficient path control selection. You will also be able to identify the
resources that you need to best provide path control, as well as implementation and verification
of PBR. This ability includes being able to meet these objectives:

B Assess path control network performance
m  Use filters to determine path selection

m  Use PBR to determine path selection

m  Configure and verify PBR

m  Configure and verify PBR operations on a Cisco router

https://t.mel/learningnets



Assessing Path Control Network Performance

This topic describes how to assess path control network performance.

Assessing Path Control Network
Performance

= Multiple paths:
— Suboptimal routing
— Availability of redundant paths
— Application-specific traffic path optimization
— Load sharing

Networks are designed to provide high availability and redundancy. The use of different
routing protocols and different connectivity options may result in inefficient paths for
forwarding packets to their destinations. Not only is redundancy implemented, but each routing
protocol has a different administrative distance, metric, and convergence time.

When more than one routing protocol is implemented, there is high probability of inefficient
routing. One major mistake is to implement incorrectly configured two-way multipoint
redistribution. Two-way redistribution requires careful planning, as well as multipoint
redistribution, which is highly problematic.

Convergence is also important. First, protocols converge in different ways from each other and
in different ways for different network designs. Second, slow convergence can result in an
application sending traffic timeouts before a backup path is found to a destination. Path control
is required to avoid performance issues and to optimize paths.

Backup is a high priority in modern networks. However, having redundancy does not guarantee
resiliency. For redundancy to be effective, you must configure the network properly; this is true
even if you are only fine-tuning a routing protocol or managing path-by-path control tools.

Network engineers should also distinguish between switching all traffic to the backup link if
there is a primary link failure, and switching some traffic to back up the link if the primary link
is congested. Path control mechanisms can improve performance in such a situation as well.
Similarly, load balancing can divide traffic among parallel paths.

5-4
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Suboptimal routing can occur after redistribution or simply because different routing protocols
use different metrics. Redistribution between two routing protocols, if done based on
administrative distance, is likely to result in a suboptimal path. A routing protocol with a lower
administrative distance likes its own routes more than routes that are coming from another
routing protocol with a higher administrative distance value. The situation is similar for
metrics. Redistribution resets the metric, and the original metric might not be translated
correctly. You can use path control tools to change the default destination forwarding and
optimize the path of the packets.

There is no easy way to solve all the issues with path control. It is important to establish a
global strategy for path control that provides predictable and deterministic control over traffic
patterns, taking into account the physical connectivity as well as the services that are running
over the network infrastructure.

© 2009 Cisco Systems, Inc. Implementing Path Control 5-5
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Using Filters to Determine Path Selection

This topic describes how to adjust the path selection process using filters.

Path Selection Process Using Filters

= Manipulate path control by manipulating routing protocols and the
routing table.

= Tool availability is protocol-dependent:

— Route maps................... v
— Prefixlists ............oooo v
— Distribute lists................ v
— Administrative distance ... v°
— Route tagging ............... v
— Offsetlists ................... O
~ Cisco IOSIP SLA ......... O
“PBR .o O

v’ —Previously covered
[0 — Not covered yet

Paths are selected using the IP routing table. The contents of the IP routing table are provided
by either a routing protocol or static route entries. The forwarding engine uses these contents to
switch the packets from the incoming interface to the outgoing interface. You use filters to
manipulate the routing protocols and routing table, to influence the desired path.

Several filters or tools can be used to manipulate the routing table:
®  Route maps

m  Prefix lists

m  Distribute lists

B Administrative distance

m Route tagging

m  Offset lists

m  Cisco IOSIP SLA

m PBR

5-6 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.
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Path Control Tools: Offset List

= Routers R4 and R5 receive a subset of routes from the ISP.
= The link between R2 and R5 is slow.

= How do you make the path toward R4 the primary way out of the
RIP network for a set of destinations?

Internet
Service
Provider

334P_189

Customer A
using RIP

In the figure, the customer is using Routing Information Protocol (RIP) and is connected to the
ISP via edge routers R4 and R5. A subset of routes is received from each of the edge routers,
and RIP increases the cost at every new hop. The cost between R2 and RS is smaller than that
between R4 and R5, because there is only one hop, even though this is a very slow link. Which
configuration should be applied to R2 to prefer the path toward R4, which is must faster? The
configuration should take into account that this rule is only valid for a set of destinations.

© 2009 Cisco Systems, Inc. Implementing Path Control 5-7
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Path Control Tools: Offset List (Cont.)

= An offset value to incoming and outgoing metrics to routes
learned is added.

= Supported protocols:
— EIGRP
- RIP

R2 (config-router) #

offset-list 21 in 2 serial 0/0

= The router applies an offset of 2 to routes learned from the serial
0/0 interface with the match on access list 21.

To configure a route to avoid a slow link on R2, use an offset list on the router.

The offset-list command adds an offset to incoming and outgoing metrics to routes that are
learned via Enhanced Interior Gateway Routing Protocol (EIGRP) or RIP. The offset value is
added to the routing metric. An offset list with an interface type and interface number is
considered extended and takes precedence over an offset list that is not extended. Therefore, if
an entry passes an extended offset list and a normal offset list, the offset of the extended offset
list is added to the metric.

In the figure, the offset-list 21 in 2 serial 0/0 command is used to apply an offset of 2 to routes
that are learned from serial interface 0/0 with the match on access list 21. The command is
entered into the RIP process configuration mode on R2. With this command, the cost of a
selection of routes coming from the serial 0/0 interface is increased, effectively making it worse
than the path toward R4. Therefore, for a selection of routes, R4 becomes the way out from the
customer network.

For more details about the offset-list (EIGRP) command, go to the Cisco IOS IP Routing:
EIGRP Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/iproute _eigrp/command/reference/ire_book.html

For more details about the offset-list (RIP) command, go to the Cisco IOS IP Routing: RIP
Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/iproute rip/command/reference/irr_book.html

5-8 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.
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Path Control Tools: Cisco IOS IP SLA

= End-to-end network performance tests are based on clear
measurement metrics.

= Can be used for path control.
= Configuration:
— Define one or more probes.
— Define one or more tracking objects.
— Define the action on the tracking object.

Cisco 10S IP SLAs perform network performance measurement within Cisco devices. They use
active traffic monitoring (the generation of traffic in a continuous, reliable, and predictable
manner) for measuring network performance. Cisco IOS IP SLAs actively send data across the
network to measure performance between multiple network locations or across multiple
network paths. They use time-stamp information to calculate performance metrics, such as
jitter, latency, network and server response times, packet loss, and mean opinion score.

The following steps are required to configure Cisco IOS IP SLA functionality:
m  Define one or more probes.
®  Define one or more tracking objects.

m  Define the action for each tracking object.

Note E-learning training is available for path control topics that provide more information about
Cisco IOS IP SLAs.

© 2009 Cisco Systems, Inc. Implementing Path Control 5-9
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Cisco I0S IP SLA Example

= Customer A is multihoming to ISP-1 and ISP-2.
= The link to ISP-1 is the primary link for all traffic.
= Customer A is using the default routes to the ISPs.

= A Cisco IOS IP SLA is used to conditionally announce the
default route.

Customer A

Backup path @
11.1.1.1

The following example describes the use of Cisco IOS IP SLA functionality for path control.

Customer A is multihoming to two service providers and is not using Border Gateway Protocol
(BGP) as the routing protocol. Default routes are configured instead.

To make one link a primary link and the second one a backup link, two static routes with
different administrative distances can be configured. The static default route with a lower
administrative distance will be preferred and inserted into the IP routing table. However, it is
possible that the interface is up and the ISP has problems with the provider edge (PE) router or
with the uplink connectivity toward the Internet. In such a case, the active default route sends
traffic to the selected ISP, but all traffic is lost. The solution to this issue is to use Cisco IOS IP
SLA functionality, which can be used to continuously check the reachability of a specific
destination (PE interface, ISP, Domain Name System [DNS] server, or any other trusted
destination) and conditionally announce the default route if the connectivity is verified.

The configuration that is required is shown in the next figure.

5-10
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Cisco I0S IP SLA Example (Cont.)

Rl (config)#

ip sla monitor 11
type echo protocol ipIcmpEcho 10.1.1.1 source-interface FastEthernet0/0
frequency 10

ip sla monitor schedule 11 life forever start-time now

= Sets the probe to send an ICMP packet every 10 seconds to IP
address 10.1.1.1

= Starts sending packets now and continues forever

Rl (config)#

| track 1 ip sla 11 reachability |

= Defines the tracking of object 1 linked to IP SLA 11
Rl (config)#
|ip route 0.0.0.0 0.0.0.0 10.1.1.1 2 track 1 |

= Announces the default route to 10.1.1.1 with an administrative
distance of 2 if tracking object 1 is true

The figure shows three steps to configure Cisco IOS IP SLA functionality.

The first step is needed to define the probe. The probe number 11 is defined by issuing the ip
sla monitor 11 command. The test that is defined with the type echo protocol ipIcmpEcho
10.1.1.1 source-interface FastEthernet0/0 command specifies to send the Internet Control
Message Protocol (ICMP) echoes to destination 10.1.1.1 to check the connectivity. The
FastEthernet0/0 interface is used as a source. The frequency 10 command schedules the
connectivity test to repeat every 10 seconds. Finally, the ip sla monitor schedule 11 life
forever start-time now command defines the start and end times of the connectivity test for
probe 11. The start time is now, and the end time is forever.

The second step requires the tracking object, which is linked to the probe from the first step.
The track 1 ip sla 11 reachability command defines the tracking of object 1, which is linked
to probe 11, and the reachability of 10.1.1.1 is tracked.

The last step is an action that is based on the status of the tracking object. The ip route 0.0.0.0
0.0.0.0 10.1.1.1 2 track 1 command conditionally announces the default route to 10.1.1.1 with
an administrative distance of 2 if the result of tracking object 1 is true.

For more details about the Cisco 10S IP SLA commands, go to the Cisco IOS IP SLAs
Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/ipsla/command/reference/sla_01.html

© 2009 Cisco Systems, Inc. Implementing Path Control 5-11
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Cisco I0S IP SLA Example (Cont.)

Rl (config)#

ip sla monitor 22
type echo protocol ipIcmpEcho 11.1.1.1 source-interface FastEthernet0/1
frequency 10

ip sla monitor schedule 22 life forever start-time now

= Sets the probe to send an ICMP packet every 10 seconds to IP
address 11.1.1.1

= Starts sending packets now and continues forever

Rl (config)#

| track 2 ip sla 22 reachability |

= Defines the tracking of object 2 linked to IP SLA 22
Rl (config)#
|ip route 0.0.0.0 0.0.0.0 11.1.1.1 3 track 2 |

= Announces the default route to 11.1.1.1 with an administrative
distance of 3 if tracking object 2 is true

This is an example in which Customer A is multihoming to two ISPs. It requires the
configuration of two probes, two tracking objects, and two conditionally announced default
routes.

The configuration in the figure is almost the same as the configuration in the previous figure.
The probe number is different, because the second test condition tests the reachability of the
backup ISP destination address. The tracking object number is different as well, because it is
related to the second probe. Finally, the announced default route uses a higher administrative
distance (an administrative distance number of 3 is configured in the figure) as the backup. The
ISP is used only if the primary is not available. Of course, the second tracking object is used as
a reference for a conditional announcement for this default route.

5-12 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.
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Using PBR to Determine Path Selection

This topic describes how PBR is used to implement path control.

Policy-Based Routing

= Allows you to implement policies that selectively cause packets to
take different paths:

— IP routing is destination-based.
— PBR avoids destination-based routing.
= |s applied to incoming packets
= Makes traffic marking a possibility
= Requires a route map to implement the policy:
— Matched routes are modified by set commands.

PBR offers significant benefits in terms of implementing user-defined policies to control traffic
in the internetwork. It provides solutions in cases where legal, contractual, or political
constraints dictate that traffic be routed through specific paths.

PBR adds flexibility in a difficult-to-manage environment by giving the network administrator
the ability to route traffic that is based on network needs. For network managers who
implement routing policies in their networks, PBR provides an extremely powerful, simple, and
flexible tool.

PBR also provides a mechanism for marking packets. As a result, differentiated preferential
service can be provided to different types of traffic in combination with queuing techniques that
are available in Cisco IOS Software.

PBR is used to bypass the routing table. It allows the network administrator to configure
different routing rules beyond the original IP routing table. One of the ways that it can be used
is to route packets that are based on the source IP address instead of the destination IP address.
PBR is applied to incoming packets and is implemented using route maps, for which match
commands are used to match the incoming packets and a subset of the set commands is used to
change the default destination-based routing.

© 2009 Cisco Systems, Inc. Implementing Path Control 5-13
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PBR Benefits

= Source-based transit provider selection:
— Different users go different ways
= QoS:
— Sets the precedence or ToS; used with queuing
= Load sharing:
— Forces load sharing without regard to the routing table
= Cost savings:
— Distributes traffic economically

These benefits are achieved by implementing PBR in a network:

m  Source-based transit-provider selection: ISPs and other organizations use PBR to route
traffic that is originating from different sets of users through different Internet connections
across the policy routers.

®  Quality of service (QoS): Organizations provide QoS to differentiated traffic using the
following two methods:

—  Set the precedence or type of service (ToS) value in each IP packet header at the
periphery of the network.

—  Leverage queuing mechanisms to prioritize traffic in the core or backbone of the
network.

m  Cost savings: Organizations achieve cost savings by distributing interactive and batch
traffic among low-bandwidth, low-cost, permanent paths and high-bandwidth, high-cost,
switched paths.

m  Load sharing: In addition to the dynamic load-sharing capabilities that are offered by
destination-based routing that is supported by Cisco I0S Software, network managers can
implement policies to distribute traffic among multiple paths that are based on the traffic
characteristics.

5-14 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.
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Configuring and Verifying PBR
This topic describes how to configure and verify PBR.
|

Steps to Implement Path Control

= Choose the path control tool.
= Match traffic to manipulate the path.
= Define the action for matched traffic.
= Apply path control to traffic:

— To incoming traffic

— To traffic local to the router
= Verify path control results.

The figure shows the steps that are required to implement path control:

®  Choose the path control tool. Path control tools can manipulate the IP routing table or
bypass it. You must select the correct tool to fulfill the requirements.

®  When you select the path control tool, implement a traffic-matching configuration to
specify which traffic will be manipulated.

®  When traffic is classified and matched, define the action for a specific class of traffic, to
efficiently control the path of packets.

m  After a successful configuration of path control, apply statements to manipulate the packets
for incoming traffic or traffic that is local to the router.

m  Verify path control. You can use simple connectivity commands and several show
commands.

© 2009 Cisco Systems, Inc. Implementing Path Control 5-15
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Requirements for PBR

= Match packets with the destination network 7.7.7.0 and forward
them to the next-hop address 6.6.6.6.

= Match packets between 3 and 200 bytes in size and forward them
to the Ethernet O interface.

= Apply the route map to the incoming interfaces.
= Verify the configuration.

7.7.7.0

The figure shows the requirements for PBR implementation. PBR is implemented by using the
route maps, for which match commands are used to match the traffic and set commands are
used to set desired action to control the path. In the figure, configuration is required to match
packets that are going to the destination network 7.7.7.0 and forward them to the next-hop
address 6.6.6.6 to avoid suboptimal routing. At the same time, packets with sizes between 3 and
200 bytes must be matched and forwarded to the Ethernet O interface. The route map must be
applied to the incoming interfaces. Finally, the configuration must be verified.

5-16 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.
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Steps to Configure and Verify PBR

= Enable PBR by configuring a route map:
— Match traffic using the match command.
— Define the action for matched traffic using the set command.

= Enable fast-switched PBR or PBR that is switched by Cisco
Express Forwarding (optional).

= Apply a route map:

— To anincoming interface

— To packets that are generated by the router
= Verify the PBR configuration.

The requirements from the previous figure are used to create the implementation plan for PBR
configuration. The implementation plan includes the following steps to configure and verify
PBR on Cisco routers:

®  Enable PBR by configuring the route map. Traffic is matched using the match command.
Actions for manipulating path control are defined using set commands.

m [fdesired, enable fast-switched PBR or PBR that is switched by Cisco Express Forwarding.
Fast-switched PBR must be enabled manually. In contrast, PBR that is switched by Cisco
Express Forwarding is enabled automatically once Cisco Express Forwarding is enabled.

®  Apply the route map that is created to an incoming interface or to locally generated packets
in the router.

m  Verify PBR configuration with basic connectivity and path verification commands as well
as policy routing show commands.

© 2009 Cisco Systems, Inc. Implementing Path Control 5-17
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Configuring and Verifying PBR Operations on a
Cisco Router

This topic describes how to configure and verify PBR on a Cisco router.

Matching the Traffic

R2 (config)#

|route—map PBRmap permit 10 |

= Configure a route map.

R2 (config-route-map) #

|match ip address 10 |

= Matches IP addresses for policy routing.
= Access list 10 is used to match the IP address.

R2 (config-route-map) #

match length 3 200 |

= Matches the Layer 3 length of the packet for policy routing.
= Packets between 3 and 200 bytes long are matched.

Use the route-map command to enable policy routing in the router and to enter the match and
set commands that are required. IP standard or extended access lists are used to establish the
PBR match criteria using the match ip address command. The match ip address 10 command
matches traffic that is based on standard IP access list number 10. A standard IP access list is
used to specify the match criteria for the source address of a packet. One example of a standard
access list would be:

access-1list 10 permit 10.0.8.0 0.0.0.255
With this access list, any packet coming from subnet 10.0.8.0/24 would trigger the route map.

Extended access lists are used to specify the match criteria that are based on source and
destination addresses, application, protocol type, ToS, and precedence. One example of an
extended access list would be:

access-1list 100 permit tcp 10.0.8.0 0.0.0.255 host
172.29.129.131 eqg 2000

With this access list, any packet coming from subnet 10.0.8.0/24 and sent to 172.29.129.131 on
destination port TCP 2000 (which is Skinny, a voice control protocol) would trigger the route
map.

The match length command matches packets that are based on packet length, and can be
configured with a minimum and maximum value. For example, a network administrator can use
the match length command to distinguish between interactive traffic and file transfer (bulk)
traffic, because file transfer traffic typically has larger packet sizes. The match length 3 200
command matches packets between 3 and 200 bytes long.

5-18 Implementing Cisco IP Routing (ROUTE) v1.0 © 2009 Cisco Systems, Inc.
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For more details about the route-map and match commands, go to the Cisco IOS IP Routing:
Protocol-Independent Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/iproute pi/command/reference/iri_book.html
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Policy Routing set Commands

R2 (config-route-map) #

|set ip next-hop 6.6.6.6

= This command defines where to forward packets that pass a
match clause of a route map for policy routing.

= Packets that pass the match clause are forwarded to the router at
IP address 6.6.6.6.

R2 (config-route-map) #

set interface ethernet 0

= This command also defines where to forward packets that pass a
match clause of a route map for policy routing.

= Packets that pass the match clause are forwarded to the
Ethernet O interface.

If the match statements are satisfied, one or more of the following set statements are used to
specify the criteria for forwarding packets. The router evaluates the four set commands for PBR
that are shown in this figure and the following figure, in the order that is listed.

Once you choose a destination address or interface, other set commands for changing the
destination address or interface are ignored. Some of these commands affect only packets for
which there is an explicit route in the routing table, and others affect only packets for which
there is no explicit route in the routing table.

A packet that is not affected by any of the set commands in a route map statement is not policy-
routed; it is forwarded normally. In other words, destination-based routing is performed. The
router uses the four set commands for PBR in the following order:

1. The set ip next-hop command configures a list of [P addresses. The list specifies the
adjacent next-hop router in the path toward the destination to which the packets are
forwarded. If more than one IP address is specified, the first IP address that is associated
with a currently active interface is used to route the packets.

Note With the set ip next-hop command, the policy routing is applied even if the destination
network is not present in the routing table. The routing table is checked, but only to
determine if the next hop is reachable. It is not checked to determine if there is a route for
the destination address of the packet.

This set command affects all packet types and is always used if it is configured.

The set ip next-hop 6.6.6.6 command from the figure shows that packets that pass a match
clause of a route map for policy routing are forwarded to 6.6.6.6.

2. The set interface command configures a list of interfaces through which the packets are
routed. If more than one interface is specified, the first active interface in the list is used for
forwarding the packets.
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Note If there is no explicit route in the routing table for the destination network address of the
packet (for example, if the packet is a broadcast packet or is destined to an unknown
address), the set interface command has no effect and is ignored.

A default route in the routing table will not be considered an explicit route for an unknown
destination address.

The set interface ethernet 0 command from the figure defines that packets that pass a match
clause of a route map for policy routing are forwarded to interface Ethernet 0.

For more details about the set command, go to the Cisco IOS IP Routing: Protocol-
Independent Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/iproute_pi/command/reference/iri_book.html
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Policy Routing set Commands (Cont.)

R2 (config-route-map) #

|set ip default next-hop 6.6.6.6 |

= This command defines where to output packets that pass a match
clause of a route map for policy routing and for which the
Cisco IOS Software has no explicit route to a destination.

R2 (config-route-map) #

set default interface ethernet 0 I

= This command defines where to output packets that pass a match
clause of a route map for policy routing and have no explicit route
to the destination.

= This is recommended only for point-to-point links.

3. The set ip default next-hop command configures a list of default next-hop IP addresses if
there is no explicit route that is available to the destination address of the packet that is
being considered for PBR. If more than one IP address is specified, the first specified next
hop that appears to be next to the router is used. The optional specified IP addresses are
tried in sequential order.

Note A packet is routed to the next hop that is specified by the set ip default next-hop command
if there is no explicit route for the destination address of the packet in the routing table. In
other words, the routing table is used first. If there is no route in the routing table for the
destination address of the packet, the next hop that is specified by the set ip default-next-
hop command is used.

A default route in the routing table will not be considered an explicit route for an unknown
destination address.

The set ip default next-hop 6.6.6.6 command from the figure defines that packets that pass a
match clause of a route map for policy routing, and for which the Cisco IOS Software has no
explicit route, are forwarded to 6.6.6.6.

4. The set default interface command configures a list of default interfaces. If there is no
explicit route that is available to the destination address of the packet that is being
considered for PBR, it is routed to the first active interface in the list of specified default
interfaces.
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Note A packet is routed out of the interface that is specified by the set default interface
command only if there is no explicit route for the destination address of the packet in the
routing table.

A default route in the routing table will not be considered an explicit route for an unknown
destination address.

The set default interface ethernet 0 command from the figure defines that packets that pass a
match clause of a route map for policy routing, and for which the Cisco 10S Software has no
explicit route, are forwarded to interface Ethernet 0.

PBR also provides a mechanism to mark packets using the set ip tos and set ip precedence
commands:

m  The set ip tos command is used to set the I[P ToS value in the IP packets.

m  The set ip precedence command is used to set the IP precedence in the IP packets. You
must specify either the precedence number or name.

Note The set commands can be used with each other.

For more details about the set command, go to the Cisco IOS IP Routing: Protocol-
Independent Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/iproute_pi/command/reference/iri_book.html
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Applying Route Maps for PBR

R2 (config-if)#

|ip policy route-map PBRmap

= This command specifies the route map to use for policy routing on
an incoming interface that is receiving packets that need to be
policy-routed.

R2 (config) #

ip local policy route-map PBRmap I

= This command specifies the route map to use for policy routing of
all packets that originate on the router.

To identify a route map to use for PBR on an interface, use the ip policy route-map interface
configuration command. In the figure, the ip policy route-map PBRmap command applies the
route map named “PBRmap” to the incoming traffic on the interface.

Note PBR is specified on the incoming interface that receives the packets that need to be policy-
routed, not on the interface from which the packets are sent.

To identify a route map to use for local policy routing, use the ip local policy route-map
global configuration command. In the figure, the ip local policy route-map PBRmap
command applies the route map named PBRmap to packets that originate on the router.

Packets that are generated by the router are not normally policy-routed. However, you can use
this command to policy-route such packets. You might enable local policy routing if you want
packets that originate at the router to take a route other than the obvious shortest path.

For more details about the ip policy route-map and ip local policy route-map commands, go
to the Cisco IOS IP Routing: Protocol-Independent Command Reference via the
following link:
http://www.cisco.com/en/US/docs/ios/iproute_pi/command/reference/iri_book.html
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|
Enabling Fast-Switched PBR or PBR
Switched by Cisco Express Forwarding

= Switching of PBR by Cisco Express Forwarding is enabled
automatically:

— Cisco Express Forwarding is enabled by default or with the
ip cef command.

= Older command can be used to manually allow fast-switched PBR:
— Less efficient; not recommended.

R2 (config-if)#

ip route-cache policy

= This command enables fast-switched policy routing instead of
Cisco Express Forwarding switching of PBR.

Since the release of Cisco IOS Release 12.0, IP PBR can now be fast-switched. Before this
feature, PBR was process-switched, which meant that on most platforms, the switching rate
was approximately 1000 to 10,000 p/s. This rate was not fast enough for many applications.
With Cisco IOS Release 12.0 and later, you can now implement PBR without slowing down the
router.

Beginning with Cisco IOS Release 12.0, PBR is also supported in the Cisco Express
Forwarding switching path. PBR that is switched by Cisco Express Forwarding has better
performance than fast-switched PBR and, therefore, is the optimal way to perform PBR on a
router. No special configuration is required to enable PBR to be switched by Cisco Express
Forwarding. It is on by default as soon as you enable Cisco Express Forwarding and PBR on
the router.

If you decide to use fast switching instead of Cisco Express Forwarding PBR switching
(because Cisco Express Forwarding is not enabled on your routers), you must first configure
PBR before PBR fast switching can be enabled. Fast switching of PBR is disabled by default.
To configure a fast-switched PBR, use the ip route-cache policy command in interface
configuration mode.

A fast-switched PBR supports all the match commands and most of the set commands, except
for these restrictions:

m  The set ip default next-hop command is not supported.

m  The set interface command is supported over point-to-point links, unless a route cache
entry exists that uses the same interface that is specified in the set interface command in
the route map. Also, at the process level, usually the routing table is checked to determine
if the interface is on an appropriate path to the destination.

During fast switching, the software does not make this check. Instead, if the packet
matches, the software automatically forwards the packet to the specified interface.

Note The ip route-cache policy command is strictly for fast-switched PBR; it is not required for a
PBR that is switched by Cisco Express Forwarding.
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For more details about the ip route-cache policy command, go to the Cisco IOS Switching
Services Command Reference via the following link:
http://www.ciscosystems.org.ro/en/US/docs/ios/12 _3/switch/command/reference/swi_il.html
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Verifying PBR

R1#

|show ip policy I

= This command displays route maps that are configured on the
interfaces.

R1#

show route-map [map-name]

= This command displays a route map.

To display the route maps that are used for PBR on the interfaces of the router, use the show ip
policy EXEC command.

To display configured route maps, use the show route-map EXEC command.

For more details about the show ip policy and show route-map commands, go to the Cisco
IOS TP Routing: Protocol-Independent Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/iproute pi/command/reference/iri_book.html
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Verifying PBR (Cont.)

R1#
|debug ip policy

= This command enables the display of IP policy routing events.

R1#

traceroute

= The extended traceroute command allows for the specification of
the source address.

R1#
ping
= The extended ping allows for the specification of the source
address.

Use the debug ip policy EXEC command to display the [P PBR packet activity. This command
shows, in detail, the activities that PBR is performing. It also displays information that indicates
whether a packet matches the criteria. If the criteria match, the resulting routing information for
the packet is displayed as well.

Note Because the debug ip policy command generates a significant amount of output, use it
only when traffic on the IP network is low, so that other activity on the system is not
adversely affected.

To discover the routes that packets follow when traveling to their destination from the router,
use the traceroute privileged EXEC command. To change the default parameters and invoke
an extended traceroute test, enter the command without a destination argument. You will be
guided through a dialog to select the required parameters.

To check host reachability and network connectivity, use the ping privileged EXEC command.
You can use the extended command mode of the ping command to specify the supported
header options by entering the command without any arguments.

For more details about the debug ip policy command, go to the Cisco IOS Debug Command
Reference via the following link:
http://www.cisco.com/en/US/docs/ios/debug/command/reference/db_book.html

For more details about the ping and traceroute commands, go to the Cisco IOS Configuration
Fundamentals Command Reference via the following link:
http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf book.html
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Example: PBR Equal Access

= All traffic that uses a default route and is sourced from subnet
1.1.0.0 should go through ISP-1.

= All traffic that uses a default route and is sourced from subnet
1.2.0.0 should go through ISP-2.

334P_105

The figure describes a common scenario in which a private company that is attached to more
than one ISP must build a traffic policy.

R1 provides Internet access for a private enterprise and is connected to two different ISPs. This
router advertises a 0.0.0.0 default route into the enterprise network to avoid a large Internet
routing table.

The problem is that when traffic from the enterprise networks 1.1.0.0 and 1.2.0.0 reaches R1,
the traffic can go to ISP-1 or ISP-2. The company prefers to have ISP-1 and ISP-2 receive
approximately equal amounts of traffic. PBR is used to shape or load-balance traffic from R1 to
each of the ISPs.

PBR is implemented at R1. All traffic that is sourced from the 1.1.0.0 subnet is forwarded to
ISP-1 if there is no specific route to the destination in the routing table (the default route is not
used). All traffic that is sourced from the 1.2.0.0 subnet is forwarded to ISP-2 if there is no
specific route to the destination in the routing table.

Note This policy provides for an outbound traffic policy from the enterprise to its ISPs only. It does
not determine the inbound traffic policy for R1. It is possible that traffic from 1.1.0.0 that is
going out to ISP-1 will receive responses from ISP-2.
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Example: PBR Equal Access (Cont.)

Rl (config) # access-1list 1 permit 1.1.0.0 0.0.255.255
Rl (config) # access-1list 2 permit 1.2.0.0 0.0.255.255

Rl (config) # route-map equal-access permit 10

Rl (config-route-map) # match ip address 1

Rl (config-route-map) # set ip default next-hop 6.6.6.6
Rl (config-route-map) # route-map equal-access permit 20
Rl (config-route-map) # match ip address 2

Rl (config-route-map) # set ip default next-hop 7.7.7.7
Rl (config-route-map) # route-map equal-access permit 30
Rl (config-route-map) # set default interface null0

Rl (config) # interface ethernet 0
Rl (config-if)# ip address 1.1.1.1 255.255.255.0
Rl (config-if)# ip policy route-map equal-access

Rl (config) # interface serial 0
Rl (config-if)# ip address 6.6.6.5 255.255.255.0

Rl (config) # interface serial 1
Rl (config-if)# ip address 7.7.7.6 255.255.255.0

The configuration that is shown in the figure has been set in R1. The name of the route map is
“equal-access.”

The ip policy route-map equal-access command has been applied to the Ethernet 0 interface,
which is the incoming interface that receives the packets to be policy-routed.

Sequence number 10 in the route map equal-access is used to match all packets that are sourced
from any host in subnet 1.1.0.0. If a packet matches, and if the router has no explicit route for
its destination, the packet is sent to the next-hop address 6.6.6.6 (ISP-1 router).

Sequence number 20 in the route map equal-access is used to match all packets that are sourced
from any host in subnet 1.2.0.0. If a packet matches, and if the router has no explicit route for
its destination, the packet is sent to the next-hop address 7.7.7.7 (ISP-2 router).

Sequence number 30 in the route map equal-access is used to drop all traffic that is not sourced
from subnet 1.1.0.0 or 1.2.0.0. The Null0O interface is a route to nowhere (thus, the traffic is
dropped). In normal conditions, this sequence 30 policy should not apply to any packet. Traffic
that is coming from networks 1.1.0.0 or 1.2.0.0 that have a destination present in the routing
table will use the routing table next-hop value. If a destination is not present in the routing
table, sequence number 10 or 20 will be applied. Only those packets that are coming from a
network other than 1.1.0.0 or 1.2.0.0 and not having a destination address present in the routing
table will be redirected to sequence number 30 and dropped.
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Verifying PBR: Examples

Rl#show ip policy

Interface Route map
Ethernet0 equal-access

Rl#show route-map
route-map equal-access, permit, sequence 10
Match clauses:

ip address (access-lists): 1

Set clauses:

ip default next-hop 6.6.6.6

Policy routing matches: 3 packets, 168 bytes
route-map equal-access, permit, sequence 20
Match clauses:

ip address (access-lists): 2

Set clauses:

ip default next-hop 7.7.7.7

route-map equal-access, permit, sequence 30
Set clauses:

default interface null0

In the figure, the output provides examples of two show commands that are issued on R1. The

show ip policy command output indicates that the route map called equal-access is used for

PBR on the Ethernet 0 interface of the router. The show route-map command output indicates
that three packets have matched sequence 10 of the route map equal-access.
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Verifying PBR: Examples (Cont.)

R1# debug ip policy
Policy routing debugging is on

policy match

11:51:25: IP: route map equal-access, item 10, permit
11:51:25: IP: s=1.1.1.1 (Ethernet0), d=190.168.1.1
(Serial0), len 100, policy routed

11:51:25: IP: Ethernet0 to Serial0 6.6.6.6

11:51:25: IP: s=1.1.1.1 (Ethernet0), d=190.168.1.1, len 100,

The figure provides an example of the debug ip policy command output. The show logging
command shows the logging buffer, including the output of the debug command.

The output indicates that a packet from 1.1.1.1 that is destined for 190.168.1.1 has been
received on interface Ethernet 0 and that it is policy-routed on the serial 0 interface to the next-
hop address 6.6.6.6. The source address of 1.1.1.1 matches line 10 of the route map equal-

access.
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Summary
This topic summarizes the key points that were discussed in this lesson.

Summary

= Redundant paths (multiple paths), redistribution, and the selected
routing protocol all affect network performance. Path control must
be enabled to improve performance and avoid suboptimal routing.

= A route map with a group of match and set commands is one of
the tools that can be used for path control.

= The path selection process can be accomplished using filters
such as route tagging, prefix lists, distribute lists, administrative
distance, offset lists, and Cisco 10S IP SLAs.

= Tobypass the routing table destination-based forwarding, PBR is
used to determine path selection.

Summary (Cont.)

= PBR uses route maps for configuration. It can be fast-switched or
switched by Cisco Express Forwarding.

= Path control match commands match incoming traffic. Path
control set commands manipulate the path; manipulation can be
applied to incoming traffic or to traffic that is generated by the
router.
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Lesson 2

Lab 5-1 Debrief

Overview

In Lab 5-1, you manipulated the path for a selection of the packets that are traveling across the
network. First, you configured the routing protocol to ensure reachability and to establish the
base for destination-based forwarding. Next, you implemented path control to manipulate the
path for a set of packets.

You defined several groups of packets and used PBR to manipulate the path across the
network. Finally, you verified the configuration.

Objectives

Upon completing this lesson, you will be able to explain destination-based forwarding and
configure path control using a PBR tool. This ability includes being able to meet these
objectives:

m  Identify the implementation and verification tasks for manipulating the path for a selection
of the packets that are traveling across the network

m  Present a sample solution and identify possible alternative solutions
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Lab Overview and Verification

This topic describes the lab topology and key checkpoints that are used to create a solution and

start verification.

Lab Topology

10.1.112.0/24
172.30.24.0/24

172.30.13.0/24

10.1.134.0/24
192.168.1.0/24

192.168.2.0/24
192.168.3.0/24

The figure presents the physical lab topology that is used for Lab 5-1: “Configure and Verify
Path Control Between Multiple IP Routing Protocols.” The topology uses four pod routers and
one switch. Routers R1 to R4 build the network where path manipulation is required. Switch
SW1 is one source of packets; the other source is locally originated traffic on R1.

Based on this topology, you need to identify the required parameters and configure EIGRP to
establish Layer 3 reachability in the network. Because some packets use suboptimal paths, you
need to use PBR as a path-control mechanism to manipulate the path of the packets.
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Lab Review: What Did You Accomplish?

= Task 1: Implement EIGRP.

— What were the steps that you took to configure EIGRP?
= Task 2: Implement PBR.

— Which tools did you use to configure PBR?

— Where did you apply the PBR configuration for the traffic
passing through the router?

— Where did you apply the PBR configuration for the traffic
locally originated in the router?

In the first task, you implemented EIGRP on all routers in the lab (from R1 to R4). You
established basic reachability and used verification steps to prove that all the EIGRP networks
are in the IP routing table. Once you finished the configuration, you could identify the path that
is used for forwarding packets.

In the second task, you identified the suboptimal path that is used for a group of packets and
used PBR as a path-control tool to manipulate packet forwarding. You used route maps to
match the packets and set the output parameters. Then, you applied the route maps to traffic on
the incoming interface (for packets passing the router) or to locally generated traffic on R1 and
R3.
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Verification

= Did you have enough information to create the implementation plan?
= Did you successfully configure EIGRP?

= Did you check which path the packets took?

= Did you successfully configure PBR?

Did the packets take the same path they took before PBR was
applied?

A common approach to verifying the implementation process for a routing protocol is as

follows:

m  Evaluate if enough information was gathered to create a good implementation plan.

m  Check that routes exist in their local IP tables; they will be in the tables after any successful
EIGRP configuration.

m  Check the IP routing table for the routes to the destinations. The IP routing table provides
all the information that is needed to forward incoming packets toward their destinations.
Based on the routing protocol that is used, the path for a packet is defined as the route to its
destination, provided that it exists in the IP routing table.

®  To meet the requirements for path manipulation, configure the PBR path-control tool. You
must specify a path for the selected group of packets within the requirements for path
manipulation. You can also perform verification.

m If PBR is configured, the path for the selection of packets is different.
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Checkpoints

= Configure EIGRP.

= Examine and verify that EIGRP is operating.

= Verify the IP routing table for EIGRP routes.

= Examine the path of IP packets.

= Configure PBR.

= Examine the path of the IP packets after PBR configuration.

With different checkpoints, you can verify for proper configuration. The following checkpoints
are used for verification:

m  Configure EIGRP.
m  Examine and verify that EIGRP is operating.
m  Verify the IP routing table for EIGRP routes.

m  Examine the path of IP packets when destination-based forwarding is used (without PBR
configuration applied).

m  Configure PBR.
®  Examine the path of the IP packets after PBR configuration.

© 2009 Cisco Systems, Inc. Implementing Path Control 5-39

https://t.mel/learningnets



Sample Solution and Alternatives

This topic describes a sample solution and possible alternatives.

Sample Solution

= EIGRP is configured on all the routers.
= EIGRP automatic summarization takes effect.
= PBR is configured on R1 and R3 to manipulate the path selection.

S =
- N ~
R

10.1.112.0/24
172.30.24.0/24

172.30.13.0/24

10.1.134.0/24
192.168.1.0/24

192.168.2.0/24
192.168.3.0/24

A sample solution includes the implementation details and the details for each task of the
implementation plan. Different solutions are possible; the figure shows a few details of a
successful configuration.

The proper implementation of the routing protocol might include the following details:
m  EIGRP AS 1 is implemented.
m [P addressing is used with mask /24.

®  Automatic summarization is not desired, because the hiding of subnets might prevent a
successful PBR implementation.

m  After successful EIGRP configuration and verification of the path that is taken for the
packets, PBR needs to be configured. Path manipulation is configured in the router where
path manipulation is desired. Often, this router is close to the source.
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Alternative Solutions

= Another routing protocol can be used to provide a different path.
= Static routes can be used.

= The metric and administrative distance can be changed.

= Another path control manipulation tool can be used.

)

=
—
R2

10.1.112.0/24
172.30.24.0/24

172.30.13.0/24

334P_626

10.1.134.0/24
192.168.1.0/24

192.168.2.0/24
192.168.3.0/24

To manipulate the path or to influence destination-based forwarding, another routing protocol
can be selected and configured.

Instead of a routing protocol, static routes can be configured. This solution is not scalable, but it
provides control over packet forwarding. Static routes can also be used as a path manipulation
mechanism, because a static route has a lower administrative distance value than any routing
protocol.

You can manipulate the path by changing the metric of the link, the administrative distance of
the static routes, or the routing protocol.

Instead of using PBR as a path-control tool, you can use one of several other tools, including
filtering (prefix lists, distribute lists, administrative distance, route tagging, offset lists, and
Cisco IOS IP SLAs).

© 2009 Cisco Systems, Inc. Implementing Path Control 5-41

https://t.mel/learningnets



Qand A

Why is routing protocol selection important?

2. Why is changing the default destination-based forwarding
important?

3.  Which tool is used for PBR implementation?
4. How is classification in the route map performed?

5. How is the path between the packet source and destination
verified?

1. A routing protocol exchanges routing updates and populates the IP routing table, which is
used for destination-based forwarding.

2. Sometimes, simple destination-based routing is not sufficient. In these cases, network
designers may route packets by source address, protocol type, or application type, so that
they can optimally shape traffic patterns.

3. PBR uses route maps to match packets and set where to forward packets that pass a route
map match clause.

4. The match commands in route maps are used to match the traffic.

5. Basic connectivity between the source and destination is verified using the ping command.
The path is verified hop by hop using the traceroute command.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

= Configure EIGRP to establish reachability in the network and
enable destination-based forwarding.

= Configure PBR to manipulate the path for a specific set of
packets and verify the configuration.
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Lesson 3

References to Additional Path
Control in E-Learning

Overview

The Implementing Cisco IP Routing (ROUTE) v1.0 instructor-led training (ILT) course is a
comprehensive learning experience. Among the learning tools that it makes available to you are
e-learning modules, which complement the classroom instructor-led content, as well as self-
paced materials and demonstrations. Upon accessing the e-learning content, you will be able to
reinforce the knowledge that is acquired in class and witness real-life scenarios that are
demonstrated in real routers and switches. The content structure is flexible; you can navigate it
at your own pace, at the time of your choosing, and at the depth you desire, according to your
level of experience.

This lesson provides an overview of the “Implementing Path Control” e-learning module. The
content includes demonstrations that cover several topics in path control, such as additional
design considerations, route tagging, policy routing, and Cisco 10S IP Service Level
Agreements (SLAS).

Objectives

Upon completing this lesson, you will be able to review the e-learning modules that pertain to
path control. This ability includes being able to meet these objectives:

®  Describe the contents of the “Implementing Path Control” e-learning module

®  Understand the process of accessing and using e-learning content
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Preview of E-Learning on Implementing Path
Control

This topic describes e-learning products that teach the configuration and implementation of
path control.

Cisco CCNP E-Learning

= Complement and enhance your classroom experience.

= Reinforce concepts and their application.

= Learn at your own pace.

= Review advanced topics.

= Experience real-life scenarios through directed demonstrations.

One of the key ideas behind the design of the Cisco CCNP® curriculum is the understanding
that there is no one "best" method of learning for every student. Some students prefer individual
labs, while others prefer one-on-one tutoring, hands-on sessions, self-paced computer-assisted
instruction, direct-discovery learning, or cooperative learning, among others.

E-learning solutions offer new approaches that complement and enhance classroom-based
learning. Designed with flexibility and learning effectiveness in mind, the “Implementing Path
Control” e-learning module is based on knowledge that you acquired during your Implementing
Cisco IP Routing (ROUTE) v1.0 ILT course.
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Implementing Path Control

Parallel Processes in Path Control Reinforces design fundamentals through the
integration of multiple Cisco 10S Software
tools. Presents advanced topics in path
control that you may find useful in certain

situations.
Directed Demo: Procedures to Demonstrates router configuration for
Implement Path Control by Other scenarios of redistribution with multiple
Methods edge routers and dynamic advertisements
using Cisco IOS IP SLAs.
Self-Check Assessment Assesses your understanding of the lesson.

The “Implementing Path Control” e-learning module covers topics that complement the
classroom module that you are reviewing. After you take a brief introductory lesson that
discusses design issues and the integrated approach to path control, you will be able to follow a
directed demonstration of real-life scenarios that combine multiple Cisco IOS Software features
to accomplish specific objectives. These demonstrations include the use of tools such as
administrative distance, route tagging, and [P SLA tracking.
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Where to Find E-Learning Modules

Ay
‘=

il

http://www.cisco.com/go/certifications

ns, Inc. All ights reserved ROUTE v1.0—5-4

The “Implementing Path Control” e-learning module is available on CD as part of your
classroom materials. Please contact your instructor with any questions you have about finding
and accessing the CD.

The objectives of the “Implementing Path Control” e-learning module are part of your CCNP
certification exam. As such, candidates for CCNP certification should review these objectives.
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E-Learning Module Structure

Addressing and Topology Specifics

10.2.7.024 OSPF
ST\

V4

>/
192.168.253.024 7192.168.254.024

Rl [R2 |I1sP

Debrief : Alternative Configuration

route-map TAGS deny 10
match tag 1000
route-map TAGS permit 20 (=
set tag 1000

router ospf 1

redistribute eigrp 1 metric 4 route-map
TAGS

router eigrp 1

redistribute ospf 1 metric 1000000 0 255
1 800 route-map TAGS

Match clauses:
Set clauses:

Rlfitrace 192.168.254.1

Type escape sequence to abort.
Tracing the route to 192.168.254.1

1 192.168.2.2 12 msec * 12 msec
R1#
R1#

Policy routing matches: 0 packets, 0 bytes
route-map SETTAG, permit, sequence 20

Policy routing matches: 0 packets, 0 bytes

334P_296

Utilizing a combination of lecture sessions, animated content, lab demonstrations, and

assessments, each e-learning module presents a hierarchical structure of lessons and topics.
You can navigate through the structure by using an intuitive GUI that includes playback

controls, slide selection, and lesson and topic selection. By using these tools, you will be able to

navigate the content at your own pace.

The three-panel screen that is used for directed demonstrations allows you to focus on the
device console demonstrations, while still allowing you to look at the command syntax and

topology diagram for verification and additional information.

© 2009 Cisco Systems, Inc.
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Summary

This topic summarizes the key points that were discussed in this lesson.
|

Summary

= The “Implementing Path Control” e-learning module complements
the current module and is part of the same Cisco certification.

= You can access e-learning content from the Cisco certifications
website and complete it according to the learning style that is
most effective for you.
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Module Summary

This topic summarizes the key points that were discussed in this module.

Module Summary

= When common network performance issues such as redundancy,
resiliency, performance, and availability are solved, the proper
path control tools must be used for efficient control of path
selection. Several solutions exist to avoid these issues.

= PBR, filters (prefix lists, distribute lists, offset lists, etc.), Cisco I0S
IP SLAs, and route tags can be used to implement path control in
large networks.

This module covered common network performance issues such as redundancy, resiliency,
performance, and availability. A solution to these issues frequently results in an inefficient path
being selected, and the default destination-based routing is not the best solution. You must
change the routing table by manipulating routing updates that are entered in the routing table or
by bypassing the routing table.

Several tools can be used for efficient path control:

Route maps

Prefix lists

Distribute lists
Administrative distance
Route tagging

Offset lists

Cisco IOS IP SLAs
PBR

All these tools must first match traffic, then set actions for the matched traffic.
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Module Self-Check

Use the questions here to review what you learned in this module. The correct answers and
solutions are found in the Module Self-Check Answer Key.

Q1)  Which four issues result from multiple paths? (Choose four.) (Source: Assessing Path
Control Network Performance Issues)

A) suboptimal routing

B) unavailable redundant paths

0] traffic that is optimized for only one application
D) uneven load sharing

E) incomplete route summarization

Q2)  Which three tools can be used for path manipulation? (Choose three.) (Source:
Assessing Path Control Network Performance Issues)

A) filters

B) PBR

)] redistribution
D) route maps

E) summarization

Q3)  Path control tools can be used to bypass the IP routing table. (Source: Assessing Path
Control Network Performance Issues)
A) true
B) false

Q4)  Which two commands are used inside route maps? (Choose two.) (Source: Assessing
Path Control Network Performance Issues)

A) classify

B) set

0] redistribute
D) match

E) policy

Q5)  Which command is used to match traffic inside route maps based on access list 10?
(Source: Assessing Path Control Network Performance Issues)

A) match ip address 10
B) match access-list 10
O match ip acl 10

D) match ip access-list 10

Q6)  Which path control tool uses mask filtering, for which either a defined prefix is
matched or part of an address space with a subnet mask that is longer or shorter than a
set number is matched? (Source: Assessing Path Control Network Performance Issues)
A) distribute lists
B) administrative distance
@) route tagging
D) offset lists
E) Cisco IOS IP SLAs
F) prefix lists
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Q7)  Which tool can be used for end-to-end network performance tests that are based on
clear measurement metrics, as well as for path control? (Source: Assessing Path
Control Network Performance Issues)

A) distribute lists

B) administrative distance
O route tagging

D) offset lists

E) Cisco IOS IP SLAs

F) prefix lists

Q8)  Policy-based routing avoids destination-based routing. (Source: Assessing Path Control
Network Performance Issues)

A) true
B) false

Q9)  To which two of these are path control tools applied? (Choose two.) (Source: Assessing
Path Control Network Performance Issues)

A) incoming traffic

B) outgoing traffic

0] traffic that is locally generated in the router
D) MTU-sized packets

Q10) Which two commands provide a basic connectivity test? (Choose two.) (Source:
Assessing Path Control Network Performance Issues)

A) show route-map
B) show ip policy
C) ping
D) traceroute

Q11) Which command defines the interface on which to output packets that pass a route map
match clause for policy routing and for which the Cisco I0S Software has no explicit
route to a destination? (Source: Assessing Path Control Network Performance Issues)
A) set ip next-hop 10.1.1.1
B) set interface ethernet 0
0] set ip default next-hop 10.1.1.1
D) set default interface ethernet 0

Q12)  Which command displays route maps that are configured on interfaces? (Source:
Assessing Path Control Network Performance Issues)

A) show ip policy

B) show route-map map-name
O show ip routing table

D) show ip interface brief

Q13) Policy-based routing uses a route map for its configuration and can be fast-switched or
switched by Cisco Express Forwarding. (Source: Assessing Path Control Network
Performance Issues)

A) true
B) false
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Q14) The show ip policy command output shows policy routing matches. (Source:
Assessing Path Control Network Performance Issues)

A) true
B) false
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Module Self-Check Answer Key

QD) A,B,C.D
Q2) A,B,D

Q3) A
Q4) B,D
Q3) A
Q6) F
Q7) E
Q8) A
Q9) A C
Q10) C,D
Ql11) D
Q12) A
Q13) A
Q14) B
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Module 6

Connecting an Enterprise
Network to an ISP Network

Overview

The Internet has become a vital resource in many organizations, which requires a single
connection and frequently redundant connections to multiple ISPs. With multiple connections,
Border Gateway Protocol (BGP) is an alternative to using default routes to control path
selections. BGP provides several alternatives to using default routes.

Use of BGP as a routing protocol requires that an administrator understand how to properly
configure BGP for scalable internetworking. This module discusses BGP configuration and
verification when connecting an enterprise network to ISP networks.

Module Objectives

Upon completing this module, you will be able to implement and verify a Layer 3 solution
using BGP to connect an enterprise network to an ISP. This ability includes being able to meet
these objectives:

m  Discuss the components and methods that are used to connect an enterprise network to an
ISP

m  Explain the advantages of using BGP to connect an enterprise network to an ISP, while
comparing the functions and uses of EBGP and IBGP

m  Compare and contrast the requirements for establishing EBGP-to-IBGP neighbor
relationships

®  Implement BGP operations for ISP connections in an enterprise network
m  Discuss the lab results for configuring BGP operations

m  Configure and verify BGP operations in a multihomed environment using the BGP
attributes and route maps to control all BGP routes to and from the router

m  Discuss the lab results for manipulating the EBGP path selections

m  Discuss the e-learning modules that pertain to additional topics in [Pv6 and remote access
connectivity
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Lesson 1

Planning the Enterprise-to-ISP
Connection

Overview

Planning needs to be completed before the connection of an enterprise network to an ISP can be
implemented. To plan the connectivity to an ISP properly, the designer must understand many
aspects, including the session origination point—either from the enterprise network toward the
Internet or from the Internet toward the enterprise network; the prerequisites for successfully
implementing such connectivity; and the available routing options and which routing option
should be used in certain cases. The connectivity redundancy considerations must also be taken
into account.

Objectives

Upon completing this lesson, you will be able to justify the components and methods that are
used to connect an enterprise network to an ISP. This ability includes being able to meet these
objectives:

m  Connect enterprise networks to an ISP
m  Exchange routing updates with an ISP

m  Define the types of connections to an ISP
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Connecting Enterprise Networks to an ISP

This topic describes the connectivity requirements between an enterprise network and an ISP.

Session Origin Initiation

Enterprise session initiation requirement:

= One-way: Connectivity from an enterprise network toward the Internet is
the only connectivity required.

= Two-way: Connectivity from the Internet to an enterprise network is also
required.

Solutions:

= One-way: Private IP address space with address translation

= Two-way: Public IP address space (in combination with private) and
proper routing

o Company A ISP gﬂ
N ... _ D .= - 79
> 2 v:/y:\‘ “‘?’?: Internet > 5
N G O »50 %
- 2
.

Modern corporate IP networks are connected to the global Internet and make use of the Internet
for some of their data transport needs. Corporations provide many services via the Internet to
customers and business partners; systems from web servers to mainframes to workstations can
be accessible from anywhere in the world.

In the rare cases in which only connectivity from the clients to the Internet is required, public
addresses with network translation are used to allow clients on a private network to
communicate with servers on the public Internet.

Typically, not only do clients from an enterprise network need to access external resources that
are located on the public Internet, but clients that are external to the enterprise network also
need to access resources in the enterprise network.
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-
Enterprise Network-to-ISP Connectivity
Requirements

Public IP address space (subpool or whole /24 subnet)
= Link type and bandwidth availability

= Routing options

= Connection redundancy

Independency in regard to an ISP:

— Public IP address space

— AS number
ISP 1
=< R — Efi'
Company A Internet 4]
AS 65010 ISP 2 3
'~ S~

& &

The first parameter that needs to be determined is the number of public IP addresses, which are
used to translate client private addresses for those clients that need to access resources on the
Internet. These public IP addresses are also used for those enterprise servers that need to be
accessible from the Internet. These servers are either equipped with public addresses or
addresses that are statically translated from private to public addresses.

In the second parameter, the enterprise network-to-ISP connection link type and speed, which
depends on the ISP, needs to be determined. The link types that are available include leased
line, Ethernet over fiber optics or copper, and xXDSL. The bandwidth assignment must be done
properly to address the enterprise Internet connectivity requirements.

In the third parameter, a proper routing protocol must be selected. The selection is typically
made between static and dynamic routing.

The fourth parameter relates to the issue of connectivity redundancy. An evaluation is needed
to determine which kind of redundancy is required for the enterprise network-to-ISP
connectivity. Redundancy includes edge router redundancy, link redundancy, and ISP
redundancy, where the ISP redundancy connects to multiple ISPs.

When assessing these parameters, it must be taken into account whether an enterprise network
needs to be independent of the selected ISP or ISPs. If independency is required, the public IP
address space should not be used from the ISP public address space, but should instead be
acquired from the regional Internet authority. Similarly, independency is required for the
enterprise network autonomous system (AS). The AS number must be a public assigned
number and not from the private AS number pool that can be assigned by the ISP.
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Exchanging Routing Updates with an ISP

This topic describes the methods for exchanging routing information across an ISP.

Reachability

= Circuit emulation v~
= Static routes v
= MPLS VPNs v
= BGP U

Static routes and BGP are typically selected for Internet
connectivity.

Route

h
Company A e' xc ange'

P/\’\):A | e
.;-{‘ il 5
3

v' — Previously covered
1 — Not covered yet

Connecting an enterprise network to an ISP requires routing information to be exchanged
between the network and the ISP.

The selection of the routing means depends on the answers to these questions:
®  Should this routing respond to the changes in a network topology?

m  Does routing need to support one link or multiple links to an ISP?

m [s traffic load balancing over multiple links required?

m  Will the enterprise network be connected to multiple ISPs?

®  Should the ISP offer merely a transport capability that requires connecting different
customer locations, perhaps via certain Layer 2 technologies?

B What is the amount of routing information that needs to be exchanged with an ISP?

®  Which routing options does the ISP offer?
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Using Circuit Emulation

= Used to provide different Layer 2 connectivity to customers via the
common Layer 3 infrastructure of a service point:

— Ethernet, Frame Relay, PPP, HDLC, ATM, Layer 2 connectivity
— No routing with the service point from the customer perspective

Company A ISP MPLS/VPN core
Site 1 == > =
eﬁ PE PE Internet
PE
C_ompany AN rCompa_ny A i
Site 2 9 — Site n %

Sometimes a customer needs Layer 2 connectivity between two or more locations. The
following examples illustrate the need for Layer 2 connectivity:

m  The locations might include data centers with geographically distributed clusters that
require Layer 2 connectivity to properly function.

m  The customer is in a migration process but still requires Layer 2 connectivity.

m  The customer is connecting to another partner, and there is a requirement for Layer 2
connectivity.

A Layer 2 connection requirement might range from Ethernet, Frame Relay, PPP, High-Level
Data Link Control (HDLC), or even ATM. In such cases, modern service providers employ
their IP-based core network that is enhanced with Multiprotocol Label Switching (MPLS)
technologies to provide such connectivity.

With this connectivity, there is no need for a routing exchange between the ISP and the
customer. From the customer, it looks like the ISP is providing a Layer 2 port. From the
perspective of the ISP, two ports from distant locations must be connected together.

© 2009 Cisco Systems, Inc. Connecting an Enterprise Network to an ISP Network
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Using Static Routes

= The customer uses the default route toward the ISP.
= The service provider uses static routes for customer public networks.
= No automatic adjustment to any changes in the network.

Static route(s)
Default route
Company A ISP
]10.8.8.8 — Jo— Internet
000 PN I =
12000 G -
R1# PE#
router eigrp 110 ip route 10.0.0.0 255.0.0.0 serial 1/0
network 10.0.0.0 ip route 11.0.0.0 255.0.0.0 serial 1/0

ip default-network 0.0.0.0

0. ip route 12.0.0.0 255.0.0.0 serial 1/0
ip route 0.0.0.0 0.0.0.0 serial 0/0
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Static routes are the simplest way of exchanging routing information with an ISP. These static
routes must agree with the ISP upon routing configuration, and they do not change afterward,;
or, if they do change, these changes should not occur very often.

Static routes are typically used for Internet connectivity when a customer is connected through
a single connection to an ISP. The customer can use the default route toward the ISP, and the
ISP must deploy a static route or routes that encompass the public networks of the customer.
The ISP typically would also redistribute this information into its Border Gateway Protocol
(BGP).

Although static routes are a simple solution, they also have some drawbacks, especially in
terms of flexibility and adaptability. For example, if there were a change in a network topology
beyond a directly connected link failure, the static routes would not adapt. If adaptation needs
to be achieved, either the static routes need to be combined with an IP service level agreement
(SLA) functionality that in turn would indicate that a static route is down if a certain condition
is met, or dynamic routing is used. Note that using an [P SLA cannot completely substitute
dynamic routing, because it cannot react to all changes in the topology in the Internet.
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Using MPLS VPN

= Used to connect multiple customer locations via the common Layer 3
infrastructure of a service provider:

— A special VPN can be used to provide Intemet connectivity.
— Routing used can be static or dynamic, depending on the service provider.
— The customer routers are connected to the service provider PE routers.

Company A ISP MPLSNPN core

Site 1 3(: = Sz

Internet

PE wf sz PE

Company A /. &Company A
Site 2 'Efi' IGP IGP Site n

Multiprotocol Label Switching Virtual Private Networks (MPLS VPNs) are used when a
customer has multiple locations that need to be interconnected through an ISP and does not
want to use expensive Layer 2 technologies such as leased lines.

With MPLS VPNs, the ISP uses a common IP-based core network that is enhanced with MPLS
technology to provide secure and manageable connectivity for different customers to their
geographically diverse sites. In this way, the traffic from different customers can share the
same physical wire, but at the same time, traffic is tagged with the labels in such way that the
traffic cannot intermix.

334P_207

When a customer uses MPLS VPN functionality, the routing between the customer and the ISP
is required to provide connectivity between the customer locations. Routing options range from
static to dynamic and include Routing Information Protocol (RIP), Enhanced Interior Gateway
Routing Protocol (EIGRP), Open Shortest Path First (OSPF), Intermediate System-to-
Intermediate System (IS-IS), or even BGP, depending on what the ISP offers. Different
locations could use different routing protocols, though this situation typically would not occur.

With an MPLS VPN deployment, the service provider can also offer Internet connectivity
through the same MPLS core network, either through a special Internet VPN or through a

global routing table. To exchange the Internet routing information, either BGP or a default
routing is used.
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Using BGP

= The customer deploys BGP to announce its public networks.

= The ISP announces a default route, a subset of Internet routes,
or a complete Internet routing table.

= Typically used for inter-AS routing.

Company A ISP

AS 65010 AS 65020
- o Internet
lﬁ{“L |

| CPE = Customer to provider edge router

A typical option that is used to provide dynamic routing exchange when Internet connectivity is
deployed is BGP. BGP dynamically exchanges routing information and thus reacts to topology
changes, including those changes beyond a customer-to-ISP link failure.

From the routing perspective, three options can be used:

®  An ISP (or multiple ISPs) announces a default route only. If two ISPs are used, one ISP
will be the primary and the second ISP will serve as the backup.

®  An ISP (or multiple ISPs) announces a default route and a subset of Internet routes,
typically its own public address space. This results in the shortest path being used to the
directly connected public networks. For public networks that are not directly connected,
one of the ISPs is the primary and the second ISP is the backup.

®  An ISP (or multiple ISPs) announces a complete Internet routing table. The shortest path to
any destination will be chosen according to the routing table.
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Defining the Types of Connections to an ISP

This topic describes the types of enterprise-to-ISP connections and their effect on the selection
of an exchange method.

S |
Enterprise Network-to-ISP Connection
Options
= Single-homed
= Dual-homed

= Multihomed
= Dual-multihomed

S
& ISP 1
Company A Internet
AS 65010
== 3
G —=n
——
el ISP 3

CPE = Customer to provider edge router |

When connecting an enterprise network to an ISP, redundancy is a serious concern. The
following different aspects can be addressed to achieve connectivity redundancy:

m  Deployment of redundant links
m  Deployment of redundant equipment
m  Use of redundancy within a single router

From the connection perspective, a customer can be connected to a single ISP or to multiple
ISPs.

With a single ISP connection, redundancy can still be achieved if two links toward the same
ISP are used effectively, making a customer dual-homed. When no link redundancy is used, the
customer is simply single-homed, and in a failure within an ISP network, the connectivity to the
Internet is interrupted.

With multiple ISP connections, the redundancy is built into the design, because the customer is
multihomed and thus resistant to a single ISP failure. To enhance the resiliency further, a
customer can have two links toward a single ISP, making the solution dual-multihomed.
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Single-Homed ISP Connectivity

Link failure results in broken connectivity.
Option 1: Routing with static routes

= A default route from an enterprise network

= A static route or routes from an ISP for customer networks
Option 2: Routing with BGP

= The customer announces its public network.
= The ISP announces the default route to the customer.

Option 1
Default route Static route(s)
4—
Company A ISP
- - Internet
. - ] . —i’ 2
BGP
—>
Option 2

Single-homed ISP connectivity is used in cases when a loss in Internet connectivity is not as
vital or problematic to a customer (though these days, the Internet typically is a vital resource).

In this case, a customer uses a single connection to a single ISP. The type of connection
depends on the ISP offering and can include a leased line, xXDSL, or an Ethernet connection.
Failure of a link results in no Internet connectivity.

Such Internet access to a single ISP does not require BGP. Static routes are typically used to
manage the routing. If BGP is used, the customer uses it to dynamically announce its public
networks to an ISP; the ISP announces only a default route to the customer, because that is
sufficient to provide the connectivity through a single link to the Internet.
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Dual-Homed ISP Connectivity

Characteristics:
= Connected with two links to the same ISP
= Can use a single router or two edge routers
= Can use static routes or BGP

Company A ISP

Option 1 Internet

Internet

334P_215

Option 2

When a customer is connected to a single ISP only, resiliency can still be achieved by
deploying a second link to the same ISP. With a second link being used, the routing must be
properly configured to allow usage of such a link.

Depending on the SLA that is signed with the ISP, the routing that is deployed could achieve
these benefits:

®  Primary and backup link functionality, where a single primary link is used to forward and
receive traffic to and from the ISP, and the secondary link is used only when the first link
fails

m  Load sharing between the links, achieved with Cisco Express Forwarding switching

In both cases, the routing that is used can be based on either static or dynamic routes, which
would typically include BGP.

To enhance the resiliency further, the two links can terminate at separate customer routers.
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Multihomed ISP Connectivity

Characteristics:
= Connected to two or more different ISPs
= Can use a single router or multiple edge routers
= Dynamic routing with BGP

ISP 1
Company A

Internet

334p_217

ISP 2

A proper resiliency is achieved by connecting to two or more different ISPs. The benefits of
connecting to two or more different ISPs are the following:

m  Resistance to a failure beyond a directly connected link to a single ISP.

m  Sharing the load for different destination networks between ISPs based on the network
proximity.

m  Scaling the solution beyond two ISPs.
®m  Achieving a solution independent of an ISP. An ISP change requires an update of routing

configuration and change of a link. The public IP address space that is used remains the
same.

Connections from different ISPs can terminate on the same router or different routers to further
enhance the resiliency. The routing must be capable of reacting to dynamic changes, and BGP
is typically used to achieve this flexibility.
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Dual-Multihomed ISP Connectivity

Characteristics:
= Connected to two or more different ISPs with two links per ISP
= Typically uses multiple edge routers (one per ISP)
= Dynamic routing with BGP

==
ISP 1
Company A
==
5D Internet %
ISP 2

Multihoming exists when an AS has more than one connection to the Internet. Two typical
reasons for multihoming are as follows:

m  To increase the reliability of the connection to the Internet:

— If one connection fails, the other connection remains available.
m  To increase the performance of the connection:

—  Better paths can be used to certain destinations.

The benefits of BGP are apparent when an AS has multiple External Border Gateway Protocol
(EBGP) connections to either a single AS or multiple autonomous systems. Having multiple
connections allows an organization to have redundant connections to the Internet so that if a
single path becomes unavailable, connectivity can still be maintained.
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Summary

This topic summarizes the key points that were discussed in this lesson.
|

Summary

= Connecting an enterprise network to an ISP requires, ata
minimum, a public IP address pool, a proper link to the ISP,
consideration of redundancy requirements, and the proper
routing protocol.

= To exchange routing updates with an ISP, the customer can use
different options. Static routes and BGP are the options that are
most commonly used.

= The way in which the customer connects to an ISP depends on
the redundancy requirements, where a single-homed connectivity
has no redundancy, and the dual-multihomed connectivity has the
most redundancy built in.
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Lesson 2

Considering the Advantages of
Using BGP

Overview

Border Gateway Protocol (BGP) is an exterior gateway protocol (EGP), and this lesson
describes how BGP may be used by enterprises to connect to ISPs. BGP routes between
autonomous systems by using path vector attributes upon which routing policy decisions at the
autonomous system (AS) level are enforced.

Objectives

Upon completing this lesson, you will be able to explain the advantages of using BGP to
connect an enterprise network to an ISP, while comparing the functions and uses of External
Border Gateway Protocol (EBGP) and Internal Border Gateway Protocol (IBGP). This ability
includes being able to meet these objectives:

Use BGP to connect to an ISP

Describe BGP multihoming options

Configure BGP routing between autonomous systems
Explain path vector functionality

Identify features of BGP
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Using BGP to Connect to an ISP

This topic describes connectivity between an enterprise network and an ISP that requires the
use of BGP, including a description of the issues that arise when an enterprise decides to
connect to the Internet through multiple ISPs.

BGP Terminology

= Autonomous system (AS): A collection of networks under a
single administrative domain

Interdomain routing: Routing between the customer and the ISP

= Internal routing: Uses IGP protocol (RIP, OSPF, EIGRP, etc.) to
exchange routing information inside the AS

External routing: Uses EGP protocol (BGP) to exchange routes
between autonomous systems

= Two BGP implementations:
— IBGP: When BGP is used inside an AS
— EBGP: When BGP is used between autonomous systems

The Internet is a collection of autonomous systems that are interconnected to allow
communication among these autonomous systems. BGP provides the routing between these
autonomous systems.

Enterprises that want to connect to the Internet do so through one or more ISPs. If your
organization has only one connection to one ISP, then you probably do not need to use BGP;
instead, you would use a default route. However, if you have multiple connections to one or
multiple ISPs, then BGP might be appropriate, because it allows manipulation of path attributes
so that the optimal path can be selected.

To understand BGP, it is necessary to first understand how it is different from the other
protocols that are discussed so far in this course. One way to categorize routing protocols is by
whether the protocols are interior or exterior, as follows:

® Interior gateway protocol (IGP) is a routing protocol that exchanges routing information
within an AS. Routing Information Protocol (RIP), Open Shortest Path First (OSPF), and
Enhanced Interior Gateway Routing Protocol (EIGRP) are examples of IGPs.

m  EGP is a routing protocol that exchanges routing information between different
autonomous systems. BGP is an example of an EGP.

BGP is an Interdomain Routing Protocol (IDRP), also known as an EGP. BGP version 4
(BGP4) is the latest version of BGP and is defined in RFC 4271. As noted in this RFC, the
classic definition of an AS is “a set of routers under a single technical administration, using an
IGP and common metrics to route packets within the autonomous system, and using an
interautonomous system routing protocol (also called an EGP) to determine how to route
packets to other autonomous systems.”
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Autonomous systems can use more than one IGP, potentially with several sets of metrics. From
the point of view of BGP, the most important characteristic of an AS is that it appears to other
autonomous systems to have a single coherent interior routing plan and presents a consistent
picture of reachable destinations. All parts of an AS must connect to each other.

When BGP is running between routers in different autonomous systems, it is called EBGP.
When BGP is running between routers in the same AS, it is called IBGP. BGP allows the path
that packets take to be manipulated by the AS, as described in this module. It is important to
understand how BGP works to avoid creating problems for the AS that result from running
BGP.
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BGP Multihoming Options

This topic describes BGP multihoming options.

Multihoming Options

Multihoming options with respect to connections:
= Using a single connection to an individual ISP
= Using multiple connections to an individual ISP
Multihoming options with respect to routing:
= Default routes from all providers
= Default routes and partial Internet routing from the providers
= Full Internet routing from the providers

ISP 1
AS 65020
172.18.0.0116

A
Customer ISP 2

AS 65010
172.16.0.0/16 H AS 65030
172.17.0.0/16

334P_200

An organization can be multihomed to either a single ISP or to multiple ISPs. A drawback to

having all connections homed to a single ISP is that connectivity issues in that single ISP can
cause your AS to lose connectivity to the Internet. By having connections to multiple ISPs, an
organization gains the following benefits:

® A redundancy with the multiple connections
®m  Not tied into the routing policy of a single ISP
m  More paths to the same networks for better policy manipulation

A multihomed AS will run EBGP with its external neighbors and might also run IBGP
internally.

If an organization has determined that it will perform multihoming with BGP, there are three
common ways to do this:

m  Each ISP passes only a default route to the AS:
—  The default route is passed to the inte