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34:00 Nowadays, basically everything is offered as a service in the cloud.  From renting bare-metal devices over virtual machines also serverless computing can be performed online. Cloud providers try to isolate tenants via language-level isolation, sandboxing and virtualization. Even though the isolation secures from software exploits, resources might be shared or side channels might arise in the underlying hardware or software. 
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Motivation

• Memory deduplication got re-enabled on Windows and Linux

• Is used in virtual machines in the cloud

• Current active mitigations try to prevent cross-security-domain

attacks

• Can memory deduplication attacks be performed on the same

security domain across the internet?
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31:30 All demonstrated attacks exploit memory deduplication across security domains,which in turn was disabled. Covert channel, Rowhammer, Byte-by-byte password leakage in However, within a security domain or on an isolated system with no untrusted local access, memory deduplication is still not considered a security risk. 
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30:30 The attacker guesses the content of a page e.g. a 4kB page. After a certain time period, the kernel thread deduplicates the same page and changes the physical page number and marks the page as read-only.
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29:00 Timing difference is about 1 microsecond. This is quite large but might be too small across the internet.
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27:30 The victim requires a public API that allows to store memory in RAM. Page deduplication should be enabled.
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• KVM with Ubuntu VM
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• Covert channel across internet is 34.41 B/h
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25:00 To perform remote page deduplication attacks, we state three challenges.
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25:00 To perform remote page deduplication attacks, we state three challenges.



Attacks Location Environment Local Type Attack Type Performance

Suzaki Co-located Cross-VM Yes Native Fingerprinting -

Owens Co-located Cross-VM Yes Native Fingerprinting -

Gruss Remote Browser/Cross-VM Yes JS Fingerprinting -

Barresi Remote Cross-VM Yes Native ASLR break 8.7 days

Bosman Remote Browser Yes JS Bytewise leakage, ASLR

break, Rowhammer

2.75 h

Lindemann Co-located Cross-VM Yes Native Fingerprinting 1.8 h

Kim Co-located Cross-VM Yes Native KASLR break 12 min

Our work Remote Internet/LAN No None Bytewise leakage,

KASLR break, Finger-

printing

1.5 B/h (LAN) /

4 min / 166.51 s
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Challenges

• C1: Remotely amplify latencies for non-repeatable events.

• C2: Trigger and observe COW-pagefaults in a victim domain

that shares no memory with any attacker domain.

• C3: Find remote request paths that do not only keep

attacker-controlled data in memory but also provide the

attacker with control over alignment and in-memory

representation.
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C1: Amplification
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21:00 To get more stable results over the internet we require a higher latency. For a distance of 14 hops we observed that an amplification factor of 8-16 pages is enough. Amplification can be performed if the service allows it to multiple pages in RAM. As can be seen from the figure, there is a linear increase in the timing if multiple pages are overwritten at once.



C2: Trigger-COW pagefaults without shared memory

• A web application provides a file-upload

• Data is cached in RAM e.g., Memcached

• The attacker can update/overwrite the uploaded data →
trigger pagefaults
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20:00 We can trigger copy-on-write pagefaults in in-memory caches which allow. A request pool or an in-memory database caching system, apache, nginx, memcached.
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C2: Trigger-COW pagefaults without shared memory
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C2: Fingerprint a system library

• Fingerprint a system by uploading memory

• Use Memcached to store and replace

• Page-alignment unknown therefore we guess all possible offsets

• Race with other users via re-allocation on free-list

• If re-assigned overwrite page and trigger COW-pagefault
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18:00 We place pages with a certain alignment in Memcached considering the size of the metadata. Simply, delete record and allocate another one again.
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C2: Fingerprinting (LAN)
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C2: Fingerprinting (Internet)
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C2: Break KASLR

• Break KASLR in remote VMs

• Sample low-entropy pages offline pointing to kernel text

• Try all 512 different offsets

• Attacker uploads blob and triggers pagefaults

16 Schwarzl, Kraft, Lipp, Gruss
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15:00 Take pages with low-entropy pointing to the kernel text addresses, the guess range is 512 guesses for the correct offset.
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C3: Control over alignment and in-memory representation

• InnoDB is a memory cache for DBMS (e.g., MySQL/MariaDB)

• Reorganization optimization in index page enables bytewise

leakage

• Use Memcached as leakage primitive to leak InnoDB records
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12:00 An InnoDB index record consist of a size 16kB. We assume that the attacker has a layout like this initial record where the attacker controls the records rax and rat.
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11:00 An insert or update query can fail even if enough space is available on the index page because the free space is fragmented. Page is rebuilt by clearing its contents and inserting existing records in their logical order. We need a large record rat to shift bytes from a target record rt into an attacker-controlled region. To trigger the reorganization, we require an additional record rax in the user table.
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10:00 To reset the state back to the initial one, we again exploit reorganization, changing to the previous sizes. After the leakage, the attacker constantly switches between the reset and reorganized state to enable byte-by-byte leakage. 
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07:00 The high-level idea is to change the target alignment byte-by-byte and therefore leak the SECRET co-located value. To use amplification, we fill multiple pages on both Memcached and InnoBD with different fill bytes but with a constant leaked offset. The copy-on-write bit stays set for the correct guess in Memcached. Therefore we can amplify by updating both Memcached and InnoDB fill bytes and waiting. 
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04:00 To use amplification, we fill multiple pages on both Memcached and InnoBD with different fill bytes but with a constant leaked offset. The copy-on-write bit stays set for the correct guess in Memcached. Therefore we can amplify by updating both Memcached and InnoDB fill bytes and waiting again for the deduplication. 



Mitigations

• Disable memory deduplication

• Apply same behaviour for every memory write (VUsion)

• Only deduplicate zero pages

• Detect attack on network layer with packet inspection

• Encode pages with different random salts
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Conclusion

• Remote Attack was assigned CVE-2021-3714

• Remotely fingerprinting of libraries

• Break KASLR in ≤ 4 minutes across the internet

• Leak database records via InnoDB reorganization

• Red Hat developed a probabilistic mitigation as opt-in for Linux

kernel
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