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Queensland Emergency Risk Management Framework (QERMF) Risk Assessment Process Handbook

Overview

This handbook provides a valuable risk assessment methodology that can be used within disaster
management planning at all levels of Queensland’s Disaster Management Arrangements (QDMA) — Local,
District and State. The process applies a proven, standardised and internationally recognised approach
to the prioritisation, mitigation and management of risk. This includes identification of capacity gaps and
residual risk between stakeholders and the QDMA. This assists to directly inform planning and resource
allocation, and to promote active communication, cooperation and coordination.

This handbook outlines both the framework and approach for this risk assessment process in a step-by-
step manner and provides examples, resources and templates to assist in its implementation.

In short, this process ensures four key outcomes:
¢ shifts risk assessment and management from a ‘one size fits all’ approach to a tailored methodology
that accounts for the prioritisation of local characteristics

e embeds risk identification, assessment and management in proven, consistent, science-based
methodologies that can be applied consistently across all levels of QDMA (Local, District and State)

¢ allows clarity and transparency in communication and decision-making at all levels of QDMA
e improves the identification of an area’s capability and capacity to manage the risks within that area,
thereby informing resource planning for QDMA.
This in turn will create multiple benefits, including:
¢ risk governance will be improved through the strengthening of transparency and accountability in the
acceptance, mitigation and/or transfer of residual risk between and across the three levels of QDMA
e specific areas can prioritise their resources, based on localised assessed risks

¢ robust, scientifically-based risk assessments can be used for applications for resources and funding
towards mitigation strategies and betterment projects

e all levels of government and community will have greater assurance through and confidence in
scientifically underpinned risk based planning

e stakeholders will have improved confidence in State level coordination and support across all levels of
QDMA, supported by State Government guidance and prioritisation of hazard risk

¢ disaster management networks will be strengthened and better aligned.
The QERMF is underpinned by a multidisciplinary approach, uniting international and Australian best
practice, the strategic direction of world risk management leaders and using operational geospatial

intelligence to undertake exposure and vulnerability analysis which can directly inform the State’s
multitiered disaster management arrangements and planning.

The QERMF derives risk methodology from:
¢ |SO 31000:2009 Risk management — Principles and guidelines
e SA/SNZ HB 436: 2013 Risk management guidelines — companion to AS/NZS ISO 31000:2009

® SA/SNZ HB 89:2013 Risk management — Guidelines on risk assessment techniques
* AS/NZS 5050: 2010 Business continuity — Managing disruption related risk

¢ National Emergency Risk Assessment Guidelines (NERAG) (Australian Emergency Management
Institute, 2015).




In addition to the above international and national standards, the QERMF also upholds international best
practice as championed by the United Nations Office for Disaster Risk Reduction (UNISDR) and the Global
Facility for Disaster Reduction and Recovery (GFDRR) and seeks to literally enact the Sendai Framework for
Disaster Risk Reduction’s (Sendai Framework) “Priorities for Action”.

CONTEXT

Natural Environment 5
Built Environment
Community

HAZARD
ANALYSIS

Manifestation
Exposed elements
Risk identification

Queensland
Emergency
Risk Management

RISK BASED Framework
PLANNING

Review existing plans
Develop future plans

LxVxC
Assign level of risk
Gap analysis

Figure 1 - Queensland Emergency Risk Management Framework

The successful foundation for disaster risk management lies in clearly identifying and understanding the
level of exposure and vulnerability to a community and its assets against particular hazards.

Effective risk assessments produce information that is targeted, authoritative, understandable and usable.
The model above depicts the overarching risk based planning methodology within the QERMF.

This model shows the four clear steps to ensuring the identification, analysis and management of risk,
summarised overleaf.

' Global Facility for Disaster Reduction and Recovery (2014) — Emerging Best Practices in Natural Disaster
Risk Assessment. World Bank
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Step one: Establishing the context

The processes shown within the first step of the QERMF establish the context of the area under
assessment. This includes understanding the natural landscape through the study of the environment
and/or by accessing basic geomorphology information. Much of this information is available through local
governments as well as the Queensland Government.

Typically, this assessment begins with an appreciation of the ‘lay of the land’ via geospatial data/layers,
which highlight the specific characteristics of the natural environment.

Next, this information is integrated with the specific characteristics of the area’s community (its
demography) and built environment (its infrastructure, road networks, buildings), as well as any socially
or culturally valued areas or sites (such as sacred sites, environmentally sensitive areas, tourist spots,
churches and community centres or key landmarks).

It is particularly important to identify critical and significant infrastructure (such as power, water,
communications) as well as the associated networks and dependencies/interdependencies they need
to effectively operate (and be accessible) as damage or disruption to these elements requires immediate
response and can launch a cascade of associated vulnerabilities.

The majority of this information can be displayed in geospatial layers and is a precursor to commencing the
actual risk assessment process. Geospatial layers can create an accurate visualisation of how the hazard
will manifest on the local natural and built environment, which in turn informs our assessment of the
vulnerabilities we have and our capability and capacity to manage those vulnerabilities.

Step two: Analysing hazards

The second step focuses on hazards and how they will behave when they actually occur. Identifying
relevant hazards and collecting hazard-related data is essential when quantifying risk. Relevant hazards are
identified through probabilistic analysis of historical data for a specific area or region.

Once the hazards are defined, the next step involves acquiring a variety of hazard related data. Hazard
specific data, layers, mapping and modelling is available through Geoscience Australia, the Bureau of
Meteorology and the Department of Science, Information Technology and Innovation, as well as other

agencies and local governments.

The most fundamental data define historical events including their date, geographical location and extent,
and maximum intensity. However, this information is only the beginning, as we will discuss further in this
handbook.

Step three: Assessing risk

The third step formalises the risk analysis process and leads directly to the clear identification of risk that
may arise when a potential hazard becomes reality. This process also includes reviewing existing controls to
manage or mitigate risks and identifying any capability or capacity gaps in meeting the required response.
This in turn highlights what is known as the residual risk — the risk that remains in unmanaged form even
when effective disaster risk reduction measures are in place. This approach also provides the means to
consistently record the identification and management of risk, using essential documents such as working
tables, registers and a decision log.

The literal nature of the entire process enables the geospatial information and the tables and registers to be
used jointly in situational briefings when required.




Step four: Risk based planning

Lastly, the fourth step involves risk based planning. This comprises the treatment of identified risk and the
management of residual risk, and allows for effective planning at and between all levels of QDMA — Local,
District and State. Mitigation strategies and risk treatment options may be short or long term focussed. In
some instances, an interim strategy may be required if a mitigation treatment is complex and will take some
time to implement. Indeed, if a mitigation strategy entails a project not expected to be completed in the
short term then contingency/response plans are expected to be identified to cover the gap.

QERMF’s approach to risk based planning, and the philosophy underpinning the risk assessment process in
this handbook, can best be summarised by the following statement:

The Global Facility for Disaster Reduction and Recovery (2014) note: “Risk information must be scientifically
and technically rigorous, open for review, and honest regarding its limitations and uncertainties, which may
arise from uncertainties in the exposure data, in knowledge of the hazard, and in knowledge of community
vulnerability. The best way to demonstrate credibility is to have transparent data, models, and results open
for review by independent, technically competent individuals.”
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Queensland Emergency Risk Management Framework (QERMF) Risk Assessment Process Handbook

Hazards may be natural, anthropogenic or socionatural in origin. Natural hazards are predominantly
associated with natural processes and phenomena. Anthropogenic hazards, or human-induced hazards,
are induced entirely or predominantly by human activities and choices. This term does not include the
occurrence or risk of armed conflicts and other situations of social instability or tension which are
subject to international humanitarian law and national legislation. Socionatural hazards are associated
with a combination of natural and anthropogenic factors, including environmental degradation and
climate change.

Hazards may be single, sequential or combined in their origin and effects. Each hazard is characterised by
its location, intensity or magnitude, frequency and probability.?

The QERMF can accommodate all hazards as per the Disaster Management Act 2003.3 However, not all natural
and anthropogenic hazards are applicable to all areas of Queensland. The selection of applicable hazards is
based on what is pertinent (i.e. historically, geographically and so on) to the area under assessment.

When analysing the potential impacts of the manifestation of a hazard — and understanding their
characteristics in detail — it is evident that secondary hazards may occur from a primary event. For example,
a tropical cyclone can lead to flash flooding and storm surges; riverine flooding can bring erosion and
landslides. Therefore the interaction of the primary and secondary hazards and their cascading effects
need to be considered. Primary and secondary hazard characteristics listed in Figure 2 are by no means
exhaustive and professional judgement, consultation and historical analysis should be applied at all times.

Assessing the hazard interaction and the impact of the characteristics of those hazards upon exposed
elements provides a clear understanding of the vulnerabilities of the area under assessment.

The next iteration of this handbook will discuss Anthropogenic and Socionatural hazards in
greater detail. This will include how to determine probability of occurrence, understanding the hazard
characteristics in greater detail and how they may interact with the environment under assessment.

2Derived from UNISDR definition of hazards.

®Disaster Management Act 2003 — Section 16: Meaning of Event.
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Queensland Emergency Risk Management Framework (QERMF) Risk Assessment Process Handbook

Risk assessment process: snapshot

This risk assessment approach includes two key processes to identify the risk and then to assign the level
of risk. The outcomes of these two processes are used to populate multiple risk management documents
including the Risk Assessment Table, Risk Register and Decision Log. The process is outlined in the diagram

below:
F
\ 2

24 (53 (,/,\‘3
(72 L . XL EXPOSED IDENTIFIED
(l-g ELEMENTS RISK
o

Assessment of the hazard Detailed list of ‘elements Assessment of vulnerability |dentification of

10 against probability of at risk’ with geospatial of exposed elements from Exposure Vulnerability
occurance (AEP) referencing ‘Very low’ to ‘Extreme’ |
I
N
QN

7)) NG
0 (M
Ll LIKELIHOOD CONSEQUENCE
o

Assessment of likelihood of Derived from the Assessment of the projected Assigning overall level of risk

occurance based on scenario assessment made or anticipated impact of the through the risk matrix (based on
modelling from the past throughout Process 1 hazard occurring rated from the outputs of the two processes)
50 years of historical data ‘Insignificant’ to ‘Catastrophic’ and construction of Risk Statement

Risk Assessment Table Risk Register Decision Log
Process 1: Identifying risk Process 2: Assigning level of risk
¢ Assess the hazard ¢ Assess the likelihood (using scenario modelling

e Detail the exposed elements (elements at risk) based on the past 50 years of historical data)

o Assess the vulnerability of these exposed e Identify vulnerability (drawn from Process 1)
elements. ® Assess the consequence
¢ Develop Risk Statements (for identified risks)

e Assign level of risk, and response:

— Risk matrix and risk treatment options
— Risk Assessment Table and Risk Register
— Decision Log.




Why assess hazards using this methodology?

This assessment method provides a comprehensive and systematic approach to ensure that all potential
risks are identified and recorded for the purpose of risk based planning.

Assessing risk using this methodology will assist in:

e gauging the probability that a hazard may manifest

e using geospatial analysis to determine where the hazard may manifest and what key local elements

11

could be exposed to that hazard

e evaluating the effect of a hazard manifesting, based on the assessment of the severity of exposure
and the level of vulnerability

¢ informing risk prioritisation, treatment, resource allocation and planning, and measuring this against
the capability and capacity to manage the identified vulnerabilities.

The QERMF is derived from underpinnings of AS/NZS ISO 31000 International Standards and the National
Emergency Risk Assessment Guidelines (NERAG) (Australian Emergency Management Institute, 2015), and
embraces the Sendai Framework for Disaster Risk Reduction’s (Sendai Framework) “Priorities for Action”.

s B e

= HANDBOOK 10

Princisiet il guideires

National Emergency Risk Assessment

Guidelines Sendai Framework
i for Disaster Risk Reduction
2015 - 2030

The QERMF also reflects international best practice as championed by the United Nations Office for Disaster
Risk Reduction (UNISDR) and the Global Facility for Disaster Reduction and Recovery (GFDRR).

Finally, QERMF recognises the relevant elements within the Emergency Management Assurance Framework
(EMAF) as published by the Office of the Inspector General Emergency Management, Queensland.
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Step 1 HAZARD: assessing the hazard against the probability of occurrence

Step 1 HAZARD considers the overall probability for a hazard to occur using the Annual Exceedance
Probability (AEP).5 This is the chance of the event occurring once in a year, expressed as a percentage (to
determine likelihood).

The AEP is most commonly referred to in terms of flooding or rainfall events. However, it can be applied to
all hazards, albeit with some caveats (discussed later in this document).

The AEP is used in this process instead of the Average Recurrence Interval (ARI). Use of ARI tended to cause

confusion within risk based planning as it implied the associated magnitude or intensity of a hazard could

only be exceeded at regular intervals (i.e. once in 100 years).¢ Assigning a probability factor or AEP to a 13
hazard reduces the potential for confusion. Put another way, the AEP allows us to identify the probability of

a hazard occurring in one year, whereas the ARI tended to infer that a certain hazard would only occur once

every one, 10 Or 100 years.

Table 1 below illustrates how AEP relates to previous occurrence indicators for natural hazards.

Average recurrence

Likelihood A::'O“bzl;’l‘i‘t;‘*&i'l',‘)‘e i?f:é??;éﬁf;’
Almost certain 63% per year or more Less than 1 year
Likely 10% to <63% per year 1 to <10 years
Unlikely 1% to <10% per year 10 to <100 years
Rare 0.1% to <1% per year 100 to <1000 years
Very rare 0.01% to <0.1% per year 1000 to <10,000 years
Extremely rare Less than 0.01% per year 10,000 years or more

Table 1 - Probability table comparing AEP and ARl indicators (data sourced from NERAG, table created by QFES)

Why use probability when assessing risk?

While historical events are instructive in understanding the past, they do not necessarily provide a good
guide to predicting the future. This is particularly pertinent in Australia, where our historical climatic
catalogue is notably short and the world continues to deal with the increasing frequency and consequences
of climate driven events. The use of probability in risk assessment — a ‘probabilistic risk assessment’

— helps to simulate the likelihood of future disasters based on increasing scientific evidence and
understanding. (UNISDR7, 2015)

SNERAG (2015): P70
SBureau of Meteorology (2017). Why use AEP instead of ARI?

"United Nations International Strategy for Disaster Reduction.
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Probabilistic risk modelling considers a ‘full event set’ spanning many thousands of years. This event
set is built from the knowledge of historical events which can be reproduced based on the physics of the
phenomena and its known impacts. Because this modelling is built on past occurrences, these events
are not wholly representative of all possible events. This is why a full spectrum of events (with a range of
associated likelihoods) must be considered in a risk assessment. In particular, where available, climate
change projections should be included to reinforce modelling.

The use of probabilistic modelling in risk assessment does not exclude the benefits of scenario-based
modelling. Indeed, probabilistic modelling can help to develop more robust and realistic scenarios by
creating an amalgam of long term historic data with shorter term (50 years) localised activity. In this
process, we use probabilistic modelling (running scenarios at different probabilities of occurrence) to
generate assessments which comprise:

e Most likely — the losses that have most frequently and are most likely to occur

¢ Credible worst-case — the maximum possible loss as a result of a hazard that has occurred
previously and may do so again.

Modelling scenarios based on the Most likely to Credible worst-case is the best practical basis for this
process and the resulting assessment as this allows planners to focus resources and develop management
and mitigation strategies for those scenarios most likely to occur and most likely to create the most loss.
This approach is discussed further in Process 2, Step 1 LIKELIHOOD.

This is not an opportunity or endorsement for creating unrealistic scenarios that model the consequences
of hazards that have no scientific basis for consideration. Rather, the process should only reflect the
consequence of hazards that have a realistic chance of occurrence® based on scientific modelling and
projection, in conjunction with the mathematical and methodical approach championed within this
document.?

Indeed, Process 2, Step 1 LIKELIHOOD seeks to focus and fine-tune probability assessments by introducing
a second assessment based on the meteorological and geological observations of the last 50 years (1967 -
2017) to factor in the greater uncertainty caused by climate change.

8Qccurrence in this context refers to the period from point of assessment out to 2030 (as per advice from Geoscience Australia & in line with current Federal Government policy).

°Assessment of probability of occurrence in relation to geological processes i.e. earthquakes should be derived from consultation with Geoscience Australia.




Step 2 EXPOSED ELEMENTS: identifying the elements at risk

Step 2 EXPOSED ELEMENTS considers those elements at risk (people, systems, networks and assets) which
are vital to the area of interest that may be exposed to the hazard in the event of its occurrence.

It is not an analysis of the vulnerability or consequence of a hazard impacting these elements at risk but is
simply the detailed identification of those that may be exposed if and when a hazard manifests.

Elements to consider may include:

e Essential infrastructure:

power (e.g. HV and LV transmission lines, circuit towers, sub-stations, generators)
communications (e.g. mobile towers, NBN infrastructure, phone lines)

water (e.g. reservoirs, water mains pipes, pump stations, sewerage treatment plants)
transport infrastructure (hubs such as airports, heliports, ports and ferry terminals)

fuel infrastructure (e.g. oil & gas pipelines, bulk fuel storage, oil & gas terminals).

e Access/resupply:

roads (e.g. National Highways, State Strategic Roads, Regional Roads, District Roads)®*
rail (e.g. freight, light and heavy rail)
air (e.g. domestic and international, aerodromes, heliports, defence)

maritime (e.g. ports, ferry terminals, river crossings).

e Community and social:

— population centres (e.g. villages, towns, cities)

demographics (vulnerable persons, medically dependent people, young or elderly people, people
from non-English speaking backgrounds)

social infrastructure (e.g. schools, youth centres, community centres)
centres of governance (e.g. town halls, council offices)

building stock (e.g. precode-1980 buildings, post-1980 building stock)
emergency shelters

cultural elements (areas or objects of cultural or religious significance).

e Medical:

hospitals
clinics

aged care facilities.

1 Classifications derived from Queensland’s Department of Transport and Main Roads
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e Significant industries:
— heavy industry and manufacturing
— transport and logistics
— agriculture
- tourism
— local or other significant industries.

® Environmental:
— local species and ecosystems
— Areas of Ecological Significance (AES).

This list is not exhaustive and will not apply to all areas. Professional judgement coupled with extensive

stakeholder engagement should be used when analysing the elements that may be exposed if a particular
hazard manifests.

Once all exposed elements have been identified, it is important to use geospatial referencing to map the

locations and the interdependencies of these elements. This is an essential step in assessing the impact

of hazards upon the elements — and in particular the networks and systems relevant to their effective and
efficient functioning — across broad areas. An example is provided in Figure 4.

Most of the relevant information pertaining to essential infrastructure will be held by system, network and
asset owners or operators such as local governments and government-owned corporations or agencies.
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Step 3 VULNERABILITY: assessing the vulnerability of exposed elements

Step 3 VULNERABILITY assesses the level of vulnerability of exposed elements. The identification of
vulnerability is a direct precursor to identifying risk. Including vulnerability in the methodology allows for
the analysis of individual characteristics of a community and ensures all risk management planning is “fit for
purpose’ for that particular area. Conversely, risks to a particular community can be reduced by addressing
these identified vulnerabilities.

In this process, vulnerability is categorised using a precise and factual assessment of the level of
susceptibility, the ability to sustain a community during and post an event, and the effectiveness of current
control and mitigation measures.

The assessment includes consideration of:

¢ loss of essential infrastructure and recovery timeframes

repair/rebuild timeframes of essential infrastructure
e access/resupply to/or evacuation from the area/community/site

e topographic features of the area/community/site that exacerbate the impact of a hazard

demographic features of the area/community/site that typify the population as vulnerable

health support services available in the area/community/site
e effectiveness of current control or mitigation measures.

The identified vulnerabilities must be documented in a table, provided at Appendix 5. This table helps to
define the key elements to consider in terms of how susceptible an element and ultimately the community
is to a hazard manifesting in the area.

Geospatial (GIS) analysis of vulnerability based on topographic features (i.e. the geography of the
landscape) and geomorphology is a useful first tool when assessing the impact of natural hazards, such
as a severe weather event (tropical cyclone or severe thunderstorm) on exposed elements. For example,
low-lying areas near a river are vulnerable to flooding while valleys with steep slopes may be vulnerable to
landslides during heavy rain.

Generally, vulnerability based on topographic features and geomorphology will vary from hazard to hazard
but considering these can be useful when it is difficult to access reliable data for assessing the probability
of a hazard occurring. That is, if it is difficult to make an assessment of probability of occurrence, the effects
of “known events” (i.e. those that have occurred within living memory) can still be simulated or modelled to
better inform those assessments.

Within this phase of the risk assessment process, essential infrastructure can also be identified through
geospatial analysis of your area — layers within GIS mapping (open source or derived through consultation
with infrastructure owners and operators) can provide detailed information on essential infrastructure.
Given that Queensland’s Disaster Districts tend to be intersected with systems and networks (e.g. power,
water, communications) and Local areas tend to be the terminus of such networks, the potential impact of a
hazard on these interlinked networks needs to be considered in detail as part of the planning process.




As an example, identifying the vulnerability of vital transport and supply networks (i.e. road, rail and air)
helps to determine the anticipated impact to the community in the event of a hazard occurring. This is

commonly known as Disruption-Related Risk.*

19

ASINZS 5050:2010 Business continuity — Managing disruption-related risk.
12Climate Council of Australia (December 2016). Super-charged Storms in Australia: The Influence of Climate Change.

'3 Australian Energy Market Operator (October 2016). Update Report — Black System Event in
South Australia on 28 September 2016.
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Step 1 LIKELIHOOD: assessing the likelihood of occurrence

The key imperative of Step 1 LIKELIHOOD is to help disaster management practitioners identify the most
credible likelihood of an event occurring, based on historical data.

This step relies on using the Likelihood Table (Table 2) which was developed specifically for this handbook
using multiple sources including the Australian Institute for Disaster Resilience and Geoscience Australia.
This table provides rankings based on the frequency and severity of hazards using the past 50 years of
meteorological and geological observations. The same system can be applied to anthropogenic hazards.

The information specific to your area of interest can be derived from local area observations and relevant
agencies such as the Bureau of Meteorology and Geoscience Australia. 21

With regards to natural hazards, this approach allows planners to focus on more recent patterns,
recognising the changing environment and frequency of occurrence of severe weather events.

Further, it allows the assessment of multiple possibilities without relying solely on using the Annual
Exceedance Probability (AEP) discussed in Process 1, Step 1 HAZARD.

Likelihood Table

Historical Likelihood Likelihood Level

Has occurred 3 or more times in the
last year or at least each year over the
last 5 years

Almost certain to occur in most cases

Has occurred twice in the last 5 years L7 B G R o

cases
Has occurred twice in the last 10 years Possible Might occur in most cases
May occur, and has occurred once in . .

Unlikel! Not expected ccur in most case
the last 20 years ely ot expected to occu ost cases
May only occur in exceptional circum- Will only occur in exceptional
stances or has occurred only once in circumstances and has not occurred in
the last 50 years or more most cases

Table 2 - Likelihood Table

1450 year timeframe has been assigned based on the availability and quality of data across the hazards most prevalent throughout Queensland.
This has been done in consultation with the Australian Institute for Disaster Resilience, Geoscience Australia and the Queensland Reconstruction Authority.

e
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Using the Likelihood Table and geospatial analysis of data sourced from relevant agencies (such as the
Bureau of Meteorology and Geoscience Australia), the assessment of the likelihood of occurrence is
achieved by following four stages (an example of which follows):

1. Analyse the number of manifestations of a particular hazard and the levels of severity?> which have
occurred over the last 50 years within the area of assessment.

2. ldentify the most frequent level of severity of occurrence within the area of assessment over the past
50 years to derive the Most likely scenario.

3. Establish the most severe level of occurrence within the 5o year period to derive the Credible
worst-case scenario.

4. Assign the level of likelihood to both scenarios using the first column of the Likelihood Table. This will
assign a level of risk of likelihood to the identified risk of between Rare to Almost Certain.

By narrowing the likelihood aspect to the 5o year timeframe, disaster management planners can factor

in climate change adaptation, an increasingly complex and problematic phenomena. Modelling the Most
likely and Credible worst-case likelihood scenarios allows planners to evaluate and review their capability
and capacity, which will inform responses to identified risk.

Once again, the need to apply professional judgement during this assessment remains critical. If climate
science data and projections are available, are relevant to the assessment and endorsed for use, then they
should also be taken into consideration.

Unlike other hazards, geological hazards such as earthquakes cannot be forecast with a degree of
accuracy. Historic records provide an indication of recent seismicity (frequency, intensity and distribution
of earthquakes) which may not be an indicator of future seismic activity. A measure of probability of
occurrence can be derived from a detailed understanding of the relevant geological and geophysical
processes that effect Australia in consultation with relevant agencies.

During the risk assessment, if a Local or District planner identifies the need for further evaluation of the
potential geological hazards within their area, they should consult with the relevant agency for further
specialist advice.

"5 As per Bureau of Meteorology or Geoscience Australia definitions.

6 Geoscience Australia (2017). Where do Earthquakes Occur?




Step 2 VULNERABILITY: finalisation of vulnerability assessment

Step 2 VULNERABILITY involves the review and finalisation of the exposure vulnerability assessment made
as a result of Process 1 as a precursor to the assessment of the level of consequence of an event.

No alteration to the initial level of vulnerability based on likelihood should be made as the vulnerability of
an element remains constant whether the hazard occurs regularly or not.

The level of vulnerability should only be reassessed if:
1. existing controls are in place to mitigate identified vulnerabilities of exposed elements and/or

2. a risk mitigation strategy hecomes apparent during consultation with an owner or operator of an asset
or network during the planning cycle.

23

Effectiveness of current controls and mitigation measures

The final component of assessing vulnerability comprises stakeholder engagement with owners and
operators of the identified system, network or asset at risk to undertake an informed review of current
control or mitigation arrangements including:

e preparedness for an event (plans, processes, resources and capabilities)
¢ the level of redundancy and the impact of rebuilding should the hazard manifest
e supporting plans and arrangements.

The effectiveness of these controls — including the length of time required for such controls to be
implemented or the anticipated timeframes involved for restoring or resuming of any disrupted service —
must be identified. Discussions with stakeholders will play an essential role in determining the impact the
outage of a particular infrastructure asset will have on the community.

For example, if communications infrastructure or an electricity distribution network is exposed to a hazard
and is inoperable for an extended period, what would the duration of the outage be? It is necessary to
consider redundancy: how long it would take to repair or rebuild and what percentage of the population
relies on that piece of infrastructure or network?
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Treatment options for the identified vulnerability will be discussed after the assessment has been
completed and will be detailed and recorded within the Risk Register and Decision Log (discussed later in
this handbook).

When a highly vulnerable piece of infrastructure is identified, it is essential to consult with the owner and
operator of the infrastructure to identify and assess their mitigation or control measures. If no measures
are in place, this would lead to a high vulnerability rating and act as a red flag for the purposes of planning.
It would also be an impetus to encourage and assist the infrastructure owner and operator to develop and
implement an appropriate mitigation measure.

Critical infrastructure, significant industries and business continuity management

The vulnerability of critical infrastructure and significant industries are often considered through discrete
processes such as Business Continuity Management (BCM) or disruption related risk assessments due
to the fact that disruptions to these infrastructure and industries can have serious short and long term
implications for business, governments and communities.

Current Standards such as AS/NZS 5050: 2010 describe the application of the principles, framework and
process for risk management, as set out in AS/NZS I1SO 31000: 2009, to disruption related risk. Owners
and operators of critical infrastructure and significant industries currently undertake analysis of disruption
related risk through a thorough risk assessment prior to the completion of a Business Impact Assessment
(BIA).

The risk assessment process within this handbook can assist in defining and prioritising a number of
disruption scenarios, which in turn will assist in analysing:

¢ vulnerabilities of the systems, structures and locations in which business activity occurs
e organisations’ capability and capacity to manage any vulnerabilities
¢ dependencies and interdependencies

¢ knock on effects of “consequences” including cascade and cumulative effects.

Overall, the Business Impact Assessment for critical infrastructure and significant industries should reveal:

e processes, capabilities, infrastructure and other resources which if disrupted would prevent
achievement of critical business objectives

¢ the level of vulnerability of processes and capabilities

e priorities for action.

Risk treatment for critical infrastructure and significant industries
Treatment options fall into two broad categories for both risk assessments and disruption related risks:

1. Proactive approaches involving prevention and protection (preparedness) measures which may
influence the potential and/or scale of disruptive events.

2. Contingency plans and contingent capability (response) to minimise the impact on critical objectives
by a potentially disruptive event.




Development of contingency plans and contingent capability can assist to eliminate, reduce and stabilise
the impacts of events, restore or continue critical business functions (objectives), and expedite restoration
of normalcy (recovery).

Communication and cooperation between the owners and operators of critical infrastructure and significant
industries with their respective level of the QDMA is key to the development of realistic, responsive and
effective plans.

Step 3 CONSEQUENCE: assessment of the likely impact

Step 3 CONSEQUENCE determines the level of consequence of an event — the impact based on the
assessment of severity of exposure and the level of vulnerability.

25

The level of consequence is an assessment of what the projected or anticipated impact would be, either
directly or indirectly, of the hazard manifesting on Local, District and State assets. These may be short term
and longer term impacts in duration (i.e. weeks, months, years) depending on the severity of the impact.

In assessing exposure and vulnerability we can determine the level of impact of a hazard manifesting by
identifying key features of a community that include:

e people (casualties) — the number of casualties and fatalities

¢ financial and economic — impacts to the Queensland economy, which may include a decline of
economic activity (over months or years) or a decrease in government revenues from critical and
essential infrastructure and significant industries

e community and social — destruction or damage to objects or places of cultural and religious
significance and community cohesion (e.g. churches, community centres)

¢ public administration — governing bodies’ ability to cope within response and recovery phases and
the resulting level of public confidence and media criticism

¢ environmental — damage or destruction to natural resources, ecosystems or species
(e.g. Great Barrier Reef).

In assessing the level of impact or consequence, consideration should be given to the fact that an
impact on one area may have a direct or indirect impact on another. This is known as the Consequence
Wheel, shown in Figure 6.

To assess and classify the consequence, a Consequence Table has been developed for this handbook and
is located at Appendix 3. The levels of assessment range from Insignificant to Catastrophic for each of the
five features listed prior (people, financial and economic, community and social, public administration and
environmental).

While the criteria and levels provided are derived from NERAG 2015, some aspects of the criteria such

as ‘People (casualties)’ and ‘Financial and economic’ assessments have been developed based on the
Australasian Triage Scale and advice from Queensland Treasury.” These criteria and levels apply across all
levels of the QDMA.

'"Descriptors based on the Australian College For Emergency Medicine (ACEM) — Guidelines on the implementation of the Australasian Triage Scale in
Emergency Departments, November 2013.
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Note: An important caveat to assigning an overall level of consequence is that a hazard may manifest and
impact across several of the categories detailed above but some impacts may be more severe than others.
As such, the overall level of consequence should be assigned based on the highest rated impact in order
to plan and mitigate against all possible outcomes. Once again, professional judgement should be applied
and/or key stakeholder engagement undertaken.

* Resource for use: To assess and classify the consequence, a Consequence Table is located
at Appendix 3.

FINANCIAL
& ECONOMIC

26

HAZARD

COMMUNITY & PUBLIC
SOCIAL IMPACT ADMINISTRATION

ENVIRONMENTAL

Figure 6 - Consequence Wheel




Risk Statement development

After assessing the vulnerability, evaluating the effectiveness of controls and identifying consequences

to the elements at risk, a Risk Statement should be completed to aid the future composition of the

Risk Assessment Table and Risk Register. The Risk Statement seeks to focus the disaster management
practitioner on the “what if?” aspects of the assessment. It also helps to rationalise the future assessment
of consequence within Process 2: Determining the level of risk. Risk statements provide further context for
developing risk treatments by concisely detailing the cause of the risk and its anticipated effects.

The following information should be identified when developing risk statements:

the hazard and its characteristics

what, who and where may be impacted (exposed elements)

a description of the impacts from the hazard manifesting (vulnerability)

any control or mitigation measures in place (short and medium to long term)

the anticipated duration of impact (short and medium to long term). 27
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Assigning the level of risk

After completing each step of Process 2 (Likelihood, Vulnerability and Consequence) an overall level of risk
can be calculated and assigned.

The Risk Matrix used in this process (Table 3 and expanded at Appendix 4) inputs the likelihood (X),
vulnerability (Y) and consequence (2) levels (ranked 1-5 respectively) to output an overall severity rating
(1-13). The severity rating is then broken down across five levels of risk which range from Very Low

to Extreme.

28 Likelihood (X) m Unlikely (2) Possible (3) Likely (4) Almost Certain (5)

Vulnerability (Y) V.Llow Low Mod High Extr V.ow Low Mod High Extr V.Low Low Mod High Extr V.Low Low Mod High Extr V.Low Low Mod High Extr
m @ 6 @ 6 0 @ @ @ 6 O @ @ @ 6 O @ 6 @4 6 O @ @ @ 6

INSIGNIFICANT (1) F\/8 VL3

1
MINOR (2) VL2

)

@

o

b5

= MODERATE (3)

[

2

o MAJOR (4) m

o

CATASTROPHIC (5) m mm

Key: V.L= Very low; L = Low; M = Medium; H = High; E = Extreme Scale: 1 (lowest) to 13 (highest)

Table 3 - Risk Matrix

Awarding an overall level of risk seeks to aid planners in determining the prioritisation of future responses
and resources.

The initial level of risk — known as the inherent risk — is derived from the Risk Matrix and it is highlighted in
the Risk Assessment Table and Risk Register as part of the finalisation of the risk assessment process.

Risk levels are used to assess the best strategies for mitigating or controlling risk and seek to identify
response options and allocation of resources.

The level of risk will only change once control measures have been applied to the elements at risk (as
discussed within the vulnerability assessment in Process 2, Step 2 VULNERABILITY).




Risk treatment

Risk treatment strategies aim to determine and implement the most appropriate actions to treat (control or
mitigate) the identified inherent risk. These actions typically comprise both short and longer term strategies
to address immediate impacts and the resultant ongoing issues.

(When identifying strategies, it is important to prioritise responses to inform decisions about what is to be
done, when and by whom. This requires understanding of attributes such as urgency, controllability and
response effectiveness in order to execute the actions effectively and in a timely manner for the best return
on available resources.)

Once treatment of risk measures have been identified, planned or put into place, it is important to then
consider the residual risk.

29

Residual risk is the risk that is beyond the capability and/or capacity of the Local or District community or
communities and existing disaster management arrangements to treat or mitigate.

Residual risk must either be accepted as tolerable or should be transferred to and/or shared across the
next level of the disaster management arrangement (upon consultation). This will allow for the residual risk
to be understood and treatment or mitigation measures to be developed as per the Risk Planning Equation
shown later in Figure 7.

The two examples below seek to illustrate the complexities of residual risk management:

Residual risk can also be shared horizontally across the disaster management arrangements. For
example, if a local government — through the Local Disaster Management Group — identifies they have the
capability to respond to an event that is beyond other local governments within the District they may elect
to share that capability in a pan-local government arrangement.
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This section outlines the key documentation needed to effectively identify and manage risks, which are:

e Risk Assessment Table - records all the hazards identified, considered and addressed
e Risk Register — outlines the risks that require attention and treatment options for further action
e Decision Log — outlines and records ‘key decisions’ in the assessment of risks.

All three tables including the Decision Log have the ability to numerically record and track key decisions
throughout the risk assessment process.

Risk Assessment Table

The Risk Assessment Table is used to record all the hazards considered, identified and addressed within
the assessment process outlined in this handbook. Some matters considered within the Risk Assessment
Table may not be recorded in the Risk Register if their consequences and subsequent treatment options
are not considered significant enough for further consideration. However, this must be noted within the
Decision Log.

31

The Risk Assessment Table should provide evidence that demonstrates the identification, assessment and
future treatment of risk. It should contain the following key criteria:

¢ the hazard being assessed

¢ the probability of occurrence (derived from the AEP assessment)

¢ key elements that will be exposed if the hazard manifests

¢ avulnerability rating for exposed elements (from Very Low to Extreme)

¢ 3 likelihood assessment level (from Rare to Almost Certain)

e existing risk treatments or controls (short and long term measures that exist to treat or control the risk)
¢ aconsequence level (from Insignificant to Catastrophic)

e inherent risk level (risk level as a function of exposure, vulnerability and consequence)

a Risk Statement (i.e. what is impacted, who is impacted and where is impacted).
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Risk Register

The Risk Register outlines the risks that require attention and provides treatment options for further
action. This additional action is vital to risk based planning and for transparency and accountability in the
management of residual risk and the subsequent request for and provision of support if required.

A Risk Register should be prepared for each level of QDMA with the overall decision on the residual risk i.e.
Accept, Mitigate, Transfer or Shared, clearly annotated at the end of the register. Remember, the decision
to transfer residual risk can only be made based on the capability and capacity of Local, District and State
levels to appropriately mitigate and treat that residual risk.

The example Risk Register provided at Appendix 6 demonstrates that, for each risk, the disaster Risk
Register includes:

e ariskidentification number — an alphanumeric identifier

¢ Decision Log reference number — linked to the Decision Log Table (Appendix 7)
e the hazard being assessed

e the exposed elements

¢ the Risk Statement

¢ inherent risk level

e existing risk treatment or controls

¢ |ocal and District capability and capacity to manage the identified risk
¢ capacity gaps (or residual risk)

¢ consequence rating (against the capacity gaps or residual risk)

e residual risk rating

e residual risk either accepted, mitigated or transferred or shared.

Decision Log

The Decision Log (refer Appendix 7) and any supporting documentation associated with a Risk Register is
designed to outline and record key decisions in the assessment of risks, including the rationale behind
judgements and decision, and who was involved.

The Decision Log should succinctly and efficiently capture critical attributes of the key decisions made
during the risk assessment process, particularly where additional detail is required. In instances where
the risk is transferred from or shared across one level to another, the rationale should be clearly outlined
and justifiable. This allows for transparency in decision making and clearly outlines those involved in the
process.




The Decision Log can and should accurately record the timeline for implementation of future risk treatment

options. This should include:
¢ the date the plan for the risk treatment option was accepted
¢ the date for implementation
¢ details of the person, organisation or agency responsible for the implementation

¢ the date for review of progress towards implementation.

33
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Action plan: risk assessment process

The below table summarises the entire risk assessment process as well as defining the resources to
use and outputs that should be derived throughout each process and step, ultimately resulting in the
development of a detailed, robust Risk Assessment Table, Risk Register and Decision Log.

Step 1 HAZARD

Assess the hazard using
the Annual Exceedance
Probability (AEP)

Step 2 EXPOSED ELEMENTS
Develop detailed list
of elements at risk,

with reference to local
geospatial characteristics

Step 3 VULNERABILITY

Assess vulnerability of
exposed elements

Step 1 LIKELIHOOD
Assess likelihood of
occurrence using

scenario modelling
from past 50 years data

Step 2 VULNERABILITY

Refer to Process 1, Step 3

Step 3 CONSEQUENCE

Assess the projected
impact of the hazard
occurring

Appendix 1 — Calculating

Annual Exceedance
Probabilities

Geospatial tools

Consultation with
all relevant stakeholders

Geospatial tools

Consultation with all
relevant stakeholders

Appendix 2 — Vulnerability
Table

Likelihood Table

Consultation with local
area experts and relevant
subject matter agencies
(e.g. Geoscience Australia,
BoM)

Vulnerability rating
from Process 1, Step 3

Consultation with all
relevant stakeholders to
identify any current control
or mitigation measures

Appendix 3 -
Consequence Table

Consultation with all
relevant stakeholders

Probability Rating

Detailed list and
understanding of
exposed elements to
the assessed hazard

Vulnerability rating

Likelihood rating

(Most likely &
Credible
worst-case)

Finalised
vulnerability rating

Consequence rating

Contributes towards
identifying inherent risk
rating

Used in Risk Statement

Contributes to towards
inherent risk rating

Used in Risk Statement

Initial assessment of
vulnerability (carried
forward to Process 2)

Used in Risk Statement

Inputs into Risk

Matrix to inform

overall level of risk
Recorded in the Risk
assessment Table & Risk
Register

Inputs in to Risk Matrix to
inform overall level of risk
Recorded in the Risk
Assessment Table & Risk
Register

Inputs in to Risk Matrix to
inform overall level of Risk

Recorded in the Risk
Assessment Table & Risk
Register

Used in Risk Statement

Table 4 - Action plan




Appendix 1 Calculating Annual Exceedance Probabilities (AEP)

Communication with relevant agencies is critical throughout the risk assessment process. Professional
consultation with subject matter experts adds rigour to risk assessments and risk based planning. As such,
gathering data about the annual probability of occurrence should be done in consultation with the agencies
that hold relevant data. For example, the Bureau of Meteorology holds occurrence data for tropical cyclones
(cyclones), severe weather and flooding events.

However, much of this data is at a macro-level and therefore not available on a District by District basis.
This has obvious consequences when considering hazards in areas that historically have not had a high
frequency of occurrence but, due to a high frequency of occurrence elsewhere in the state, the AEP will be
artificially skewed for that area.

For example, Far North Queensland has a very high frequency of occurrence of cyclones (»63% or Almost
certain) but Charleville has a very low frequency of occurrence (<10% or Unlikely). However, using a state-
wide assessment of cyclone occurrence would skew the assessment for Charleville to between »10% and
<63% or Likely.

To resolve this issue, this Risk Assessment Process Handbook promotes the use of Geographic Information
Systems (GIS) datasets to overlay historical climatic data onto Disaster Districts to allow for micro-level
assessments. GIS datasets from organisations such as the Bureau of Meteorology, Geoscience Australia
and State Government organisations have a high degree of accuracy and data confidence, and therefore
provide a reliable Average Recurrence Interval (ARI) and subsequent AEP evaluation.

Figure 8 below shows an overlay of cyclones across Queensland over a 100 year period® focused on the
Mackay Disaster District.

B TROFCAL CYOLONE

= & & 0 &
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Figure 8 - Tropical cyclone data overlayed onto Mackay Disaster District (ArcGIS)

18100 year timeframe refers to the time from which accurate capture and recording of cyclones tracking across Australia occurred.
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Analysis of the dataset shows that within this period the District was impacted by 73 cyclones® of varying
intensity and duration. Due to this data and analysis through geospatial tools it is possible to calculate the
AEP for tropical cyclones in the Mackay District alone.

This is done through a two stage calculation:

1. Calculate the Average Recurrence Interval (ARI) using the following equation:

Where:

e T=the recurrence interval (expressed as 1 in x number of years)
e N=the number of years in the set

¢ n=the number of events within that set.

In relation to the Mackay example above, N would equal 100 (the number of years of recorded data)
and nwould be 73 (the number of cyclones that have occurred within that 100 year period). Thus the ARI
would be 1in 1.37 years (or 1 cyclone every 1.37 years).

2. Convert the ARl in to AEP using the following linear equation.?®
AEP =1 ( 1 )

=1—exp|-—
P\ARrI

For the purpose of the Mackay example the equation reads as follows:

1— exp (ﬁ) ~ 0.