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Who am 1?

* Mor Rubin ( )
e Senior security researcher at Microsoft

* Interested in networking, cloud and On-Prem attacks, mitigations and detections

= Microsoft

https://t.me/learningnets


https://twitter.com/rubin_mor
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Agenda

* Introduction to key terms
* NegoEx protocol
* Attacks

* Demo

* Hunting

* Takeaways

https://t.me/learningnets
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Azure AD Joined device

(Windows Server) Active Directory Azure Active Directory

LDAP REST API'’s
NTLM/Kerberos OAuth/SAML/OpenlD/etc
Structured directory (OU tree) Flat structure

GPO’s No GPO'’s

Super fine-tuned access controls Predefined roles
Domain/forest Tenant

Trusts Guests

Ref: Dirk-Jan Mollema “I’m in your cloud... reading everyone’s email”
Troopers '19 https://dirkjanm.io/assets/raw/TR19-Im%20in%20your%20cloud.pdf

https://t.me/learningnets
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AADJ Authenticated Connections

1] Office 365

AADJ

L

P2P Certificate

https://t.me/learningnets
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Primary Refresh Token - PRT

 AJSON Web Token (JWT) for the user and the device it was issued for
e Can be compared to Ticket Granting Ticket (TGT)

e Can be used to authenticate to any application

https://t.me/learningnets
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P2P Azure AD certificate

e Certificate that is used for peer-to-peer authentication between Azure AD joined devices

* |ssued by Azure AD upon request and valid only for 1 hour

18 Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to: yos@ResearchAadlLabEnv.onmicrosoft.com

Issued by: M5-Organization-P2P-Access [2022]

valid from 06/12/2022 to 06/12/2022

https://t.me/learningnets
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Kerberos PKINIT

Kerberos extension allows certificate authentication over Kerberos instead of hash (password)

(1) KRE_AS REQ

(2) KRE_AS REP

(3) KRB TGS REQ - -
5=
-4 (4 KRB TGS RFEP——m—————————
Client

Ref: https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-
kile/b4af186e-b2ff-43f9-b18e-eedb366abfl3

https://t.me/learningnets
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PKU2U

* Based on Kerberos version 5 messages and the Kerberos GSS-APlI mechanism.
* Implemented as a Security Support Provider (SSP) enables peer-to-peer authentication

e Used for authentication in NegoEx when no KDC exists

https://t.me/learningnets
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GSSAPI \ SSPI

e SSPIlis an API that allows application to add authenticity and privacy layer

* |tis applicable to any application that allows '"Windows Authentication'

Application NET Application Internet Application
RPC NET Framework Explorer Layer
SSPI
SSPI Cayer

S T S S

Kerberos [| NTLM || Digest || Schannel || Negotiate || Other

sSSP
Layer

https /L. m@,qébtﬁpﬁwgpfetgicrosoft.com/en-us/windows-server/security/windows-

authentication/security-support-provider-interface-architecture
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NegoEXx

Client Server

Initiator Acceptor

i 1. MESSAGE_TYPE_INITIATOR_NEGO hi
i— ———————— MESSAGE_TYPE_INITIATOR_META_DATA- — — — — — — — h'
L ——————————— MESSAGE_TYPE_AP_REQUEST— — — — — — — — — — Jp-'
I‘-l 2. MESSAGE_TYPE_ACCEPTOR_NEGO '
Ewl— ———————— MESSAGE_TYPE_ACCEPTOR_META_DATA — — — — — — — — -:
EHI— —————————— MESSAGE_TYPE_CHALLENGE— — — — — — — — — — — J
;— ———————————— 3. MESSAGE_TYPE_ALERT— — — — — — — — — — — 1-1'
E.-l— —————————— MESSAGE_TYPE_CHALLENGE— — — — — — — — — — — -i
ir— ——————————— MESSAGE_TYPE_AP_REQUEST— — — — — — — — — — -I-:
:ul- ——————————— 3. MESSAGE_TYPE_ALERT- — — — — — — — — — — — -i
: ———————————— MESSAGE_TYPE_AP_REQUEST— — — — — — — — — — -p:t
i-q- ---------- MESSAGE_TYPE_CHALLENGE— — — — — — — — — — — -:
i 4. MESSAGE_TYPE_VERIFY l-:
Eri 4. MESSAGE_TYPE_VERIFY :

Indicates optional or situation-dependent messages
that are not always sent

https://t.me/learningnets
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Initiator nego

e Contains a random identifies the session

» NEGOEX INITATOR NEGD
“ Header

Signature: MEGOEXTS

MessageType: INITATOR NEGO (@x08000000)

SequenceNum: @

cbHeaderLength: 96

cbMessagelLength: 112

ConversationID: 9d83f8le-56dd-b@lb-6b63-T95814419%8ec

Random: dSfc77674ebach87d83413F29894a59dc4895bcs5712d421140a89cel12802e9T5
ProtocolVersion: @

AuthSchemes: 1 at 96
Extensions: @& at @

* Similar for the server side in Acceptor nego

https://t.me/learningnets
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Initiator metadata

Generated by GSS Query_meta data()

8156 68 BE 38

Ble8 e 38 42 -OBM1KeI

8178 d 53 e G =e(]

else (&= 7a 2d a-t-

8198 &1 32 B85 r2 P

Blad e /3 32 Sege o grdv e
@lbe e 27 e 18" %ol !@---U--
@lcd JE 54 67 -+ Token Signing
@lde ge b2 Elc) Public K ey®’ %84
Ble@ EXENEels 65 6 1!'@---U- -+-Token
Blfe s 69 63 2 S1ENing

B 2ee b 65 79

* Similar for the server side in Acceptor metadata

https://t.me/learningnets
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AP_REQUEST

PKU2U part

v NEGOEX AP_REQUEST -
“ Header W PEU2U
Signature: NEGOEXTS
MessageType: AP_REQUEST (@x80800005) W o as-req

Sequenchum: 4 . 5
cbHeaderLength: 64 F||,_,rr-||:| '

cbhMessagelength: 2449 mso-1 e I":'.r'I'J —as-re 18
ConversationID: 8fTbed4731-61lc?-bcda-7766-ccli g FFI ' I:l I:: :I
AuthScheme: @d53335c-f9ea-4ded-b2ec-4ae37860e S padata: 1 1tem

v Exchange: 2385 bytes at 64
¥ PA-DATA pA-PK-A5-REQ

ExchangeOffset: 64

ExchangeByteCount: 2285 Ty padata —t}.l'FIE ' Fl_IE'._FII'{_.IE'.S —HEQ |:: 16 :|

ExchangePad 1 @&da
T Pruzy * padata-value: 385288128832836

Y as-req
pvno: 5 ¥ signedAuthPack
msg-type: krb-as-req (18)
v padata: 1 item
v PA-DATA pA-PE-AS-REQ
v padata-type: pA-PK-AS-REQ (18)
v padata-value: 385285125882858308320380a828183318b388986A52bA03021a050083082021T86872bAE6..

v signedfuthPack
https://t.me/learningnets
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CHALLENGE

PEU2U
PKU2U part v [EE—
» NEGOEX CHALLENGE pvno: 3
Header msg-type: krb-as-rep (11)
AuthsScheme: B8d53335c-f9ea-d4deéd-b2ec-4ae3786ec3@s o padata: 1 item
“ Emxchange: 3143 bytes at 564 “ PA-DATA pA-PK-AS-REP
fc:a”g‘f&ffﬁt’ o ~ padata-type: pA-PK-AS-REP (17)
sxehangeBytetounts 3143 v padata-value: aB8206ab30820¢
ExchangePad: 28ea .
~ PEUZU dhSignedData
v as-rep crealm: WELLKNOWN:PKU2U
pwvno: 5 Cname
msg-type: krb-as-rep (11) w t+icket
* padata: 1 item Fht-vrno: 5
¥ PA-DATA pA-PK-AS-REP realm: WELLKNOWN: PKU2U

“* padata-type: pA-PK-AS-REP (17)
“* padata-value: a@8286ab388286a738582857T3838:
dhSignedData
crealm: WELLKMNOWN: PKU2U
Ccrname
v ticket
tkt-vno: 5
realm: WELLKNOWN: PKUZ2U

https://t.me/learningnets
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VERIFY

 NegoEx validator

* Checksum all previous messages

» NEGOEX VERIFY
~ Header

Signature: NEGDEXTS
MessageType: VERIFY (@xBe22228%65)
SequencNum: 7
cbHeaderLength: 88
cbMessagelLength: 92
ConversationID: 8fbed4?731-61lc?-bcda-7766-ccl@ed83bbab2

AuthScheme: 8d53335c-f9ea-4d@d-b2ec-4ae3786ec388
“ Checksum

cbHeaderLength: 28

ChecksumScheme: rfc3961 (1)

ChecksumType: 16

“ Checksum Vector: 12 at 88
ChecksumOffset: 88
ChecksumCount: 12
ChecksumPad: @ea8
| Checksum: bcflS@36el2a6754e3a8fbse |

https://t.me/learningnets
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NegoEx Relay

III

e Data is not shared between computers to find the “real” source

* Authentication process is easily relayed when not signed

=0l

* Relaying back to victim does not work

https://t.me/learningnets
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NegoEx Relay

Client

-

Init nego, Init metadata

Acceptor nego, Acceptor metadata

AP_REQUEST

CHALLENGE

Generate AP_REQUEST ’ l

(KRB_AP) from CHALLENGE

and NegoEx verify AP_REQUEST, VERIFY

CHALLENGE, VERIFY

4

https://t.me/learningnets

Attacker

Server

Client

Init nego, Init metadata
Acceptor nego, Acceptor metadata

AP_REQUEST
. Verify AP_REQUEST

CHALLENGE (AS_REQ) and generate

AP_REQUEST, VERIFY
) . (AP_REQ) and generate

CHALLENGE, VERIFY CHALLENGE (AP_REP) and
. NegoEx verify message

Verify AP_REQUEST
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NegoEx Relay

Client

Init nego, Init metadata

Attacker

Server

Client

Init nego, Init metadata

Server

e

Acceptor nego, Acceptor metadata

Acceptor nego, Acceptor metadata

— - ———

https://t.me/learningnets
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NegoEx Relay

Client attacker can modify Attacker Server
client’s name

% addresses: 1 item DESKTOP-RAQNRES<2@:
% HostAddress DESKTOP-RAQNRES<28:
addr-type: nETBIOS (28)

NetBIOS Name: DESKTOP-RAQNRES<28>

|
Server i Client
|
|
AP_REQUEST : AP_REQUEST
|
: (AS_REQ) and generate
CHALLENGE —
CHALLENGE : CHALLENGE (AS_REP)
|
|

https://t.me/learningnets



O

black hat

= ==

NegoEx Relay

If client name
) modified, another
Client auth attempt Attacker Server

AP REQUEST VERIFY

Server Client

AP_REQUEST, VERIFY Verify AP_REQUEST

- > (AP_REQ) and generate
CHALLENGE, VERIFY CHALLENGE, VERIFY CHALLENGE (AP_REP) and
— - - e — NegoEX Verify message

I
I
U U R

https://t.me/learningnets
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NegoEXx Relay - Changed client name

Client

L]

Init nego, Init metadata

Attacker Server

Server Client

Init nego, Init metadata

Acceptor nego, Acceptor metadata Acceptor nego, Acceptor metadata

https://t.me/learningnets
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NegoEXx Relay - Changed client name

Client Attacker Server

PKU2U AP request

AP_REQUEST, VERIFY

Server Client

AP_REQUEST, VERIFY Verify AP_REQUEST

CHALLENGE, VERIFY CHALLENGE, VERIFY CHALLENGE (AP_REP) and

U PN

https://t.me/learningnets
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PRT To Cert

"ctx": "XLYol3j84FPB8CzB6948G2L1KEZYuhRZE"
FA

"aud": "login.microsoftonline.com”,

"cert token use": "user_cert”,

"client_id": "38a2a3b87-a86d-4817-b275-7a316988d93b",

“csr':

"MIICATCCAVACAQAWMDEUMCWGALUE AWwWldGplimZvemRzQGF@cHI 1c2VhemNolmIubWl jem9zb27@8L mNvbTCCAS
HePQC832005]ZzbdtR1riGWisX1CUNImmtE /eSVFINTHE2xgz4mIzZ1gMeGhy 587 3AT0LaBBuzw/ FF55colPO2r
Ig3MoEXbWCclipp7ydrwPplgdvhldrshaM3EoTXHs akr SMitGFEAUSnHYNrvPFnY xS/ gcaPOH)RSObTEIHFpUA
RY@RbDWzkUSgYbCBwpgnsndGdrF73K1ImLPThuSrlIugRmMcfIzelgRkiGuwVABp TEBCAWEALBAAMABGCSqGSIh:
JUFQSMIATKBGS T+FxdTHOHO8Pc /d5pYHS sWHSAT Sy jW7 gvLWhZy1BbNZHwelGusfGFCag7BI2y3dZgw3UY+hSF]
UsQu+bNu@j45GGcXbYa3kGjufFgilCTkmyFyxwpCSRhn37kNdORUTZuGZAdxLhu3XIEBGEbSoIZGFYT7CCQ04AGe
KHO@+Xrv+R+v5Ssqukp/25rYIIgHKCBuky seyM+KGh",

"csr_type": "htip://schemas.microsoft.com/windows/pki/28689/81/enrollment#PKCS10",

"grant_type": "refresh_token",

"iss": "aad:brokerplugin”,

"refresh_token™: "@.ATkAYSdbAZUjoUilxnig3rfk0Ic7qjhtoBdIsnVeMUmIZ2ZTs5AB0 . AgABAAAAAAD- -
SArU_aSiX8965g2mjzvDPK44gVAR6v3dz_7iAlmCKHNptk2dMtum7USj7FT998z_3K6tPpEOtkT_29vrobffibn
gFIXYw_2uliGrmIHjS4AcIQ-1R7VY136TZ330e-G81P_ePxk9wmCEGLIEBELAYy 3 INHYFEvS-
ROKmVIWSWggRoBVmTCuTNsSLgml18B7 1 TxFllkvAdZAhyi7NkblggeAbQ2N0_6UoMsEKcivxA9BgF 3WF3MvhDbf2yk
umZ7sm_splZbdsqllSbvFrdl3_5Kw59IUy8hHEBTAnaR3I3FNuVfEaleP36PKTWVSgicDBalzMITF-
33I0bSwFywIgfydmcFQUIsAOMQQBL99GEBALIFPACqgdSor2uBKaPl3HAY yKnX_ QaFWAAXEDHVSL2761vdabzwrhi
_LFI1TIImDY LWGS cuuSxbI92ulRwlCx7 13T jrPFEMKmWMran7gnTMEVE aSKUoW@Ybc7KeLByePihkXsuljSmDUS
zAb2EFdT_CAyZDRuwYr@SaD54B1y0RcsdkY csq@z80uPHxHItFYhxRDK sXWRWHWDSRGEN =AbUbd1cJh1iDGZE_Fb
Bel2bRBaoli0pdvCIixViSsndCYyhUas2tfGe_xyUTmHNZyzdNKoPgTiNi9-dHPze@WVFz cKNokYmlkQD17PETMuwn
QL9HnsGs0EC_B5IMTQtOpFnVn2hbfENNmESPIFInZp3R_BQytg2elpedVCacids-

ZEDN@&h9h] 280kdXz4izdP98hfUISdFE01y1BkXDHQaGDvOIzPK7Pn0s9LIy_1g6iehIB3gI7D35z9TXUvGDEHLY
guYDtL@GwLdS5ZwEymRj8y IU™,

"request nonce": "AwABAAAAAAACAOz BADE zO0QztoBSWLOcV1XgAjnuuHhAoRyf+ tSsERPPULOMUZx1K>

"scope": "openid aza ugs"

}.[5ignature]
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PRT To Cert

Body
Mame Value
reguest ey IhbGdOilIUzI INITsImMO0eCISIIhMWAWY SMM 2owMC
Transformer Headers TextView SyntaxView ImageView HexView WebView Auth Caching Cookies =F
=1 JSDN

cert_token use=user_cert

expires_in=3599

... expires_on=1613856405

ext_expires_in=0

id_token=eyJ0eXAiQiJKV 1QILCIhbGdOiJub251In0, eyIhdWQIOilzOGFRM 2I4My 1hMD ZkL TQEOM T oty JIINS0 3 TMxMNjk 340G Q SM2TILC Ipc
refresh_token=0.ATkAY93dbAZLEoUilxnig3rfkOIc7gjhtoBdIsnVaMWmIZTs5ABo. AgABAAAAAAD-DLASNVOTQrddglg?WevrAgDs w(
resource=urn:p2p_cert

session_key_jwe=eyJllbmMiQiJBEMjLUZROMMIiwi W xnLjoilINBLUSBR.VAIFQ . nrrvI9-iSg JAwtWDMNOIgQIH 1wvEr _ XzzwTUoelvnojMIChfr
.. token_type=x50%

¥ 5c=MIIEVTCCAz2gAwIBAgIQIOEowa 1C 1 uchzsc7ajd zAMNEBgkghkiGowiBAQsFADBMMUswSQYDVQOQDHKIATOBETACOATWE v AGCAY(
.. 5c_ca=MIIDRTCCAi2gAwIBAgIQGEIX 3¥s9HpREMbsfAj SThDAMBgkghkiGewIBAQsFADBMMUswSOQYDVQOQDHKIATQETACOATWE AL

https://t.me/learningnets
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Pass the certificate

* Possible by requesting new certificate from PRT or by stealing a
certificate from the certificate store on computer

168 5.659343 172.23.1.176 172.23.1.63 TCP 1514 63886 -+ 445 [ACK] Seq=388 Ack=1163 Win=2188992 Len=1468 [TCP segment of
= 161 5.659343 172.23.1.176 172.23.1.63 5MB2 1582 Session Setup Request, INITATOR NEGD, INITIATOR META DATA, AP REQUEST
162 5.659413 172.23.1.63 172.23.1.176 TCP 54 445 » 63886 [ACK] Seq=1163 Ack=3288 Win=2182272 Len=8
- — 163 5.691521 172.23.1.63 172.23.1.176 5MB2 3372 Session Setup Response, Error: STATUS MORE _PROCESSING REQUIRED, CHALLENC
164 5.691868 172.22.1.176 172.23.1.63 TCP 54 B38B6 + 445 [ACK] Seq=3288 Ack=4431 Win=2182272 Len=8
165 5.693763 172.23.1.176 172.23.1.63 TCP 1514 63886 » 445 [ACK] Seq=3288 Ack=4431 Win=2182272 Len=1468 [TCP segment ol
166 5.693763 172.23.1.176 172.23.1.63 5MB2 317 Session Setup Request, AP REQUEST, VERIFY
167 5.693802 172.23.1.63 172.23.1.176 TCP 54 445 -+ 63886 [ACK] Seq=4481 Ack=4931 Win=2182272 Len=8
173 5.7838385 172.23.1.63 172.23.1.176 5MB2 458 Session Setup Response, CHALLENGE, VERIFY
174 5.783638 172.23.1.176 172.23.1.63 SMB2 158 Tree Connect Request Tree: \\client7\IPC%

https://t.me/learningnets
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Windows events

Windows event 4624 can be leveraged for hunting of NegoEx logins

Mew Logon:

Security 1D: AzureAD\yos
Account Mame: AzureADN\yos@ResearchAadLabEnv.onmicrosoft.com
Account Domain: -
Legon |D: Onb622EFT2
Metwork Information;
Workstation Mame; DESKTOP-RACMRES
Source Network Address:  172.18.255.51
Source Port: 57137

Detailed Authentication Information:
Logon Process: Pkudubsp
Authentication Package: NEQI:IE:-:tender
Transited Services:
Package Mame (MTLM only): -
Key Length: 0

https://t.me/learningnets
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Traffic analysis

Traffic analysis tools like Zeek can parse NegoEx and extract the relevant data

5MB2 1582 Session SE'I:LJ[J- Request INITATOR NEGD, INITIATOR META DATA AP REQ.

version: v3 (2)
[serialMumber: @x5cecffa328ee476316bl8f684136ccl3|
“ signature (sha256WithRSAEncryption)
Algorithm Id: 1.2.848.113549.1.1.11 (sha256WithRSAEncryption)
“ dissuer: rdnSequence (@)
* rdnSequence: 1 item (id-at-commonName=%228MY\2285%008-\Bee0\Beer\eeeg\eeea’\eeeniepeil)
¥ RDNSequence item: 1 item (id-at-commonName=%8@eM\2285%\0a8-%2a2a0\2aa8r\Baeg\0aea’\0ae
* RelativeDistinguishedName item (id-at-commonName='\@8aM\e2225\ae8a-\aead\eeer\eeag’
Id: 2.5.4.3 (id-at-commonName)
¥ DirectoryString: bmpString (3)
bmpString: MS5-Organization-P2P-Access [2822]

v yalidity
notBefore: utcTime (@)
notAfter: utcTime (@)
“ subject: rdnSequence (@)
v rdnSequence: 3 items (id-at-commonName=yosf@ResearchfadlLabEnv.onmicrosoft.com,id-at-co

Serial Number Subject
9CoCFFA328EE4T6316B18F064136CC03 CN=yos(@ResearchAadLabEnv.onmicrosoft.com, CN=S-1-12-1-

https://t.me/learningnets
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Mitigations

* SMB signing

https://t.me/learningnets

|/ Local Group Policy Editor

File Action View Help

| 7E XE

[ Local Computer Policy
v il Computer Configura
| Software Settings
v || Windows Setting
| Mame Resolu
|2 Scripts (Starte
= Deployed Prir
v h Security Settir
a4 Account
w | a4 Local Poli
A Audit
a4 User R
a3 Securi
| Windeows
| Metwork L
| Public Key
| Softwarel
| Applicatic
&, |P Security
| Advanced
allil Policy-based

= | H

Policy

| Interactive logon: NMumber of previous logons to cache (in case doemain controller is n...

| Interactive logon: Prompt user to change password before expiration
| Interactive logon: Require Domain Controller authentication to unlock workstation
| Interactive logon: Require Windows Hello for Business or smart card
| Interactive logaon: Smart card removal behavior
| Microsoft network client: Digitally sign communications (always)
| Microsoft network client: Digitally sign communications (if server agrees)
| Microsoft network client: 5end unencrypted password to third-party SMB servers
| Microsoft network server: Amount of idle time required before suspending session
| Microsoft nebwork server: Attempt S4U25elf to obtain claim information
2 Microsoft network server: Digitally sign communications (always)
| Microsoft network server: Digitally sign communications (if client agrees)
| Microsoft nebwork server: Disconnect clients when logon hours expire
| Microsoft network server: Server 5PN target name validation level
| Metwork access: Allow anonymous 5I0/Mame translation
| Network access: Do not allow anonymous enumeration of 54M accounts
| Metwork access: Do not allow anonymous enumeration of 34M accounts and shares

Security Setting

10 logons

5 days
Disabled
Disabled

Mo Action
Disabled
Enabled
Disabled

15 minutes
Mot Defined
Dizabled
Dizabled
Enabled
Mot Defined
Dizabled
Enabled
Disabled

. Disabled

Miralklad
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Tools

* NegoEx relay tool

e Azure AD certificate requestor

e Authentication tool with Azure AD certificate

* Wireshark dissector for NegoEx

* Zeek build that dissect NegoEx Kerberos packets

https://t.me/learningnets
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Takeaways

* Patching is not enough
* Usage of SMB signing is a must
* Hunt hunt hunt

Thank you
Questions?

httpsging nets
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