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Abstract

Bugs in operating system kernels can affect billions of devices
and users all over the world. As a result, a large body of re-
search has been focused on kernel fuzzing, i.e., automatically
generating syscall (system call) sequences to detect poten-
tial kernel bugs or vulnerabilities. Syzkaller, one of the most
widely studied kernel fuzzers, aims to generate valid syscall
sequences based on predefined specifications written in sy-
zlang, a domain-specific language for defining syscalls, their
arguments, and the relationships between them. While there
has been existing work trying to automate Syzkaller spec-
ification generation, this still remains largely manual work
and a large number of important syscalls are still uncovered.
In this paper, we propose KernelGPT, the first approach to
automatically inferring Syzkaller specifications via Large Lan-
guage Models (LLMs) for enhanced kernel fuzzing. Our basic
insight is that LLMs have seen massive kernel code, docu-
mentation, and use cases during pre-training, and thus can au-
tomatically distill the necessary information for making valid
syscalls. More specifically, KernelGPT leverages an iterative
approach to automatically infer all the necessary specification
components, and further leverages the validation feedback
to repair/refine the initial specifications. Our preliminary re-
sults demonstrate that KernelGPT can help Syzkaller achieve
higher coverage and find multiple previously unknown bugs.
Moreover, we also received a request from the Syzkaller team
to upstream specifications inferred by Kernel GPT.

1 Introduction

Operating system kernels are among the most critical systems
globally, as all other types of systems rely on and operate
on them. Vulnerabilities in a kernel, such as crashes or out-
of-bounds writes, can be maliciously exploited, potentially
causing substantial harm to all users of that operating sys-
tem kernel. To ensure the correctness and security of these
fundamental systems, fuzzing (or fuzz testing) [42, 55] has
been employed for decades. Such techniques automatically
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generate a vast number of system calls (syscalls) as test inputs,
intending to detect potential kernel bugs.

Among various kernel fuzzing techniques [19, 23, 34],
Syzkaller [3] stands out as one of the most popular and
effective, having identified over 4.9K bugs that were later
fixed by developers [2]. Concurrently, numerous research
efforts have focused on enhancing Syzkaller, targeting ar-
eas such as seed generation [35, 37], seed selection [45],
guided mutation [18,41], and syscall specification genera-
tion [11,12,21,40]. Among these advancements, the syscall
descriptions written in syzlang [4] stand out as one of the most
crucial components, significantly contributing to the effective-
ness of Syzkaller and allowing it to cover more kernel mod-
ules. These descriptions specify the types of syscalls and their
inter-dependencies, enabling the generation of more valid
syscall sequences that probe deeper into the kernel code logic.
However, crafting syscall specifications is predominantly a
manual process, requiring in-depth kernel knowledge.

To address this issue, recent research has focused on au-
tomating the generation of syscall specifications, particularly
for device drivers. For instance, DIFUSE [12] and SyzDe-
scribe [21] employ static code analysis to identify device
driver syscall handlers and infer their corresponding descrip-
tions. Figure | illustrates the workflow of static analysis-based
techniques in the upper part. Initially, experts manually define
rules to translate device source code into descriptions, draw-
ing upon their own understanding of the kernel codebase and
existing Syzkaller examples. These rules are then laboriously
hard-coded into the static analysis tool, a process that is both
challenging and time-consuming. The accuracy and effective-
ness of the generated syscall descriptions depend heavily on
the comprehensiveness of these mapping rules, a task that is
often challenging, costly, and tedious. Moreover, as the kernel
codebase evolves, these mapping rules are subject to frequent
changes. Keeping up with these evolving scenarios is a signif-
icant challenge for static analysis methods, particularly given
the extensive implementation efforts involved.

Take, for instance, Figure 2a and Figure 2b, which illus-
trates the source code of two struct variables, associated
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Figure 1: Workflows of syscall specification inference based on static analysis and LLMs

with the device mapper driver [48], responsible for mapping
physical block devices to higher-level virtual block devices.
Specifically, these two variables are the device operation han-
dler and its reference usage, crucial for inferring the device
name. Current advanced syscall description generators, like
SyzDescribe [21], typically rely on the .name field in struct
miscdevice to determine the device name for driver inter-
action, which is a conventional use case. However, in this
example, the correct device name is actually specified in the
.nodename field, a legitimate but rare use case, leading to an
incorrect inference by SyzDescribe. Moreover, SyzDescribe
also fails to accurately analyze the command value for ioctl,
the syscall interface to interact with the device. This is be-
cause the command value undergoes a modification in the
code — cmd = _IOC_NR (command) — where command is the
user-provided value. Such scenarios are not accounted for by
SyzDescribe, which erroneously uses cmd as the command
value in its generated descriptions, as shown in Figure 2c.

Can we automate and improve the learning of various
rules for generating high-quality specifications from the
codebase, with minimal effort? We address this question
based on the insight that modern Large Language Models
(LLMs) [10, 17, 28, 32, 33, 38, 47] are pre-trained on vast
datasets, including kernel codebases, documentations, and
real-world syscall use cases. This extensive training means
that LLMs have been exposed to and may have learned far
more information related to syscall description inference than
average human experts. Consequently, they are potentially
more adept at analyzing the source code of drivers, even those
implemented in various styles, and in generating high-quality
specifications. Utilizing LLMs as shown in Figure |, we can
automate the process of inferring rules for mapping code-
base content to syscall specifications and tailor these rules to
be more general and adaptable to diverse cases. Additionally,
this approach eliminates the need for hard-coding rules within
complex static analysis tools since LLMs inherently can ana-
lyze code, which significantly eases the process of adapting
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to evolving changes within the kernel codebase. Returning
to the case of the device mapper driver, LLMs demonstrate
their capability to infer more accurately with broader rules.
They recognize that .nodename should be used as the device
name when it is set and can identify modifications made to
the command value. Consequently, in our experiments, the
specification generated by LLMs for the device mapper (Fig-
ure 2d) is not only correct but also more complete compared
to those produced by SyzDescribe. Impressively, this specifi-
cation inferred by LLMs contributes to the discovery of two
previously unknown bugs in the kernel.

Building on the insight discussed earlier, we introduce Ker-
nelGPT, the first approach to automated syscall specification
generation by using Large Language Models (LLMs), focus-
ing on kernel drivers. The key idea of KernelGPT is to employ
LLMs for automating and enhancing the rule inference pro-
cess, aimed at synthesizing high-quality driver descriptions
from their source code. Initially, Kernel GPT uses LLMs to
deduce the device name and its initialization descriptions
based on the device operation handlers and their references.
To recover the command values, argument types, and type def-
initions for the driver, KernelGPT iteratively applies LLMs to
analyze the associated source code, which LLMs themselves
indicate from previous analysis steps. Finally, Kernel GPT val-
idates and repairs the generated specifications by consulting
LLM:s with the error messages encountered. Our contributions
are summarized below:

* We propose the first automated approach to leveraging
the potential of LLMs for kernel fuzzing. Moreover, dif-
ferent from existing LLM-based fuzzing work [13,49,52],
our approach goes beyond merely generating test inputs;
we synthesize components of the fuzzing framework to
integrate LLMs with matured frameworks developed for
years, opening a new dimension for LLM-based fuzzing.

* We implement Kernel GPT to infer all specification com-
ponents for kernel drivers with a novel iterative strategy
and further repair the descriptions with the validation feed-



static const struct file_operations _ctl_fops = {
.open = dm_open,
.release = dm_release,
.poll = dm_poll,
.unlocked_ioctl = dm_ctl_ioctl, IOCTL handler
.compat_ioctl = dm_compat_ctl_ioctl,
.owner = THIS_MODULE,
.1lseek = noop_llseek,

(a) Device Operation Handler

static struct miscdevice _dm_misc = {
.minor = MAPPER_CTRL_MINOR,
.name = DM_NAME,
.nodename = DM_DIR "/" DM_CONTROL_NODE,
.fops = &_ctl_fops

(b) Device Operation Handler Reference

resource fd_34545[fd] Wrong device name

openat$34545(..., "/dev/device-mapper"]1], ...) fd_34545

aco Wrong CMD value

ioct1$34545_2(fd fd_34545, cmd const[2], arg ptrlin, array[int8]])
# 5 descriptions are omitted

# No definition for dm_ioctl

(c) Specification Generated by SyzDescribe

resource fd_dm[fd]
openat$dm(. .., "/dev/mapper/control”, ...) fd_dm

ioct1$DM_LIST_DEVICES(fd fd_dm, cmd const[DM_LIST_DEVICES],
arg ptrlinout, dm_ioctl])
# 17 descriptions are omitted
dm_ioctl {
version array[int32, 3]
data_size int32=> “WARNING: kmalloc bug in ct|_ioctl”

CMD value: 3241737474

(d) Specification Generated by Kernel GPT

Figure 2: Device mapper driver in drivers/md/dm-ioctl.c

back. While the basic idea of KernelGPT is general, we
leverage state-of-the-art GPT4 as the analysis LLM to
infer the descriptions based on the code extracted by the
kernel code parser.

* We evaluate the ability of KernelGPT in generating speci-
fications for previously undescribed drivers to detect bugs
and for existing described drivers to compare against state-
of-the-art baselines, SyzDescribe and Syzkaller. Our pre-
liminary results show that the descriptions generated for
the existing drivers by KernelGPT can achieve 21.3%
more coverage than baselines. By now, Kernel GPT has
detected 8 crashes in the new drivers, with 7 previously
unknown. Notably, we have received a request from the
Syzkaller team to upstream our generated specifications.

2 Background and Related Work

2.1 Kernel and Device Drivers

Kernel. An operating system kernel provides userspace appli-
cations with key functionalities, such as virtual memory, file
system, networking, accessing devices, and more. To protect
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the safety of all applications and users, interactions between
userspace and kernel are confined to a well-defined system
call (syscall) interface e.g., the POSIX standard. Kernel bugs
and crashes that can be triggered by userspace applications
through syscalls pose a significant risk since they affect all
applications using the kernel and an exploit could bypass all
security policies enforced by the kernel. Therefore, detecting
kernel bugs through the syscall interface is critical.

Device drivers. In Linux, devices are abstracted as files,
typically located in the /dev directory, and can be accessed
through the same syscall mechanism. Device drivers regis-
ter their syscall handlers with the kernel upon initialization.
The kernel will then dispatch syscalls from userspace to the
appropriate driver handler.

With the same example in Figure 2, the driver initially
constructs the struct file operations in Figure 2a, which
maps syscalls to specific driver handlers. Fields such as
.open and .unlocked_ioctl store function pointers to driver
handlers dm_open and dm_ct1_ioctl, respectively. The driver
then creates the struct miscdevice, incorporating the struct
file_operations and naming the device file in the .nodename
field. Finally, the driver calls misc_register (¢_dm_misc) to
register the driver with the kernel. When an application at-
tempts to open the file denoted by the .nodename, equivalent
to /dev/mapper/control, the kernel invokes the registered
handler dm_open and associate its returned open file descriptor
(£d) with the device mapper driver. The kernel will dispatch
future syscalls with the £d to the corresponding registered han-
dler. For instance, ioctl (fd, ...) will trigger dm_ctl_ioctl.

Driver developers often implement standard control logic
in handlers like .open, .close, and .release. However, many
drivers also require unique control logic that has no similar
counterpart in the syscall interface, e.g., the device mapper
driver requires an operation to get a list of all the dm device
names (Figure 2d). For such driver-specific operations, de-
velopers commonly use the generic ioctl (int fd, unsigned
long request, void *argp)’ syscall as a dispatcher to in-
voke the corresponding driver function. The first parameter
fd is an open file descriptor of the device file. The second
parameter request serves as a command identifier to select
the operation to perform. The third parameter argp is cast
to driver-specific data types to carry information in and out.
For instance, to get the list of dm device names, an applica-
tion would first construct the driver-specific structure struct
dm_ioctl data = ...; and open the device file by int fd =
open ("/dev/mapper/control"); Then the device names can
be retrieved by ioctl (fd, DM_LIST_DEVICES, &data); Since
each driver may require a unique data type associated with
a specific command identifier, such specialized usage turns
ioctl into thousands of syscalls whose interface is largely
not well-documented or standardized.

The actual
request,
pointer is used.

definition ioctl (int fd, unsigned long
.) is a variadic function but typically only one untyped



2.2 Kernel Fuzzing

To address the complexity and continual evolution of operat-
ing system kernels, a variety of sophisticated methods have
been employed for decades to identify kernel bugs or vulner-
abilities [11, 12, 16,19-21,23,37,41,43,45]. Fuzz testing,
or fuzzing, is among the most effective techniques. Kernel
fuzzers generate syscalls and execute them on the target ker-
nel, typically with sanitizers enabled, until a crash occurs.
Syzkaller [3] is the state-of-the-art coverage-guided kernel
fuzzer, having identified and aided the rectification of thou-
sands of kernel vulnerabilities [2]. Syzkaller respects the in-
tricate data structures used in kernel and inter-dependencies
among syscalls. Syzkaller uses a domain-specific language,
syzlang [4], to define syscall specifications (or descriptions),
guiding the generation of test cases. Syscall specifications
enable Syzkaller to generate semantically valid syscall se-
quences to reach deep code paths within the kernel.
Syzkaller specification. Expressing parameter types and de-
pendencies for a syscall without specifying any concrete pa-
rameter value is impossible. Again take ioctl as an example,
the underlying type of the untyped pointer depends on the
command identifier value, which in turn depends on the con-
crete file name used by the previous call to open. To define
such value-dependent types and dependencies, Syzkaller al-
lows defining multiple “instances” of the same syscall, where
each instance can have concrete values for some or all of its
parameters. Each instance is treated as a unique syscall and
thus can have its own specification and dependencies defined.

Figure 3 shows the specification of three syscalls for the
MSM driver (some parameters and names are omitted or short-
ened for simplicity). The syscall openat$msm is an instance of
the syscall openat, where msm is a custom but unique name
to distinguish syscall instances. The specification defines a
concrete parameter value "/dev/msm" for the openat $msm - the
name of the MSM device. For parameters that can be dynam-
ically created by Syzkaller, the specification outlines their
types, e.g., the arg parameter for ioct 1$NEW and ioct1$CLOSE
are pointers to a structure drm_msm_submitqueue and an inte-
ger msm_submitqueue_id, respectively.

A special type in syzlang, resource, is used to express de-
pendencies between syscalls. A resource has to be generated
by a call before being used as input to other calls. The speci-
fication in Figure 3 introduces two resources, £d_msm which
represents an open file descriptor, and msm_submitqueue_id,
which represents a queue ID used internally by MSM driver.
The resource £d_msm is returned by openat $msm and then used
as an input argument by ioct1$NEW and ioct1$CLOSE. As a re-
sult, Syzkaller will only put 1oct1$NEW and ioct1$CLOSE after
openat $msm. More fine-grained dependency is also supported,
such as specifying dependencies on one field in a structure.
For instance, the inout annotation for the arg parameter of
ioct1$NEW indicates that the structure drm_msm_submitqueue
is used both as input and output. In drm_msm_submitqueue, the
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resource fd_msm[fd]
resource msm_submitqueue_id[int32]
drm_msm_submitqueue {
flags flags[msm_submitqueue_flags, int32]
prio int32[0:3]
id msm_submitqueue_id (out)

}

openat$msm(..., file ptr[in, string["/dev/msm"1], ...) fdZmsm
ioct1$NEW(fd fd_msm, ..., arg ptrlinout, drm_msm_submitqueue])
ioct1$CLOSE(fd fd_msm, ..., arg ptr[in, msm_submitqueue_id])

Figure 3: Specification for the MSM driver in syzlang

field msm_submitqueue_id has the annotation out, meaning it
is the output. Since ioct1$CLOSE takes msm_submitqueue_id
as input, ioct 1SCLOSE can only be generated after a ioct 1SNEW
has populated the msm_submitqueue_id. Without the speci-
fication, it would be challenging, if not impossible, for the
fuzzer to correctly construct the expected string and the
drm_msm_submitqueue structure, and generate a sequence ad-
hering to the dependencies. However, with the specification in
place, Syzkaller can drastically cut down the search space and
focus on fuzzing the internal fields of drm_msm_submitqueue.
Specification generation. Despite their effectiveness, spec-
ifications are typically manually written by Syzkaller and
kernel developers, requiring deep expertise in the kernel and
the specific kernel module. Thus, existing Syzkaller speci-
fications only cover a subset of syscalls, especially lacking
specifications for device drivers. Existing specifications can
also become out-of-date as kernel evolves [21]. Automating
specification generation is clearly desired but faces several
key challenges. One is to extract expected parameter values
and type definitions. Another is to infer dependencies among
syscalls and encode the dependencies in parameters. Failing
to address these challenges would lead to inaccurate specifi-
cations, diminishing the effectiveness of a fuzzing campaign.

Several techniques for specification generation have
been proposed, attempting to address the above challenges.
KSG [40] dynamically finds syscall handler structures by
opening existing device files and probing the kernel to find
the accessed data structure. It then collects the type and
range information through symbolic execution. DIFUZE [12]
and SyzDescribe [21] both conduct static analysis on kernel
source code, identifying common implementation patterns
to generate specifications. DIFUZE finds syscall handlers
from a list of data structures used by common device registra-
tion functions. SyzDescribe starts by finding the initialization
functions for kernel modules and tracing down to find the
function pointers to the syscall handlers. Both DIFUZE and
SyzDescribe follow certain programming patterns to extract
device names and command identifiers, e.g., a switch case
inside the handler is likely invoking the corresponding sub-
handlers based on the command value. Existing specification
generation approaches mainly rely on hard-coding the human-
summarized patterns in analysis tools, to translate the source
code implementation to the syscall specifications. In contrast,
KernelGPT leverages the potential of LLMs to automate and



improve the learning of description inference rules, resulting
in better performance.

Other kernel fuzzing work. SyzGen [11] also generates
syscall specifications but targets binary-only macOS drivers,
leveraging symbolic execution to recover the data types re-
quired by syscalls and syscall traces to find syscall depen-
dencies. Moonshine [37] collects and distills syscall traces
to generate a seed pool for Syzkaller. SyzVegas [45] lever-
ages reinforcement learning to dynamically improve seed and
task selection. HEALER [41] infers syscall dependencies by
observing coverage changes with different syscall combina-
tions. Plus, SyzDirect [43] applies directed grey-box fuzzing
for Syzkaller by incorporating distance information as feed-
back. ThunderKaller [24] improves Syzkaller performance
by skipping block calls, debloating coverage collection, and
sanitizers. Focusing on generating specifications from source
code, KernelGPT is orthogonal to the above techniques and
could be combined with them to improve Syzkaller collec-
tively.

2.3 LLMs for Testing

Recent advancements have shown that Large Language Mod-
els (LLMs) [10, 28,32, 33,38] excel in a variety of natural
language processing [7] and programming tasks [9,51], in-
cluding code comprehension and document generation. Their
proficiency in diverse tasks is attributed to the extensive train-
ing on vast datasets, e.g.,GPT4 [33] is pre-trained using tril-
lions of text tokens from the entire Internet. As a result, LLMs
can be employed in various tasks simply by following instruc-
tions [6,32,36], eliminating the need for specialized training.

A growing body of research has focused on leveraging
LLMs for testing, such as unit test generation [26,31,39, 54],
fuzzing [13, 14,22, 30, 49, 52] and static analysis [27]. Ti-
tanFuzz [13] is the pioneering work in applying modern
LLMs for both generation-based [29, 53] and mutation-
based [15, 25, 46] fuzzing, specifically targeting machine
learning systems. Fuzz4All [49] further demonstrates that
the multilingual potentials of LLMs can be utilized to serve
as a universal fuzzer for a wide range of software systems.
More recently, WhiteFox [52] leverages the implementation
source code of compiler optimizations as guidance for LLMs
to perform white-box compiler fuzzing. Existing works in
utilizing LLM in testing mainly focus on using LLMs to
create the test inputs for the systems under test directly, e.g.,
generating C programs for testing C compilers. By contrast,
KernelGPT integrates the potential of LLMs with established
fuzzing frameworks by synthesizing their components, which
is complimentary to existing LLM-based fuzzing techniques
and offers additional benefits by leveraging the expertise and
resources invested in well-developed fuzzing tools. Further-
more, to our knowledge, Kernel GPT is the first work to lever-
age LLMs for kernel fuzzing and demonstrate their ability to
generate high-quality syscall specifications.
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3 Approach

Figure 4 presents the overview of Kernel GPT, which utilizes
the code extractor and analysis LLM to automatically generate
driver specifications for enhancing kernel fuzzing. KernelGPT
takes the kernel codebase and located device operation han-
dlers as input and operates through three automated phases:
Driver Detection @, Specification Generation @, and Speci-
fication Validation and Repair @.

Initially, KernelGPT identifies drivers by employing LLMs
to infer the device names and their initialization specifica-
tions, using the details of the operation handlers and their
usage (§ 3.1 @). Subsequently, KernelGPT determines the
command values, argument types, and type definitions for
describing the ioctl handlers of the devices. In doing so,
KernelGPT utilizes the relevant source code from the kernel
codebase to guide the LLMs in their analysis in a novel itera-
tive way. If essential information for inference is missing, the
analysis LLM is instructed to indicate what additional infor-
mation is required, which is then gathered and presented for
analysis in the following step (§ 3.2 @). Lastly, KernelGPT
validates the generated specifications. If errors are found, it
attempts to repair the descriptions by consulting the LLMs
with the error messages (§ 3.3 ©.

We assume that the locations for the device operation han-
dlers are known for Kernel GPT since they can be identified by
simple yet general patterns. Therefore, we use a specialized
code parser implemented with LLVM [5] to search the kernel
codebases to pinpoint instances where the device operation
handler structs are initialized with ioctl handler functions.
More specifically, we search for initialization instances of the
ioctl or unlocked_ioctl fields within the operation handler
structs. For instance, the device mapper driver shown in Fig-
ure 2a initiates the unlocked_ioctl field in _ct1_fops struc-
ture by using dm_ct1_ioctl function. We label dm_ct1_ioctl
as the ioctl handler and _ctl_fops as the device operation
handler. Notably, the focus of KernelGPT is on the inference
from the source code to descriptions, rather than locating
the device operation or ioct1 handlers. Hence, we employ a
straightforward pattern-searching method to find the device
operation and ioctl handlers.

3.1 Driver Detection

To deduce the device name of the driver, our approach begins
with locating references to the device operation handler, utiliz-
ing the kernel code extractor. Following this, we employ the
usage information to guide the LLMs in inferring the device
name. To enhance the accuracy, we apply few-shot in-context
learning techniques [8], crafting specific prompts that aid the
model in better understanding the nuances of device name
determination.

Figure 5 illustrates the example prompt used for inferring
device names. It includes the instruction, the source code of
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{ return ctl_ioctl(file, command, u); }

Device Operation Handler
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Figure 4: Overview of Kernel GPT

Instruction

# Please infer the filename related to the driver based on its
operation handler and usage information. Please generate the
Syzkaller specification for the initialization of the driver.

Target Device
## Operation Handler
static const struct file_operations _ctl_fops = {

) 5

## Usage of Operation Handler

static struct miscdevice _dm_misc = {
.nodename = DM_DIR "/" DM_CONTROL_NODE,
.fops = &_ctl_fops

3

## Syzkaller Specification -
- DEVICE NAME: “/dev/mapper/control”
- INITIALIZATION: openat$dm_ctl(...)

Figure 5: Prompt for device name inference

the operation handler, and its usage, concluding with the spec-
ification that is to be generated by LLMs. We anticipate that
the LLLMs will not only determine the device name (DEVICE
NaME in Figure 5) but also analyze the initialization descrip-
tions associated with the device (INITIALIZATION). Typically,
the initialization is described with the syscall openat or
syz_open_dev for most drivers. Referring back to the device
mapper driver, the operation handler _ct1_fops is utilized
during the initialization of struct miscdevice _dm_misc, as
shown in Figure 5. Through the analysis of this source code
usage, LLMs can determine the correct device name, in this
case, mapper/control, based on the nodename field within the
miscdevice struct. Since LLMs have assimilated such knowl-
edge during their pre-training phase, they are capable of infer-
ring the correct device name and initialization specification
with the appropriate reference information.
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Algorithm 1: Iterative Analysis by LLMs

1 Function Analyze (relatedCode, usagelnfo, step) :
2 if step > MAX_ITER then

3 L return NULL

4

5 prompt < GenPrompt (relatedCode, usagelnfo)
6

7 successResult, unknown <— QueryLLM (prompt)
8 for (funcs,types,usagelnfo) € unknown do

9

10 relatedCode <— ExtractCode (funcs, types)
11

12 res <— Analyze (relatedCode, usagelnfo, step+ 1)
13

14 Update (successResult, res)

15 return successResult

3.2 Specification Generation

In this phase, we generate the descriptions of ioct1 for drivers
by leveraging LLMs to analyze their implementation source
code. To enhance the performance of LLMs, we segment
the process into three distinct stages: deducing the command
value, identifying the argument type, and defining the type.
This structured approach enables LLMs to concentrate on one
specific aspect at each stage, thereby improving efficiency
and focus. Similar to the device name inference process, we
utilize in-context few-shot prompting [8] at each stage of
the specification generation. By providing relevant examples,
we aim to enhance LLMs’ comprehension of the task and
familiarize them with the expected output format.

We develop a novel iterative method to utilize and improve
the code analysis capabilities of LLMs, which is motivated
by two primary factors. Firstly, despite state-of-the-art LLMs
such as GPT4 supporting a context size of 128K [1], it re-
mains impractical to provide LLMs with the entirety of the



source code related to a driver. Secondly, our goal is to de-
duce the command value and argument type for the ioctl
handler, and not all the code or helper functions within the
ioctl handler are pertinent to this objective. Recognizing that
some parts may not contribute to our aim, we have devised
a strategy where LLMs analyze the kernel code recursively,
as shown in Algorithm |. Firstly, we generate a few-shot ex-
ample prompt with the source code related to the target and
its usage informaton (Line 5). Then, LLMs are queried to
infer the descriptions and pinpoint any functions or types that
are missing yet essential for inference, marking with the key-
word UNKNOWN for identification (Line 7). For each unknown
candidate, we extract the source code for all its missing func-
tions and types (Line 10), which is supplied to LLMs in the
subsequent step for further analysis (Line 12). The analysis
concludes and outputs the results either when no unknown
elements are detected or when the iteration count exceeds
MaX_ITER (Line 3). Importantly, the entire analysis process
is fully automated, steered by the unknown information pro-
vided by LLMs.

3.2.1 Command Value

We use an iterative prompting strategy for analyzing com-
mand values, as depicted in Figure 6. In addition to the in-
struction, this prompt includes the source code of functions
relevant to the inference task. This encompasses the ioctl
handler function and any associated helper functions pertinent
to command value analysis. The expected output from LLMs
is the set of successfully inferred command values. If the
logic for checking command values is delegated to another
function not presented to LLMs, we instruct LLMs to list
the name and invocation details of this “missing” dispatched
function (the ungNowN field). Furthermore, code snippets that
utilize the command value variables are also included. Should
LLMs identify any unknown command values, KernelGPT
proceeds to analyze the newly identified dispatched function,
incorporating their usage information from the previous step.
In essence, the output from the unrNOwWN field of the previous
step serves as a reference for guiding subsequent steps.

Figure 6 presents the first two steps of command value anal-
ysis for the device mapper driver. The dm_ct1_ioct1 handler,
registered as the ioct1 handler, offloads its entire functionality
to another function, ct1_ioctl. As a result, after examining
the source code, LLMs are unable to deduce any command
values and designate ct1_ioctl as the absent function. Sub-
sequently, Kernel GPT extracts the source code for ct1_ioctl
and, together with the unknown information returned by the
first step, re-queries LLMs. In the second round, LLMs suc-
cessfully identifies one command value, DM_VERSION, while
other values related to the function lookup_ioctl remain un-
determined. Thus, LLMs report DM_VERSION as the inferred
value and lookup_ioctl as the missing function, necessitating
further analysis in the next step.
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Instruction

# Please generate the Syzkaller specification for the ‘ioctl®
system calls related to the driver based on the source code.
# If the command is unclear and dependent on other function,
please list it in the ‘UNKNOWN' section.

Target Device — Step1

## Unknown IOCTL
- FUNC: dm_ctl_ioctl
- USAGE: dm_ctl_ioctl(struct file *file, uint command, ulong u)

## Source Code of Relative Functions

static long

dm_ctl_ioctl(struct file * file, uint command, ulong u) {
return ctl_ioctl(file, command, (struct dm_ioctl __user *)u);

}

## Syzkaller Specification =
- UNKNOWN

- FUNC: ctl_ioctl

- USAGE: ctl_ioctl(file, command, (struct dm_ioctl __user *)u);

Target Device — Step2

## Unknown IOCTL
- FUNC: ctl_ioctl
- USAGE: ctl_ioctl(file, command, (struct dm_ioctl __user *)u);

## Source Code of Relative Functions
static int ctl_ioctl(struct file *file, uint command,
struct dm_ioctl __user *user) {

cmd = _IOC_NR(command);

if (cmd == DM_VERSION_CMD) return 0;

fn = lookup_ioctl(cmd, &ioctl_flags);
}

## Syzkaller Specification
- DM_VERSION

- UNKNOWN
- FUNC: lookup_ioctl
- USAGE:
- cmd = _IOC_NR(command);
- fn = lookup_ioctl(cmd, &ioctl_flags);

Figure 6: Prompt for command value analysis

3.2.2 Argument Type

After determining the command value, the subsequent stage
involves analyzing the argument type, as depicted in the
prompt shown in Figure 7. The initial information for this
inference, derived from the command value inference stage,
includes relevant functions and code snippets demonstrating
the argument’s usage. KernelGPT then extracts the source
code for these related functions and presents them to LLMs,
which are tasked with identifying the argument type. If the
code logic that determines the argument type is delegated to
another function, the type will still be marked as UNKNOWN. In
such instances, Kernel GPT continues its analysis, leveraging
the new information provided by LLMs.

Figure 7 shows a practical example of argument inference
for the DM_REMOVE_ALL command value in the device map-
per driver. In the preceding step, LLMs identify the function
associated with this argument as remove_all, along with its
usage code. Consequently, KernelGPT supplies LLMs with
the source code of remove_all to guide the argument type



## IOCTL
- DM_REMOVE_ALL
- ARG: UNKNOWN
- FUNC: remove_all
- ARG_NAME_IN_USAGE: param
- USAGE: r = remove_all(file, param, input_param_size);

## Source Code of Relative Functions
static int remove_all(struct file *filp, struct dm_ioctl *param,
size_t param_size) {
dm_hash_remove_all(true,!!(param->flags & DM_DEFERRED_REMOVE));
param->data_size = 0;
return 0;

}

## Syzkaller Specification

- DM_REMOVE_ALL S
- ARG: ptr[in, dm_ioctl]

SREES
- dm_ioctl

Figure 7: Prompt for argument type inference

## Source Code
typedef struct _PhysDevAddr_struct {

DWORD TargetId:24;

DWORD Bus:6;

DWORD Mode:2;

SCSI3Addr_struct Target[2]; /* 2 level target device addr */
} PhysDevAddr_struct

## Syzkaller Specification
- TYPES 52
- PhysDevAddr_struct: { TargetId int32:24 ... }
- SCSI3Addr_struct: UNKNOWN

Figure 8: Prompt for type definition generation

inference. Analyzing its signature, LLMs deduce that the
argument should be a pointer to the struct dm_ioctl. Addi-
tionally, LLMs place the struct dm_ioctl in the TYPES field,
setting it up for type definition analysis in the following stage.

3.2.3 Type Definition

After identifying the argument types, Kernel GPT proceeds to
generate descriptions for these types. Figure 8 displays the
prompt used in this stage. Essentially, Kernel GPT retrieves
the definition source code of the type from the Linux ker-
nel codebase. This source code is then presented to LLMs,
tasked with creating the corresponding Syzkaller description.
In cases with a reference to a nested type within the type
definition, LLMs are instructed to mark it as UNKNOWN in their
output. These marked types are then further analyzed in sub-
sequent steps.

The type definition inference example depicted in Figure 8
showcases a specific case: one field of PhysDevaddr_struct
is an array composed of the struct type SCSI3Addr_struct.
As the source code for this newly referenced struct,
SCSI3Addr_struct, is not included in the provided informa-
tion, LLMs are expected to identify it as UNKNOWN. This desig-
nation indicates that SCS13addr_struct requires further anal-
ysis in the subsequent step.
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Instruction

# Please repair the Syzkaller description based on the error
message and provided source code.

Target Wrong Description

## Wrong Syzkaller Description
vfio_pci_hot_reset_info {

count int32

devices array[vfio_pci_dependent_device, count]

}

## Error Message
count is unsupported on all arches (typo?)

## Source Code

## Correct Syzkaller Specification
vfio_pci_hot_reset_info {

count len[devices, int32]

devices ptrlinout, array[vfio_pci_dependent_devicel]

}

Figure 9: Prompt for specification repair

3.3 Specification Validation and Repair

In this phase, inspired by recent work on LLM-based program
repair [50], our goal is to validate the specifications generated
by KernelGPT and automatically repair any specifications
that are invalid. This step is crucial, as LLMs may occasion-
ally make mistakes during the description generation process.
To address this, we utilize the Syzkaller tool, syz-extract,
which can assess the validity specifications. It is capable of
detecting grammar errors in the specifications, including is-
sues like undefined variables and types. Initially, KernelGPT
uses the error messages from syz-extract to pinpoint inaccu-
racies in specific descriptions, effectively matching each error
message to its corresponding description. Subsequently, for
those descriptions identified with errors, KernelGPT queries
LLMs for correction, guided by few-shot examples. This pro-
cess, depicted in Figure 9, involves supplying LLMs with the
incorrect description, the associated error messages, and rele-
vant source code from the kernel codebase to repair. LLMs
are then expected to output the correct descriptions.

For example, as illustrated in Figure 9, the type description
for vfio_pci_hot_reset_info is initially incorrect. This is
due to syzlang’s requirement for the length in array[type,
length] to be a constant, whereas the description uses a
variable-length array. The correct format for a variable-length
array in syzlang is simply array[type]. By analyzing the
error message ‘“‘count is unsupported on all arches” gener-
ated by syz-extract, LLMs repair this issue by redefining
devices as a variable-length array and specifying count as a
type len[devices], thereby aligning the description with the
requirements of syzlang.



4 Implementation

Source code extractor. We implement the Linux kernel
source code extractor by using LLVM toolchain [5]. This
tool parses the kernel codebase to identify the device opera-
tion handlers by pattern mapping for preparing the input for
KernelGPT. It then extracts the ioct1 handlers used within the
operation handlers, along with their corresponding reference
locations. It also compiles all definitions of function, struct,
union, and enum found within the kernel. These definitions are
then utilized as guidance for LLMs in the specification gen-
eration and repair processes, provided when LLMs indicate
their necessity.

Analysis LLM. While our approach is general and, conse-
quently, independent of the specific LLMs used, our tool,
KernelGPT, is constructed atop the state-of-the-art LLM,
GPT4 [33]. At each step, we utilize the OpenAl APIs to
query GPT4, with a low-temperature parameter of 0.1. For
MAX_ITER, the stopping criteria for analysis, we set it as 5 by
default.

Few-shot prompting. For inferring the device name and com-
mand value, we employ a 3-shot prompting technique to ac-
commodate the context size limitations of LLMs. This is
necessary due to the often lengthy function source codes in-
volved in these two steps, which necessitate a restriction on
the number of few-shot examples. In contrast, for other stages
such as argument type inference and type definition analysis,
we opt for 6-shot prompting. This allows us to fully exploit
the available context size. During the repair phase, given the
variety of potential errors and the typically concise nature
of the necessary repair information and error messages, we
choose a 9-shot prompting strategy. This approach is designed
to provide LLMs with a broader understanding of the repair
process.

Driver selection. While our approach is general, in this pre-
liminary evaluation, we only concentrate on generating de-
scriptions for drivers or handlers that are not described in
Syzkaller. This focus is crucial because drivers lacking speci-
fications are typically not tested thoroughly. As such, these
drivers warrant more attention compared to those that already
have specifications. In this process, after analyzing the device
name, we first verify whether Syzkaller already has descrip-
tions for the device. If there are no existing descriptions in
Syzkaller for a particular device, we then proceed to generate
them. Furthermore, our primary focus is on regular drivers,
including character and block devices. We leave the speci-
fication generation for network and USB devices for future
work.

5 Evaluation

We investigate the following research questions in our experi-
ments to evaluate our approach:
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* RQ1: What is the number and quality of the specifications
for undescribed kernel drivers generated by Kernel GPT?

¢ RQ2: What is the quality of the syscall descriptions gen-
erated by Kernel GPT compared to the baselines?

* RQ3: Can specifications generated by Kernel GPT detect
real-world bugs in the kernel?

We conduct a preliminary evaluation to answer these re-
search questions, on a workstation equipped with 64 cores
and 256 GB RAM, running Ubuntu 20.04.5 LTS. We selected
the Linux kernel version 6.7 as our target, which was released
on November 5, 2023, identified by the hash d2£51b. Further-
more, for both specification generation and evaluation, we use
the syzbot [2] configuration for the Linux kernel. This choice
reflects the decision made by Google in their fuzzing of the
Linux kernel through QEMU. Our fuzzing configuration fol-
lows the default Syzkaller setting with 4 QEMU instances,
each utilizing 2 CPU cores. To ensure a fair comparison and
lessen the effects of crash reproduction, we have disabled the
reproduce feature while collecting and comparing coverage
results. To demonstrate the quality of specifications generated
by Kernel GPT, we choose SyzDescribe [21], the state-of-the-
art syscall specification generation approach, and existing
Syzkaller [3] specifications, crafted by human experts, as our
baselines.

5.1 Opverall Results

Table 1: Specification generation for the undescribed drivers

Generation Evaluation and Repair Executaion

#Total  #Success | #Valid  # Valid after repair | # Executable
50 39/50 24/39 32/39 17/32

By using the kernel code extractor with general patterns,
we detect 132 ioct1 handlers under the syzbot kernel con-
figuration, excluding the network and USB driver handlers.
Among these devices, 50 (37.9%) are identified as lacking de-
scriptions in Syzkaller, based on their device names deduced
by KernelGPT. We then generate descriptions for these unde-
scribed drivers, successfully inferring 39 of them, as presented
in Table 1.

The failure to infer descriptions for the remaining devices
can primarily be attributed to several reasons. Firstly, the
complex logic of their code makes it challenging for LLMs
to understand, especially when the source code of the ioctl
function is overly lengthy, hindering GPT4’s comprehension.
Additionally, when the source code to be analyzed exceeds
the context limit of GPT4, it directly fails to infer correctly.

Out of the 39 specifications successfully generated by Ker-
nelGPT, 24 are directly validated as correct, and an additional
8 are successfully repaired by Kernel GPT, enabling them to
pass the validation check. However, Kernel GPT is unable to
repair the remaining 7 specifications. For the 32 valid specifi-
cations, we run Syzkaller with these validated specifications,



Table 2: Results of the executable undescribed drivers

ioctl Handler ‘ # Descriptions Cov  Unique Cov
btrfs_control_ioctl 4 2719 20
cec_ioctl 12 3643 402
ctrl_cdev_ioctl 3 6190 596
dm_ctl_ioctl 19 5692 837
dvb_demux_ioctl 10 4534 632
dvb_dvr_ioctl 2 4115 172
dvb_frontend_ioctl 17 3508 196
hci_uart_tty_ioctl 6 9201 183
hpet_ioctl 7 2665 27
joydev_ioctl 7 4798 87
kcov_ioctl 4 4188 152
mtdchar_unlocked_ioctl 26 5168 233
nvram_misc_ioctl 3 2206 8
pty_unix98_ioctl 2 7799 173
serport_ldisc_ioctl 2 11894 2040
sr_block_ioctl 3 5791 74
uart_ioctl 2 6254 836
Total \ 129 90365 6668

and 17 of them can be executed. One potential reason for
the non-executable devices is that they necessitate complex
initialization steps, which cannot be defined in specifications
(e.g., helper functions like syz_open_dev) or cannot be accu-
rately inferred by GPT4. Another contributing factor could
be that these devices are not enabled in the syzbot kernel
configuration.

We run each newly detected driver separately for 8 hours
with our default setting. The results are shown in Table 2,
where Column “# Descriptions” presents the number of sys-
tem call descriptions for each device, and Column “Cov” is the
number of lines covered when fuzzing each device exclusively
with our generated specification for 8 hours. Additionally, we
consider the unique coverage, shown in the “Unique Cov” col-
umn. This metric reflects the unique coverage obtained when
compared to the standard Syzkaller setup, which activates all
3,912 system calls under identical conditions. In this standard
setup, 143,838 lines are covered. The specifications for the
previously unaddressed drivers, generated by Kernel GPT, add
129 (3.3%) more descriptions and contribute to covering an
additional 6,668 (5%) unique lines. These figures underscore
the significance of including descriptions for the previously
unaddressed drivers and demonstrate the effectiveness of the
specifications produced by Kernel GPT.

In addition to running the specifications for each driver sep-
arately, we integrate all the specifications for the new drivers
with the original Syzkaller specifications. This means that in
a single run, we execute both the new specifications generated
by KernelGPT and the existing specifications in Syzkaller.
Given the extensive number of approximately four thousand
system calls, we extend the fuzzing duration to 24 hours for
this combined run. Subsequently, we compared the cover-
age results from this combined run with those obtained from
running only the existing Syzkaller specifications under the
same setting. Integrating specifications synthesized by Ker-
nelGPT for the undescribed drivers has proven to be effective,
resulting in 28.6% (28 vs. 36) more crashes being triggered
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compared to using only the existing Syzkaller descriptions. In
terms of code coverage, the results are more modest, largely
due to the preliminary nature and scale of our experiment.
With KernelGPT introducing a relatively small number of
new syscall descriptions (129) compared to the total avail-
able (3912), the increase in code coverage post-integration is
modest, with an additional 1.5K lines covered. Nonetheless,
even this limited-scale experiment highlights the significant
potential for using KernelGPT to infer specifications for a
larger number of syscalls, which could lead to much more
effective kernel fuzzing in future applications.

5.2 Comparison with Baselines

To evaluate the quality of the specifications generated by
Kernel GPT, we choose 10 “existing” devices described by
our baselines, Syzkaller and SyzDescribe [21], which is the
state-of-the-art specification generation technique.We apply
KernelGPT to generate the descriptions for the selected de-
vices. Specifically, we opt for the first 10 drivers listed in the
evaluation setting of SyzDescribe, as detailed in Table 6 of
their paper [21]. Each of these drivers is described in both
baseline methods. Subsequently, we run each generated spec-
ification independently for 8 hours to compare the coverage
results by only enabling the syscalls under the specification
for each driver. During these runs, we specifically enabled
only the syscalls included in the specification for each driver.

Table 3 presents the results of the specifications generated
by Kernel GPT, SyzDescribe, and Syzkaller, detailing the num-
ber of syscalls, defined types, and the line coverage after 8
hours of fuzzing. Notably, KernelGPT achieves the highest
line coverage, surpassing the baselines by more than 21.3%.
This underscores both the superior quality of specifications
produced by KernelGPT and its effectiveness in enhancing
fuzzing performance. Moreover, Kernel GPT defines the high-
est number of types for the drivers, demonstrating its robust
capabilities in type analysis. For the baseline SyzDescribe,
two of the tested specifications failed to produce coverage.
This issue stemmed from incorrect device names inferred by
SyzDescribe for the drivers controlC# and timer. While both
are actually located in the /dev/snd directory, SyzDescribe
incorrectly identifies their location as /dev. As a result, the
devices could not be opened, leading to no coverage. Further-
more, the overall comparison results demonstrate that Ker-
nelGPT can even surpass Syzkaller on the described drivers,
highlighting the promising future of applying KernelGPT on
all possible drivers.

5.3 Kernel Bug Detection

Table 4 presents the bugs detected by Kernel GPT in the un-
described drivers. By now, KernelGPT has detected 8 unique
bugs, with 7 previously unknown. Notably, all of them cannot
be detected by the default Syzkaller.



Table 3: Comparison of specification generation with state-of-the-art solutions

\ KernelGPT SyzDescribe Syzkaller
Device Name ~ ioctl Handler Names ‘ # Syscalls  # Types Cov ‘ # Syscalls  # Types Cov ‘ # Syscalls  # Types Cov
controlC# snd_ctl_ioctl 18 18 5477 21 10 N/A 25 8 4057
loop-control loop_control_ioctl 4 0 7550 4 0 7809 4 2 7638
loop# lo_ioctl 12 3 6482 12 3 6986 12 2 5465
rfkill rfkill_fop_ioctl 2 0 2572 4 0 2327 3 1 2331
rtc# rtc_dev_ioctl 16 3 5174 33 4 4840 23 3 4260
sg# sd_ioctl 15 6 7747 30 1 6659 40 9 6576
snapshot snapshot_ioctl 9 1 3616 15 1 3455 15 1 2887
sr# sr_block_ioctl 50 17 6538 68 7 4940 1 0 2791
usbmon# usbdev_ioctl, mon_bin_ioctl 39 13 3843 70 19 3794 38 6 3410
timer snd_timer_user_ioctl 17 9 3153 21 9 N/A 16 9 3597
Total 182 70 52152 ‘ 278 54 40810 ‘ 177 41 43012
Table 4: Bugs detected by KernelGPT
CEC hardware. Figure 10 includes code snippets asso-
Crash in New Drivers | Al New ciated with the bug KASAN: slab-use-after-free Read in
WARNING: kmalloc bug in ctl_ioctl 1 1 cec_queue_msg_fh, where the CEC driver reads from a vari-
WARNING: kmalloc bug in dm_table_create 1 1
KASAN: slab-use-after-free Read in cec_queue_msg_th 1 1 able .that has been .freed by kfree (fh). The bug. ODEBUG
WARNING: ODEBUG bug in cec_transmit_msg_fh 1 1 bug in cec_transmit_msg_fh occurs when the driver tries to
WARNING in cec_data_cancel ! ! free an active object with kfree (data). The WARNING in
INFO: task hung in cec_claim_log_addrs 1 1 X R | L.
general protection fault in cec_transmit_done_ts 1 1 cec_data_cancel is triggered by an internal check within
general protection fault in vidtv_mux_stop_thread ! 0 the CEC driver, which expects the variable to be in either
Total | 8 7

// drivers/media/cec/core/cec-api.ci#L684

kfree(fh);
Free

// drivers/media/cec/core/cecadap.c!224
/* Add new msg at the end of the queue */
list_add_tail(&entry->list, &fh->msgs);

Figure 10: slab-use-after-free Read in cec_queue_msg_fh

Bug analysis. We analyze the root cause of the 7 new bugs, all
of which are detected in two newly described drivers, device
mapper [48] and CEC [44].

The first two bugs, kmalloc bug in ctl_ioctl and kmalloc
bug in dm_table_create, are detected in the device mapper
driver. Their root causes are different but similar: the driver
neglects to check the allocation size for kvmalloc, leading to
the possibility of allocating excessively large memory sizes.
Specifically, the issue in the former crash is associated with
the date_size field in the dm_ioct1l struct. This field plays a
crucial role in allocating memory during the preparation of the
data structure within copy_param. For the latter crash, the prob-
lem centers around the DM_TABLE_LOAD_CMD command value
and the target_count field. These elements are key in the pro-
cess of allocating targets while executing dm_table_create.
Notably, although SyzDescribe generates a specification for
this driver, it incorporates an incorrect device filename, an
erroneous command value, and imprecise types, thereby fail-
ing to detect these two bugs. The first bug has already been
confirmed by the kernel developer.

The remaining newly discovered bugs were all detected in
the CEC driver, a standardized kernel interface for HDMI
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a current or pending state. The issue INFO: task hung in
cec_claim_log_addrs happens when the kernel hangs as the
CEC device waits for the completion of a configuration task.
Lastly, the general protection fault in cec_transmit_done_ts
occurs when the CEC device attempts to dereference a non-
canonical address, resulting in a kernel crash.

It is noteworthy that the specifications generated by Ker-
nelGPT have proven helpful in kernel bug detection. Conse-
quently, we have received a request from the Syzkaller team
to integrate our generated specifications into its upstream
repository.

6 Conclusion

In this paper, we propose KernelGPT, the first approach to
generating syscall specifications automatically via LLMs for
enhanced kernel fuzzing. It employs an iterative method to
autonomously deduce all necessary components of a specifi-
cation and further repairs these specifications using validation
feedback. Preliminary results indicate that Kernel GPT helps
to improve Syzkaller’s coverage and detects 7 previously un-
known bugs in the newly described drivers. Additionally, the
Syzkaller team has expressed interest in incorporating specifi-
cations inferred by KernelGPT into their main repository. To
our knowledge, this is the first automated approach to lever-
aging LLMs for kernel fuzzing. It could open up numerous
possibilities for future research in this critical application do-
main, encompassing applications of LLMs in seed generation,
selection, and mutation for Syzkaller-style fuzzing, as well as
direct syscall generation and more.
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