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Key Concepts

+ Network IOCs

+ Capturing network traffic

+ Analyzing captured packets
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MAJOR TOPICS

+ Network IOCs
+ Capturing traffic on 

Windows and Linux
+ Analyzing traffic with 

various tools
+ Recognizing abnormal 

traffic
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LEARNING OUTCOMES

+ Be familiar with different types of network IOCs
+ Understand the methods to capture traffic on various 

systems
+ Be able to effectively analyze traffic using Wireshark
+ Be able to recognize different types of abnormal 

traffic (ARP, TCP, DNS, HTTP, etc)
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PREREQUISITES

+ Networking fundamentals
+ Understand network 

protocols
+ Cybersecurity 

fundamentals
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Let’s Get Started!

Network Threat Hunting

+ Network IOCs
+ Capturing network traffic
+ Analyzing previously captured data
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Introduction to

Network Hunting
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● Hunts with (primarily) network-based hypothesis and IOCs
○ Not based on TTPs

● Can begin with
○ Specific intelligence
○ Reports from SOC/network team
○ Alerts from monitoring systems

● Live network traffic capture
● Analysis of previously captured packet data

Network Threat Hunting
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Hypothesis
or

Trigger

“An attacker has compromised the 
network and is communicating with 

<IPs>.”

“The network team reports suspicious 
traffic on port 53.  An adversary may 

be exfiltrating data.”
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● Intelligence sources
○ Reports from ISACs/vendor
○ Paid/free feed
○ Network team/SOC

● Network security devices
○ IDS/IPS
○ Firewalls

● Network traffic captures
● Local endpoint logs

○ Applications
○ Sysmon

Network IOCs

192.168.10.12

malware.bad
TCP 47821
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Network IOCs
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● IP addresses
○ 123.45.67.89
○ 123.45.67.0/24
○ IPv6 addresses

■ 2001:0db8:85a3:0000:0000:8a2e:0370:7334
■ 2001:0db8:85a3::8a2e:370:7334

● Domain names
○ Subdomains
○ dm548gfsmn2k562l.malware.bad
○ rnicrosoft.com
○ goggle.com

● Important to check multiple intel sources

IPs and Domains
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● Protocol on non-typical ports
○ HTTP traffic on port 53
○ SSH traffic on port 8080

● Legitimate protocols being used on different ports
○ RDP on port 6645
○ HTTP on port 52981

● Protocols being used incorrectly or against standards
○ Traffic indicates it’s DNS protocol
○ Packet contents are C2 communication

Protocol Misuse
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● Traffic patterns
○ Compared to baselines
○ Any type of unusual protocol usage

● Volume
○ Larger amount of data transferred than normal
○ Workstations uploading large volume of data to internet

● Frequency
○ Activity during evenings/weekends (or other “off” hours)
○ Regular connectivity (every 30 min, 1hr, etc)

● Source/destination
○ General workstations talking to unusual destinations
○ Ex: Sales endpoint with SSH connection to foreign country

Abnormal Traffic
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● Requires baselines and knowledge of “normal”
● Large amount of data being transferred

○ Keep eye out for smaller transfers
○ Base hunt off source/destination, in addition to volume

● Directions
○ Internally (machine to machine) -> lateral movement, privesc
○ From inside to outside -> data exfiltration
○ From outside to inside -> possible payload download (usually smaller)

Unexpected Transfers
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Capturing

Network Traffic
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● Can be individual devices or configurations on network devices
● Allows logging/capturing and analysis of traffic
● Placement in network determines logged traffic

○ On switch - can see any traffic on that switch
○ Between two routers - can see traffic between those devices

● Provide insight into exactly what is happening on network
○ Possible C2 activity
○ Workstations downloading payloads
○ Data exfiltration

Network Sensor Basics
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● Network Tap
○ Usually standalone device (can be built-in to other devices)
○ IPS systems can use this to monitor/block traffic
○ Three network ports

■ Traffic between two ports passes through
■ Traffic is copied and routed to monitor port for logging

● Port mirroring/SPAN
○ Configuration on network device
○ One port set up as “mirror” port
○ All traffic on device copied to that port for logging
○ Can affect performance and result in dropped packets

Tap and Mirror
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● Wireshark (or similar application)
● Provide ability to capture packets on individual workstation

○ Does not capture if workstation not source/destination
○ Except broadcasts

● Encrypted traffic is captured - but still encrypted
● Can result in very large capture file

○ Capture filters can reduce, but may miss important data

Application Capture
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Network

Analysis Tools
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● Unix library provides capabilities for packet sniffing/analysis
● Wireshark & tcpdump based on libpcap
● WinPcap - libpcap library designed for Windows

○ No longer developed or supported
○ Replaced with Npcap

■ Created by Nmap Project
● Uses Berkeley Packet Filter (BPF)

○ Expressions to filter captured packets
○ Used in multiple applications

libpcap
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● Network sniffer and protocol analyzer
○ Analysis of all network traffic on computer’s network interface

● Cross platform
○ Windows/Linux/MacOS

● Capabilities
○ Live capture/analysis

■ Save pcap files
○ Analysis of previous captures
○ Capture/display filters
○ “Follow stream”

● TShark
○ Terminal-based Wireshark

Wireshark
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● Unix-based packet sniffer
○ Linux, FreeBSD, MacOS

● Intercepts & displays transmitted/received on computer
● Similar capabilities to Wireshark/TShark

tcpdump
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● NetWitness Investigator
○ Different than full NetWitness SIEM platform
○ Summarizes contents of pcap files and shows important information

■ Service types, source/destination IP/port, email addresses, hostnames

● NetworkMiner
○ Capture and analysis
○ Can summarize information similar to NetWitness Investigator
○ Keyword searching and anomalies 

Others
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Capturing Traffic

with Wireshark
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● Can only monitor traffic that is destined for installed machine
○ Unless analyzing packet capture file (.pcap)

● Filters
○ Capture filters

■ Live filter, limits captured data
■ Reduces processing overhead and capture file size

○ Display filters
■ Can be used during capture, or afterwards
■ Doesn’t reduce processing overhead
■ Assists with narrowing down what’s shown

● “Follow stream”
○ Isolate specific entry
○ Follows the communication path and only shows that data

Wireshark Usage
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Linux

Network Capture
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tcpdump [options] [filter expression]
sudo tcpdump -i eth0

● --list-interfaces
● -c
● -w
● Numerous capture filters

https://www.tcpdump.org/manpages/tcpdump.1.html

tcpdump
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Packet Analysis

with Wireshark
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● Expert information
○ Overview of type of traffic in pcap

● Captured file properties
○ Information about file

● Resolved addresses
● Protocol hierarchy

○ Summary of protocols
● Conversations
● Display filters
● Follow stream

Wireshark Analysis
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NetworkMiner
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Recognizing

Abnormal Traffic
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● ARP
● TCP
● ICMP
● DHCP
● HTTP/S
● DNS

Abnormal or 
Suspicious 

Traffic
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TCP

SYN + ACK

ACK

3-Way 
Handshake

SYN

Time Time
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Normal vs Suspicious TCP

Normal TCP Traffic Suspicious TCP Traffic

3-way handshake (SYN, SYN/ACK, ACK) Excessive SYN packets (scanning)

Smart TCP attacks (usage of different 
flags)

Single host to multiple ports or single 
host to multiple nodes (scanning)
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Normal TCP Traffic
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Normal TCP Traffic

https://t.me/learningnets



Suspicious TCP Traffic
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Normal vs Suspicious ARP

Normal ARP Traffic Suspicious ARP Traffic

ARP broadcasts at a “reasonable” rate Tens, hundreds, or even thousands of ARP 
broadcast messages in a small amount of 
time.

ARP response typically following a request Gratuitous ARP replies

Two identical MAC addresses with 
different IP addresses
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Normal ARP Traffic
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Normal ARP Traffic
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Suspicious ARP Traffic
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Recognizing Abnormal

ICMP & DHCP Traffic
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ICMP

Echo (Ping) Response

Echo (Ping) Request
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ICMP Echo
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Normal vs Suspicious ICMP Echo

Normal ICMP Echo Traffic Suspicious ICMP Echo Traffic

Limited number of echo requests on net Tens, hundreds, or even thousands of echo 
requests in a small amount of time.

Echo reply should always follow request
(request does not always receive reply)

Replies without requests

Small amount of info in “data” field Large ICMP packets, esp in data field
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DHCP

DHCP Discover

DHCP Offer

DHCP Request

DHCP Acknowledgement
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Normal vs Suspicious DHCP

Normal ICMP Echo Traffic Suspicious ICMP Echo Traffic

Follows DORA steps Offers without request, other out of order 
traffic

Offers originate from legitimate DHCP 
server

Rogue DHCP server
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Recognizing Abnormal

DNS & HTTP Traffic
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● Typically a query-response protocol
● Normally uses UDP 53

○ Many legitimate uses for TCP 53
● Traffic destination should always be DNS servers

DNS

Normal DNS Traffic Suspicious DNS Traffic

UDP 53 TCP 53 (not always)

Should only go to DNS Servers DNS traffic not going to DNS Servers

Query -> response Multiple queries with no response
Multiple responses, no queries
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● HTTP traffic typically requests and responses
○ Messages
○ Responses include 3-digit status code (200, 302, 404, etc)

● HTTP messages include message header and body
● Methods used to perform various operations

○ 9 current methods
○ GET, HEAD, PUT, POST, etc

● May be more difficult to spot malicious traffic

HTTP

https://t.me/learningnets



Normal vs Suspicious HTTP

Normal HTTP Traffic Suspicious HTTP Traffic

Port 80, TCP
Port 8080, TCP
Port 8088, TCP

Other, non-standard ports
Standard ports may still be used by attackers
Normally not blocked on networks

Plaintext traffic (NOT HTTPS) Encrypted traffic on port 80 or using HTTP

FQDN connection to server IP connection to server (especially external 
IPs)
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Suspicious HTTP
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Suspicious HTTP
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Suspicious HTTP
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Suspicious HTTP
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● Similar to HTTP, but encrypted
● Handshake between client & server prior to communication

○ Agree on protocol version
○ Cryptographic algorithms selected
○ Optional mutual authentication

● Attackers commonly use standard HTTPS ports (443, 8443, etc)
● Non-encrypted traffic on 443 should be suspicious
● Normally, data exchanged cannot be read

○ May be able to decrypt with Wireshark or other tools

HTTPS
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Network Threat Hunting - Summary
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Key Concepts

+ Network IOCs

+ Capturing network traffic

+ Analyzing captured packets
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LEARNING OUTCOMES

+ Be familiar with different types of network IOCs
+ Understand the methods to capture traffic on various 

systems
+ Be able to effectively analyze traffic using Wireshark
+ Be able to recognize different types of abnormal 

traffic (ARP, TCP, DNS, HTTP, etc)
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+ Continue with Threat Hunting learning path
+ Revisit courses or videos on network IOCs or network fundamentals
+ Continue practice in hands-on labs
+ Download various PCAP files from wiki.wireshark.org for additional 

practice

Next Steps 
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Thank you!

Network Threat Hunting

+ Network IOCs
+ Capturing and analyzing traffic
+ Recognizing abnormal or suspicious traffic
+ Thank you for your time!
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EXPERTS AT MAKING YOU AN EXPERT
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