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What is Cuckoo ?

Cuckoo is open source sandbox used for dynamic analysis of a malware file.

Minimum requirements for Cuckoo Installation

2 cores

6 GB of RAM

250 HD

KVM as a hypervisor or virtualbox

Ubuntu OS (recommend for host os*)

Windows 7 to analyze windows malware or if you want to analyze Linux and
Android malware, you can install Linux OS like Ubuntu and for android you
can install Android OS (for guest os).

Noted: in this case | use virtualbox as guest os analyst.

Installation Cuckoo Packages

1.

First, you must update and upgrade os ubuntu.

sudo apt update -y && sudo apt upgrade -y

Please follow this command to install package.

sudo apt install python python3-pip python-dev libffi-dev libssl-dev &&
sudo apt install python-setuptools && pip3 install virtualenv && sudo
apt install python3-virtualenv && sudo apt install libjpeg-dev zliblg-
dev swig && sudo apt install mongodb && sudo apt install postgresql
libpg-dev && sudo apt install virtualbox && sudo apt install tcpdump
apparmor-utils && sudo apt-get install curl && curl https://boot-
strap.pypa.io/pip/2.7/get-pip.py --outpu get-pip.py && sudo python2 get-
pip.py && sudo apt-get install -y libmagic-dev

If you want to have your own cuckoo user, you can follow the useradd
command or you will just use your default user account, you can skip the
useradd command and follow the second command.

e sudo useradd cuckoo
e sudo usermod -a -G vboxusers cuckoo
e sudo usermod -aG sudo cuckoo

noted: “cuckoo name 1is your user account name which will be used for
group vboxusers?”.
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4. Install additional packages.

sudo apt-get install -y libffi-dev libssl-dev libfuzzy-dev libtool flex
autoconf libjansson-dev git

5. You need install psycopg2, distorm3==3.4.4, psycopg, pycrypto, openpyxl and
please follow this command.

sudo -H pip install distorm3==3.4.4
sudo -H pip install psycopg2 pycrypto openpyxl

6. Next, install pydeep and volatitily.

sudo -H pip install git+https://github.com/kbandla/pydeep.git
sudo -H pip install git+https://github.com/volatilityfoundation/volatil-
ity.git

7. Install pyopenssl.
sudo -H pip install pyopenssl -U

8. Install yara.

git clone https://github.com/VirusTotal/yara.git && cd yara* && sudo
./bootstrap.sh && sudo ./configure --enable-cuckoo --enable-magic --en-
able-dotnet && sudo make && sudo make install

note: “if you yara error Like this "yara: error while Lloading shared
Libraries: Llibyara.so.8: cannot open shared object file: No such file or
directory", you can use command in bellow”:

e sudo echo "/usr/local/lib" »>> /etc/ld.so.conf (if this command
doesn't work or doesn't solve the problem, you can skip to second
command)

e sudo ldconfig

9. Install ssdeep.

sudo apt-get install -y ssdeep

10.Now we will install tcpdump to enable packet capture analysis.

sudo groupadd pcap && sudo usermod -a -G pcap cuckoo && sudo chgrp pcap
/usr/sbin/tcpdump && sudo setcap cap_net_raw,cap_net_admin=eip
/usr/sbin/tcpdump && sudo aa-disable /usr/sbin/tcpdump
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11.Check if every one is correct.

getcap /usr/sbin/tcpdump

12.Make environment python2.

python3 -m virtualenv -p /usr/bin/python2.7 sandbox

13.Now, we can install cuckoo sanbox.

pip install setuptools
pip install -U cuckoo
cuckoo init

cuckoo community

14.Basically in Ubuntu OS, there is no net-tools to use ifconfig. We need to install
net-tools to setup the virtualbox.

e sudo apt install -y net-tools
e ifconfig

15. Add host-only network adapter and IP address on virtualbox.

e vboxmanage hostonlyif create
e vboxmanage hostonlyif ipconfig vboxnet® --ip 192.168.56.1
e ifconfig

16.We will create a script so that these changes persist on reboot and auto-
matically run system startup. Follow the commands bellow:

Create a folder in systemd with the name vboxhostonly.
e sudo mkdir /opt/systemd/
e sudo nano /opt/systemd/vboxhostonly

Put this script bash in vboxhostonly.

#!/bin/bash

vboxmanage hostonlyif create

vboxmanage hostonlyif ipconfig vboxnet® --ip 192.168.56.1
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If you have finished entering the script above. please save with command
ctrl+x then y.

17.Change permission vboxhostonly.

e cd /opt/systemd/
e sudo chmod a+x vboxhostonly

18.We need to create a service.

e sudo touch /etc/systemd/system/vboxhostonlynic.service
e sudo nano /etc/systemd/system/vboxhostonlynic.service

Then, you have to put below script to vboxhostonlynic.service.

19.Now, after configuring the service, we can load the deamon-reload.

e systemctl daemon-reload
e systemctl enable vboxhostonlynic.service
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Setup Guest OS for Analysis Malware

1.

For windows 7 iso, you can download it below.

Url download google drive:

After the download is complete you can install the windows os. then if the
windows 7 installation is complete, please install the windows dependen-
cies needed to run malware programs and other general needs. In this

case | use ninite.

e Ninite (
e Chocolatey (

)

Noted: “don 't forget to change internet explorer settings so you can
download files or make them vulnerable™.

Web Browsers
@& chrome
1O Opera

[ Firefox
l_¢ Edge

Runtimes

[CJE] Java (AdoptOpenJDK) x84 8
g Java (AdoptOpenJDK) 8
[ vava (AdoptOpenJDK) x64...
Ons .NET4.8

[las .NET Desktop Runtime x64 5
[lns \NET Desktop Runtime 5
[, silverlight

Security

Messaging
L zoom

[ ] ) Discord
1 Skype

g Pidgin
[l Thunderbird

(1™ Trillian

Imaging

['s Krita

[ 2% Blender
(1% PaintNET
[l GIMP

] % IrfanView
[ XnView

[ Inkscape

Media

¥ iTunes

[1 4 vLe

C@ amp

[+ toobar2000
Cl¢s winamp

[« MusicBee
& Audacity
[1## K-Lite Codecs
It com

[]@ spotify

] cccp

(@ MediaMonkey
[ HandBrake

Documents

Speakers: 67%

You can choose what you need and if have done download, next install

ninite on your windows 7 guest. Example when installing:
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B Nine oo
Instaling Motepad ++...

Hide: details Write feedbads Canced
Application Status
MNotepad ++ Instaling

Now we need to install Python 2.7 for windows. You can download it from

Next download Python Pillow from

For the get result analysis in windows to cuckoo, we need place file
agent.py to windows 7 start program folder.

You can find agent.py in ~/.cuckoo/agent or $USER/.cuckoo/agent folder on
directory Ubuntu host.

{3t Home .cuckoo agent

went P .
aried android agent.py agent.sh
Jmks

xssktop
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Copy the agent.py file and place it in C:\Users\*USERNAME*\AppData\Roam-
ing\Microsoft\Windows\Start Menu\Programs\Startup this will then start the
agent.py on boot up of the Virtual Machine.

File Machine View Input Devices Help

===
——,
@bvl .« Microsoft » Windows » Start Menu » Programs » Startup - | s || Search Startup ol
Organize « Include in library « Share with Mew folder = - [l @
= |
¢ Favorites = Date modified Type Size
Bl Desktop . agent.py 8/26/2021 5:53 AM  Python File 13KB

& Downloads

'_‘ Recent Places

. Libraries
[} Documents
J1 Music
=/ Pictures

B videos

Noted: “You will need to Show hidden files and folders for the AppData
folder to be seen™.

File Machine View Input Devices Help Folder Options ]

\General’V'ew Search

New Folder views
You can apply the view (such as Detais or lcons) that
0 T‘ you are using for this folder to all folders of this type.
o Copy o 9 . Aoy to Folders Reset Foders |
Paste ~ - {
Undo p 0
Bedo loads 9 Advanced settings:
Select all tes 9 Files and Folders -
L S 9 [) Aways show icons, never thumbnails
D tayout ) dcuments 9 [7] Aways show menus
Folder and search options Lsic 9 [7 Display file icon on s =
X Delete tures 9 [¥] Display file size information in folder tips
Rename Heos 9 [] Display the ful path in the title bar (Classic theme only)
Remove properties Games 9 Hddfﬂesm'om
St L . e rfotdersrorditre
© Show hidden files. folders, and drives
Close T e
€ Network [ ] Hide extensions for known fie types
s |v] Hde protected operating system files (Rec ded) ~
Restore Defauts

)‘ | AppData Date modified: 9/26/2021 5:00 AM [ 0K C ]

{ File folder )

6. In Windows 7, we will change the protection settings to make analysis eas-
ier.

Go to start and type in Group. You should see the Edit Group Policy option.
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Expand Computer Configuration > Windows Settings > Security Settings >
Local Policies > Security Options. Scroll down to the User Account Control
options. Please follow this setup.

=T Local Group Policy Editor |

File Action View Help

e AE X HE

|| Policy Security Setting o
#% Computer Configuration 1] Network security: Restrict NTLM: NTLM authentication in th.. Not Defined
E J are ings 7

B R Metwork security: Restrick NTLM: Outgoing NTLM traffic to ... Mot Defined
4 | Windows Settings . - N -
- . . Recovery console: Allow automatic administrative logon Disabled
I+ | Name Resolution Helicy

i Senpts (Startup/Shlitdown)
|+ == Deployed Printers
Sy Security Settings
I & Account Policids
4 5 Local Policies
I+ g Audit Polie
1> (@ User Ri ghts‘ssi gnment
|_'5 Secunty Options
[+ -1 Windows Firewall with Advanc
1 Metwark List Manager Policies
| Public Key Policies
I+ 7] Software Restriction Policies
I+ | Application Control Policies
2 Q 1P Security Policies on Local Co
I | Advanced Audit Policy Configu
i gl Policy-based QoS
[ Administrative Templates
<R l:l.ser Contig urw?n User Account Control: Switch to the secure desktop when pr... Disabled
| Software Settings = X L X . B} m
User Account Control: Virtualize file and registry write failure... Enabled -
3 4 1) ™F

»

[

£ &

| Recovery conscle: Allow floppy copy and access to all drives... Disabled
| Shutdown: Allow system to be shut down without having te.. Enabled
| Shutdown: Clear virtual memory pagefile Disabled

| System cryptography: Force strong key protection for user k... Mot Defined
System cryptography: Use FIPS compliant algorithms for en...  Disabled
| Systern objects: Require case insensitivity for non-Windows ... Enabled
| Systern objects: Strengthen default permissions of internal s... Enabled
i, System settings: Optional subsystems Posic

m settings: Use Certificate Rules on Windows Executabl... Disabled
User Account Control: Admin Approval Mede for the Built-i... Disabled
User Account Control: Allow ULAccess applications to prom...  Disabled
:JUser Account Control: Behavior of the elevation prompt for ... Elevate without prompti.,

User Account Control: Behavier of the elevation prompt for ... Prompt for credentials
User Account Control: Detect application installations and p... Disabled ‘

:JUser Account Control: Only elevate executables that are sign... Disabled
User Account Contral: Only elevate UlAccess applications th.. Disabled = ‘

User Account Control: Run all administrators in Admin Appr... Disabled

4

T AinA e Sotrinnc
1

<

Disable the automatic install of Windows Updates. Go to Computer config-
uration > Administrative Templates > Windows Components > Windows Update
and right click Configure Automatic Updates and edit to Enabled and 2- No-
tify for download and notify for install, then click ok.

|5)7 LOCal Group Folicy Editor S s
File Action View Help

«s| 2B = HEl Y

1 Sound Recorder < “ \ u S =
| Tablet PC — . — 4 :
7| Task Scheduler Configure Automatic Updates Setting

i Do not display ‘Install Updates and Shut Down' optic
1i=. Do not adjust default option to ‘Install Updates and ¢

] Windows Anytime Upgrade

Edit policy setting
Windows Calendar e

Windows Color System Requirements: == T Ypdetefoyer Manag toal
| Windows Customer Experience At least Windows 2000 Service i, Configure Automatic Updates|
| Windows Defender Pack 3 or Windows XP B e stebelt #wpaste service location
i ] Windows Error Reporting Professional Service Pack 1 Ic Updates detection frequency

1> ] Windows Explorer Description:
*| Windows Installer Specifies whether this comp:

iz, Allow non-administrators to receive update notificat

A Configure Automatic Updates [ o
Configure Automatic Updates 5 = S Upda
E g b Previous Setting (e Next Setting J huled :
ons
Not Configu -
© Enabled allatio
_) Disabled = bft ups
Supported On: At Jeast Windows 2000 Service Pack 3 or Windows XP Professional Service Pack1
Options: Help: ¢
<|
17 setting(s)

fiqure zutomatic updating: ] ISpeciﬁeswhetherthis computer will red Show hidden icons jand |
[~ [ S s S e ﬁg biii
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Remove the Windows protection from the network. Go to Computer Config-
uration > Administrative Templates > Network > Network connections > Win-
dows Firewall > Domain Profile > Windows Firewall and change “Protect
all network connections” to Disabled.

=l Local Group Policy Editor
File Action View Help

| rE= BT

[=lerf=

»

'=[ Local Computer Policy
4 & Computer Configuration
| Software Settings
] Windows Settings
& | Administrative Templates

| Domain Profile

Windows Firewall: Protect all
network connections

Setting
=) Windows Firewall: Allow local program exceptions

Edit policy setting

1 (] Control Panel
4 | Network Requirements: = ,
| Background Intelligent Transfe Af_n‘:ﬁssgzw‘"“ws AP Professional &2 Windows Firewall: Allow inbound file and printer sh
I BranchCache L W | Windows Firewall: Allow ICMP exceptions
A Windows Firewsall: Protect all network connections =
Wind. Fi II: Protect all network = =
‘ E indows Firewsll: Protect all network ¢ PrevlwsSermng] [ Next Setting ] "
“N istri
) Mot Configured 2| .
_) Enabled ult
. L rk
@) Disabled
Supported on:  at jeact Windows XP Professional with 592
. -
Options: Help:
b
Turns on Windows Firewall. - v
<
- ¥you enable this policy setting, Windows Firewall runs and —
14 settingks) | Lignores the "Computer Configuration\Administrative Templates

Next, disable Windows Defender. you can do with Computer Configuration >
Administrative Templates > Windows Components > Windows Defender Antivirus

then set “Turn off

Windows Defender Antivirus’ to Enabled.

= Local Group Policy Editor
File Action View Help

s xE = el Y

(e [=@][=]

| Game Explorer
| HomeGroup
i+ (] Internet Explorer

| Internet Information Services

| Location and Sensors
71 MetMeeting
] Metwork Projector
] Online Assistance
" Parental Controls
| Presentation Settings
I+ | Remote Desktop Services

% DO L

| Windows Defender
Turn off Windows Defender Setting

1i2. Turn on definition updates through both W5US and
\i2. Turn on definition updates through both W5US and
et foriterrShy frefpre Scheduled Scans

£ Turn off Windows Defender

Edit policy setting

Requirements:

At least Windows Vista

i, Turn off Routinely Taking Action
|2 Configure Microsoft SpyMet Reporting

Description:
Turns off Windows Defend
Time Protection, and
are scheduled.

ore scans

A Turn off Windows Defender

E5] Tum off Windows Defender

@ Enabled

) Disabled

Supported on:

- (o)

Previous Setr.ing] I Mext Setting ‘

At least Windows Vista
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10.Then make sure, if UAC (User Account Control, Windows Firewall, and Win-
dows Defender have been disabled.

11.Turn off guest windows 7 and change network adapter to hostonly and
vboxnetO.

cuckoo1 - Settings

|

B General Network

(2] system Adapter 1

M Display ,

@ Storage Attached to:  Host-only Adapter -

C‘D:' Audio Name: vboxneto .

=7 Network b Advanced

@ Serial Ports

£ use
I__-i Shared Folders
Ei User Interface

Dcancel QoK |

12.Configuration to static ipv4 on windows 7.

1

¥ Local Area Conn 4 Local Area Connection Properties

Intemet Protocol Version 4 (TCP/IPv) Properties
General | Networking e d

Cormection Connect usng: You can get IP settings assigned automatically if your network supports

Py Connectivi ¥ Intel(F) PRO/1000 MT Desktop Adapter this capability. Otherwise, you need to ask your network administrator

= for the apprepriate IP seltings,

TPw6 Connectivi

Media State: “) Obtain an IP addr tomatical

Duration: This connection uses the folowing tems: - nen ess automatcEly

@) Use the folowing IP address:

Speed: % Client for Microsoft Networks
) ¥ =005 Packet Scheduer IP address: 192 . 158 . 56 . 101
Details... ; ;
1 /S File and Prrter Sharing for Microsoft Ne Subnet mask: 255 .255.255. O
L. Reliable Multicast Protocal
& Intemet Protocol Version 6 (TCF/IPvE) Default gateway: 192.168 .5 . 1

Activity i Irtemet Protocol Varsior, 4 (TCP/1Pv4)
v - Link-Layer To Discovi == Obtain DMNS server address automaticaly
(%] s Link- ‘Opalogy Discovery Re:

@) Use the folowing DNS server addresses:

Eiall ninstal Preferred DNS server: 8 .8 .8 .8
Bytes: .
Description Alternate DINS server: 8.8 .4 .4
Transmission Contral Protocel/Intemet Protecy
@ wide area network protocol that provides comy
across dverse interconnected networks. [ Validate settings upon exit [ pr——
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13.We need to make a snapshot of the windows 7 machine, so that every
malware infection to windows 7, we can return to the initial settings.

File View Input Devices Help
s Settings... Host+S
E Take Snapshot... Host+T 9 Local Area Co
(L) session Information... Host+M
— Metworking
[E File Manager... —
Connect using;
Uil Pause Host+P rnect s
£ Intel(R) P
2 Reset Host+R
4 ACPI Shutdown Hosk+H
. ‘ ‘ Duration: This connection
[ | [w] T8 st §

Configuration Firewall Ubuntu to NAT

This step so that host-only adapter has connection to internet.

1. Install iptables-persistent.

sudo apt-get install -y iptables-persistent
2. Check your rules by running.

sudo iptables -L
3. Follow this command for forward ipv4.

e echo 1 | sudo tee -a /proc/sys/net/ipv4/ip_forward
e sudo sysctl -w net.ipv4.ip forward=1

4. Make sure that the IP forwarding starts up after a reboot.

sudo nano /etc/sysctl.conf

remove the # from net.ipv4.ip forward=1

then add net.ipv4.conf.all.proxy_arp = 1 below it
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5. Configure iptables to open NAT share connections.
e sudo iptables -t nat -A POSTROUTING -o eth@ -s 192.168.56.0/24 -j
MASQUERADE
e sudo iptables -P FORWARD DROP
e sudo iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j
ACCEPT

e sudo iptables -A FORWARD -s 192.168.56.0/24 -j ACCEPT
e sudo iptables -L

6. Get access rooft.
sudo su
7. We will save iptables configuration to iptables rules.v4.
e iptables-save > /etc/sysconfig/iptables

e iptables-save > /etc/iptables/rules.v4
e service iptables restart

Configuration Cuckoo

1. Create database in postgresql.
sudo -u postgres psql

CREATE DATABASE cuckoo;
CREATE USER cuckoo WITH ENCRYPTED PASSWORD 'password’;
GRANT ALL PRIVILEGES ON DATABASE cuckoo TO cuckoo;
\q
2. Change directory to cuckoo folder.

cd .cuckoo/conf

3. Edit file cuckoo.conf.

following are set:
machinery = virtualbox
memory_dump = yes
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machinery = virtualbox

nemory_dump = yes

resultserver ip = 192.168.56.1

ip = 192.168.56.1

port = 2042

upload_max_size = 134217728

Change the connection = line to:
connection = postgresql://cuckoo:password@localhost/cuckoo

connection = postgresql://cuckoo:password@localhost/cuckoo

Edit file auxiliary.conf.

sudo nano auxiliary.conf
ensure that the sniffer and mitm is enabled = yes
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enabled = yes

tcpdump = Jusr/sbin/tcpdump

enabled = yes

mitmdump = /usr/local/bin/mitmdump

Edit file virtualbox.conf.

sudo nano virtualbox.conf
ensure that virtualbox mode = gui and machines = cuckool (mMmake sure
the created windows virtual machine name matches yours)

mode = gui

path = /usr/bin/vVBoxManage
fnterface = vboxnet®
machines = cuckoo1l

controlports = 5000-5050

label = cuckool

platform = windows

Make sure label = cuckool and platform = windows and ip = 192.168.56.101
then Ctrl + X to exit , Y to save and enter to write file.
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label = cuckool

platform = windows

ip = 192.168.56.101

Edit file processing.conf.

sudo nano processing.conf
ensure that memory enabled = yes

enabled = yes

Edit file memory.conf.

sudo nano memory.conf
ensure that basic guest profile = win7SPix64

guest_profile = Win7SP1x64

Edit file reporting.conf.

sudo nano reporting.conf

ensure that singlefile Enable creation of report.html enabled = yes, re-
port.html/report.pdf enabled = yes, report.pdf enabled = yes and mon-
godb enabled = yes
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enabled = yes
html = yes

pdf = yes

enabled = no
url =
apikey =

mode = maldoc ipaddr hashes url

distribution = 0
analysis = 0
threat_level = 4

min_malscore

tag = Cuckoo
upload_sample = no

2nabled = yes

tost = 127.60.0.1
dort = 27017

ib = cuckoo
store_memdump = yes

Configuration Cuckoo

If everything is done, you can run cuckoo with the command below.
source sandbox/bin/activate
cuckoo web

:~$ source sandbox/bin/activate
:~S cuckoo web
Performing system checks...

System check identified no issues (0 silenced).

Dctober 01, 2021 - 11:34:32

pjango version 1.8.4, using settings 'cuckoo.web.web.settings'
Starting development server at http://localhost:8000/

Then run debug to check if there is any error in cuckoo during analysis.

cuckoo -d

:~$ source sandbox/bin/activate
sandbox) :~$ cuckoo -d

Cuckoo Sandbox 2.0
www . cuckoosandbox.org
Copyright (c) 2010-2018

P021-10-01 11:34:52,260 [cuckoo] DEBUG: Increasing resource limit for number of open files to 1048576
Checking for updates...
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Cuckoo web view

C O D localhost:5000 <% :

= Recent #x Pending Q Search Submit Import

Insights Cuckoo

Cuckoo Installation SUBMIT URL S/HASHES
SUBMIT URLS/HASHES

SUBMIT A FILE FOR ANALYSIS

Usage statistics

System info [used | total |

= From the press:

W Cuckoo Sandbox 2.0.7 e o
i . : S
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