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- Debian Linux maintainer and Linux kernel contributor
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- | present escape paths of KVM/QEMU and KVM-based

microVMs
- KVM-based hypervisors are widely used from VMSs to containers
- KVM has higher privilege than the kernel and can be used for escapes

- | Introduce a new tool, Alcatraz, to prevent escapes
- It downgrades KVM's privilege (Ring -1) to the guest hypervisor (Ring 0)
- It makes a sandbox for the KVM and monitors system calls to prevent
escapes
- Process creation, kernel code modification, and privilege escalation
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bisexnat A New Era of Cloud Platforms has come

AN®

Serverless

VM-based Contalner-based
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bidichat Virtual Machine (VM) vs Container (1)
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\VA\Y \VA\Y Container Container
Applications Applications
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miseknat Virtual Machine (VM) vs Container (1)
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- Virtual machine architecture
- uses Virtual Machine Monitor (VMM), a.k.a. hypervisor
- provides strong isolation with virtualized hardware
- Aguest OS is needed, and performance overhead is high
- has each execution environment, such as kernel and user space

- Container architecture
- uses namespace and cgroup features of Linux kernel
- provides weak isolation with the kernel
- Supporting files are needed, and performance overhead is low
- shares the kernel and has its own user space only
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Host User Space

Container Container
Host Applicati =
Servic.:&? Supporting
anGey Files and
Applications Runtime

Hardware and Firmware

Container Architecture



Contalners are indispensable!

But, Strong Isolation is needed
to preventthe ESCAPES



Container T Hypervisor

containers

Firecracker @ gVisor
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To be or not to be,
that I1s the question

- William Shakespeare

S0, the security researcher realized ...



To be a container or not to be a Contalner
that is wO" the question &

- Anonymous Researcher

The REAL questionis ...
How can we prevent escapes??



ALCATRAZ




- Background

- Analysis of Critical Paths of Escapes

- Design and Implementation of Alcatraz
- Evaluation and Demo

- Conclusion and Black Hat Sound Bytes
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Kata Container

OCI|-Command I l

> Firecracker,

and more
Hypervisor (KVM)

Kata Architecture - Kata Containers: An Emerging Architecture
for Enabling MEC Services in Fast and Secure Way
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Untrusted Code MicroVM
.-.-.. > (Minimal Set for a
Serverless Compute
Guest Kernel Service)

Untrusted Code R —~
Firecracker

.-.-.. sandbox _ )
RN (written in Rust)

Host Kernel

(a) Linux container model (b) KVM virtualization model

The Security Model of Linux Containers - Firecracker:
Lightweight Virtualization for Serverless Applications
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gVisor
Application Sentry () Gofer > (Minimal Set of Kernel
Kernel File Service and File Services)

Kemer [ | o

Host Kernel

An OCI runtime powered by gVisor-Container Isolation
at Scale (... and introducing gVisor)
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A hypervisor attaches to VMs tightly
t has RING -1 privilege!

The attacker can €SCapPe€ from the VM
with a KVM vulnerability

(and subvert the system)



Fortunately,
| was not the only one who was worried about

the excessive privilege of a hypervisor!
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HyperSentry: Enabling Stealthy In-context Measurement of
Hypervisor Integrity

Ahmed M. Azab

Peng Ning

Zhi Wang Xuxian Jiang

Department of Computer Science, North Carolina State University
{amazab, pning, zhi_wang, xuxian_jiang}@ncsu.edu

Xiaolan Zhang
IBM T.J. Watson Research Center

cxzhang@us.ibm.com

ABSTRACT

This paper presents HyperSentry, a novel framework to en-
able integrity measurement of a running hypervisor (or any
other highest privileged software layer on a system). Unlike
existing solutions for protecting privileged software, Hyper-
Sentry does not introduce a higher privileged software layer
below the integrity measurement target, which could start
another race with malicious attackers in obtaining the high-
est privilege in the system. Instead, HyperSentry introduces
a software component that is properly isolated from the hy-
pervisor to enable stealthy and in-contert measurement of
the runtime integrity of the hypervisor. While stealthiness
is necessary to ensure that a compromised hypervisor does
not have a chance to hide the attack traces upon detect-
ing an up-coming measurement, in-context measurement is

Nathan C. Skalsky
IBM Systems & Technology Group
nskalsky@us.ibm.com

we implement a prototype of the framework along with an
integrity measurement agent for the Xen hypervisor. Our
experimental evaluation shows that HyperSentry is a low-
overhead practical solution for real world systems.

Categories and Subject Descriptors

D.4.6 [Operating Systems]|: Security and Protection—in-
vasive software

General Terms

Security

Keywords

Virtualization, Hypervisor Integrity, Integrity Measurement

1. INTRODUCTION

CHIPSET BASED APPROACH TO DETECT
VIRTUALIZATION MALWARE

a.k.a. DeepWatch

Yuriy Bulygin

Joint work with David Samyde

me/leartiighdtg Center of Excellence / PSIRT @ Intel Corporation

Preventing and Detecting
Xen Hypervisor
Subversions

Joanna Rutkowska & Rafat Woijtczuk
Invisible Things Lab

Black Hat USA 2008, August 7th, Las Vegas, NV

Protecting Cloud Virtual Machines
from Commodity Hypervisor and Host Operating System Exploits

Shih-Wei Li

John S. Koh

Jason Nieh

Department of Computer Science
Columbia University
{shihwei, koh,nieh}f@cs.columbia.edu

Abstract

Hypervisors are widely deployed by cloud computing
providers to support virtual machines, but their growing com-
plexity poses a security risk as large codebases contain many
vulnerabilities. We have created HypSec, a new hypervisor
design for retrofitting an existing commodity hypervisor using
microkernel principles to reduce its trusted computing base
while protecting the confidentiality and integrity of virtual ma-
chines. HypSec partitions the hypervisor into an untrusted host
that performs most complex hypervisor functionality without
access to virtual machine data, and a trusted core that provides
access control to virtual machine data and performs basic CPU
and memory virtualization. Hardware virtualization support
is used to isolate and protect the trusted core and execute it

maintenance effort. For example, KVM [44] is integrated with
Linux and Hyper-V [56] is integrated with Windows. The
result is a huge potential attack surface with access to VM
data in CPU registers, memory, I/O data, and boot images.
The surge in outsourcing of computational resources to the
cloud and away from privately-owned data centers further
exacerbates this security risk of relying on the trustworthiness
of complex and potentially vulnerable hypervisor and host OS
infrastructure. Attackers that successfully exploit hypervisor
vulnerabilities can gain unfettered access to VM data, and
compromise the privacy and integrity of all VMs—an
undesirable outcome for both cloud providers and users.
Recent trends in application design and hardware virtual-
ization support provide an opportunity to revisit hypervisor
desien reguirements to address this crucial security problem
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- Analysis of Critical Paths of Escapes & .
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USa 2021 Code Execution with a KVM Vulnerability

- Executes code outside of a VM
- Small shellcode Is used for creating a
ROOT privilege process of a host
- Process creation: Guest - Host
- Privilege escalation: Host user - root

- It Is also possible to modify kernel or
KVM code
- But, disabling security features are

needed! Q

‘Extracting Escape Paths from CVEs (1)
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USA 2021 Code Executlon W|th a VM Vulnerablllty
- Also executes code outside of a VM Host User Space
- A VM software has lots of code for el N

VM
Software

Guest

- Full-featured VMs (QEMU) has a Iarge Application |« «e | |y or pace User Space

: _ \‘_ﬂ y Software
services and hardware emulations il

Guest
Kernel

code base
- Others have smaller ones, but ... Q

- Small shellcode is used for creating a [zingo
USER privilege process of a host

Ring -1

Host Kernel

- Process creation: Guest > Host Firmware SMM

- Privilege escalation is needed! Hardware
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‘Extracting Escape Paths from CVEs (3)

ssa=m= - Privilege Escalation with a KVM Vulnerability

- Elevates the privilege of a VM
- AVM Is a process and runs in the guest
privilege of a host
- But, improper handlings give HOST
privilege to the VM
- Page tables, interrupts, registers, etc.

- It Is possible to create a root privilege
process of a host and modify kernel
code

Host User Space

VM VM
Software Software

|7 Guest
N Guest
Application| «a= ﬂ
9 User Space
17 ¢ Host Guest
Kernel
Ring O Ring -1
Host Kernel
Firmware SMM

Hardware
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‘Extracting Escape Paths from CVEs (4)

-=a=e=1] ocal Privilege Escalation with a KVM and VM Vuln.

- Elevates the privilege of a process
- Some KVM vulnerabilities can be
exploited through /dev/ikvm
- It can be used to elevate privilege
(and create a root privilege process)

- Some VM vulnerabillities can be used
for privilege escalation if the VM or
related daemon runs in root privilege
- But, a VM usually runs in user

privilege for security reasons Q
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OOB in VIRTIO-GPU of QEMU
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méknat SO, critical paths of escapes are ...
Code
Execution
KVM
VM -> Host

Privilege Escalation

Local Privilege

VM
Vulnerability
Escalation
| No one knows |
until the vulnerability Is revealed
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- It does not need SMM and retrofits of the hypervisor 0
- It downgrades KVM'’s privilege and makes a sandbox with Intel VT

- Alcatraz consists of Hyper-box and tailored Linux kernel
- Hyper-box is a pico hypervisor made from scratch
- It has core mechanisms for preventing escapes
- Tallored Linux kernel has only one system call interface for x86 64
- It narrows the attack surface and monitoring points
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biSekhat Hyper-BoX (1)

USA 2021
- Makes a sandbox with the memory and register protection technigues
- It leverages the Extended Page Table (EPT) of Intel VT
- Guest Physical Address (PA) are translated to host PA with EPT
- EPT can prevent code and RO data modifications!
- It protects security-related bits of control registers (CRS)
- Write Protect (WP) of CRO, Supervisor Mode Execution Protection (SMEP) of CR4

- Monitors system calls and prevents unauthorized behaviors
- It sets H/W breakpoints to the system call entry point, fork, exit, and cred functions
- wake_up_new task(), cgroup release(), entry SYSCALL 64(), and commit_creds()
- It detects and prevents unauthorized behaviors
- code modification, process creation, and privilege escalation
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biack hat Hyper-Box (2)
- Emulates VMX instructions for nested virtualization
- It downgrades KVM's privilege (Ring -1) to a guest hypervisor (Ring 0)
- S0, It has to emulate VMX instructions of KVM because Ring 0 cannot execute them
- However, performance overhead is high

- Uses VT features to reduce the performance overhead
- Virtual Machine Control Structure (VMCS) shadowing
- It allows a guest hypervisor to execute VMREAD and VMWRITE directly
- S0, emulations or interventions are reduced!
- Virtual Process ID (VPID)
- It gives unique ID to vCPU and Translation Lookaside Buffer (TLB)
- It prevents TLB flushes when VMEXit occurs!
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blackhat _ _ fel :
ssazo=1 - Praventing Unauthorized Code Modification
<Sandbox> <Hyper-Box>
| Guest Guest Guest VT Extended Host
Logical Address Page Table Physical Address Page Table Physical Address
(GLA) (GPT) (GPA) (EPT) (HPA)
| | Code 1 RO, EXEC |[rmeed!  Codle 1
Code 0 [ RO, EXEC Code 0 RO, EXEC [=—————=>! Code 0
Codel1 |—| RO, EXEC e ‘o e
RO Data RO, NOEXEC Data 0 Data 0

[ - ] [ - ] ‘ RO, EXEC Code 1
| Code 0 >, RO, EXEC ': RO, EXEC Code 0
¥ Code M R RW, EXEC |
Data 0 RO, NOEXEC Data 0
Datm 0 _———t{RW NOBXECH—
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ssazo21 Preyventing Unauthorized Process Creation (1)
App or VM > App or VM *: Hardware Breakpoint
(PID 100) (PID 101)
(1) fork( |}
Kernel with KVM (2) *system Call .
Entry Point i PID 100
i (UID 1000
fork() exit() commit creds() |others() i | GID 1000
{ { { i |EUID 1000
*«* code */ */* code */ /* code */ /* code */ i EGID 1000
} } } } i /

3) Checking=mmmmm

VMEXit System Call Number Privilege

switch() Callback ’ N . PID 100
{ i a

entry: check_priv_and save syscall(); break;| |PID 100: fork | ! gig iggg

fork: add task(); break; PID 101: i EUID 1000

exit: del task(); break; i EGID 1000

commit_creds: update_cred(); break; | )
} ]

Hyper-Box
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blackhat _ _ :
ssa=0=21 Prayenting Unauthorized Process Creation (1)
App or VM > App or VM *: Hardware Breakpoint
(PID 100) (PID 101)
(1) fork( |}
Kernel with KVM ystem Call
(2) *sEntry Point i PID 100
i (UID 1000
exit() commit creds() |others() i | GID 1000
{ { i |EUID 1000
*/* code */ /* code */ /* code */ i EGID 1000
} } ; J

3) Checking=mmmmm

VMEXit svstern Call Numb Privilege
Callback Al “m\eri oD 100
L
entry: check priv_and save syscall(); break;| |PID 100: fork | ! gig iggg
fork: add task(); break; f i EUID 1000
exit: del task(); break; (6) Checking| | |eGID 1000
commit_creds: update cred(); break; System Call i
} Number ] /

Hyper-Box
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Jsa=021 Preyventing Unauthorized Process Creation (1)

App or VM > App or VM Y& : Hardware Breakpoint
(PID 100) (PID 101)
(1) fork( |}
Entry Point i PID 100
i (UID 1000 (UID 1000
exit() commit creds() |others() I | GID 1000 GID 1000
{ { i |EUID 10e00|M(EUID 1000
*/* code */ /* code */ /* code */ i EGID 1000| M |EGID 1000
— } } ' y
= eee——— e 3) Checkingmemmemmmmemen
) VMEXit Privilege
] Callback System Call Number !
zthh() \_ | PID100 PID 101
A a
entry: check priv_and_save syscall(); break; PID 100: fork [ i UID 1000 UID 1000
fork: add_task(); break; pip 101: 4 | 7) GID 1099 || GID 1099
e = 7 7 l N"JAEVID 1000| |EUID 1000
exit: del_task(); break; (6) Checking| | |ecID 1000| [EGID 1000
commit_creds: update_cred(); break; System Call| 1 J J
Number ;

}

Hyper-28ox
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blackhat | ] :
ssazo21 Preyventing Unauthorized Process Creation (2)
App or VM ﬂ *: Hardware Breakpoint
(PID 100) y
(1) ioctl()
Kernel with KVM (2) *gystem Call
Entry Point | PID 100 PID 101
4 l
(4) i (UID 1000 (UID 1000
fork() exit() commit_creds() other's£ __ I | GID 1000 GID 1000
{ { ¥ i |EUID 10e@| [EUID 1eee
*’* code */ */* code */ %* code */ /* code */ i |EGID 1000 (EGID 1000
} } } } ; y y
e e 3) Checkingmemmmmmmemen
(5) VMEXit system.Calmudit Privilege
. ed¥ ;
switch() Callback pete « | PID100 PID 101
{ PID 107. . rn L -
entry: check priv_and_save syscall(); break; PID 101: ioctl| ! UID 1000 UID 1660
fork: add task(); break; f i [OID 1099 GID 1099
e = 7 7 . ! |EUID 1e0e00| |[EUID 1000
exit: del_task(); break; (6) Checking| | |eGID 1000| |EGID 1000
commit_creds: update cred(); break; System Call | ) )
Number ;

}

Hyper-Box
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Jsa=021 Preyventing Unauthorized Process Creation (3)

App or VM App or VM |- @ -App or V Y& : Hardware Breakpoint
(PID 100) (PID 101) (PID 102) J/NERIIE process was created
(1) socket() by detouring H/W breakpoints
Kernel with KVM ke,
@ e = -
y i PID 100 PID 101 ~ ' PID 102
e . .
] UID 1000 UID 1000 UID 1000
fork() exit() commit_creds() |others() I | GID 1000 GID 1000 | | GID 1000
{ { { i |EUID 1000| |(EUID 10@@| |EUID 1000
*«* code */ */* code */ ﬁ* code */ /* code */ i EGID 1000 EGID 1000 |EGID 1000
} } } } | J J J
E-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!-!- """"" VM E ' t .................................................................................................................................
] Callb;((lzk System Call Number ,
switch() ! PID 100 PID 101
{ PID 100: fcrk e .
entry: check priv_and_save syscall(); break; PID 101: if *’ i | UID 1000 UID 1000
(3% ‘ GID 1000 GID 1000
fork: add task(); break; Sy cuIb 1000l |EUID 1000
it: del task(); break; f oy [V
exit: del_ ) ) . |EGID 1000| |EGID 1000
commit_creds: update cred(); break; No Slot for ; ) y
} PID 102 | ]
Hyper-28ox
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‘Hyper-Box Design

usazo=1 Preyventing Unauthorized Process Creation (4)

- Some processes are not allowed to create a child process

- QEMU process cannot create it for security reasons
- Hyper-box has a disallowed list that contains process names

- It checks t

he list for every system call and blocks the request

- Some kernel drivers load other modules with a kernel thread

- They call ca
- The kernel t

| _usermodehelper(), and the function creates a kernel thread
nread executes modprobe (/usr/bin/lkmod) with kernel API

- [t means t

ne system call number is unknown, but modprobe is created!

- Hyper-box has a workaround feature that allows the kernel thread to execute a

process

- But, the feature is only for logging and not recommended
- Load all necessary modules before Alcatraz or include modules to the kernel!
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Jsa=021 Prayenting Unauthorized Privilege Escalation (1)

App or VM App or VM *: Hardware Breakpoint
(PID 100) (PID 101)
(1) setuid(0) [}
Kernel with KVM (2) *gystem Call
Entry Point | PID100 PID 101
i (UID 1000 (UID 1000
fork() exit() commit creds() |others() I | GID 1000 GID 1000
{ { { i |EUID 10e@| [EUID 1eee
*«* code */ 7% code */ ﬁ* code */ /* code */ i EGID 1000 EGID 1000
} } } } ; y ,
e e 3) Checking3
VMEXit System Call Number Privilege
: Callback :
switch() \_| _PID100 PID 101
{ PID 100: fork S e
entry: check priv_and Save syscall(); break;| | PID 101: setuid | ! gig iggg gig iggg
fork: add_task(); break; i |EuiD 1000 |EUID 1000
exit: del_task(); break; | |EGID 1000 |EGID 1000
commit_creds: update cred(); break; ] ) )

}

Hyper-Box
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Jsa=021 Prayenting Unauthorized Privilege Escalation (1)

App or VM App or VM *: Hardware Breakpoint
(PID 100) (PID 101)
(1) setuid(0) [}
Kernel with KVM (2) *gystem Call
Entry Point | PID 100 PID 101
i (UID 1000 (UID 1000
fork() exit() commit@creds() | others() I | GID 1000 GID 1000
{ { { i |EUID 1000| (EUID 1000
*«* code */ 7% code */ ﬁ* code */ /* code */ i EGID 1000 EGID 1000
} } } } ; J y
e e 3) Checking3
VMEXit System Call Number Privilege
: Callback :
switch() \ | _PID100 PID 101
{ PID 100: fork e .
entry: check priv_and save syscall(); break;| | PIp 101: setuid | ! UID 1000 UID 1000
fork: add_task(); break; f | | 61D 10001 | GID 1000
e - g g : i |EUID 1@ee| |EUID 1000
exit: del_task(); break; (6) Checking [ 1 [eGID 1000 |EGID 1000
commit_creds: update cred(); break; System Call | i
Number ; / /

}

Hyper-28ox
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Jsa=021 Prayenting Unauthorized Privilege Escalation (1)

App or VM App or VM *: Hardware Breakpoint
(PID 100) (PID 101)
(1) setuid(0) |
Kernel with KVM (2) *system Call
Entry Point {  PID 100 PID 101
i (UID 1000 (UID 1000
fork() exit() commit@creds() | others() I | GID 1000 GID 1000
{ { { i |EUID 1000
*«* code */ */* code */ ﬁ* code */ /* code */ i EGID 1000 EGID 1000
} } } } i oo e ' e o e )
e e e 3) Checking 3
VMEXit System Call Number Privilege

switch() Callback > AN . PID 100 PID 101
{ PID 100: fork e 4

entry: check priv_and Save syscall(); break;| | PID 101: setuid | ! UID 1000 UID 1600

i GID 1000 GID 1000

fork: add_task(); break; f (7)euip 1ceo|" NG

exit: del task(); break; (6) Checking | i |EGID 1000| |EGID 1000

commit_creds: update_cred(); break; System Call | ) y
} Number |}

Hyper-2ox
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'Hyper-Box Design
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Jsaz021 Prayenting Unauthorized Privilege Escalation (2)

e
App or VM |- =Z-App or VM

* : Hardware Breakpoint

(PID100) | | (PID 101)//
(1) ioctl()
Kernel with KVM (2) *$ystem Call
Entry Point | PID 100 PID 101
4 l
(4) i (UID 1000 (UID 1000
fork() exit() commit_creds() [others ) I | GID 1000 GID 1000
{ { B i |EUID 1@00| [EUID 1000
*«* code */ */* code */ ﬁ* code */ /* coue */ i EGID 1000| |EGID 1000
} } } i Y, y,
e e 3) Checkings
VMEXit . . Privilege
- Callback ed¥
switch() ()e’tedt < PID 100 PID 101
{ PID 10f. « Kk N 4
entry: check priv_and save syscall(); break;l | PID 101: ioctl i gig 1322 gig iggg
for.‘k: add_task(); break; f i euiDp 1000l |EUID 1000
ex1tf del task(); break; (6) Checking | i |EGID 1000| |EGID 1000
commit_creds: update_cred(); break; System Call | 1 ) y
Number ;

}

Hyper-2ox
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ssazo20 Preyenting Unauthorized Privilege Escalation (3)

v

* : Hardware Breakpoint

‘\ This process was escalated
by detouring H/W breakpoints

App or VM | @
(PID 100) ‘

(1) socket()

Kernel with KVM (2) *$ystem Call
Entry Point {  PID 100 PID 101
i (UID 1000 (UID 1000
fork() exit() commit creds() |others() I | GID 1000 GID 1000
{ { { i |EUID 1000 |(EUID _ ©
*«* code */ 7% code */ ﬁ* code */ /* code */ i EGID 1000 EGID "O@,e
] C
} } } } ; - ley
R e 3) Qh?CkingE
VMEXit System Call Number Privilege
: Callback :
switch() \ : PID 100 PID 101
{ PID 100: fork I 4
entry: check priv_and Save syscall(); break;| | PID 101: socket | ! gig 1322 gig iggg
fo'[‘kf add_taSk()f b"eakf i [euID 1000| (EEDIETEE
exit: del_task(); break; | |EGID 1000 |EGID 1000
commit_creds: update cred(); break; [
) i / /
HYper-2ox
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o Emulating VMX instructions — Only KVM
Kernel with KVM VM 1 VM 2
Ring 0 2 Ring -1 (VMXON of KVM) l l
(3) VMEXit VMCS 1 VMCS 2
(1) VMXON, VMXOFF* VM_HOST_RIP: OxAAAABBBB VM_HOST_RIP: OxAAAABBBB
< \ VM_HOST_RSP: ©x11111111 VM_HOST_RSP: ©x22222222
KVM (Guest Hypervisor) 1 ’
OxAAAABBBB: VMExitHandler
{/* Processing Events */} (2) VMPTRLD, VMPTRST, VMCLEAR, VMREAD, VMWRITE, VMLAUNCH,

VMRESUME, INVEPT, INVVPID, INVPCID, etc.

CPUO
VMCS_PTR: VMCS 1 or 2
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Jsa=0=1 Emulating VMX Instructions — Executing Instructions (1)

Kernel with KVM VM 1 VM 2
i Ring 0 (Kernel of Sandbox) VI\E ) VI\/!S » i
1 1
i (2) VIMXON, VIMXORE VM_HOST_RIP: OxAAAABBBB VM_HOST_RIP: OxAAAABBBB i
s VM _HOST_RSP: 06x11111111 VM_HOST_RSP: 0x22222222 :
i C KVM (Guest Hypervisor) ]
i OXAAAABBBB: VMExitHandler ]
i {/* Processing Events */} : ! ]
: VMX Instructions :
Ring -1 (VMXON of Hyper-Box) VMCS 0 (sandbox)
(3) (5) VMExit | YM_HOST_RIP : @XEEEEFFFF _
(1) VMXON, VMXOFF VM_HOST_RSP : Ox0000FFFF VMCS Data List
LGSy A VMINSTADDR VMCS 1-RIP: 9x00000000
_ VM_GUEST_RSP: VMCS 1-RSP: 0x00000000
Hyper-Box (Host Hypervisor) VMCS 2-RIP: ©x00000000
VMCS 2-RSP: 9x00000000
/* Processing VMX instructions*/

CPUO
VMCS_PTR: VMCS ©
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black hat _ : _ ; _
usazo21 Emulating VMX Instructions — Executing Instructions (2)
Kernel with KVM VM1 VM 2
i Ring 0 (Kernel of Sanqbox) l l ]
: VMCS 1 VMCS 2 ;
i (&) WIPREI, HhePARIEE VM_HOST_RIP: VM_HOST_RIP: ]
: < - VM_HOST_RSP: VM_HOST_RSP: ]
i KVM (Guest Hypervisor) e E
: OxAAAABBBB: VMExitHandler (7) Switching the VMCS and ]
i {/* Processing Events */} Executing VMX instructions :
: VMX instructions ]
Ring -1 (VMXON of Hyper-Box) VMCS 0 (Sandbox)
(3) (5) VMExit | VM_HOST_RIP : OXEEEEFFFF -
(1) VMXON, VMXOFF VM_HOST_RSP : Ox@00OFFFF VMCS Data List
LGSy A VMINSTADDR VMCS 1-RIP:
_ VUV S ST KERNEL RSP VMCS 1-RSP:
Hyper-Box (Host Hypervisor) VMCS 2-RIP:
VMCS 2-RSP:
/* Processing VMX instructions*/

(6) Hooking Addresses of VMEXit Callbacks

CPUO
VMCS_PTR: VMCS © > VMCS 1 or 2
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Jsa=020 Emulating VMX Instructions — Handling VMEXits (1)

Kernel with KVM

" Hyper-Box Design

Ring 0 (Kernel of Sandbox)

KVM (Guest Hypervisor)

OxAAAABBBB: VMExitHandler
{/* Processing Events */}

VM_HOST_RIP:
VM_HOST_RSP:

VM_HOST_RIP:
VM_HOST_RSP:

(1) VMEXit

Ring -1 (VMXON of Hyper-Box)

Hyper-BoX (Host Hypervisor)

/* Processing VMX instructions*/

VMCS 0 (Sandbox)
VM_HOST_RIP : OXEEEEFFFF
VM_HOST RSP : @x@000FFFF

VLS e s VMINSTADDR
UV ST KERNEL RSP

VMCS Data List
VMCS 1-RIP: ©xAAAABBBB
VMCS 1-RSP: ©6x11111111
VMCS 2-RIP:

VMCS 2-RSP:

T (2) Retrieving Original RIP (VMExitHandler of KVM) and RSP I

VMCS_PTR:VMCS 2 - VMCS 0

CPUO




L - Hyper-Box Design

blackhat _ i _ : .
ssazo=0 - Emulating VMX instructions — Handling VMEXiIts (2)
Kernel with KVM VM 1 VM 2
| Ring O (Kernel of Sandbox)  ——— V élVM!SZ """""""""
VM_HOST_RIP: VM_HOST_RIP:
VM_HOST_RSP: VM_HOST_RSP:

KVM (Guest Hypervisor) ] ) :
(4) Resuming the Sandbox and Handling VMEXit of the VMCS 2

{/* Processing Events */} (1) VMEXxit
Ring -1 (VMXON of Hyper-Box) VMCS 0 (Sandbox)
VM_HOST RIP : OXEEEEFFFF _
VM_HOST RSP : Ox0000FFFF VMCS Data List
Uy A OXAAAABBBB VMCS 1-RIP: ©OxAAAABBBB
_ VIS 0x22222222 VMCS 1-RSP: ©x11111111
Hyper-Box (Host Hypervisor) VMCS 2-RIP:
/* Processing WX instructions*/] (3) Changing RIP and RSP to VMExitHandler of Kvm | WMCS 2-RSP:

T (2) Retrieving Original RIP (VMExitHandler of KVM) and RSP I

CPUO
VMCS_PTR:VMCS 2 > VMCS ©
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usaz021 Emulating VMX instructions — Reducing Overhead (1)

|
VMs ‘ I

KVM - Vl\/lCLEAR Handling
(Ring 0) 1 ' Events
(FIushIg TLB) I
Hyper-Box VMCLEAR Save VMCS VMREAD/WRITE VMLAUNCH/RESUME VMEXit
VM Pointer VM VM Handler

(Ring -1)
I VMCS Pointer f
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black hat

KVM - VMCLEAR |

(R{aleN0)

Hyper-Box
(Ring -1)

KVM - VMCLEAR |

(Ring O,
VPID OxXFFFF)

Hyper-Box
(Ring -1)

L____

VM
(Flushing TLB)
VMCLEAR

VM

(No FIusIng TLB

VMCLEAR
VM

Hyper-Box Design

ssa=0=t Emulating VMX instructions — Reducing Overhead (2)

VMPTRLD

L““I““- MI L““-“--I ----------
Save VMCS VMREAD/WRITE VMLAUNCH/RESUME
Pointer VM VM

I VMCS Pointer f

VMPTRLD

Write to
LINK_PTR

VMREAD/WRITE
VM I

VMs

=1

I VM

Handling
Events

VMEXit

Handler

’ Enabling VMCS Shadowing and VPID features

.

VMCS of Sandbox
VMCS_LINK_PTR: VM

VMs

H

Handling
Events

VMLAUNCH/RESUME
VM

VMEXit
Handler
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Jsa=0=0 Emulating VMX Instructions — Reducing Overhead (3)

|
VMs ‘ I

KVM - VMCLEAR | Handling
(Ring 0) e | Events
VMEXIT
(Flushibg TLB) !
Hyper-Box VIVICEZCAR Save_VMCS . "\/lREAD/WF?lT'- VMLAUNCH/RESUME VMEXit
VM Pointer VM Handler

(Ring -1)
I VMCS Pointer f

’ Enabling VMCS Shadowing and VPID features

VMs ‘ I

KVM - VMCLEAR VMPTRLD Handling
(Rinn 0 | i 1 Events
VPID OXFFFF)
(No Flushing TLB
N | :
Hyper-Box AVA\Y/[@F I VAV = Write to E VMREAD/WRITE ‘ VMLAUNCH/RESUME VMEXIt
VM LINK_PTR i VM I VM Handler

(Ring-1) = L ———— 1 — = 1 - (
| ’i VMCS of Sandbox :

+VMCS_LINK_PTR: VM
— — |
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- Hyper-box Is a loadable kernel module
- S0, It can be loaded any time BEFORE you start VMs
- If not, it shows some errors related to the VMXON fall
- It was made with C and assembly code

- Tallored Linux kernel is just recompiled version
- Some options of a kernel config file were REMOVED
- CONFIG_1A32_EMULATION, CONFIG_COMPAT, CONFIG_COMPAT _
32, CONFIG_X86 X32 =» System call interfaces
- CONFIG_JUMP_LABEL =» Runtime code modifications
- No more system call interface for legacy!
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- Host Machine (Server)
- CPU: Intel Xeon Gold 6242R 2 CPU (40 cores, 80 thread)
- RAM: 512GB
- HDD: NVME 1TB
- OS: Ubuntu 20.04.01
- Kernel: 5.8.0-44-generic Linux kernel

- Guest Machine (QEMU)
- CPU: 4 cores
- RAM: 16GB
- HDD: 60GB
- OS: Ubuntu 20.04.01
- Kernel: 5.8.0-44-generic Linux kernel
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16.00 TR Lower is better

14.00

12.00

10.20
10.00

8.07
8.00

6.00

5.18
4.68

2.85
1.55 1.589 1.76 1.66
1.00 1.00 1.00 0] 1.00 1.00 1.00
[ ] [ ] [ ] [ ] [ ] [ ] [ ]

null call null 1/0 state open/close select TCP  siginstall sighandle forkproc exec proc sh proc
™ No Alcatraz ~ ® Alcatraz W/O VMCS Shadowing and VPID M Alcatraz

4.00

2.00
1.00

0.00




méeknat Evaluation — Kernel Compilation
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1.15 1.13 Lower is better

1.10
1.05
1.00 1.00
1.00
0.95 10% Overhead In the Host 1% Overhead In the Guest
- ] | ]

No Alcatraz Alcatraz (W/O VMCS Alcatraz

Shadowing and VPID)

No Alcatraz Alcatraz (W/O VMCS Alcatraz

Shadowing and VPID)

Host Guest



DEMO

Please check the project link: https://github.com/kkamagui/alcatraz
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A SoE Black Hat Sound Bytes

- Containers, VMs, and microVMs suffer from escapes
- The hypervisor can provide strong isolation
- But, it has excessive privilege and connects with VMs tightly

- Taking a higher ground Is not always the answer
- Researchers usually try to solve the problems with the higher privilege
- The higher privilege we get, the more constraints we have!

- Alcatraz Is a practical hypervisor sandbox to prevent escapes
- It downgrades KVM's privilege and makes a sandbox with Intel VT
- It has approximately 10% overhead in the host and 1% overhead In
the guest (kernel compilation benchmark)



Questions?

" BLACK IIAT USA™
SPEAKER!

Project : https://github.com/kkamagui/alcatraz
Contact: hanseunghun@nsr re.kr, @kkamagwl
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