
Runtime Riddles
Abusing Manipulation Points in the Android Source

https://t.me/learningnets



whoami

 Laurie Kirk

 Reverse Engineer at Microsoft 

 Specialize in cross-platform malware 

with a focus on mobile malware

 Run YouTube channel @lauriewired

 Representing myself as an individual 

security researcher today (not 

representing Microsoft)

@lauriewired
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Analysis Materials

 LaurieWired DEF CON 

Github Repo

 https://github.com/LaurieWired

/RuntimeRiddles_DEFCON 
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Imagine you’re a seasoned 

security analyst
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Analyzing a seemingly benign app

Every referenced 

method
Checks out
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Is this code safe?
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Agenda

 Manipulate the Android13 runtime

 Replace Android APIs in apps with hidden “malicious” code

 Provide new open-source tool to the community

 Defeat reverse engineers
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Dynamic Obfuscation Goals

 Load dynamic code

 Prevent static analysis
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Dynamic Obfuscation Options

 DexClassLoader

 PathClassLoader

 ClassLoader.loadClass
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These successfully alter control flow
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Searchable in plaintext
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Automatically hooked and analyzed
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Can we bypass standard API calls?
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Manipulating ART
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ART Architecture

 Android Runtime

 Transforms executables into runtime objects

 Loads and executes Android apps
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From Disk to Memory

Method on Disk Process MemoryART
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Idea:

Manipulate Methods in Memory
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This should produce:

No plaintext 

Android API calls

No standard 

methods to hook
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Android has many abstraction layers.
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Android’s Abstractions

 Android APIs are exposed in Java

 Java wraps C++ implementation
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Developer View

Java Developer APIs

JNI

C++ Implementation
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We must modify C++ in the 

Android Framework.
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ART Modification Methodology

Locate Java Target

Intercept via JNI

Overwrite native data
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Finding Android 

Framework Targets
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Target: Swap Entire DEX file
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Problems

 Main DEX file is already loaded

 Additional files require 

ClassLoader call

API
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Modify Individual Members
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Target: Methods
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Plan: Swap Methods at Runtime
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Replace “Benign” with “Malicious”

benignMethod() maliciousMethod()

MainActivity.java

Overwrite
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Intercepting Methods Via the JNI
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Accessing Top-Level Java

 Use the Java Native Interface

 Retrieve both method objects

 Load artMethod field
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JNI Intercepting
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artMethod is a private field 
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Or is it?
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The JNI doesn’t respect access 

modifiers lol
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What if I overwrite the field?

benignMethod = maliciousMethod;
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Test Time
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We need to dive deeper.
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Understanding Native Structures
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ArtMethod Structure

 artMethod field is a pointer

 Points to native structure

 Representation of ArtMethod
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ArtMethod Native Implementation

 Declared inside art_method.h

 Contains multiple method-related variables
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Target: ArtMethod Entrypoint
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And we cause repeated crashes…
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Trial and error

 Test every 2 bytes

 Swap 8-byte areas

 Try to guess what is a pointer
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This is not working.
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Bright Idea: Blindly overwrite data

memcpy(benignArtMethod, maliciousArtMethod, 64);
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Test 2 Time
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Discoveries

Must have the same signature

Must be static

May be declared in separate classes

May have different functionality

Works in application context
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Increasing Accuracy: 

Pinpointing Native Fields
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Offset Calculations

 Android source code uses offsets to locate member variables

 Used for getting and setting runtime values
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Trick: Let it Calculate Itself

 Make a dummy ArtMethod class

 Only add member variables

 Let the program calculate itself
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Printing Offsets from the App
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Time for some byte math!
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Associating Runtime Bytes with 

Offsets
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Did it work?
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Looks like assembly to me!
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Byte Overwriting Summary

Swapping full method
32 bytes in a 64-bit OS

24 bytes in a 32-bit OS

Replacing entrypoint
24th byte in a 64-bit OS

20th byte in a 32-bit OS
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Calculations Complete
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Let’s have some fun.

https://t.me/learningnets



Idea: Replace developer APIs with 

malicious code
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Target: Log.e()

 Logs errors to the terminal

 Used by many apps

 Make logging steal app data
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Create Malicious Mirror Method

 Static method

 Matching signature

 Contains code to execute instead
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Test Time
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Try your hand at manipulating ART!
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ARTful Open-Source Tool

 Built for manipulating Android13

 Library for swapping static 

methods at runtime
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ARTful Capabilities

 Replace user methods or Android 

Framework methods

 Overwrite Android developer APIs

 Dummy ArtMethod class for printing 

offsets
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Summarizing Results
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ART Manipulation

Challenges

 AOSP understanding

 Pointer math

 Differences in Android 

versions

Benefits

 Avoid standard Android APIs

 Execute unexpected code

 Thwart reverse engineering
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No Method References
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No Calls to Hooked Android APIs

 DexClassLoader

 PathClassLoader

 ClassLoader.loadClass
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Thank you!
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Bonus Section
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ARTful Tool

 LaurieWired ARTful Github 

Repo

 https://github.com/LaurieWired

/ARTful 
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Assembly References

 Online x86 Assembler

 https://defuse.ca/online-x86-assembler.htm#disassembly2 
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Intercept the artMethod Runtime Field
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Calculating entrypoint offset

 Entrypoint should be PtrSizedFields + 

entry_point_from_quick_compiled_code_

 = 24 
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Printing Native Instructions (x64)

 Dereference pointer at offset 24

 Dump bytes pointed to by entrypoint

 Assemble to see if valid instructions
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Back to crashing
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Memory is not writeable

 And we get a seg fault when trying to change the protections
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Allocate Native Instructions

 Still have possibilities

 Write new native instructions

 Point entrypoint to those instructions

 Avoid having methods on disk
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Android Source Calculations
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