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NAT (Network Address Translation): 

• NAT stand for Network Address Translation. 

• What NAT do? It translates Private IP Address into Public IP address. 

• In order to communicate with internet we need to have public IP address.  

• So one host need to have 1 Public IP address that mean if we have 15  devices then want to go to 

internet same time then we need to take 15 public IP address from ISP it is very expensive if we do 

this. 

• To Overcome with this issues we use NAT. 

• Because NAT is going to take private IP and Translate to Public IP address. 

 

 

Network Address translation was originally developed to solve two problems: 

• To handle a shortage of IPv4 addresses 

• Hide network addressing schemes. 

 

 

Types of NAT: 

• Static NAT 

• Dynamic NAT 

• PAT 
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Static NAT: 

 

• This type of NAT is designed to allow one-to-one mapping between local and global address. 

• Static NAT Translation is bidirectional whether the internal host or the external host send the first 

packet, it would pass through the static NAT. 

• Static NAT also allows connections from an outside host to an inside host. 

Dynamic NAT: 

 

• A Dynamic NAT sometime referred to as a One-to-Many. 

• Dynamic NAT is used when we have a “pool” of public IP address that you want to assign to your 

internal hosts dynamically. 
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PAT (Port Address Translation): 

• PAT is another type of dynamic NAT, which can map multiple private IP address to a single public IP 

address by using a technology known as Port Address Translation. 

• When any PC (Client) from inside network communicates to a host in the Internet, the router changes 

the source port number with another port number. 

• There port mapping are kept in a table. When the router received data packet from Internet, it will 

refer the table, which keep the port mappings and forward the data packet to the original sender. 

 

 

Inside Local Address: 

• Inside local address is an IP address assigned to a workstation inside our network. 

• Inside local address are typically private IP addresses, which stay inside our network. 

Inside Global Address: 

• Inside Global address are typically public IP addresses which are assigned to our end internet facing 

router to be used as the IP address for communicating with other devices in the Internet. 

• The Inside Local IP addresses are removed at the NAT router and translated with inside Global 

address. 
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Outside Global Address: 

• Outside Global address is the public IP address assigned to the end device on the other network to 

communicate other devices in the Internet. 

• Outside Global addresses are public IP addresses which are routable. 

 

Outside  Local Address: 

• Outside local address is the real IP address of the end device at other network. 

• Outside local address are typically private IP addresses assigned to the computers in the other private 

network. 

• We cannot know the Outside local addresses because in a NAT enable network we use the 

destination IP address as Outside Global address. 
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Lab Time: 

 

 

R1 Basic Configuration 

en 
config t 
hostname R1 
int f0/0 
ip add dhcp 
no sh 

int f1/0 
ip add 192.168.1.100 255.255.255.0 
no sh 
exit 
ip domain-lookup 
ip name-server 8.8.8.8 

 

Static NAT Configuration on R1 

ip nat inside source static 192.168.1.1 192.168.20.150 
ip nat inside source static 192.168.1.2 192.168.20.151 
ip nat inside source static 192.168.1.3 192.168.20.152 
 
int f0/0 
ip nat outside 
int f1/0 
ip nat inside 
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After sending the traffic from 192.168.1.1 it is translated and send the traffic outside. 

 

Dynamic NAT Configuration on R1 

access-list 1 permit 192.168.1.0 0.0.0.255 
Ip nat pool abc 192.168.20.150 192.168.20.152 netmask 255.255.255.0 
Ip nat inside source list 1 pool abc 
Int f0/0 
Ip nat outside 
 
Int f1/0 
Ip nat inside 
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PAT Configuration on R1 

access-list 1 permit 192.168.1.0 0.0.0.255 
ip nat pool abc 192.168.20.150 192.168.20.150 netmask 255.255.255.0 
ip nat inside source list 1 pool abc overload 
int f0/0 
ip nat outside 
int f1/0 
ip nat inside 
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