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Open Stego

Free tool to use for image steganography



Download and install the tool from the official website

https://www.openstego.com/
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Please see Concepts page to learn more

Using OpenStego
Using CpenStego is pretty straightforward. There are two modes of operation - data hiding and watermarking.
Data Hiding

In this mode, you can either hide the data (file) inside an image or extract the data from the image. Check screenshots below to S
Hide data

& OpenStego _ 0 %
File Help

Data Hiding Hide data in harmless looking files
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Select message file and cover file to hide data and click on
hide

@ OpenStego

- 0 w
File Help
Data hiding Hide data in harmiless looking files
ﬁl Message file
Hide data C:\WUsers\Ammar\Downloads\test. tet
EXtrfdam Caver file

{Lalect multinde fles or provide wildcard (%, 2} fo embed same message in multiole fies)
C:\WUsers\Ammar'Downloads\Screenshot_2.jpg

Digital watermarking (Beta) Output stego fle

ﬁl C:\Users\AmmarDownloads\Test. png
Generate signature Options

@ Encryption algorithm AES128 w
Embed watermark

g Password
Verify watermark

Confirm password
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Revealing
data

**» To see the hidden message, click on extract data, select the
image file and click extract

I & Openstego - O *®
File Help
Data hiding Extract hidden data
Hidfaiz |Ir1put stego file I |
mjfdam |DL.ItDLIt folder for message file | | |

Digital watermarking (Beta)
T Password

Generate signature Extract data

Embed watermark
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Verify watermark
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StegOnline

An online tool for image steganography



Step-1

** Open the Website and upload your image

https://stegonline.georgeom.net/upload
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Select the option to embed images with data, write your
data and select the selection boxes to add randomness
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Back to Home

Input Data:

Type:

Encrypt me
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Revealing
data

** To see the hidden message, Upload the image, select
extract data, select the same options and your message will

be displayed

@ stegonline.georgeom.net/extract
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Results
No file types identified.

The results below only show the first 2500 bytes. Select "Download" to obtain the full data.

Ascii (readable only):

Encrypt me.m.... .m..m6.i ..m..m& I$.I$.m$ .I$.I$.I $.I$.I1S.
1$.1%$.1$ .1$.1%.1 $.1$.1%. TI$.1%.1$ .I$.I$.I ..H..... ........
............ $..% ..%.I%.. m..m..m. .

Hex (Accurate):

456e6372797074206d65f fed 1 ffffdbbdbedb6d36db69b6db6db6db6d26dba924924924d
b6d249249249249249249249249249249249249249249249249249245249249249249249249
249249249249249249249249249245249249249249049248001 201 L] L] 08 oIl .

Download Extracted Data
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