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ERSPAN Lab: 

 
 

CSR1 Basic Configuration 

Router(config)#hostname CSR1 

CSR1(config)#interface gigabitEthernet 1 

CSR1(config-if)#ip address 192.168.12.1 255.255.255.0 

CSR1(config-if)#no shutdown  

CSR1(config)#interface gigabitEthernet 2 

CSR1(config-if)#ip add 192.168.1.254 255.255.255.0 

CSR1(config-if)#no shutdown  

CSR1(config)#ip route 0.0.0.0 0.0.0.0 192.168.12.2 

 

CSR2 Basic Configuration 

CSR1(config)#hostname CSR2 

CSR2(config)#interface gigabitEthernet 1 

CSR2(config-if)#ip address 192.168.12.2 255.255.255.0 

CSR2(config-if)#no shutdown  

CSR2(config)#interface gigabitEthernet 2 

CSR2(config-if)#ip add 192.168.2.254 255.255.255.0 

CSR2(config-if)#no shutdown  

CSR2(config)#ip route 0.0.0.0 0.0.0.0 192.168.12.1 
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PC1 Configuration 

VPCS> set pcname PC1 

PC1> ip 192.168.1.1/24 192.168.1.254 

PC1> save 

SPAN Wireshark Configuration  

ip addr add 192.168.2.2/24 dev eth0 ||true 

ip route add default via 192.168.2.254||true 

cat>/etc/resolv.conf<<EOF 

nameserver 8.8.8.8 

EOF 

 

CSR1 ERSPAN Configuration 

CSR1(config)#monitor session 1 type erspan-source  

CSR1(config-mon-erspan-src)#source interface GigabitEthernet 2 rx 

CSR1(config-mon-erspan-src)#no shutdown 

CSR1(config-mon-erspan-src)#destination 

CSR1(config-mon-erspan-src-dst)#erspan-id 100 

CSR1(config-mon-erspan-src-dst)#ip address 192.168.2.2 

CSR1(config-mon-erspan-src-dst)#origin ip address 192.168.12.1 

CSR1(config-mon-erspan-src-dst)#exit 

CSR1(config-mon-erspan-src)#exit 

CSR1#show monitor session 1 

 

CSR2 ERSPAN Configuration 

CSR2(config)#monitor session 1 type erspan-destination 

CSR2(config-mon-erspan-dst)#no shutdown 

CSR2(config-mon-erspan-dst)#destination interface GigabitEthernet 2 

CSR2(config-mon-erspan-dst)#source 

CSR2(config-mon-erspan-dst-src)#erspan-id 100 

CSR2(config-mon-erspan-dst-src)#ip address 192.168.2.2 

CSR2(config-mon-erspan-dst-src)#exit 

CSR2(config-mon-erspan-dst)#exit 

CSR2#show monitor session 1 

 

 

 

 

 

https://t.me/learningnets

mailto:ahmadalimsc@gmail.com


 

3 | P a g e  Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717 
 

Test and Verification:  

Let’s ping from PC1 to CSR1 local interface IP which is 192.168.1.254 

 
 

After ping from PC to CSR1 local interface CSR1, encapsulate the traffic and send to Wireshark.  
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