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SPAN Lab: 

 
 

Switch Images vios_l2-adventerprisek9-m.ssa.high_iron_20190423 

Client PCs Linux-Slax-9.11.0 or VPCS 

SPAN EVE-Wireshark Or Wireshark  

VLANs VLAN5, VLAN10, and VLAN20 

VLAN5 PCs PC3 and PC4 

VLAN10 PCs PC1 and PC2 

VLAN20 PC SPAN/Wireshark 

VLAN5 IP Address 192.168.5.1 

VLAN10 IP Address 192.168.10.1 

VLAN20 IP Address 192.168.20.1 

Layer 2 LACP Port Channel Po10 

Layer 2 LACP DS-1 Ports G0/0 and G0/1 

Layer 2 LACP DS-2 Ports G0/0 and G0/1 

Layer 2 LACP DS-1 Mode Active 

Layer 2 LACP DS-2 Mode Passive  

SPAN Wireshark IP Address 192.168.20.10 /24 

PC1 IP Address 192.168.10.10 

PC2 IP Address 192.168.10.20 

PC3 IP address 192.168.5.30 

PC4 IP Address 192.168.5.40 

SPAN Switch DS-1 

SPAN PCs PC1 and PC2 

SPAN Devices DS-1, PC1, PC2 and Wireshark  
 

 

https://t.me/learningnets

mailto:ahmadalimsc@gmail.com


 

2 | P a g e  Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717 
 

DS-1 Basic Configuration  

DS-1(config)#hostname DS-1 
DS-1(config)#no ip domain lookup 
DS-1(config)#ip routing 
DS-1(config)#vtp mode transparent 
DS-1(config)#spanning-tree mode rapid-pvst 
DS-1(config)#line con 0 
DS-1(config-line)#exec-timeout 0 0 
DS-1(config-line)#exit 
DS-1(config-if-range)#interface range g1/1-3 
DS-1(config-if-range)#shutdown 

 

DS-1 VLAN and SVI Configuration  

DS-1(config)#vlan 5 
DS-1(config)#interface vlan 5 
DS-1(config-if)#ip address 192.168.5.1 255.255.255.0 
DS-1(config-if)#no shutdown 
DS-1(config)#vlan 10 
DS-1(config)#interface vlan 10 
DS-1(config-if)#ip address 192.168.10.1 255.255.255.0 
DS-1(config-if)#no shutdown 
DS-1(config)#vlan 20 
DS-1(config)#interface vlan 20 
DS-1(config-if)#ip address 192.168.20.1 255.255.255.0 
DS-1(config-if)#no shutdown 

 

DS-1 Etherchannel Configuration  

DS-1(config)#interface range g0/0-1 
DS-1(config-if-range)#switchport trunk encapsulation dot1q 
DS-1(config-if-range)#switchport mode trunk 
DS-1(config-if-range)#channel-group 10 mode active 

 

DS-1 Interfaces Configuration  

DS-1(config)#interface range g0/2-3 
DS-1(config-if-range)#spanning-tree portfast 
DS-1(config-if-range)#switchport mode access 
DS-1(config-if-range)#switchport access vlan 10 
DS-1(config-if-range)#exit 
DS-1(config)#interface GigabitEthernet1/0 
DS-1(config-if)#switchport mode access 
DS-1(config-if)#spanning-tree portfast 
DS-1(config-if)#switchport access vlan 20 
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DS-2 Basic Configuration 

DS-2(config)#hostname DS-2 
DS-2(config)#no ip domain lookup 
DS-2(config)#ip routing 
DS-2(config)#vtp mode transparent 
DS-2(config)#spanning-tree mode rapid-pvst 
DS-2(config)#line con 0 
DS-2(config-line)#exec-timeout 0 0 
DS-2(config-line)#logging synchronous 
DS-2(config-line)#exit 
DS-2(config)#interface range g1/0-3 
DS-2(config-if-range)#shutdown 
DS-2(config-if-range)#exit 

 

DS-2 VLAN and SVI Configuration  

DS-2(config)#vlan 5 
DS-2(config-vlan)#exit 
DS-2(config)#vlan 10 
DS-2(config-vlan)#exit 
DS-2(config)#interface vlan 10 
DS-2(config-if)#ip address 192.168.10.2 255.255.255.0 
DS-2(config-if)#no shutdown 
DS-2(config-if)#exit 

 

DS-2 Etherchannel Configuration  

DS-2(config)#interface range g0/0-1 
DS-2(config-if-range)#switchport trunk encapsulation dot1q 
DS-2(config-if-range)#switchport mode trunk 
DS-2(config-if-range)#channel-group 10 mode active 
DS-2(config-if-range)#exit 

 

DS-2  Interfaces Configuration  

DS-2(config)#interface range g0/2-3 
DS-2(config-if-range)#spanning-tree portfast 
DS-2(config-if-range)#switchport mode access 
DS-2(config-if-range)#switchport access vlan 5 
DS-2(config-if-range)#exit   
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PC1 Configuration  

VPCS> set pcname PC1 
PC1> ip 192.168.10.10 /24 192.168.10.1 
PC1> save 

PC2 Configuration 

VPCS> set pcname PC2 
PC2> ip 192.168.10.20/24 192.168.10.1 
PC2> save 

PC3 Configuration 

VPCS> set pcname PC3 
PC3> ip 192.168.5.30 /24  
PC3> save 

PC4 Configuration 

VPCS> set pcname PC4 
PC4> ip 192.168.5.40/24 
PC4> save 

 

Local SPAN Configuration  

DS-1(config)#monitor session 1 source interface Gi0/2 
DS-1(config)#monitor session 1 source interface g0/3 
DS-1(config)#monitor session 1 destination interface g1/0 
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