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Management Subnet 192.168.100.0/24
FortiGate Management IP 192.168.100.200
Internal Servers Subnet 192.168.1.0/24
FortiGate Firewall External 100.0.1.0/24
FortiGate Firewall Internal IP 192.168.1.254
FortiGate Firewall External IP 100.0.1.254
SRV1 IP Address 192.168.1.1
SRV2 IP Address 192.168.1.2
SRV3 IP Address 192.168.1.3
External Win11 IP Address 100.0.1.1
External Ubuntu IP Address 100.0.1.2
External Kali IP Address 100.0.1.3
Devices Username Password
FortiGate 7.0.9 Admin 123
Linux Kali 2025.1c kali kali
Linux Ubuntu 22.04 Desktop | user Test123
Windows 11 x64 SE user(Administrator) Test123
Linux Metasploitable 2.0 msfadmin msfadmin
Linux-OWASP root owaspbwa
Windows Server 2012 Administrator Test123
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Go to Scans > New Scan. Choose Host Discovery to open.

Ttenable Nessus Essentials Settings

Scan Templates

< Back to Scans

W MyScans
i All Scans
Scanner
[ Trash
1o
@ Policies G (1@1)
®] Plugin Rules
Host Discovery Ping-Only Discovery
& Terrascan

Name: Host-Discovery. Targets: IP address of target subnets 192.168.1.0/24 and 100.0.1.0/24.

BASIC v
Host-Discover
General b= y
Schedule o
Description Host Discovery scan for the entire network
Notifications 192.168.1.0/24 and 100.0.1.0/24 subnets
DISCOVERY
REPORT Folder My Scans v
ADVANCED
Targets 192.168.1.0/24, 100.0.1.0/24
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Settings>Basic>Schedule keep default disable.
< Back to Scan Report

settings Credentials Plugins
BASIC -
General BT =)
Schedule

Motifications
DISCOVERY
ASSESSMENT
REPORT

ADVANCED

Save Cancel

Settings>Basic>Notification keep default disable.

< Back to Scan Report

Settings Credentials Plugins
BASIC v
General @ nNotifications will not be sent until your SMTP Server is configured.
Schedule
Motifications Email Recipient(s)
DISCOVERY
ASSESSMENT
REPORT
ADVANCED
Result Filters Add Filter
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Settings>Discovery keep scan type Host enumeration

Settings Plugins
BASIC
Host enumeration -
DISCOVERY Scan Type
REPORT
ADVANCED General Settings:

Always test the local Nessus host

Use fast network discovery

Ping hosts using:
TCP
ARP
ICMP (2 retries)

Settings>Reports keep default no changes.

BASIC
Output
DISCOVERY
¥ Allow users to edit scan results
REPORT v
ADVANCED

Designate hosts by their DNS name

¥ Display hosts that respond to ping

Display unreachable hosts

Display Unicode characters
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Settings>Advanced keep default no changes.

BASIC

Performance Options
DISCOVERY

Slow down the scan when network congestion is detected

REPORT
ADVANCED v

Network timeout (in seconds) 5

Max simultaneous checks per host 5

Max simultaneous hosts per scan 256

Max number of concurrent TCP sessions per host

Max number of concurrent TCP sessions per scan

Click Save Then Launch. Wait for the scan to complete.

BASIC ~
Host-Discover
General 1TILE y
Schedule o
Description Host Discovery scan for the entire network
Motifications 192.168.1.0/24 and 100.0.1.0/24 subnets
DISCOVERY
REPORT Folder My Scans M
ADVANCED
Targets 192.168.1.0/24, 100.0.1.0/24
Upload Targets Add File

U

Save Cancel
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After complete the scan Hosts Tab 8 host discovered FortiGate Firewall, Metasploitable 2,
Windows Server 2019, OWASP, Kali Linux, Ubuntu and Windows 11 and open ports.

Vulnerabilities 2 History 2
Filter «

Host ~ FQDN Ports
192.168.1.254
192.168.1.3 111, 139, 445, 2049, 41551, 42710, 48364, 48426, 48461, 53842
192.168.1.2
192.168.1.1 139, 445
100.0.1.254 pool-100-0-1-254.bstnma.fios.verizon.net
100.0.1.3 pool-100-0-1-3.bstnma.fios.verizon.net
100.0.1.2 pool-100-0-1-2.bstnma.fios.verizon.net
100.0.1.1 100-100.BSTNMA-VFTTP-350.verizon-gni.net 135, 139, 445, 49664, 49665, 49606, 49667, 49669, 49670

Vulnerabilities Tab provide information about the scan.

Host-Discovery
< Back to My Scans

Hosts 8

Vulnerabilities

2

Filter =

Sev
L
=N

EVS5EE VPR =

History

EPSS -

2

Name

Nessus Scan Information

Ping the remote host

Family
Settings

Port scanners
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