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Abstract

Data exfiltration is an all too often occurrence in businesses all over the world, resulting
in not only a monetary loss to the business but other negative effects like reputational
damage, market loss, and possibly permanent loss of business. The traditional focus is to
keep the bad guys from penetrating the company network and stealing valuable data. But
what about insider threats? While enterprise-class tools are available to detect and
prevent data exfiltration, smaller businesses may be susceptible to data theft because they
cannot afford costly solutions in the same way bigger companies can. This paper looks at
two of the most prevalent data exfiltration methods utilized by threats from inside the
company. This research will create and forensically examine two scenarios to determine
if artifacts can be detected that provide evidence of data exfiltration.
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1. Introduction

Data exfiltration is nothing new. While the term “data exfiltration” and “data
leak”™ are often used synonymously, this paper will differentiate between the two. A data
leak is when sensitive data is disclosed to an unintended third party (Proofpoint, 2000).
This is typically the result of negligence or simply human error. An example of a data
leak would be when an employee accidentally e-mails confidential or sensitive data to the
wrong recipient. While this is careless and not malicious, it can still cause harm to the
originating company.

Data exfiltration, on the other hand, is typically done with purpose. Data
exfiltration is defined as “the theft or unauthorized removal or movement of any data
from a device” (Fortinet, n.d.). Data exfiltration is theft, pure and simple, and is a serious
problem for companies of all sizes. Data theft is the leading type of insider threat activity,
with 42% of insider threat events involving the theft of intellectual property or data
(Care, 2022). Remote workers are the primary source for insider risk criminal
prosecutions. And of those prosecutions, 75% of the investigations that led to those
prosecutions involved data theft occurring at home (Care, 2022).

Exfiltration is executed in two ways: via external attacks or insider threats. While
both attacks are working toward the same outcome, which is to exfiltrate data from inside
the company, they differ in various ways. External attackers must gain access to the
organization’s systems via an attack vector such as phishing or social engineering. Once
the organization has been breached, the attacker works to collect data for exfiltration,
most likely using the victim’s infrastructure via the Internet as the transport method.

Insider attacks, on the other hand, are typically executed by someone with
physical or authorized access to the organization’s systems. They are often disgruntled
employees looking to inflict harm on the organization for their gain. According to
McAfee (2017), internal actors were responsible for 43% of data loss cases. And while
the majority of insider data exfiltration uses existing digital communications to steal the
data (e-mail or transmission via the Internet), the theft of data via digital media is still
quite common (Diana, 2022). Additionally, the use of digital media is more favorable

when exfiltration is executed by insiders (McAfee, 2017).
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But why does data exfiltration happen? For cybercriminals, the exfiltrated data is
very valuable. Almost any type of data has potential value. From sales and marketing
information to customer data to intellectual property, almost any data can be monetized.
For example, in 2021, confidential information about Apple’s latest iMac products was
exfiltrated from a partner company of Apple. The information was held for ransom to the
tune of $50 million by the REvil ransomware gang (Bracken, 2021). However, the plan
failed when Ukrainian Yaroslav Vasinskyi, the mastermind behind the operation, was
arrested and the information was removed from REvil’s website (Clover, 2021).

As for insiders, there is a split of 60/40 between employees/contractors and
suppliers involved in data theft. According to Pilixo, insiders may steal data for many
reasons, including revenge for perceived wrongdoing, a need to meet a financial burden,
or just for the thrill of it (Why employees steal data? Insider threat indicators, 2017).
Sometimes insiders partner with outsiders. In June of 2021, the LockBit 2.0 ransomware
gang began actively recruiting corporate insiders to assist them in ransomware/data
exfiltration, promising lucrative payouts (Abrams, 2021). Figure 1 was taken from a
ransomware attack screen, soliciting employees to participate in data exfiltration attacks

for profit (Abrams, 2021).

Figure 1 - LockBit 2.0 wallpaper recruiting insiders

1.1. Enterprise Protection

In an organization with a modern Security Operations Center (SOC), one would
expect to find various tools to protect the enterprise from data leaks and exfiltration. For
example, Intrusion Detection Systems (IDS) would be used to detect and thwart intruders
in the network, thus preventing data exfiltration. Likewise, using Data Loss Prevention
(DLP) tools would prevent data exfiltration by implementing various monitoring and
detection methods, including network traffic inspection or the use of media monitoring

tools. However, these tools are outside the scope of this paper.
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1.2 Problem Statement

It is possible to discover signs of data exfiltration without using expensive tools. This
research will demonstrate how the detection of some of the most common data
exfiltration methods can be performed using no-cost tools and methods. Two exfiltration
methods will be the primary focus. First is exfiltration over the network. To detect this
type of exfiltration an example of network traffic inspection will be given. A
demonstration to review network traffic to find evidence of data exfiltrated over the
network will be provided. The second method examined is data exfiltration via
removable media. Evidence of data exfiltration via removable media will be determined

by looking for Universal Serial Bus (USB) artifacts found in the operating system.

2. Research Method

2.1. System Configuration

The testing platform consisted of the following operating systems and tools.

Microsoft Windows 10 Pro
Version 21H2

0S Build 19044.2130

8 Gigabytes RAM

Table 1 - Microsoft Windows Configuration

VMWare Fusion
Version 12.2.4
(2071091)
Table 2 - VMWare Fusion Configuration
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Wireshark

Version 4.0.1 (v4.0.1-0-
ge9f3970b1527)

Table 3 - Wireshark Version Information

Registry Explorer

v2.0.0.0

https://f001.backblazeb2.com/file/EricZimmermanTools/net6 /RegistryExplorer.
Zip

Table 4 - Registry Explorer Information

LECmd

Version 1.5.0.0

https://github.com /EricZimmerman/LECmd
Table 5 - LECmd Information

REMnux
https://sourceforge.net/projects/remnux/
Table 6 - REMnux Information

2.2. Data set

In real-life data exfiltration cases, data sets can vary from single files to entire
massive archives of data. Files can be transmitted as they exist on the source media
(without encryption or compression), included in an encrypted archive, or even
obfuscated using various techniques. Anything more than plain file transmission makes
detection increasingly difficult unless an automated process is used to extract data files
from the network transmission stream.

Since the goal is to search for exfiltration detection via network packet inspection
as well as USB file evidence, other functions used in data exfiltration detection, such as
data obfuscation detection or data transmission volume threshold checking, will not be
examined. The data set used for this analysis is very simple, consisting of a plain archive

file named “ImportantData.zip” since simple detection methods will be demonstrated.
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3. Findings

3.1. Data Exfiltration via Network Communications

To exfiltrate data via a local area network, it is necessary to transmit data across that
network. The nature of network communication dictates that the data being sent is split
into smaller units called frames or packets. This data can be monitored and captured as it
moves across the network on the way to its destination by a process called “sniffing.”
Sniffing “is a process of monitoring and capturing all data packets passing through a
given network” (Grey Campus, n.d.). Sniffing involves one or more devices configured to
observe network traffic as it traverses the network. As the traffic passes over the network,
sniffers can view the traffic, capture the traffic, or both. Once captured, the traffic can be
reassembled using various tools, at which time the contents can be reviewed.

The data can be sent in either one of two ways: unencrypted or encrypted.
Unencrypted data packets can easily be captured, reassembled, and viewed using
different tools. Reassembly can be performed using an application like Wireshark, the
application used in the experiment. Reassembly can also be performed automatically, as
is done by network security appliances. When the packet is reassembled, all the network
information can be viewed, including the source and destination IP addresses, the
protocol, etc. While some information can be gleaned with the network information, what
is interesting is the ability to investigate the data stream to determine what was being
transmitted. If Wireshark can determine that a file was transmitted, the name and size of
the file can be determined. In some cases, the file can be extracted from the reassembled
data packets to allow further examination.

Encrypted data, on the other hand, is comprised of network packets that have been
transformed from easily read packets to packets where the data payload is encrypted.
While the network information is still easily viewed, the data layer is subjected to
encryption, transforming, and obfuscation, preventing the viewer from being able to read
the contents.

The recommended method for the detection of data exfiltration over the local area
network is to observe and inspect the traffic going to an external host on the Internet,

most likely using the Hypertext Transfer Protocol Secure (HTTPS — encrypted) HTTPS
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uses a security protocol called Transport Layer Security (TLS). TLS secures the
communication between the browser and the web host by using an asymmetric public key
infrastructure. This process uses two different keys to encrypt the data between two
parties:
e Private key: this key is controlled by the owner of the website and is used to
decrypt information encrypted by the public key
e Public key: this key is sent by anyone who wants to interact with the server. Data
encrypted with the public key can only be decrypted by the private key
(Cloudflare, 2022).
The browser and the web server perform a “handshake” process whereby they use the
private and public keys to exchange session keys. These session keys are used to securely
transmit the data from the web server to the browser and vice versa, up to the point that

the communication session is closed by both parties.
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Figure 2- Session Key Exchange

While it is possible to capture the session keys during the session, they are useless
unless the encrypted network communication about those session keys is captured. If the
analyst has both the encrypted network traffic and the session keys, they can apply the
session keys to the encrypted traffic capture and decrypt the network traffic, allowing

them to inspect the network traffic, including the formerly encrypted data stream.

3.1.1.Exfiltration of the Data

This experiment will configure a Microsoft Windows system to capture the
session keys passed between the browser and the web server. This is done by configuring
the Windows system as described in Appendix A. Next, Wireshark will be configured to
use the captured session keys to decrypt the encrypted communications. Finally,

Wireshark will be used to capture the network communication between Windows and the
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web server, as described in Appendix A. The result will be a decrypted session which can

be inspected for signs of possible data exfiltration.

To perform the data exfiltration experiment, I created a file named

“ImportantData.zip” to use as my test data and selected Microsoft’s OneDrive cloud-

based storage as my destination. The system the experiment is being run on is a virtual

Windows system using Wireshark to perform the packet captures (details of the Windows

system and Wireshark can be found in Table 1 and Table 3).

The connection to www.onedrive.com is an HTTPS connection using TLS

protection for the connection. This means packets captured by Wireshark will fail to

show a plaintext data payload, as shown in Figures 3 and 4.

Frame 2173: 234 bytes on wire (1872 bits), 234 bytes captured (1872 bits) on interface \Device\MPF_{3F1D9816-EC57-44B6-9292-5B5A9F 344DD4}, id 0
Ethernet Il, Src VMware_df:c4:77 (00:0c29:df: 4:77), Dst: VMware_f4:23:26 (00:50:56:4:23:26)
Internet Protocol Version 4, Src 192.168.242.148, Dst: 13.107.42.12
Transmission Control Protocol, Src Port: 52883, Dst Port: 443, Seq: 13129, Ack: 18693, Len: 180
~ Transport Layer Security
~ TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer Protocol
Content Type: Application Data (23]
Version: TLS 1.2 (0x0303)
Length: 175

Encry'pted Apphcatmn Data: p000000000000013423f 193f70d db430ed0

AppIcatn ata Protocon Hypertext Transfer Protocol]

'd1372969511b6734ed...

Figure 3 - Encrypted Network Packet

0050564232600 0c 20dfc4 7708004500 PV-#& ) w E
00 dc be 92 40 00 80 06 00 00 c0 a8 294 0d &b @ k
2a0cce9301bbefes 13 10519d27d25018 = QP
f& 12 eb 82 00 00 17 03 03 00 af 00 00 00 00 00

0000 1342 3fc435a5 b3 46 19 3f 70 dd b4 80 B?°5 Fop

ed 0d ad 82 89 57d1 37 2969 51 1b 67 34 ed 20 W7 )iQ-g%
8dd41eb364fcfo 48 5568 ceel b5 28a6 dHUh " (
1a 78 3d 1e 80 d0 14 4f 92a7 59 cc6e cce8 OF x="-0 \’rv
2f71d777f7bsd5af 13a186cc 1f22785b fqw

6e 40 55c69d 40 52 41 69ba 6b 8e 82 33 69 a4 n@U @RAIk 50
Ibs192fsffobazee fo 1688 3be2efda2a no
cS5a76deded 7fead7 1d 11das0 51518104 ~m QQ
69329 4d 259 0ccd 29872438 7fd403ds |"M% 8
4abf551ca5fh3b 78 d7c43d 8232292066 JU-jx =-5)f
e7c26f2119ad 289a b3 21 ol {1

Frame 2173: 234 bytes on wire (1872 bits), 234 bytes captured (1872 bits)
Ethernet Il, Src VMware_df:c4:77 (00:0c:29:df: c4:77), Dst: VMware_f4:23:21
Internet Protocol Version 4, Src: 192.168.242.148, Dst: 13.107.42.12

Transmission Control Protocol, Src Port: 52883, Dst Port: 443, Seq: 13128,

Vv Transport Layer Security

V¥ TLSv1.2 Record Layer: Application Data Protocol: Hypertext Transfer P

Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)

Figure 4 - Detail of Encrypted Network Packet

terrgtitit7s
Encrypted Application Data: 13423fc435a5b3461!
rHypertext Transfer Protocol]

Since Windows was configured to capture the session keys, Wireshark can be

configured to apply those session keys to the network packet capture and decrypt the

encrypted traffic! The result is a decrypted data stream, as seen in Figures 5 and 6.
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Frame 2173: 234 bytes on wire (1872 bits), 234 bytes captured (1872 bits) on interface \Device\NPF_{8F1D9816-EC57-44B6-3292-5B5A9F344DD3}, id 0
Ethernet Il, Src VMware_df:c4:77 (00:0¢:29:df: 4:77), Dst: VMware_f4:23:26 (00:50:56:f4:23:26)
Internet Protocol Version 4, Src 192.168.242.148, Dst: 13.107.42.12
Transmission Control Protocol, Src Port: 52883, Dst Port: 443, Seq: 13129, Ack: 18693, Len: 180
Vv Transport Layer Security
¥ TLSv1.2 Record Layer: Application Data Protocol: HyperText Transfer Protocol 2
Content Type: Application Data (23)
Version: TLS 1.2 (0x0303)
Length: 175
Encrypted Application Data: 0000000000000013423f¢435a5b346193f70ddb480ed0dad8e8857d1372969511b6734ed...
[Application Data Protocol: HyperText Transfer Protocol 2]

Vv HyperText Transfer Protocol 2
Stream: HEADERS, Stream ID: 27, Length 142, OPTIONS /v1.0/drives/ac8fb1a66214efd1/items/roof:/ImportantData.zip:/oneDrive.createUploadSession

Figure 5 - Decrypted Network Packet

PNFF_(BF1D9816-EC57-44B6-9292-5B5A5F344D0D9), 1d 0
|

0

135e8957d137296551 1DET34ed

ems/roof/ImportantData.zip/oneDrive.createUploadSession

Figure 6- Detail of Encrypted Network Packet

Now that the data stream is decrypted, the details of the data payload can be seen
in the packet. Figure 6 shows the contents of the data stream, including the name of the

file, “ImportantData.zip.”

3.1.2.Difficulties in my Observation

The desired outcome was to be able to extract the file object “ImportantData.zip”
from the data stream to allow for further inspection of the file to check for evidence of
data exfiltration. Wireshark supports exporting object directly from the packet, but it
appeared that Wireshark could not do so successfully. Wireshark would export objects,
but none were related to the data upload. This is because Wireshark has difficulty parsing

JSON using the current JSON dissector (decoder):
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- a X

Content Type: |All Content-Types v

22

438

917

1125
1134
1146
1152
1200
1205
1263
1280
1297
1379

Packet Hostname

browser.events.data.msn.com
browser.events.data.msn.com
browser.events.data.msn.com
browser.events.data.msn.com
browser.events.data.msn.com
browser.events.data.msn.com
browser.events.data.msn.com
browser.events.data.msn.com
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
browser.events.data.msn.com
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
browser.events.data.msn.com
nav-edge.smartscreen.microsoft.com
munchkin.marketo.net
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
web.vortex.data.microsoft.com
web.vortex.data.microsoft.com
web.vortex.data.microsoft.com
web.vortex.data.microsoft.com
web.vortex.data.microsoft.com
nav-edge.smartscreen.microsoft.com
nav-edge.smartscreen.microsoft.com
browser.pipe.aria.microsoft.com
browser.pipe.aria.microsoft.com
browser.pipe.aria.microsoft.com
browser.events.data.microsoft.com
browser.events.data.microsoft.com
browser.pipe.aria.microsoft.com
browser.events.data.microsoft.com
browser.events.data.microsoft.com

Content Type
text/plain
application/json
text/plain
application/json
text/plain
application/json
text/plain
application/json
application/json
application/json
text/plain
application/json
application/json
application/json
application/json
application/json
application/x-javascript
application/json
application/json
application/json
application/json
application/json
application/json
application/javascript
text/plain
application/json
text/plain
application/json
application/json
application/json

text/plain
application/json

application/x-json-stream
application/json

Filename ™
x-json-stream&client-id=NO_AUTH&client-version=1DS-Web-JS-3.1.10&apikey=0ded60c75e44443aa3484c42c 1 ¢
x-json-stream&client-id=NO_AUTH&client-version=1DS-Web-J5-3.1.10&apikey=0ded60c75e44443323484c42c 1 ¢
x-json-stream&client-id=NO_AUTH&client-version=1DS-Web-JS-3.1.10&apikey=0ded60c75e44443aa3484c42c 1 ¢
x-json-stream&client-id=NO_AUTH&client-version=1DS-Web-JS-3.1.10&apikey=0dedb60c75e444433a3484c42c 1 ¢+
x-json-stream&client-id=NO_AUTH&client-version=1DS-Web-JS-3.1.10&apikey=0ded60c75e44443aa3484c42c 1 ¢
x-json-stream&client-id=NO_AUTH&client-version=1DS-Web-JS-3.1.10&apikey=0ded60c75e44443aa3484c42c 1 c+
7565 bytes x-json-stream&client-id=NO_AUTH&client-version=1DS-Web-JS-3.1.10&apikey=0dedb60c75e44443a3a3484c42c 1+
24 bytes  x-json-stream8client-id=NO_AUTH& client-version=1DS-Web-JS-3.1.10&apikey=0ded60c75e44443aa3484c42c1 ¢+
1562 bytes 3

794 bytes 3

6972 bytes x-json-stream@client-id=NO_AUTH&client-version=1DS-Web-JS-3.1.10&apikey=0dedb60c75e444432a3484c42c1 ¢
1641 bytes 3

861 bytes 3

1653 bytes 3

24 bytes  x-json-stream&client-id=NO_AUTH& client-version=1DS-Web-JS-3.1.10&apikey=0dedb60c75e444432a3484c42c1 ¢
877 bytes 3

9516 bytes munchkin,js

1655 bytes
1651 bytes
870 bytes
865 bytes
1668 bytes
887 bytes
45 bytes
1636 bytes
57 bytes

Size

7870 bytes
24 bytes
7573 bytes
24 bytes
7804 bytes
24 bytes

wWow oW W W w

tjstver=%272.1%278&name=%27Ms.Webi.PageView %2 7&time= %272022-11-03T15%3A54%3A47.704Z %278 0s=%
v1?SmscomCookies=false&ext-javascript-msfpc=%27GUID%3Dde849f082e7a4ec0b278f8f 1b20229c7%26HASH%3|
v1?8SmscomCookies=false&ext-javascript-msfpc=%27GUID %3Dde849f082e7a4ec0b278f8f 1020229c7%26HASH%3|
583 bytes v1?SmscomCookies=false&ext-javascript-msfpc= %27GUID%3Dde849f082e7a4ec0b278f8f 1b20229¢7%26HASH %3
57 bytes  v1?SmscomCookies=false8ext-javascript-msfpc=%27GUID%3Dde849f082e7a4ec0b278f8f 1020229¢7%26HASH%3|
1647 bytes 3

884 bytes 3

45kB ?qsp=truedicontent-type=application%2Fbond-compact-binary&client-id=NO_AUTH&sdk-version=ACT-Web-J¢
87kB ?qsp=true8icontent-type=application%2Fbond-compact-binary&client-id=NO_AUTH&sdk-version=ACT-Web-J¢
23kB ?qsp=trueicontent-type=application%2Fbond-compact-binary&client-id=NO_AUTH&sdk-version=ACT-Web-J¢
611 bytes  x-json-stream8client-id=NO_AUTH&client-version=1DS-Web-JS-2.3.4&apikey=5c65bbcdedbf480d9637ace04d62
153 bytes  x-json-streamé&client-id=NO_AUTH&client-version=1DS-Web-J5-2.3.4&apikey=5c65bbcdedbf480d9637acel4d62
32kB ?gsp=true8content-type=application%2Fbond-compact-binary&client-id=NO_AUTH&sdk-version=ACT-Web-J¢
5626 bytes x-json-stream&w=2
24 bytes  x-json-stream8w=2

Figure 7 - Wireshark "Export Objects" result

Next, a program named Zeek was used to do the same. Zeek was installed in the

REMnux Linux distribution (The link to REMnux can be found in Appendix A). The

“extract-all-files” plugin for Zeek was written to export embedded file objects from

network packet captures. [ verified that the plugin worked by exporting jpg image files

from a sample Hypertext Transfer Protocol (HTTP) packet capture which was retrieved

from the Wireshark Sample Capture website

https://wiki.wireshark.org/uploads/ moin_import /attachments/SampleCaptures/http

with_jpegs.cap.gz). The command line:

sudo /opt/zeek/bin/zeek -r http_with_jpegs.cap

/opt/zeek/share/zeek/site/packages/file-extraction/plugins/extract-all-files.zeek
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successfully exported the image files in the packet capture and saved them to the
“extracted_files” folder. The “display” command in REMnux was used to view one of the

files for confirmation, as seen in Figure 8.

BEEEEWsudo /opt/zeek/bin/zeek -r http witp jpegs.cap /opt/zeek/share/zeek/site/packages/file-extraction/plugins/extract-all-files.zeek]
jpgs$ cd extract files/
jpgs/extract_files$ ls

HTTP-FH3b1Mon@1qLfKHMI.html  HTTP-FjRLb33E JPIL.jpg HTTP-FKEVNJ2RW4ZQOSXTW1.html HTTP-FqjOXC3UbajbfhdcXa.html ¢
HTTP-FJiuSy2VfWID100J29.html HTTP-FJZdTz3z1Gp 13t4.ipg HTTP-Fq86523dqrHBjXbvek.html HTTP-FusHj cNHVKIKAVQo6.xml
gs/extract_files$ display HTTP-F@pX3P2fuPnPkFCjwh.jpg

$ display HTTP-FOpX3P2fuPnPkFCjwh.jpg

Figure 8 - Successful export of jpg from pcap in Zeek

The same process was performed on the packet capture containing the upload of
the “ImportantData.zip” file. However, the only files extracted looked to be the session
certificates from the communication between the browser and the web server:
sudo /opt/zeek/bin/zeek -r ImportantData.pcapng
/opt/zeek/share/zeek/site/packages/file-extraction/plugins/extract-all-files.zeek

This produced the output shown in Figure 9:
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remnux@remnux:~/Downloads/caps/ImportantData$ sudo /opt/zeek/bin/zeek -r ImportantData.pcap.pcapng /opt/zeek/share/zeek

/site/packages/file-extraction/plugins/extract-all-files.zeek

remnux@remnu L s/caps/ImportantData$ cd extract_files/

remnux@remnux: Loads/c ImportantData/extract_files$ 1s

SSL-FODJE44xrsHXBF6qze.ocsp-response SSL-FDiQys2M5HCbkjwlSe.ocsp-response SSL-FLpG6y1WDs75sVcW07.x-x509-user-ce

rt SSL-FRAAe22ZgMZcrh5kIk.ocsp-response

SSL-F1d1hzSL1Q6SxCBxh.x-x509-ca-cert SSL-FDNe4FR1jd5TPt1lJe.x-x509-user-cert SSL-FMhjto9S95W0J0uL2.x-x509-user-cer

t SSL-FRIWe03g22BuyGS00.x-x509-ca-cert

SSL-F3CxZAQSVyKzdldhe.x-x509-ca-cert SSL-Fe7U9e45UJknf5x18c.x-x509-user-cert SSL-FmQlfcllzyu2FByoD7.x-x509-ca-cert
SSL-FrR9mB4Z3rVzwVYyQf.x-x509-user-cert

SSL-F4Yq2W2dJ4GnwR5GRb . x-x509-user-cert SSL-FEaMSB2EHkkGOm6Ova.ocsp-response SSL-FmttDI3tC6NTdSojl4.x-x509-user-ce

rt SSL-FrULRJ2IFbBgm32Zmg.x-x509-ca-cert

SSL-F5ARDh3YimIgPFBh3a.ocsp-response SSL-FECFHU24Dz0y3G8gle.x-x509-user-cert SSL-FMWSjU391wMptxbDWe.ocsp-response
SSL-FRyL7d1pq29Xb6jj3.x-x509-ca-cert

SSL-F5HHY12sW94YYVv1R4c.x-x509-user-cert SSL-FeTiC4iJfXsKodnGl.x-x509-user-cert SSL-FmymCy44nj6NXQuvgi.x-x509-ca-cert
SSL-FSd3N12AKx38cNyb4f.ocsp-response

SSL-F5niCA1vvDwWBUWB9E3. x-Xx509-ca-cert SSL-FeuQvKlesohCFF6I02.x-x509-user-cert SSL-FnHLJ72FuNSnJdlvTe.Xx-x509-user-ce

rt SSL-FSVcOK2KpVKCxFN6AS.ocsp-response

SSL-F61809I1xr0OBtapU8.x-x509-ca-cert SSL-FeY7RZ3V18tSQ2ulL9.x-x509-ca-cert SSL-FNjCNU1KOhgzrzKFY5.x-x509-ca-cert
SSL-Fsy8Lt7DMATwoiaHl.ocsp-response

SSL-F65cKp1MXwkKZvepl5.x-x509-user-cert SSL-FfEWGE47TfKOdQTnx1.x-x509-ca-cert SSL-Fo@ysA31pLbnlyZgGf.x-x509-ca-cert
SSL-FtBNR41PEY3d6FbGif.x-x509-ca-cert

SSL-F6QK3v2dCoxvtPnBDk.ocsp-response SSL-FGkFY44U3FJhe8szGl.ocsp-response SSL-FoDJIs43MfH7MyWUdj . x-x509-ca-cert
SSL-FTlYin31zcFdfPXHk3.x-x509-ca-cert

SSL-F70SIH36mB0Ozp0C31d.x-x509-user-cert SSL-FGkrcT2s3RswyFiiR8.ocsp-response SSL-FoJLx64Xx5GqEmwXHPL.x-x509-ca-cert
SSL-FTzpy95t2DupRchbl.x-x509-ca-cert

SSL-F7R7eYBAO9AYLCq5c.x-x509-user-cert SSL-FgLWaQ3wdQYdOaIema.x-x509-ca-cert SSL-FoKDqU3yVxDC1V18B1.x-x509-ca-cert
SSL-FuB7kI21HttxBAbdni.x-x509-user-cert

SSL-F88XWw3nM21cnloXN3.x-x509-user-cert SSL-FgtxG63BxHoesMqdZl.ocsp-response SSL-FOrey6gtS5MX2L1Rh.x-x509-ca-cert
SSL-FuJLuqlq7JQjXKZh7.x-x509-ca-cert

SSL-F8Te684q76LTfxQPie.x-x509-ca-cert SSL-Fh16qR2qLdrpgxtQli.ocsp-response SSL-FPjI6h3pfW2mIVC8Y9.x-Xx509-user-ce

rt SSL-FutpCF2QH1t4JSMDbh.Xx-x509-user-cert

SSL-F8wlIacV1leBhSU9zh.x-x509-user-cert SSL-FHpNEP3TbS8Lkexct4.ocsp-response SSL-FpNFRI3FXw6cX6Vt08.0csp-response
SSL-FvBelm2mPuoa25cSyl.x-x509-ca-cert

SSL-FARP7TREgQSJAHpPh6.x-x509-user-cert SSL-FIKk7C39386mkwVWR6.x-x509-ca-cert SSL-FPoCYS1DpuQpTpWKL.x-x509-user-cer

t SSL-FvDoAh3y9Xc79bz2Ca.x-x509-user-cert

SSL-Faxqxr232FsAykEspb.ocsp-response SSL-FixUFeUBAQUITYYPk.x-x509-user-cert SSL-FpOYTN34DJe0@8E7TN5.0Ccsp-response
SSL-FVLTjB261FDXffQoUa.x-x509-ca-cert

SSL-FBjSn3kKQFNCqrho8.x-x509-user-cert SSL-Fjenh03R3HpFamgbPf.x-x509-ca-cert SSL-Fpzwr212ofdxaGK1lY.ocsp-response
SSL-FWdwzpFVnMrrZ5Zu8.x-x509-ca-cert

SSL-FbZplI3NtzbwWzKJle.x-x509-ca-cert SSL-FjagnM2zxzSiwg7x06.o0csp-response SSL-FQ8Q5d2Zq01JAgcj2c.x-Xx509-user-ce

rt SSL-FWDyZP1DHK4sAdADs1.Xx-x509-user-cert

SSL-FciYM54GRxNh5geRb7.x-x509-ca-cert SSL-FjWgp8lEEJvwDOF8t2.0csp-response SSL-FQayPy4I3BMhsHEB04.Xx-x509-ca-cert
SSL-Fwicmt2UePox58sx0c.x-x509-ca-cert

SSL-FCREgk30ZiFq5aVsEl.x-x509-ca-cert SSL-FjYa4240jd7A8z7jP1l.x-x509-ca-cert SSL-FQCSFf4WQnOHH3MAtb.x-Xx509-user-ce

rt SSL-FwKP602Lyb8awlWeH4.ocsp-response

SSL-FcVBXvywb2KalRDMh.x-x509-ca-cert SSL-FL2BX81DQ7JPwmV4Ye.ocsp-response SSL-FQwkjV21CcqzT5uqqg2.x-x509-user-ce

rt SSL-FzDOhc4tTnFx7YRtT9.x-x509-user-cert

SSL-FDH8uf3An44DLhLOQ3.0csp-response SSL-FLGV6ArToURCIOHOL. x-x509-user-cert SSL-FgX1Ha4VM38fPprA6b.x-x509-user-ce

rt SSL-FZHopR15KjnHUEM2d6.x-x509-user-cert

remnux@remnux:~/Downloads/caps/ImportantData/extract_files$ .

Figure 9 - Result of Zeek export on packet capture

This was because the session keys were not being passed to Zeek to decrypt the HTTPS
sessions. A lot of research was done by looking online for documentation or examples of
how to pass the session keys to Zeek, but nothing was found. I appealed to various Zeek
groups on the Internet, but I did not receive any responses.

The last attempt to export objects from the packet capture was to use tshark,
which is the command line version of Wireshark. With the help of Dr. Johannes Ulrich
from the SANS Institute, [ was able to determine how to pass the SSL-key.log data
(which contained the captured session keys) to tshark to use to decrypt the HTTPS

session. Using the command line:
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tshark -Q -z follow, tls,raw,50 -r Important_Data.pcapng -o tls.keylog_file:ssl-
keys.log
the file name “ImportantData.zip” was visible, however, the file object was never able to

be extracted successfully.

3.2. Removable Media Data Exfiltration

The use of Universal Serial Bus, or USB, devices is a persistent problem in the
prevention of insider threat data exfiltration. The media is cheap, the storage capacity is
massive, the data is portable, and monitoring employee use of USB devices is not always
effective. Even McAfee, the world leader in data loss security, filed a lawsuit in 2019
against three former employees who stole trade secrets via removable USB devices
before they left to work for a rival company (Stone, 2019). The focus is to examine
activities related to removable USB media to discover if a removable media device was
used to steal data.

The primary location to discover USB device use in the Windows operating
system is the Windows Registry. The Registry is a collection of databases that hold
configuration settings for Microsoft Windows operating systems (Fisher, 2022).
Windows stores most of the information and settings for software programs, hardware
devices, user profiles and preferences, and operating system configuration in various
Registry databases, often referred to as hives (Fisher, 2022). Windows is constantly
reading from and writing to the Registry at startup, as the computer is being used as well
as during periods of inactivity, and even at the time of shutdown.

The Registry hives contain keys, subkeys, and values, all of which pertain to information

relating to the operation of Windows in one way or another (See Table 7).

Hive Name Purpose

SAM Stores user’s passwords

SECURITY Stores security policy of user

SOFTWARE Stores config and settings for applications
SYSTEM Stores system configuration

NTUSER.DAT Stores settings and preferences for each user

Table 7- Windows Hives and Their Purpose
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When a USB device is connected to a computer running Windows, the operating
system records details about the device, such as the vendor, model, and serial number of
the device, the date and time when the device was attached, as well as other properties
specific to the device. When the device is ejected, Windows also records the date and
time of the ejection event.

To perform the investigation, a program called “Registry Explorer” will be used.
(The link to Registry Explorer can be found in Appendix A). Registry Explorer allows
the analyst to open and browse the Registry files on the suspect computer and gather
information related to any USB devices which were attached to the computer. By using
Registry Explorer, files can be browsed in a “live” environment, which simplifies the
investigation. However, in this “live” environment, Windows locks the Registry files for
non-Administrative accounts. This prevents unauthorized access to the Registry to both
maintain the integrity of the Registry files as well as to enforce security permissions for
non-Administrator accounts. For Registry Editor to have the necessary access to the

Registry files it must be run as an Administrator.

3.2.1.Diving Into the Registry

When working through the Registry files, it is helpful to record the information
discovered in the “USB Worksheet” which can be found in Appendix C. This keeps track
of the data and values as my investigation proceeds. A recommended practice is to record
the information on one sheet, as opposed to flipping back and forth between screens. And
as a bonus, the completed sheet can be included in the findings of other investigations.

To determine if any USB devices have been used on the suspect computer, first
determine which Control Set Windows is currently using. The Control Set is the version
of the configuration information Windows uses to perform a successful boot process.
There may be more than one Control Set listed in the Registry, depending on any issues
Windows may have experienced during previous boot processes. The requirement for
accurate USB forensics is to identify the current Control Set, which can be found in the
SYSTEM hive.

As shown in Figure 10, navigate to SYSTEM\ROOT\Select to examine the value

of the “Current” key. The value is currently set to 1, confirming that the Control Set used
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by Windows is ControlSet001.

@ Registry Explorer v2.0.0.0
File Tools Options Bookmarks (32/0) View Help

Registry hives (1) Available bookmarks (32/0) Values
Enter text to search Find
Value Name Value Type |Data
Key name s [ 0c e "0
7 | aflc
4 | C\Windows\system32\config\SYSTEM b | Current RegDword !
L= RoOT Default RegDword 1
» [~ ActivationBroker Failed RegDword 0
4= ControlSetiol LastknownGood | RegDword 1
¥ [ Control

¥ [ Enum 3

¥ [~ Hardware Profiles
== Policies
b [ Services
» [ DriverDatabase
» [~ HardwareConfig
» [ Input
» [~ Keyboard Layout
» £ Maps
7= MountedDevices 1
» [~ ResourceManager
¥ [ ResourcePolicyStore

= Type viewer Binary viewer
¥ [ Setup I Value name |Current

¥ [ Software

Value type IRengord
» [~ State
¥ [ Waas Value 1
» [F5 WPA

b |y Associated deleted records

b 4 Unassodated deleted records
=% Unassociated deleted values

Raw value 01-00-00-00

Key: | Select
Selected hive: SYSTEM | Lastwrite: | 2019-12-07 09:15:07 | 4 of 4 values shown (100.00%5 Hive 'C:\Users\Regueintuser.dat’ unloadec

Figure 10- Finding the Current Control Set

Next, navigate to the ControlSet001 key and open the Enum key and the
USBSTOR key. The USBSTOR key contains a list of all the USB devices connected to
the computer in the last 30 days. As shown in Figure 11, only two devices are listed,

however, they should both be investigated to determine if they were used for data
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exfiltration.

& Registry Explorer v2.0.0.0
File Tools Options Bookmarks (32/0) View Help

Registry hives (1) Available bookmarks (32/0)
Find

Key name
7 | #c ~
4 | C\Windows\system32\config\SYSTEM
Fl ROOT
b ActivationBroker
4 ControlSet001

b Control
4 Enum
ACPI

ACPI_HAL
ETH
DISPLAY
HDALDIO
HID
HTREE
PCL
PCIIDE
ROOT
SCSI
STORAGE
SW
SWD
USB
b ¥l USBSTOR
b CdRom&Ven TEAC&Prod DV-W285-VT&Rev_7.5A
| » £ Diskaven_sanbiskaProd_UliragRev_1.00 |
3 Hardware Profiles

* ¥ v v ¥ ¥ T T ¥ ¥ T ¥ ¥ Ww w

Policies
3 Services
b DriverDatabase

I S S, B

Key: | ControlSetO01N\EnumiUSBSTOR
Selected hive: SYSTEM | Lastwriter | 2022-10-1917:02:47 = Key contains no valu

Figure 11- List of USB Devices

The top device (CdRom&Ven TEAC&Prod DV-W28S-VT&Rev 7.5A) is a
CD-ROM device and cannot be used to write data. The bottom device
(Disk&Ven SanDisk&Prod Ultra&Rev 1.00) looks to be worth investigating based on
the string “SanDisk” observed in the device name.
For each device, there will be a unique label that contains the vendor’s name as well as

the product name and a version number. In the example above, the following can be seen:
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Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00
Vendor SanDisk
Product Ultra
Version 1.0

Table 8 - Vendor Name and Product

The next value to find is the device serial number. This can be found by opening
the device key. As you can see in Figure 12, Registry Explorer shows that there are two
serial numbers listed for the same device name. This indicates that two different SanDisk

USB devices of the same type were plugged into the computer.

& Registry Explorer v2.0.0.0
File Tools Options Bookmarks (32/0) View Help
Registry hives (1) Available bookmarks (32/0)
Find
Key name # value
7 | afc = A
3 STORAGE
3 SW
b SWD
3 UsB
3 4~ USBSTOR
3 CdRom&Ven_TEAC&Prod_DV-W285-VTaRev_7.5A
4 Disk&Ven_SanDisk&Prod_Ultra&Rev_1.00
b 4C53000129091511808480
[ 4C53000130122711338380
b Hardware Profiles
Puolicies
b Services
b DriverDatabase
b HardwareConfig
b Input
b Keyboard Layout
3 Maps
MountedDevices
3 ResourceManager W
< >
Key: | Control5et00T\EnumiLISBSTOR
Selected hive: SYSTEM | Lastwniter | 2022-10-1917:02:47 | Key contains no values | Copied Ke

Figure 12 - Serial Numbers Indicating Two Different SanDisk USB Devices
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Next, the Vendor ID (VID) and Product ID (PID) for the device or devices (if
there are more than one listed) need to be discovered. This is done by navigating to the
SYSTEM\USB and opening all the keys with the prefix VID and looking for the serial
numbers recorded on the worksheet. In this case, the VID is 0781 and the PID is 5581, as

seen in Figure 13.
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Key name

Afc

4 | c:\Windows\system32\config\SYSTEM

47— ROOT
» [ ActivationBroker
47 ControlSet001

¥ [ Contral
4 Enum
¥ = ACPI
¥ £ ACPT_HAL
»[>= BTH
» [ DISPLAY
» == HDALIDIO
» £ HID
» [©= HTREE
» [T PCI
» [°= PCIIDE
» = ROCT
P [T SCSI
p [T STORAGE
P SW
P [T SWD
4T USB

¥ F= ROOT_HUB
¥ F= ROOT_HUB20
¥ F= ROOT_HUB30

4= VID_D7818PID_5581 e—

b [T 4C530001290915118084
b [T 4C530001301227113383

4= VID_OBC2EPID_ADA4
b [T MSFT30MNASK3ISKT
4= VID_OEOF&PID_0002
b [T 6&30cBcaSfROET
b [ 6&30cBcaSfROES
¥ [ 6B35d1f50b&0&2
4~ VID_0EOF&PID_D003
b [ 6&30c8caStR0&Ss

Figure 13 - Finding the VID and the PID
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The Volume Name, which is the next critical piece of data, can be found in the

SOFTWARE hive in the following location:
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SOFTWARE\ROOT\Microsoft\Windows Portable Devices\Devices
It is important to note that there may be more than one device with the same name, as is
the case for the target computer. If there are multiple devices, both volume names should
be recorded in the worksheet.

Notice below that there are two devices with the same name. After selecting the
device in the left column, the Volume Name will be displayed on the Values pane. In this

case, the Volume Name is “Data2Go’:

Windows Mail

Windows Media Device Manager
Windows Media Foundation
Windows Media Player N33
Windows Messaging Subsystem
Windows NT

Windows Photo Viewer

L T T T W OFTOF W

Windows Portable Devices

. Type viewer Slack viewer Binary viewer

A Devices

3 | SWD#WPDBUSENUM#_??_USBSTOR#DISK&VEN_SANDISK&PROD_ULTR... Value name |FriendIyName
SWD#WPDBUSENUM=_??_USBSTOR #DISKEVEN_SANDISKEPROD_ULTRARREV_1.00...

JPDBUSEMUM#{851C307A-ADSF-11EC-B0 12-88665A088 234} #0000000000800.

SWDFWPDBUSEMUM#{FBE964CC-4ESF-11ED-B029-88665A086234} #0000000004000... Value Data2Go

3 FormatMap

. | Value type |RegSz

Windows Script Host

Windows Search

Windows Security Health I
WindowsRuntime

- v v w

Figure 14- Volume Name

The drive letter assigned to the USB device after it was mounted by Windows can
be found by navigating to:
SYSTEM\ROOT\MountedDevices

Figure 15 shows the list of Mounted Devices which will be found on the right side
of Registry Explorer. The “Values” tab is selected at the top and the serial number of my
device is searched in the “Type Viewer” tab. It was discovered that the serial number of

the device is associated with the E: drive letter.
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Values MountedDevices
Value Mame | Va... | Data | Value Slack | Is Deleted | Data Record Reallocated
Aflc aflc | Afc Afc [m] [m]
\??\Wolumefo1bacs... Re.. 5C-00-3F-00-3.. 18-9E-3C-00 ] ]
\DosDevices\C: Re... 44-4D-49-4F-3..  E0-95-4C-00 ] ]
\DosDevices\D: Re.. 5C-00-3F-00-3.. 34FeD7-01 ] ]
\??\Wolumefsfc426... | Re... 5C-00-3F-00-3...  38-00 ] ]
\DosDevices\E: ‘Re.. SF-00-3F-00-3.. 32-00-2D-00-3.. L] L]
\??\Wolume{fse9s4... Re... SF-00-3F-00-3... ] ]
\??Wolume{f3e254.. Re.. 7B-00-66-00-3.. 69-76-65-7240... ] ]
\DosDevices|F: Re... 7B-00-66-00-3.. 73-00-30F7-7.. ] ]
\??\Wolume{f3ed54. . Re.. 7B-00-66-00-3.. FFFFFFFFF.. ] ]
\DosDevices\G: Re... 7B-00-66-00-3..  00-00-6C-68-0... ] ]
\??Wolume{f3e954... Re.. SF-00-3F-00-3... ] ]
Type viewer Slack viewer
g0 01 02 03 04 05 06 O7 08 09 04 OB 0QC 0D
Q0000000 5F 00 3F 00 3F 00 5F 00 5% 00 53 00 42 00 I S | - -
Q000000E 53 00 54 00 4F 00 52 00 23 00 44 00 &9 00 S.T.OR. # D.i
QoQoomc 73 00 6B 00 26 00 56 00 63 00 ©E 00 3F 00 sk, BV e o n. _.
00000024 53 00 61 00 6E OO0 44 00 69 00 73 00 6B 00 S.a.nDi1.s. k.
Q0000038 26 00 50 00 Y2 00 &F OO0 64 OO0 5F 00 55 00 B P.r.o.d _. L
00000046 6C 00 74 00 V2 00 61 00 26 00 52 00 &5 00 |.t.r.a. & R. e,
Q0000054 76 00 3F 00 31 00 ZE OO 30 00 320 00 23 00 v, .1...0.0.%
Q00000682 34 00 43 00 35 00 33 00 30 00 30 00 320 00 4,C. 5 3.0,0,0,
Q0000070 31 00 32 00 39 00 30 00 39 00 31 00 35 00 1.2.9.0.9.1.5.
Q000007E 31 00 31 00 38 00 30 00 38 00 324 00 26 00 1.1, 8. D.E.d.l&.
Q00000&C 30 00 23 00 VB OO0 35 00 33 00 66 00 35 00 0.# .5 3.f.5.
Q0000094 36 00 33 00 30 Q0 37 00 2D 00 ©2 00 36 00 6.3.0.7.-. b0
Q00000AS 62 00 66 00 2D 00 3271 00 31 00 e4 00 320 00 b.f.-.1.1.4d.0.
Q00000BE 2D 00 39 00 24 00 66 00 32 00 2D 00 20 00 -804, 1,02, -.0,
000000C 30 00 61 00 30 00 &3 00 39 00 31 00 65 00 0,a.0,.c.9 1. e,
Q0000002 66 00 62 00 38 00 62 00 7D 00 f.b. 8. b.}.

Figure 15 - Associating the Serial Number with the Drive Letter
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Next, the Volume GUID needs to be found and recorded. This can be found by
clicking on the long strings located in the “Values” tab which are not related to a drive
letter and looking for the device serial number in the “Type Viewer” area. Once the serial
number is found, record the Volume GUID. In this case, the Volume GUID is {f8¢964{3-
4e8f-11ed-b029-88665a08b284}.
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Values MountedDevices

0
Value Name V... |Data Value 5l... | Is Delet... | Data Record Reallo...
¥ | ole e | o ofle n n
\??\olume{91ba6806-7305-11eb-... R... 5C-00-3.. 18-9E-3...
\DosDevices\C: R.. | 44-40D-4_ E0-95-4._
\DosDevices\D: R... | 5C-00-3.. 34F6-D.. |
\??\Wolume{5fc42667-8925-11ec-... | R... | 5C-00-3...| 38-00
\DosDevices\E: R... | 5F-00-3... 32-00-2..
\??\Wolume{f3e964d 1-4e8f-11ed- . R.. | SF-00-3..
\??\Wolume{f3e964d2-4e8f-11ed-... R.. 7B-00-6.. 69-76-6...
\DosDevices'F: R.. 7B-00-6. 73-00-3..
\#?\Wolume{f3eS64d3-4e8f-11ed-.. R... TB-00-6.. FFFFF ..
\DosDevices\G: R... | 7B-00-6... 00-00-6...
b 1\P?\Wolume {faege4f3-4eaf-11ed-.. iR.| SF-00-3..

\Volume GUID

Type viewer

00 01 02 03 04 05 06 07 08 09 0A OB
5F 00 3F 00 3F 00 5F 00 55 00
42 00 53 00 54 00 4F 00 32 00
44 00 89 00 73 00 6B 00 26 00
65 00 &E 00 5F 00 53 00 61 00
44 00 89 00 73 00 6B 00 26 00
72 00 &F 00 64 00 5F 00 55 00
74 00 72 00 61 00 26 00 52 00
76 00 3F 00 31 00 2E 00 30 00
23 00 34 00 43 00 35 00 33 00
30 00 30 00 31 00 32 00 39 00
39 00 31 00 35 00 31 00 31 00
30 00 38 00 34 00 26 00 30 00
7B 00 35 00 33 00 66 00 35 00
33 00 30 00 37 00 2D 00 62 0O
62 00 66 00 2D 00 31 00 31 Q0
30 00 2D 00 39 00 34 00 66 00
2D 00 30 00 30 00 61 00 30 00
39 00 31 00 65 00 66 00 B2 0O
62 00 7D 00

Serial Number

S o T3 T
v
?TLI"?TOI

E:I
G'D_“'—"{TU'\D—‘@UJG:UCEWE:UC

0o M POy O RO O OfS T T TS = H L

Y PO e T TR = TR L |
—'\E_lmm'

w
I T

ow o ogw~low ol TS g Dol

ek D0 TR O U000 e

Figure 16- Determining the Volume GUID based on the Serial Number

Now that most of the forensic details of the USB device used on the target
computer have been assembled, it is important to identify the user who was logged in at
the time the USB drive was attached to the computer. To do so, examine the

NTUSER.DAT files found on the computer.
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Windows creates an NTUSER.DAT file for each user on the computer. The
NTUSER.DAT can be found in the root of the user’s profile directory (ex:
C:\Users\Rogue\ntuser.dat) and contains specific information about the user account
settings and preferences for the specific user. For this system, two NTUSER.DAT files
are related to the two user accounts on this system: Rogue and iamsc, as shown in Figure

17:

& Registry Explorer v2.0.0.0
File Tools Options Bookmarks (0/0) View Help

¥ Load hive Ctrl+0 )]
[5] Live system P 8 Users * | & Default NTUSER.DAT
¥ Unload all hives Alt+0 & Amcachehve ¥4 Default UsrClass.dat
@ Project » |8 sam & iamsc NTUSERDAT
H Export 'Registry hives' » | & SECURITY ¥ iamsc UsrClass.dat
Fé' Exit & SOFTWARE &4 Public NTUSER.DAT
& SYSTEM ¥ Public UsrClass.dat
&4 FRogue NTUSER.DAT
&3 Rogue UsrClass.dat &

Figure 17 - lllustration of NTUSER.DAT Files for User Profiles iamsc and Rogue

In Registry Explorer, the NTUSER.DAT file for each user is loaded and the following key
is examined:
NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2
If any of the GUID values found in SYSTEM\MountedDevices key are found in the
listing of the GUIDs in the NTUSER.DAT, the USB drive can be attributed to the owner
of the NTUSER.DAT. However, to be sure that only one user used the USB device, all
the available NTUSER.DAT files need to be checked for the existence of the GUID
mentioned above.

Upon examining the NTUSER.DAT file for the user Rogue, the Volume GUID
“{f8e96413-4e8f-11ed-b029-88665a08b284}” can be observed, which attributes the USB

to the user Rogue.
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& Registry Explorer v2.0.0.0 | Project: C:\Users\iamsc\Desktop\demo.re_proj
File Tools Options Bookmarks (26/0) View Help

Registry hives (4) Available bookmarks (126/0)
Find

Key name #values | #subkeys | Ls
¥ | A = = Lal
Cortana
b CuratedTileCollections
DeviceSetup

(=R X=X
- 2= o

3 Diagnostics

[
@

A Explorer 12
Accent 3
Advanced 25

3 AutoplayHandlers
BamThrotting
BannerStore

b BitBucket
CabinetState

3 CD Burning

3 CLSID

3 Desktop

b Discardable

3 Featurelsage

b FileExts

¥ HideDesktopIcons

LogonStats
LowR.eqistry

b MenuOrder

b Modules

rl MountPoints2

3 CPC
» % | {fBe964f3-4e8f-11ed-b029-88665a08b284}

Package Installation
RecentDocs
Ribbon

b SearchPlatform

Figure 18 - GUID attributed to UserlD Rogue

3
tlelM| k|~ aslaolalecla vMalaolr|loae|lacaMkr(lala|~

1
ER S =T =T =T~ T X T O R — = TS = TS, T T = TR = TR = T S T =]

The first time the USB device was connected to the computer can be discovered
by looking at the following key:
SYSTEM\ControlSet00 1\Enum\USBSTOR\DeviceName\Properties\ 83da6326-97a6-
4088-9453-a1923f573b29\
Note that the device name varies by device, but the GUID “83da6326-97a6-4088-9453-
a19231573b29” is not unique to the computer being examined. It can be found on any
Windows computer examined.
The following sub-keys for the three date and time stamps can be observed under the

GUID “83da6326-97a6-4088-9453-a1923f573b29” as shown in Figure 19:
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& Registry Explorer v2.0.0.0

File Tools Options Bookmarks (32/0) View Help

Registry hives (1) Available bookmarks {32/0)

Enter text to search Find

Key name
4 I ¢\Windows\system32\config\SYSTEM
4 ROQT
¥ [ ActivationBroker
4 ControlSet001
¥ [F— Control
4 Enum
ACPI
ACPI_HAL
ETH
DISPLAY
HDAUDIO
HID
HTREE
PCI
PCIIDE
ROOT
SCSI
STORAGE
SW
SWD
LISE
USBSTOR
» [ CdRom&Ven_TEACE&Prod_DV-W235-\VT&Rev_7.5A
4~ Disk&Ven_SanDisk&Prod_Ulra&Rev_1.00
¥ [T 4C53000129091511808480
47 4C530001301227113383&0

B

o WT D BT BT B B D B FD FDOET B0 R B

A T T ¥ T FT O®W W FW FT OFT T T T OW W
T

2 Device Farameters

4~ Properties
¥ [ {3464f7a4-2444-40b1-980a-e0903ch6d912}

» [ {540b347e-8b40-45bc-a8a2-6a0ba94chda}

» [ {80457100-8c73-48b3-aad9-ce 36 7e 19c 566}

4 [~ {83da6326-9726-4038-9453-31923f573b29}

[~ 0003

[~ 000A

’ | £ iooea |

== 0065
[ 0068
== 0067

Values

Value Mame
¥ | afc
» | (default)

Type viewer

. | Value name

Value type

Value

Slack viewer

(default)

FegFileTime

2022-10-19 17:02:47

Value Type
Afc
RegFileTime

Binary wvie

First Time
Device Was
Connected

27

Figure 19 - Location of USB Device Time Stamps and Detail of First Time Device

Was Connected

disconnected

Property Subkey My Device Value

First time device was connected 0064 2022-10-19 17:03:32
Last time device was connected 0066 2022-11-02 01:09:07
Last time device was 0067 2022-11-04 01:52:13

Table 9 - Property, Subkey, and Value of USB Activity Timestamps
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The dates and times the USB device was first connected to the PC, the last time it
was connected to the PC, and the last time it was disconnected from the PC are now all
known. With the amount of information collected, analysts can move forward in the

investigation.

3.2.2.Further Exfiltration Evidence

In an enterprise environment, analysts can use the data gathered by agents
installed on the endpoint (computer), providing a step-by-step view of the events that
happened on the computer. Other times devices are processed in a “dead-box” forensic
mode, where forensic analysts capture an image of a storage device and analyze the
contents offline (thecyberwire.com, n.d.).

I expected to find a method to be able to examine the Windows operating system
in its “live state,” meaning that it is powered up and running, to find some evidence of the
copy of my test file “ImportantData.zip” to the USB storage device.

The research shows that unless a file is opened on the destination USB media
(with an appropriate application), there isn’t any evidence at all. However, if an
application were used to open a file on the USB drive, Windows would create a Link
(LNK) file associated with that specific action. An LNK file is a shortcut file that is
generated when a user opens a local or remote file.

There are some key artifacts associated with the LNK file:

e The original path of the file

e The modify, access, and change (MAC) times of the original file

¢ Information about the volume and system where the LNK file is stored
e Network details (if the file opened was stored on a network drive)

e The file size of the linked file

3.2.3.Link File Analysis

I wanted to look for further confirmation, so I added a situation into my scenario
where the user Rogue wanted to make sure the file “ImportantData.zip” would open on
the USB drive. Rogue did this by navigating to the USB drive while it was plugged into

the computer and double-clicking on the file to open it with an archiving tool called 7zip.
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Being satisfied with what they saw, Rogue ejected the USB drive and took the file
“ImportantData.zip” right out the door.

While the contents of the file which was copied to the USB drive cannot be
verified, the LNK file can be scrutinized to see what evidence can be found. To do this, a
program written by Eric Zimmerman called “LECmd” was used (the link to LECmd can
be found in Appendix A). LECmd is a utility used to parse LNK files, meaning that it
will examine and display the data found in the LNK file.

LNK files are found in the following path using Windows Explorer:

C:\Users\% USERNAME%\AppData\Roaming\Microsoft\Windows\Recent [tems
or the following path if you’re using the command prompt:

C:\Users\% USERNAME%\AppData\Roaming\Microsoft\Windows\Recent
The command window will be used to run the LECmd utility.

When a directory listing is performed in the directory which contains the LNK
files, C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent, a link file for the

“ImportantData.zip” file called “ImportantData.Ink” can be observed:

EX Command Prompt

C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent>dir
Volume in drive C has no label.
Volume Serial Number is 4EB7-9772

Directory of C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent

11/16/2022 12:46 PM <DIR>

11/10/2022 12:46 PM <DIR> -

11/16/20822 12:20 PM <DIR> AutomaticDestinations
11/16/20822 12:20 PM <DIR> CustomDestinations

11/16/2022 12:27 PM 359 ImportantData.lnk
2

1 File(s) 59 bytes
4 Dir(s) 28,982,673,408 bytes free

C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent>

Figure 20- Location of ImportantData.Ink
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When the LECmd command is run against the “ImportantData.lnk” file using the

command line LECmd.exe -f ImportantData.Ink

the following output is shown in Figure 21:

C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent>c:\users\Rogue\Documentsi\Tools\LECmd\LECmd.exe -f ImportantData.lnk
LECmd version 1.5.8.8

ericzimmerman@gmail. com)
rman/LECmd

Command line: -f ImportantData.lnk

Warning: Administrator privileges not found!

Processing C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent\ImportantData.lnk

Source file: C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent\ImportantData.lnk
Source created:
Source modified:
Source accessed:

--- Header ---
Target created:
Target modified:
Target accessed:

File size:

Flags:

File attributes:

Icon index:

Show window: (Activates and displays the window. The window is restored to its original size and position if the window
is minimized or maximized.)

--- Link information ---
Flags:
> Volume information
Drive type: Removable storage media (Floppy, USB)
Serial number: 3AEDDA37
Label: Data2Go
Local path: E:\ImportantData.zip
--- Target ID information (Format: Type ==»> Value) ---
Absclute path: E:\\
-Users property view:
-File ==» (None)
Short name: ImportantData.zip
Modified:
Extension block count:
(Beefoee4)
Long name:
Created:
Last access:
MFT entry/sequence #: / (ex
--- End Target ID information ---

Processed C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent\ImportantData.lnk in seconds

Figure 21 - Output of LECmd command

The data in Detail 1 provides the time stamp when the LNK file was created. This is the

time when the source of the LNK file, ImportantData.zip, was opened. Detail 2 provides
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the volume label of the USB drive (Data2Go) and the associated path to the file, opened
(E:\ImportantData.zip). And finally, Detail 3 shows the Absolute Path to the file
associated with the LNK file, which is E:\. Note: The serial number shown in Detail 2
is the volume serial number assigned by the operating system at the time the drive is
formatted and not the device serial number (as noted in Figure 12).

The Powershell cmdlet “Get-Acl” is used to determine the LNK file's owner.
Powershell is run from the Command Prompt and then “Get-Acl” is against the LNK file
with the Powershell command line

Get-Acl
C:\Users\Rogue\AppData\Roaming\Microsoft\Windows\Recent\ImportantData.lnk
This produces the output shown in Figure 22, showing that Rogue is the owner of the

LNK file.

nt\ImportantData.lnk

Directory: C:\Users

Path

Figure 22 - Evidence of Rogue Owning the LNK file

The evidence correlates well with the evidence found in my earlier investigation
of the Registry hives via Registry Explorer and can be used to move forward in the
investigation into the data theft event. I have been able to match the Volume Name, the
assigned drive letter, the creation of the LNK file under Rogue’s directory space, and

ownership of the LNK file by the user Rogue on the target computer.
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4. Recommendations and Implications

Data exfiltration is a real threat to companies. Implementing no-cost solutions like
the ones demonstrated in this paper can provide relative information to the analyst, but
are time-consuming, technically awkward, and require many steps to produce the data
needed for analysis. Furthermore, the analysis performed in my experiments was not
done in real time, which is impractical if the goal is to detect and prevent data

exfiltration.

4.1. Recommendations for Practice

Both of my experiments produced results offering evidence of data exfiltration.
However, the results were lacking in completeness regarding the level of detail required
to draw an accurate conclusion surrounding the events. In the case of data exfiltrated
over the network, it would be necessary to be actively looking at and capturing network
communication traffic at the very moment the sensitive data was being sent to the
external web server. For data exfiltration performed via removable media, while it was
possible to discover a substantial amount of data surrounding the use of the removable

USB media, it was not possible to identify what was being copied to the media.

It is recommended to use tools that provide continuous monitoring of the two
paths of data exfiltration I identified. This would allow for continuous inspection,
detection, and alerting for exfiltration over the network as well as via removable USB

media.

4.2. Implications for Future Research

The primary limitation for my experiments revolved around understanding how to
get any of the tools (Wireshark, tshark, or Zeek) to properly parse the packet capture,
allowing me to extract the file object. A lack of experience in the tools needed to dissect
various protocols in this area resulted in a lot of time being spent researching and
learning about the tools.

I reached out to others for assistance. I posted questions to online communities

including Git, Reddit, and Stack Overflow, for assistance, but I did not get any responses.

This was disappointing. Likewise, I reached out to various professionals in the
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Information Security profession. I did get one response which helped me to get a partial
answer. I then took this information and attempted to get further on the problem, but to
no avail.

As for the other tools, everything ran well and was well documented. To preserve
my Windows and REMnux virtual machine environments, I took frequent snapshots in
VMWare Fusion, just in case. I did have some issues with Registry Explorer not loading

hives. In this case, I simply had to close the application and re-open it.

In the future, it would be helpful to better understand how to completely decrypt
encrypted network traffic to facilitate the inspection of the data stream. This would allow
the analyst to extract any file objects for further inspection to aid in the detection of data

exfiltration.

5. Conclusion

The approach chosen for this research paper was to create and forensically
analyze two realistic, real-world data exfiltration methods, one of exfiltration to an
external website and the other to exfiltration via removable media. These two methods
were chosen because they are two of the more likely methods of exfiltration (McAfee,
2017), and they are most likely to leave evidence on the local computer.

While there are many data loss prevention (DLP) tools available on the market
which are made to prevent data theft, these experiments/this research focused on forensic
methods and tools which avoid using enterprise-class tools. This allows anyone to
consider this research and implement the process which works or avoid the processes that
don’t work. Microsoft Windows was selected as the operating system as the test platform
as Microsoft Windows is the current market share leader with 88% of the market share
(Blumer, 2022). Finally, I used widely available tools (Wireshark / tshark, Zeek, LECmd,
Registry Explorer, and Powershell) as the investigative tools.

The first experiment regarding data theft via the network was difficult. Having a
deeper understanding of network traffic analysis would have made the experiment easier.
I was able to apply the TLS session keys against the packet capture which allowed me to

view the name of the file being exfiltrated. This could be considered suspicious,
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prompting a deeper investigation. However, for the file extraction portion of the
experiment, my experiment did not completely achieve the results I was hoping for. I
solicited assistance from others knowledgeable in the topic, and while I was able to make
some progress, file extraction never worked correctly.

As for the experiment exploring data exfiltration via removable USB, a significant
amount of data was discovered which could be used to support an investigation. Registry
Explorer provided key details about the USB devices used including the device names,
the serial numbers, and other important details like when the devices were used. LECmd
provided a correlation of the data found by Registry Explorer by examining the LNK file
to find the Volume Label and the drive letter assigned to the device, as well as the
timestamps related to when Rogue opened the suspicious file. Finally, the LNK file was
attributed to the user Rogue by running the Powershell cmd-let “Get-Acl.” All this

information can be used as part of the investigation into possible data exfiltration.
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Appendix A

To enable Wireshark to decrypt network traffic encrypted via TLS, the workstation needs
to be configured to capture the session keys generated by HTTPS communications and

you must use either the Firefox or Chrome browser.

1. Create an environment variable

e Go to “Settings” in Windows and click on “Advanced Settings”

e Select the “Environment Variables” button

e Create a new environment variable called SSLKEYLOGFILE (this will
automatically be populated by Firefox or Chrome)

e Select a location where you would like to store the log file. I stored mine
in C:\Users\iamsc\Documents\Wireshark\ssl-keys.log

e Click OK and close the Windows settings box

e It may be necessary to restart Windows for the environment variable to be
implemented

e Open the Firefox or Chrome Internet browser and navigate to any website
which uses HTTPS for its transmission protocol

e Check the log file you specified in SSLKEYLOGFILE to make sure it is

being populated with session key information
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Appendix B

Configure Wireshark to use Session Keys
You must configure the operating system to be able to capture session keys first. The
process to configure Windows to capture session keys can be found in Appendix A.
1. Download and Install Wireshark
2. Configure Wireshark

e Open Wireshark and navigate to Edit >Preferences

e Select “Protocols” and then scroll down and select “TLS”

e In the Transport Layer Security options, enter the path to the log file
created by SSLKEYLOGFILE (see Appendix A) in the dialogue box
under “(Pre)-Master-Secret log filename”

e Make sure “Reassemble TLS records spanning multiple TCP segments”
and “Reassemble TLS Application Data spanning multiple TLS records”
are both checked

‘ Wireshark . Preferences *

TECMP A

TELNET
Teredo R5A keys list Edit...

TETRA TLS debug file
TFP

™ [ |

Thread Reassemble TLS records spanning multiple TCP segments
Thrift
Tibia
TIME [] Message Authentication Code (MAC), ignore “mac failed™
TIPC

TiVoConnect
s (Pre)-Master-Secret log filename

Transport Layer Security

Browse...

Reassemble TLS Application Data spanning multiple TLS records

Pre-Shared Key |

TNS |C: WsersYiamsc\Documents\Wireshark \sslkeys.log Browse...

Token-Ring

TPCP

TPET

TPLINK-SMAR

TPM2.0

TPMCP

TRAMNSUM

TSDMNS

TSP

TIE

TURMNCHAMNN.

TUXEDO v
£ >

conca ] [

e Select “OK”

Once the steps above are completed you should be able to capture and decrypt

TLS traffic.
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Appendix C

USB Worksheet

Vendor SYSTEM\CurrentControlSet\ Enum\USBSTOR

Value

Product SYSTEM\CurrentControlSet\ Enum\USBSTOR

Value

Version SYSTEM\CurrentControlSet\ Enum\USBSTOR

Value

Serial SYSTEM\CurrentControlSet\ Enum\USBSTOR

Number

Value

VID SYSTEM\CurrentControlSet\ Enum\USB

Value

PID SYSTEM\CurrentControlSet\ Enum\USBSTOR

Value

Volume SOFTWARE\Microsoft\Windows Portable Devices\Devices

Value

Drive Letter | SYSTEM\Mounted Devices

Value

Volume GUID SYSTEM\Mounted Devices
Value

User NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2
Value

Volume SYSTEM\Mounted Devices
GUID
Value

Volume Serial Number SYSTEM\Mounted Devices
Value

First Time Connected | SYSTEM\CurrentControlSet\ Enum\USBSTOR\Ven_Prod_Version\USB_Serial#\
Properties\{83da6326-97a6-4088-9453-a1923f573b29}\0064

Value |

Last Time Connected | SYSTEM\CurrentControlSet\Enum\USBSTOR\Ven_Prod_Version\USB_Serial#\
Properties\{83da6326-97a6-4088-9453-a1923f573b29}\0064

Value

Last Time Disconnected | SYSTEM\CurrentControlSet\ Enum\USBSTOR\Ven_Prod_Version\USB_ Serial#\
Properties\{83da6326-97a6-4088-9453-a1923f573b29}\0064

Value
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