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LEARNING:

The OSI Model

OBJECTIVE:

CompTIA Network + Domain:

Domain 1.0: Networking Concepts

CompTIA Network + Objective:

Objective 1.1: Explain devices, applications, protocols, and services at their appropriate OSI layers.

OVERVIEW:

This lab will utilize Wireshark to review network traffic. Wireshark is a network protocol analyzer licensed
under GNU General Public License. A network protocol analyzer is used to capture data packets on a
network. Students will review several layers of the OSI model during this lab. Students will be able to
describe the encapsulation process and the function of specific protocols that operate within particular
layers of the OSI model.

OUTCOMES:

In this lab you will learn to:

1. Explain the application, presentation, and session layers.
2. Explain the transport layer.
3. Explain the network layer.
4. Explain the data link layer.
5. Explain the physical layer.
Key Term Description
Connection-oriented a transfer of data that requires the establishment of a connection between
data transfer communicating endpoints, before the transfer can begin
Connectionless data a transfer of data that is serviced without requiring a verified session and without
transfer guaranteeing delivery of data

the process of each layer of the OSI model removing the control information
headers on incoming information for the corresponding layer at the destination
the process of each layer of the OSI model adding control information headers to
outgoing network data

IANA Internet Assigned Numbers Authority; a government-funded group responsible for
managing IP address allocation and the Domain Name System (DNS)

Institute of Electrical and Electronics Engineers; one of the leading standards-
making organizations in the world

De-encapsulation

Encapsulation

IEEE
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Key Term

IP

MAC address

(O8]
Ooul
PDU
TCP

UbP

Wireshark

Description

Internet Protocol; a core protocol of the TCP/IP suite that resides at the Network
layer of the OSI model and provides information about how packets should be
routed between networks

Media Access Control; the physical address burned into the ROM of an Ethernet
network card; used by switches at the Data Link layer of the OSI model to move
information between nodes on the same network

Open System Interconnect; developed by the International Standards Organization
(1SO)

Organizationally Unique Identifier; the first 24 bits (or 3 bytes) of a MAC address
assigned by IEEE that identifies the network card’s manufacturer

Protocol Data Unit; a term used to describe the product of encapsulation at a
given layer of the OSI model

Transmission Control Protocol; the connection-oriented protocol of the TCP/IP suite
that resides at the Transport layer of the OSI model

User Datagram Protocol; the connectionless protocol of the TCP/IP suite that
resides at the Transport layer of the OSI model

a network protocol analyzer. It lets you capture and interactively browse the traffic
running on a computer network. It has a rich and powerful feature set and is
world's most popular tool of its kind. It runs on most computing platforms
including Windows, OS X, Linux, and UNIX. Network professionals, security
experts, developers, and educators around the world use it regularly. It is freely
available as open source, and is released under the GNU General Public License
version 2.” Reference: http://www.wireshark.org

Reading Assignment

Introduction

In this lab, you will be using Wireshark to explore the layers of the Open Systems Interconnect, or OSI,
Model. Figure 1 shows the lab topology for this lab. You will be using a pcap file with previously captured
network activity in Wireshark to explore that network traffic and illustrate each of the seven layers of the

OSI Model.

Windows Server
192.168.12.11

FIGURE 1 - LAB TOPOLOGY

OSI Model

The Open System Interconnection (OSI) Model is a vendor neutral conceptual model that consists of seven
layers from the physical layer to the application layer. Figure 2 shows the seven layers of the OSI model.
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The data at each of the layers of the OSI model is called the protocol data unit (PDU) which includes the
message along with a header. The application, presentation, and session layers’ PDU is the data. The
transport layer’s PDU is called either the segment or datagram. The network layer’s PDU is called the
packet. The data link layer’s PDU is called the frame, and the physical layer’s PDU is the bits. As you move
up the layers, encapsulation occurs where each layer add a header to its role in the communication
process. When the receiver receives the complete PDU, decapsulation occurs where the header informs
the functions of each layer.

OS] Model
Protocol Data Unit
Layers (PDU)
Application
Presentation
Data
Session
Segment,
Transport Datagram
Metwork Packet
Data Link Frame
Physical Bit

FIGURE 2 - OSI MODEL

TCP/IP

Compared to the OSI Model, the Transmission Control Protocol/Internet Protocol (TCP/IP) networking model
consists of four layers: application, transport, network, and data link. Figure 3 shows the different TCP/IP
layers compared to the OSI model. It is important to note that the OSI Model is conceptual, whereas the
TCP/IP model is the actual implementation of how the data flows. The TCP/IP model combines the functions
of the first three OSI Model layers and also combines the last two layers (data link and physical). The
names of the PDUs at each layer still apply. Services run at the application layer and interact with the
transport layer using ports. Port numbers are assigned to different services on the operation system.
Services, such as File Transfer Protocol (FTP), telnet, Hypertext Transport Protocol (HTTP), and others use
unigue port numbers assigned to them by the operating system. FTP has a port number of 21, telnet uses
the port number of 23, and HTTP has a port number of 80. These port numbers are how TCP/IP knows how
to communicate from the transport layer to the application layer. TCP/IP was not initially designed with
security in mind so some applications are configured by default to send traffic over the network in
plaintext. There are relatively newer services and more widely used protocols that use encryption like
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Secure Shell (SSH) and Hypertext Transport Protocol Secure (HTTPS) that are used in place of these older,
less secure protocols.

OS5l Model
lication
A TCP/P
Presentation v
Application
Session
Transport Transport
Metwork also called
Natwork Internetwaork
Data Link
Data Link
Physical

FIGURE 3 - TCP/IP NETWORKING MODEL VERSUS THE OSI MODEL

There are several protocols used in this lab which will have an image of the header format to assist in
analyzing network traffic when you are using Wireshark.

Application, Presentation, and Session Layers

In the OSI Model, the application layer is where the app is and the application on the system resides. The
presentation layer translates the application data into the network representation that is recognizable by
the communication system. The session layer initiates and manages the communication on the network.

Transport

In the OSI Model, the PDU is called either a segment or datagram. The transport layer manages the reliable
transport of segments on the network including segmentation, acknowledgment, and multiplexing. There
are two protocols at this layer in TCP/IP: transmission control protocol (TCP) and user datagram protocol
(UDP).

Transport Control Protocol (TCP)

TCP is a protocol that sits at the transport layer of the TCP/IP stack. It is a reliable, ordered, connection
oriented, and error checked. The job of the TCP protocol is to make sure that a connection is created
between the source and destination host and reliably sends packets over the network. TCP works in three
phases: connection setup, data transmission, and connection termination. Port numbers are assigned to
application layer protocols to allow for applications to talk to each other from source to destination. Figure
4 shows the TCP protocol.
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TCP packet makeup
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FIGURE 4 - TCP PROTOCOL (SOURCE: TCP)

User Datagram Protocol (UDP)

UDP is a protocol that sits at the transport layer of the TCP/IP stack. It is a connectionless protocol. It
provides minimal error checking unlike TCP. It also allows for port numbers to communicate with
application layer protocols. Figure 5 shows the UDP protocol.

0 15 16 31
Source Port Destination Port y
8 Bytes
UDP Length UDP Checksum i

{ Data Z
|

FIGURE 5 - UDP PROTOCOL (SOURCE: UDP)

Network

In the OSI Model, the network layer is responsible for addressing, routing, and traffic control. In TCP/IP, the
Internet Protocol (IP) handles this function.

Internet Protocol (IP)

IP version 4 is a connectionless network layer protocol that transmits packets from a source host to a
destination host. It uses a 32-bit address space and usually represented in decimal dotted notation (e.qg.,
192.153.10.1). One of the functions of the IP is a routing function that allows for communications between
hosts on a local area network (LAN) and a Wide Area Network (WAN). The successor to IPv4 is IPv6. Figure
6 shows the IPv4 protocol.

https://t.me/learningnets



IP Header
0 15 16 31

4-bit  [4-bit header| 8-bit type of service ] : e
S length WFTDS) 16-bit total length (in bytes)
e T I-bit :
16-bit identification flags 13-bit fragment offset
i 8-bit protocol 16-bit header checksum 20 bytes
32-bit source IP address
32-bit destination [P address
Y
V4 options (if any) v
/ data /

FIGURE 6 - IP PROTOCOL (SOURCE: IP)

Internet Protocol (IPv6)

IPv6 is the successor to IP which is also known as IPv4. It is an upgrade to IPv4 to allow for more
addressing, and for addresses, it uses a hexadecimal address. IPv6 also allows for a much larger 128-bit
address space. Notice the difference in the size of the IP address. Figure 7 shows IPv6 protocol.

32 Bits =

[ ]

8 | 8 | 8 | 8

Wersion = 6 Traffic Class Flow Label

Payload Length MNext Header Hop Limit

— Source Address —

— Cestination Address =

FIGURE 7 - IPV6 (SOURCE: IPV6)

Data Link and Physical

In the OSI Model, the data link layer reliable transmission of data frames between two nodes on a network.
The physical layer is responsible for the raw bit streams over a physical medium.

Ethernet

Ethernet is an IEEE 802.3 standard used for networks. It handles the communication over wired switched
network today. The frame format is shown in Figure 8. The preamble is there to help devices synchronize
bit patterns. You have the source Medium Access Control (MAC) addresses which are unique to each
network interface card (NIC). The NIC is the interface between the operating system and the physical
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network. The last part of the frame is the Cyclical Redundancy Check (CRC) which handles error detection
of the data being transmitted.

Ethernet
Field length,
in bytes 7 1 6 2 46-1500 4
Preamble (Sj Destination |~ Source | g Data FCS
F address address

FIGURE 8 - ETHERNET FRAME (SOURCE: ETHERNET)

Examining Protocol Traffic in Wireshark

Wireshark is a network protocol analyzer. It allows you to inspect and capture packets on your network. It
allows you to inspect the traffic that is transmitting on your network.

The format for a packet that is transmitted over a network usually looks like in Figure 9.

MAC Headers

IP Header

TCP Header

Message

FIGURE 9 - PACKET FORMAT

This relates to the layers in the TCP/IP protocol stack. Media Access Control (MAC) header is Ethernet,
Internet Protocol (IP) header is the network/Internet layer, TCP header is the transport layer, and the

message is the application layer. When a message is transmitted over the network, it encapsulates the
header from each of the layers before it transmits onto the network. When the message is received, the
headers are stripped off as it works its way up the protocol stack to the application. Figure 10 illustrates

how a message flows from the client to the server.
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FIGURE 10 - MESSAGE FLOW FROM CLIENT TO SERVER AND BACK
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Wireshark provides a user interface that allows you to filter your network traffic and analyze that traffic. A
system administrator can use Wireshark if he or she suspects there might be nefarious traffic that the
firewall and intrusion detection system is not detecting. A system administrator needs to know protocols in
depth to grasp the information being transmitted on the network. Figure 11 shows the user interface for
Wireshark. You open a network capture file, and the first step is to filter the traffic using a DisplayFilter.

A DisplayFilter allows you to only see traffic that you want to see. You can filter on items like the TCP port
number, the protocol type, IP addresses, etc. For more information on DisplayFilters, see this link. To fully
appreciate the details of the headers of the different protocols at the different layers, you need to review
the header information. Wikipedia is a good source of header information for the different protocols used
on a network. Once the filter is set, the results appear in #2. As you change the DisplayFilter, you can filter
the display to show only the relevant related traffic. When you click on a packet, the packet info appears in
#3. Details about the selected link are provided in the second part of the window. You can examine the
details of that particular part of the captured data. #4 of the screenshot shows the file in hexadecimal
format on the left side of the pane.

M to-netflee-problems-2011-07-06.pcap = O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tocls Help

aAm @ S RB _Re>EZFISIEQAQAAE

Iber trl-/ - @Expression.,. +

343 65.142415 192.168.0.21 174.129.249.228 TCP 66 48555 -+ 88 [ACK] Seq=l Ack=1 Win=5888 Len=0 TSval=491519346 TSecr=551811827
344 £5.142715 192.168.0.21 174.129.249.,228 HTTP 253 GET /clients/netflix/flash/application.swf?flash_version=flash_lite_2.18v=1.58&nr
345 65.238738 174.129.249.228 192.168.8.21 TCP 66 3@ 48555 [ACK] Seq=1 Ack=188 Win=6864 Len=8 TSval=551811858 TSecr=491519347
346 65.240742 174.129.249.228 192.168.8.21 HTTP 828 HTTP/1.1 382 Moved Temporarily =
347 65.241592 192.168.0.21 174.129.249. 2264 27CP 66 40555 + 80 [ACK] Seq=188 Ack=763 Win=7424 Len=@ TSval=491519446 TSecr=551811852

» 348 65,242532 192.168.0.21 192.168.0.1 TS 77 Standard query @x2188 A cdn-@.nflximg.com
349 §5.276870 192.168.6.1 192.168.0.21 DNs 489 Standard query response 8x2188 A cdn-@.nflximg.com CNAME images.netflix.com. edgq_
358 65.277992 192.168.8.21 63.80.242.43 TCP 74 37063 + 88 [SYN] Seq=8 Win=5840 Len=8 M55=1466 SACK_PERM=1 TSval=491519482 TSecr—
351 65.297757 63.80.242 .48 192.168.8.21 TCP 74 88 - 37863 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=8 MS5=146@ SACK PERM=1 TSval=329%
352 65,298396 192.168,0.21 63,80,242,48 TCP 66 37063 - 8@ [ACK] Seqel Ack=l Win=5888 Len=8 TSval=491519582 TSecr=329553413@
353 65.298687 192.168.0.21 63.50.242.48 HTTP 153 GET /us/nrd/clients/flash/81454@.bun HTTP/1.1
354 £5.31873@ 63.80.242.48 192.168.08.21 TCP 66 88 - 37863 [ACK] Seqg=1 Ack=88 Win=5792 Len=8 TSval=3295534151 TSecr=491519583
355 65.321733 63.80.242.48 192.168.8.21 TCP 1514 [TCP segment of a reassembled PDU] _:

e o 259 Dy o
hthernet II Src: Globalsc_@@:3b:8a (f@:ad:4e:80:3b:8a), Dst: Virio 14:8a:el (008:19:9d:14:8a:el)
Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.6.21
User Datagram Protocol, Src Port: 53 (S53), Dst Port: 34836 (34836)
Domain Name System (response)

[Reguest Tn: 348

[Time: 8.834338800 seconds]

Transaction ID: 8x2188

Flags: @x818@ Standard query response, Ngo error

Questicns: 1 #3

Answer RRs: 4

Authority RRs: 9

Additional RRs: 9

Queries

cdn-8.nflximg.com: type A, class IN
ANswers
Authoritative nameservers

15 @@ 35 84 f4 @81 c7 BEEE a1 e.5.... AL
84 80 89 B0 89 85 63 2d 3e ¢ dn-@.nfl
59 6d 67 83 63 6f &d e1 ee ximg. com

@@ 81 @8 80 5 29 ee 69 6d 61 67 65 73 ...... )7

6e 65 74 66 6c 69 78 6f 6d .netflix .com.edg
73 75 69 74 65 83 Ge ee ce esuite.n et../...

Identification of transaction (dns.id), 2 bytes || Packets: 10299 - Displayed: 10295 (100.0%) * Load time: 0:0.182 || Profie: Default

FIGURE 11 - WIRESHARK INTERFACE

CONCLUSION:

In this lab, you will be using Wireshark to analyze different protocols at different layers of the OSI and
TCP/IP models.
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Review of the OSI Model and Wireshark

The Open System Interconnection, or OSI, model defines a framework through which networking protocols
(or protocol suites) can be implemented. The OSI model consists of seven layers. Each layer has its own
responsibility within the communication process. Hosts that have data to send over the network pass the
data through each of the seven layers, starting at the top, until the last layer is reached. Each layer adds
the information it needs to the data in a process known as encapsulation. The information added at each
layer usually comes in the form of a header specific to the protocol in use at that layer. As the data is
manipulated at each layer, a new name is given to it, as to associate it with the specific layer. These new
data pieces are called Protocol Data Units (PDU). The seven layers of the OSI model and the PDU
associated with the layer is shown.

(" The OSI Model N
PDU Layer

-

Presentation
=
. i

Data Session
=
N

1 Segmentsl Transport
"y
N

| Packets [ Network
7
ows L)

. o7

THE OSI MODEL

Once the data has reached the physical layer of the OSI model, it is transmitted onto the networking media
and sent to the destination host. The destination host passes the data back up through the layers of the
OSI model with each layer processing and removing its header. This process is known as de-encapsulation.
This process continues up the layers of the OSI model until the receiving host’s application processes the
data.

Wireshark is a network protocol analyzer that allows you to capture and interactively browse the traffic
running on a computer network. With Wireshark, users can view the encapsulation and de-encapsulation
process for any captured network conversation. Wireshark runs interactively on one of the client
computers and works by processing every data packet it receives on its network interface even if that
packet is not destined for the client system running Wireshark. A network interface functioning in this
manner is said to be operating in promiscuous mode. It does not interfere with normal network
communication. Instead, it simply displays all received data in the program’s capture window.
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/ Lab_ol.pcapng [Wireshark 1.10.1 (S¥N Rey 50926 from /trunk-1.10)] E = ﬂ’|1|

Fle Edit View Go Capture Analyze Statistics Telephony Tooks Internals Help

oo dam s BEDEE AcevnT 2/ QAR @B % B

Fiktar: »| Expression... Cle=r Aoply Save

2. 05569600 . 168.12. 168, 12.1 Star juery Oxefer
4 2.05616700192.168.12.10 192.168.12.11 116 standard guery response Oxefe? CMAME w2kBr2external.isp.com A 131.107.0.200
5 2.08279100 vinware_00:00:11 Broadcast ARP 42 who has 192.168.12.17 Tell 192,168.12.11

6 2.08408500 vmware_00:00:02 vmware_00:00:11 ARP 60 192.168.12.1 is at 00:50:56:00:00:02
8410 13121 0. 2¢ ] ttp [SYN] Seq=0 wWin=8152 | 0 MSS=1 WS=4 SACK_PERM
8 2.08739500 131.107.0.200 192.168.12.11 TCP 66 http > 49157 [SYN, ACK] Seq= k=1 win=8192 Len=0 MSS=1460 WS=256 SACK_PERM=1
O 2.0874.230 ) 2. 131.107.0.200 ) 4 40915 > http [ACK Seg=l A Win= i
11 2.09885300 131.107.0. 200 192.168.12.11 HTTP 919 HTTP/1.1 200 ok (text/html)
13 2.17803600 131.107. 0. 200 102.168.12.11 TCP 1514 [TCP segment of a reassembled PoU]

14 2.17804000131.107.0.200 152.168.12.11 TCP 1514 [TCP segment reassembled POU]
17808200 3.12 1 ] 0. 2¢ ] P t & A [

of a

16 2.18048700131.107.0. 200 192.168.12.11 TCP 1514 [TCP segment of a reassembled PDU]
17 2 1RNSINNI1RT_ 1107 _N_20NN 162 1AR 12 11 TR 1514 TP sement nf a reassemhled Phill :J
@ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

# Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), DST! vimware_00:00:11 (00:50:56:00:00:11)
[+ Internet Protocol version 4, Src: 10.0.0.0 (10.0.0.0), Dst: 224.0.0.1 (224.0.0.1)

® Internet Group Management Protocol

0000 00 50 56 00 00 11 00 00 OO0 00 00 OO OB 00 48 00 PVe.rs: coiees F.

0010 00 24 00 OO0 00 00 OL 02 3a d3 Da OO0 00 00 e0 00  .%..

0020 00 01 94 04 00 00 11 01 &b fe 00 00 00 00 03 00  .vieuens wuveaens

0030 00 00 00 00 Q0 00 00 00 00 00 00 00  eeveeene wons

@ 7 |File: "C:\Users\Administrator\Desktop|Lab_01.pc... |Packets: 226 - Displayed: 226 (100,0%) * Load time: 0:00,406 | Profile: Default

From this window, a user can view the contents of any captured packet to reveal the details of a network
conversation. In this lab, you will view a network conversation between a web client application and a web
server for the request of a webpage at the URL http://www.isp.com. The host running the web client
application, requesting the webpage is the Internal 192.168.12.11 Windows Server machine in the pod
topology. This is also the machine running the Wireshark utility. The web server responding to the request
for the webpage is the Windows 2k8 R2 External machine in the pod topology.
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This lab serves as a demonstration of Wireshark's ability to capture and view this process. Each layer of
the OSI model will be identified, and the data associated with that layer will be viewed in its raw format. It
is not expected that you will become a network expert at the conclusion of this lab; instead, this lab serves
to give you an understanding of how the OSI model functions and to demonstrate the powerful capabilities

of the Wireshark utility.

DISCUSSION QUESTIONS:

1. What is the OSI model?
2. What is Wireshark?

3. What is promiscuous mode?
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Reviewing the Application, Presentation, and
Session Layers

Many protocols operate at the application, presentation, and session layers of the OSI model. The top three
layers of the OSI are often looked at from the perspective of the TCP/IP model which encompasses all three
layers into one layer labeled application. These three layers operate on the data that is being formed and
readied to be packaged. The PDU associated with information created by any of the top three layers of the
OSI model is referred to as data. The protocols at these layers prepare the data by formatting it based on
the network service or application being used, encrypting and encoding the data, and controlling the
dialog between the end system applications. Examples of network services, protocols, and client requests
interfacing at these layers include File Transfer Protocol (FTP), Telnet, and Hypertext Transfer Protocol

(HTTP).

Data Link Protocol Data Unit
1. Click on the Internal 192.168.12.11 Windows Server icon in the topology diagram.

Windows Server
192.168.12.11

INTERNAL 192.168.12.11 WINDOWS SERVER

2. After the machine boots up, click the Send Ctrl+Alt+Delete button on the upper-right corner.
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View Fullscreen Send Ctrl+Alt+Delete

SEND CTRL+ALT+DELETE BUTTON

3. In the password text box, type P@sswOrd and press Enter to log into the Internal 192.168.12.11
Windows Server.

Administrator

e

%/ Windows Server 2008
Standard

INTERNAL 192.168.12.11 WINDOWS SERVER

4. Double-click on the Lab 01 file on the desktop to open the Wireshark.
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5. Once the file has opened, take a moment to get familiar with the Capture window. The top pane of
the window shows the individual captured packets. The middle pane shows the details for the
currently selected packet. The bottom pane shows the packet content.
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/ Lab_0l.pcapng [Wireshark 1.10.1 {S¥N Rev 50926 from /trunk-1.10)] B _|5|1|
Fle Edt Wew Go Cepture Analyze Statistics Telephony Took Internals Hslp

©o4my X2 qaev0TF2/((BE QAN | ED®%| B

4 2.05616700192,168.12.10 192.168.12.11 116 standard guery response Oxefe? CHAME w2k8r2external.isp.com A 131.107.0.20
5 2.08279100 vmware_00:00:11 Broadcast ARP 42 who has 192,168.12.17 Tell 192.168.12.11
6 2

- 08408500 vmware_00:00:02

viware_00:00:11 60 192.168.12.1 15 at 00:50:56:00:
7 405 € = 1 1 R102 Lens0 M ]

[Svn] se 2 56 y ~PERM=1
[SYN, ACK] Seq=0 Ack=1 wWin=8192 Len=0 MSS=1460 W 56 SACK_PERM=1

11 2.09885300131.107.0.200 192.168.12.11 919 HTTP/L.1 200 oK (text/html)

13 2.17803600131.107. 0. 200 192.168.12.11 TCP 1514 [TCP segment of a reassembled PDU]
14 2.17804000131.107.0.200 192.168.12.11 TCP 1514 [TCP segment of a reassembled PDU]
TR I " o 3 o — = -

16 2_13048700131.107.0.200 192.168.12.11 1514 [TcP segment of a reassembled Ppu]
17 2 18N513NN 131 107 N_20N 16?2 1AR 12 11 TCR 15814 F1rp semment Af a reassemhled eniil

® Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface O

® Ethernet II, Src: 00:00:00_00:00:00 €00:00:00:00:00:00), Dst: Vmware_00:00:11 (00:50:56:00:00:11)

® Internet Protocol version 4, Src: 10.0.0.0 (10,0.0.0), Dst: 224,0.0.1 (224.0.0.1)

# INTEernet Group Management Protocol

la

0000 00 50 56 00 00 11 ©0 GO Q0 0O Q0 00 O8 00 46 00 PVesias saveeaFu
0010 00 24 00 00 00 00 01 02 3a d3 0a 00 00 Q0 20 0O ST s
0020 00 Q1 94 04 00 00 11 Q1 eb fe Q0 00 00 00 03 QO resanas reaasans

0030 00 00 00 00 00 00 00 00 QO 00 00 0O L.......

| File: "C:\Users!AdministratoriDeskbop\Lab_01.pc... | Packets: 226 * Displayed: 226 (100.0%) ' Load time: 0:00.125 |Prtﬂs: Default

CAPTURE WINDOW

6. The first column in the captured packet pane is the packet number assigned in the order they were
captured by the program. Scrolling through the list, you will notice there were a total of 226 packets
captured in this example.

_0l.pcapng [Wireshark 1.10.1 (S¥N Rey 50926 from /trunk-1.10)] n == x|
Fle Edit View Go Capturs  Analyze  Statistics Telephony Tools Internals  Help
e dam g PREXRE Ae»TFE/NEE QAA0 | @EM XK B
:] Expression... Clezr Agply  Save
Detnalm -

592.1 10
= == = = - e P
213 2.64281300131.107.0.200 192.168.12.11 1436 HTTRP/L.1 404 nOT

4 95100 s 11

17 6. s 157 55,168 — = S E e
218 6.9999790010.0.0.0 224.0.0.1 60 Membership Query, general

219 7.05287700 vmware_00:00: vmware_00:00:10 42 who has 192.168.12.107 Tell 192.168.12.11
220 .08 ) 0 [; 224.( 2 ] 54 mMe er ) T Join r .0 r-
221 7.05316900 vimware_00 Vimware_00:00:11 60 192.168.12.10 s at 00:50:56:00:00:10

-k il
168 1 3
A .10
- ol

[ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

[ Ethernet IT, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), DsSt: Vmware_00:00:11 (00:50:56:00:00:11)
[ Internet Protocol wversion 4, Src: 10.0.0.0 (10.0.0.0), Dst: 224.0.0.1 (224.0.0.1)

@ Internet Group Management Protocol

0000 00 50 56 00 00 11 00 QO QO 0O Q0 00 08 00 46 00 PViiiae saevadFa
0010 00 24 00 00 00 00 01 02 3a d3 0a 00 00 OO0 20 00 ci e e R :
0020 00 Ol 94 04 00 00 11 0L eb fe 00 00 00 00 03 00 .
0030 00 00 00 Q0 00 Q0 00 OO Q0 QO QO OO L....... cood

| p—
@ | File: "C:\Users\Administrator\DesktopLab_D1.pe. .| Packets: 226 | Displayed: 226 {100.0%) * Load time: 0:00,125 | Profile: Defauk

CAPTURE WINDOW
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7. The second column shows the time at which the packet was captured in reference to when the
capture was initiated. Scrolling through the list, you will notice the last packet was captured
approximately 11.74 seconds after the capture was started.

/ Lab_01.pcapng [Wireshark 1.10.1 {S¥N Rev 50926 from /trunk-1.10)] 1) _|E£|
Fle Edt View Go Capture Analyze Statisties Telephony Tools Intsrnals Help

coams B2 aer»aT a2 acaan| @#2m%| B

Fl:er:l w| Exprecsion... Cles fgoply Save

218 6.9999790010.0 IGMPv3
219 7.05287700 viw 100 :00: ARP 42 who has 192.168.12.107
_____ 5203800192.1 Zaik IGMPY3 54 Membershi port 1010 g

Tell 192.168.12.11
224.¢ 232 E E embership Repo J0 Iro 224.0.0,252
221 7.05316900 vmware_00:00:10 Vimware_00:00:11 60 192.168.12.10 15 at 00:50

= Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
® Ethernet II, src: 00:00:00_00:00:00 (00:00:00:00:00:00), DST: vinware_00:00:11 (00:50:56:00:00:11)
® Internet Protocol version 4, Src: 10.0.0.0 €10.0.0.0), Dst: 224.0.0.1 €224.0.0.1)

E INternet Group Management Protocol

0000 00 50 56 00 00 11 Q0 QO Q0 Q0 00 00 Q08 00 46 Q0 PVeiias cannenFa
0010 Q0 24 00 00 00 00 0l 02 3a d3 Oa 00 00 00 ed 00 Bl
0020 Q0 Ol 94 04 00 00 11 Q1 eb fe 00 00 00 00 03 00O

0030 00 00 00 00 00 00 00 Q0 00 00 00 00

o t’“ﬁe: “Ci\Users\AdministratoriDesktop\Lab_01.pc.. | Packets: 226 * Displayed: 226 (100.0%) ' Load time: 0:00, 140 \Pmﬁe: Default

CAPTURE WINDOW

8. The third column is the source IP address associated with the packet that was captured. The source
is where the packet came from. Scrolling through the list, you will notice several examples of source
IP addresses including some that you will work with in this lab. These addresses include
192.168.12.11, 192.168.12.10, and 131.107.0.200.
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£ Lab_01.pcapng [Wireshark 1.10.1 (S¥NRev 50926 from ; b [ _|5 ZI
Fle Edb Wew Go Capture Analyze Statistics Telephony Tooks Internals  Help

coamZ EnXR | aesaTi(EE Raan @M B

Fiker: :JEmressinn... Clezr  &nply  Save
Protocol Length _[info

Destination =
d
HTTP/L. 1

Found (text/htm'l g

Ca
i
com

6.99997%00 10.0.0.0 224.0.0.1 IGMPV3 60 Membership Query, general
7.05287700 vimware_00 : Vimware_00:00:10 ARP 42 who has 192.168. 12 107 Tell 192.168.12.11
2 IGMPY3 f

[+ Frame 1: 60 hytes on wire (480 bits), 60 bytes captured (480 bits) on interface O

# Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: vmware 00:00:11 (00:50:56:00:00:11)
[ Internet Protocol version 4, src: 10.0.0.0 (10.0.0.0), Dst: 224.0.0.1 (224.0.0.1)

® Internet Group Management Protocaol

0000 Q0 50 56 00 00 11 00 00 Q0 0O 00 00 O8 00 46 00  .PV..... +sevsasF.
0010 00 24 00 00 00 00 01 02 3a d3 0a 00 00 00 e0 00  .f...... f.vvuuns
0020 00 OL 94 04 00 00 11 Q1 &b fe 00 00 00 00 03 00 ...uvvue savnuens

0030 00 00 00 00 00 00 00 00 00 00 00 00 ...,

o %]He: "C:\Users|AdministratoriDesktopiLab_01.pc.. | Packets: 226 * Displayed: 226 (100.0%) * Load time: 0:00,140 |Prdils: Default

CAPTURE WINDOW

9. The fourth column is the destination IP address associated with the packet that was captured. The
destination is where the packet is going. Scrolling through the list, you will notice that many of the
source addresses you just saw are also included in this column. This shows the two-way
conversation between these machines.

/ Lab_01.pcapng [Wireshark 1.10.1 (S¥N Rev 50926 from unk-1.10}] _|5 Zl
Fle Edit Wew Go Capturs Anslyzs Statistics Telephony Tools Internals Hslp
coama BB A+ TE2 (B[R QRAQAD DM %| B

Fﬁer:l »| Expression... Clez Aoply Save

Destination Protocol [Length |Info

e :
1436 HTTP/1.1 404 Mot Found (textyshtml)
54 4915 http [RST, ACK] ¢ 2

d guery 0 C £ . com
IGMPY3 ) Membersmp Query, genera1
ARP &2 \N’hD has 192.168.12.107 Te'I'I 192.168.12.11
IGMF 3 2 T 0 up 224.0.0.252 T
ARP

I
1
10
1

[ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

[ Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: vmware_00:00:11 (00:50:56:00:00:11)
[ Internet Protocol version 4, Src: 10.0.0.0 (10.0.0.0), Dst: 224.0.0.1 (224.0.0.1)

® Internet Group Management Protocol

0000 00 50 56 00 00 11 00 00 00 0O Q0 00 08 Q0 46 00
0010 00 24 00 00 00 00 01 02 3a d3 0a 00 00 00 ed 00
0020 00 OL 94 04 00 00 11 0L eb fe 00 00 00 00 03 00
0030 00 00 00 00 00 00 00 00 00 00 Q0 00

e Z}T;He: "C:\Users\administratoriDeskiopiLab_01.pc... | Packets: 226 ' Displayed: 226 (100.0%) * Load time: 0:00, 140 |Pnﬂs: Defaul
frstat] 5% B 5 [ M [# s [P 3 7ivem mm
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CAPTURE WINDOW

10. The fifth column indicates the protocol being used within the captured packet. Scrolling through the
list, you will notice several protocols associated with this conversation, including HTTP, TCP, DNS,

and ARP.

£ Lab_01.pcapng [Wireshark 1.10.1 (S¥NRev 50926 from ftrunk-1.10)]
Fle Edit Wew Go Capturs Anslyzs Statistics Telephony Tools Internals Hslp

=151 x|

ceo Al EnXR acersoT a2 (B acaan @a®Bm% B

Filter: I :j Expression... Clear Apply  Save
o Time Destination |Protocol {lLength Jinfo

213 2.64281300 131.107.0.200 102.168.12.11 1436 HTTR/1.1 404 Hot Found (rext/html)
s TCP 54 4 CK] & win=0 Len=0

218 6.99997900 10. .0 224.0 E 60 Membership Query, general
219 7.05287700 vmware_00:00:11 Vinware_00:00:10 42 who has 192.168.12.107 Tell 192.168.12.11
220 7.05293800 192.168 T ) B 54 Member st Report ;/ Join grou .0, 252

221 7.05316900 vinware_00:00:10  wmware_00:00:11 | arp | 60 192.168.12

‘ ] ] LG = 83 5T O |

£ 1 ] ]

.1
1
1

[ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0

= Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), Dst: Vmware_00:00:11 (00:50:56:00:00:11)
[ Internet Protocol version 4, Src: 10.0.0.0 (10.0.0.0), Dst: 224.0.0.1 (224.0.0.1)

[ INTernet Group Management Protocol

0000 00 50 56 00 00 11 00 QO QO Q0 Q0 00 08 00 46 00 PVeiiae cannesFa
0010 00 24 00 00 00 00 01 02 3a d3 0a 00 00 00 ed 00 £ JER R B
0020 00 OL 94 04 00 00 11 0L &b fe 00 00 00 00 03 00 ....euve sansanss

0030 00 00 00 00 00 00 00 00 00 00 Q0 00 L.l ...

e t’rlﬁe: "Ct\Users\AdministratoriDesktopiLab_01.pc... | Packets: 226 ' Displayed: 226 (100.0%) ' Load time: 0:00, 140 |Pnﬂs: Default

Distart| & B 5 (A

CAPTURE WINDOW

EXCY =R 77 B

11. The sixth column is the length of the captured packet. Scrolling through the list, you will notice
packets vary greatly in size. For example, DNS or ARP packets are relatively small, while several of

the TCP packets are relatively large.
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_0l.pcapng [Wireshark 1.10.1 (S¥N Rev 50926 from = _Iﬂ E'
Fle Edit Wew Go Capture Analyze Statistics Telephony Tools Internals Help

e Al 2 BELXP AT L|BE QQA0|EEM K| B
Filter: I :] Expression,.. C| Foply
P S : Cosnatcn potcc licoan o = : —_— T F

E 1194700 192, : ol 0. 11T ( vicon. Tco
213 2.64281300131.107.0.200 192.168.12.11 HTTP/1.1 404 wot Found (text/html)
1 ] 4915 http [RST, ACK] S 2 Ack
1 r L A r com
" . 1 1 . 1 . « 10 d I
2] = = i d g v ol B T.Com
218 6.99997900 10.0.0.0 224.0.0.1 Membership Query, general
219 7.05287700 vmware_00:00:11 vinware_00:00:10 who has 192.168.12.107 Tell 192.168.12.11

(l= erskt £p C Join -0.252 1
192.168.12.10 is at 00:50

[ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480°DTTSy on interface 0
= Ethernet II, Src: 00:00:00_00:00:00 (00:00:00:00:00:00), DSt: Vmware_00:00:11 (00:50:56:00:00:11)
@ Internet Protocol version 4, Src: 10.0.0.0 (10,0.0.0), Dst: 224.0.0.1 (224.0.0.1)

& INTernet Group Management Protocol

0000 00 50 56 00 00 11 00 QO QO Q0 Q0 00 08 00 46 00
0010 00 24 00 00 00 00 01 02 3a d3 0a 00 00 00 ed 00
0020 00 OL 94 04 00 00 11 0L &b fe 00 00 00 00 03 00
0030 00 00 00 00 00 00 00 00 00 00 Q0 00

[S] ?’r!ﬁe: "CiiUsers\administratoriDeskiopiLab_01.pc... | Packets: 226 ' Displayed: 226 (100,0%) ' Load time: 0:00, 140 |Pruﬁle: Defaul:

Orstart| &% B 5 [# (s [0 %) 7asem mm

CAPTURE WINDOW

12. The seventh and final column gives you information about what is inside of the packet. Scrolling
through the list, the information within packets will vary greatly.

/ Lab_ol.pcapng [Wireshark 1.10.1 (S¥NRey 50926 from /trunk-1.10)] | _|E’Z|
Fle Edt Vew Go Capturs Analyze Statistics Telephony Tools Internals Help

nX2 aer 0T i (B acan @EBM % B

y
HTTP/1.1

213 2.64281300131.107.0.200 192.168.12.11 HTTP 1436 404 Mot Found C(text/html)
4 1 f http [RST, ] A [ L&

TCP 54.4

218 6.99997900 10.0.0.0 224.0.0.1 Membership query, general
219 7.05287700 vmware_00:00:11 vmware_00:00:10 42]who has 192.168.12.107 Tell 192.168.12.11

22U < MPv 5 54 Me C Join 232 i}

221 7.05316900 vmware_00:00:10 Viware_00:00:11 192.168.12.10 is at 00:50:56:00:00:10

Bl T
=0 1
1 10
] ]

@ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on intertace ¢
# Ethernet II, src: 00:00:00_00:00:00 (00:00:00:00:00:00), DST: vmware_00:00:11 (00:50:56:00:00:11)
[ Internet Protocol wversion 4, Src: 10.0.0.0 (10.0.0.0), Dst: 224.0.0.1 (224.0.0.1)

® Internet Group Management Protocol

0000 Q0 50 56 00 00 11 00 00 Q0 00 Q0 00 08 Q0 46 00 PVearas ssniasFa
0010 00 24 00 00 00 00 01 02 3a d3 0a 00 00 00 20 00 SENEEREL e R R
0020 00 01 94 04 00 Q0 11 01 eb fe 00 00 00 00 03 00 .
0030 00 00 00 00 00 00 Q0 0O 00 00 Q0 00

0 ﬂ!ﬁe: "C:\UsershAdministratoriDeskiopiLab_01.pc...  Packets: 226 - Displayed: 226 {100.0%) - Load time: 0:00, 140 |Pr\:ﬂs: Defaul
Oean| % B 5[4 [ ds >3 78w mE

CAPTURE WINDOW
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13. Scroll in the list until you see packet number 10. Select this packet by clicking on it in the top pane
of the Capture window.

|protocel |Length |info

Mo, Time |50ur [pestination
224.0 IGMPW3 60 Membership query, general
I 3 54 Membership Report

10. 00000000 10. 0 0.0

4 2.05616700192.168.12.10 192.168.12.11 116 standard query response Oxefe? CNAME w2kSr2external.isp.com A 131.107.0.200
5 2.08279100 vimware_00:00:11 Broadcast ARP 42 who has 192.168.12.17 Tell 192.168.12.11
6 2.08408500 vimware_00:00:02 VHware_| : 60 192.168.12.1 is at 00:50 00 02

8 2.08739500131.,107.0.200

(text/html)

13 2.17803600131.107.0. 200 192.168.12.11
14 2.17804000131.107.0. 200 162.168.12.11

1514 [TCP segment of a reassembled PDU]
1514 [TCP segment of a reassemb]ed PDOU]

16 2.1B048700 131.107.0. 200 192.168.12.11 1514 [TCP segment DF a r'eassemlﬂed FDU]

17 2 12AG12ANT31 1AT A 0N 1087 1648 13 11 T o 1614 FTFD eammamt AF 2 rasceam hlad Bl

PACKET NUMBER 10

14. In the middle pane of the Capture window, expand the + next to Hypertext Transfer Protocol.

Frame 10: 295 bytes on wire 60 bi 295 bytes captured (2360 hit on interface 0
# Ethernet II, Src: i :00:00:02
|¢
E Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: http (80), Seq: 1, Ack: 1, Len: 241
E]Hypertext Transfer Protocol
# GET / HTTR/l.1%wr\n
AcCCept: */%\r\n
ACCEpT-Language: en-usyrin
User-aAgent: Mozillas/4.0 (compatible; MSIE 8.0; windows NT 6.1; wowsd4; Trident/d.0; SLCCZ; .NET CLR 2.0.50727)\r\n
Accept-eEncoding: gzip, deflate\r\n
Host: www. Isp. comyriyn
Connection: Keep-alive\ryn
A Ny
Full reguest URI: http://www.1sp.com
[HTTP reguest 1/3%]
[rResponse in frame: 11]
[Next reguest in frame: 127

HYPERTEXT TRANSFER PROTOCOL

15. Hypertext Transfer Protocol (HTTP) is one of the application layer protocols in the TCP/IP suite. What
you are currently looking at is the initial request from the web client to the web server for the
website http://www.isp.com. This can be identified by the line GET / HTTP/1.1. GET messages are
used to request information from web servers. Referring back to the highlighted packet number 10,
you can also use the source and destination IP address fields to see where the request is coming
from and going to.

Time: |sour |pestination |protocol _|Length |info
aETE 00000000 10. 0 0.0 224.0.0.1 IGMPwW3 60 Membhership general

2 92. ! 1 ] Y efe7 A w p. o
.05616700 192.16 192.168.12.11 116 standard guery response Oxefe7 CHaME w2k8r2external.disp.com A 131.107.0.200
. 08279100 vimware_00:00: Broacdcast 42 who has 192.168.12.17 Tell 192.168.12.11
,08408500 vimware_00 i Vimware_00:00:11 60 192 168. 12 L1istas OO 50 56 00:00:02
131.107.0. 200 P [ 1=B1¢ 0 M55=1460 W5 SACK_PERM=1
,08739500 131 107 0. 192.168.12.11 92 Len=0 MSS=1460 wWS=256 SACK_PERM=1
P 3 = 0 Len=0
J HTT i
HTTP/‘]. ik oK (text/html)
7586 168 [ Me. prg HTTF
-17803600 131.107.0.200 192.168.12.11 TCP 1514 [TCP segment of a reassembled PDU]
-17804000131.107.0.200 192.168.12.11 TCP 1514 [TCF‘ segment 01" a r‘eassemb]ed pPDU]
16 2.18048700 131.107.0.200 192.168.12.11 TCP 1514 [TCF‘ segment of a r'eassemb'led PoU]
179

12AR12AA12 14T A 200 16% 142 13 11 T o 1814 Frro cammant ~f 2 rasccom! hlad ol

SOURCE AND DESTINATION IP ADDRESS FIELDS

16. Now select packet number 11 in the top Capture window.
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[Pratocol_[length _[info
e

60 Mmembership

4 2.05616700192.168.12.10 192.168.12.11 116 Standard guery response Oxefe? CNAME w2k8rZexternal.isp.com A 131.107.0.200
§ 2.08279100 vmware_00:00:11 Broadcast ARP 42 who has 192.168.12.17 Tell 192.168.12.11
6 2

- 08408500 vmware_00:00:02 vimware_00:00:11 60 192,168.12.1 5 at 00:50:56:00:00:02
2. 0841000019.2,16 { U 2 | J =] ) Y r M=1
087385001 =256 SACK_PERM=1

03600 131 0, 192.168.12.11 1514 [TCP segment reassembled PDuU]
17804000131.107.0. 192.168.12.11 1514 [TCP segment reassembled pDU]

3200 C il 54 491° t [A 1 A T
16 2.1B048700131.107.0. 200 192.168.12.11 1514 [TCP segment reassembled PDU]
17 2 1IRNASIINATIT 107 N 20N 162 1AR 12 11 ™D 1814 Tre =ammanr AF 2

raazcsamhlad Branl

PACKET NUMBER 11

17. In the middle pane of the capture window, expand the + next to Hypertext Transfer Protocol.

[ Frame 11: 919 bytes on wire (7352 bits), 919 bytes captured (7352 bits) on interface 0
# Ethernet II, src: vmware 00:00:02 €00:50:56:00:00:020, DST: vmware_00:00:11 (00:50:56:00:00:11)
@ Internet Protocol version 4, Src: 131.107.0,200 (131.107,0.200), Dst: 192.168,12.11 (192.168.12.11)
F Transmission Control Protocol, Src Port: http (80), Dst Port: 49157 (49157), Seq: 1, ack: 242, Len: 8&5
Hypertext Transfer Protocol
+ HTTP/L.1 200 oKk\ryn

Content -Type: text/html\r\n

Content-Encoding: gziphrin

Last-Modified: Thu, 14 Mar 2013 00:44:51 GMT\r\n

Accept-ranges: bytesyrin

ETag: "58aell234d20cel:0"\r\n

vary: Accept-Encodingirin

server: Microsoft-IIS/7. 5\r\n

Date: Sun, 17 Mar 2013 15:05:33 GMT\r\n
® Content-Length: 584%ryn

\evn

[HTTP response 1/3]

[Time since request: 0.001086000 seconds]

reguest in frame: 10

[Mext reguest in frame: 127

[next response in frame: 20417

HYPERTEXT TRANSFER PROTOCOL

18. What you are currently seeing is the initial response from the web server to the web client. Look for
the line labeled Server. This line shows the service responding to the request on the server. In this
example, the web server is running Microsoft Internet Information Services (lIS) version 7.5.

= Hypertext Transfer Protocol
+ HTTR/L.1 200 oKMNrwn
content-Type: text/htmlryn
Content-Encoding: gziprin
Last-Modified: Thu, 14 Mar 2013 00:44:51 SMTANr\n
Accept-Ranges: byteshrin
ETag: "S58aell234d20cel:0"\r\n

server: Microsoft-TIIS/7. S\r\n
Date: =un, 17 Mar 20L3 15:05:
# Content-Length: 594%rhyn

e

[HTTP response 1/3]

[Time since reguest: 0.00L086000 seconds]

Reguest in frame: 101

[Next request in frame: 12]

[next response in frame: 2041

3 GMTNYN

WEB SERVER

19. Scroll down and expand the + next to Line-based text data: text/html.
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<IDOCTYPE html PUBLIC ,fwzc/ DTD XHTML 1.0 Strict//EN" "http://wew.w3, org/TR/xhtmll/DT0/xhtmll-strict.dtd >\r\n
<htm] xmins="http:/fwww. w3. org 1999/ xhtm]">Nr\n

<head>r\n

meta http-equiv="Content-Type" content="text/html; charset=150-8859-1" />\r\n
<title>IIs7</Title>\rn

<style type="text/css">\r\n

<l=-=Nryn

body {M\ri\n

“tcolor :#000000; N\ r\n

“thackground-color :#E3B3B63;\r\n

Nemargin:Q;hrin

Frwn

rin

#container {\ryn

“tmargin-Tleft:auto;rin

\tmarg1n r1ght auto,\F\n

LINE-BASED TEXT DATA

20. As you scroll down, you are looking at the html code and text that make up the requested web page.
This is interpreted by the web browser application on the client machine and the webpage is
displayed. Scroll to the very bottom of the text and locate the line that begins with <a href=.
Reading across, you will see the text img src="welcome.png.” This line is a reference to an image
that should be displayed on the webpage. The href reference before this is actually a link to a
different website that you would be taken to if you clicked on the welcome.png picture on the
webpage. The client will need to request this image before it can be displayed.

“tmargin-right zauto;\rin
“rrext-align:center;\rin
ALTAUR

i

a img {\r\n

‘\thorder :none;\ryn

Harn

Wrn

——=%Wrh A

</fstyles\r\n

</head>rwn

qhody)\r\n

= AN Y]
<a href="htrp: //go microsoft. com/Fwlink,/?1inkid=66138&amp; c1cid=0x400"><img src="welcome. png” alt="II157" width="571" haight="411" /></a>Yr\n
</ dTVE\FNN
</body>hrin
</htmls

HREF SAMPLE HTML CODE

21. Select packet number 12 in the top capture window.

|o. [Time |source [Destination [Protocal [Length [info

B 00000000 10.0.0. O 224.0.0.1 IGMPV3 60 membership Query, general
_______________________ 224.0.0.22 TGPV 3 54 Membership Report / Join
152, 1 1 T JUery Oxefer A www,15p. ci
4 2.05616700 192.168.12.10 192.168.12.11 116 standard query response Oxefe7 CNAME w2k8rZexternal.isp.com A 131.107.0.200
5 2.08279100 vmware_00:00:11 Broadcast 42 who has 192.168.12.17 Tell 192.168.12.11
6 2. 08408500vmware 00:00:02 VHware_! 00 00:11 60 192 168. 12 it ‘IS at OO 50 56 00: 00 02
10 : I _¢ 0 M I ) WS ACK_PER!
8 2 08?39500 131 107 0 200 192 168 12 11 56 h‘ttp > 4915? [SYN ACK] Seq Q Ack win=8192 Len=0 MS5=1460 wW5=256 SACK_PERM=1
-08742500192. 2 131.107. 0 CP. J . n=65700 Len=0
- ; -

SSEMD |ed PDUJ
1514 [TCP segment of a reassemtﬂed PoU]

14 2. 1?804000 131 107. 0 200

192.168.12.11
16 2 18048?00 131 107 0. 200 192.168.12.11 1514 [TCP segment cnC a reassemb'led FOU]
17 2 1ARAS1INONA1IT_ 147 A 20N 162 1AR 12 11 TR 1814 ITrp samment nf a reassemhlad erairl

PACKET NUMBER 12

22. In the middle pane of the capture window, expand the + next to Hypertext Transfer Protocol.
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@ Ethernet II,
®
[ Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: http (80), Seq: 242, Ack: 866, Len: 282
Hypertext Transfer Protocol
¥ GET fwelcome.png HTTP/AL.15\r\n
Accept! */*\r\n
referer: http://www. isp. com/Ar\n
Accept-Language: en-usirin
User-agent : Mozilla/4.0 (compatible; MSIE 8,0; windows NT 6.1; wowsd; Trident/4,.0; SLCCZ; .NET CLR 2.0.50727)\r\n
Accept-Encoding: gzip, deflatehr\n
HOST: www. i5p. com\rin
Connection: Keep-alive\riyn
\r\n
[Full request URI: http;//www, isp, com/welcome,pngl
[HTTP request 2/3]
prev request in frame: 10

HYPERTEXT TRANSFER PROTOCOL

23. Notice the line GET /welcome.png. This is the request from the web client to the web server to
obtain the image named welcome.png. This image will be displayed on the requested web page.

o
® Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: http (BO), Seq: 242, ack: 866, Len: 282
=

# GET /fwelcome. png HTTPAL.15r%n

ACCEpt: T

referer: http://ww. isp. com/A\rin

Accept-Language: en-US\ri\n

User-agent: mMozillas4.0 (compatible; MSIE 8.0; windows NT 6.1; wowéd; Trident/d4.0; SLCC2; .NET CLR 2.0.507272\r\n

Accept-eEncoding: gzip, deflateirn

HOST: www. 1sp. com\r\n

cConnection: Keep-aliveyrin

\ry\n

[Full request URI: http:/fwww. 1sp, com/walcome, pngl ol
[HTTP request 2/3]

[Prev request in frame: 107 =l

GET /WELCOME.PNG LINE

24. Scroll down through the top capture window and click on packet number 204.

[ne. [Time. |Source [pestination |Protocal _[Length |Info |~
199 2.49468500131.107.0.200 192.168.12.11 TCP 1514 [TCP segment of a reassembled PDU]
200 2.49469100131.107.0.200 192.168.12.11 TCP 1514 [TCP segment of a reassembled PODU]
201 2.49469300131.107.0.200 192.168,12.11 TCP 1514 [TCP segment of a reassembled PDU]

L0020 http

gmbled Pou]

15
1
1
1
1
1
1

i 94700192.1 sabl 131.107.0.200 3 0 HTTP/1.1
213 2.64281300131,107.0. 192.168,12.11 Not Found (text/html) J

PACKET NUMBER 204

25. In the middle pane of the capture window, expand the + next to Hypertext Transfer Protocol.

® Frame 204: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0

# Ethernet II, Src: vmware_00:00:02 (00:50:56:00:00:02), Dst: Vmware_00:00:11 (00:50:56:00:00:11)

® Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)

@ Transmission control protocol, src Port: http (80), DSt Port: 49157 (49157), Seq: 185958, Ack: 524, Len: 81

# [128 reassembled TCP Segments (185173 bytes): #13(1460), #14(1460), #16(1460), #17(1460), #19(1460), #20(1460), #22(1460), #23(1460), #25(1460), #26(1460), #
ex Fe 1

K|

HYPERTEXT TRANSFER PROTOCOL

26. Notice the line HTTP/1.1 200 OK. This message signifies that the web server has processed the
client request for the image and the image should have been sent to the client’s web browser. (We
will review the packets we skipped at a later time.) Notice the next line labeled Content-Type. This
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also shows that a PNG formatted image was requested from the server.

@ Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168,12.11 (192.168.12.11) |
® Transmission control protocol, src Port: http (800, DSt Port: 49157 (49157), Seq: 185958, ack: 524, Len: 81
® [128 reassembled TCP Segments (185173 bytes): #13(1460), #14(1460), #16(1460), #17(1460), #19(1460), #20(1460), #22(1460), #23(1460), #25(1460), #26(1460),
B Hypertext Transter Protocol
+ [HETRAL, ou A
content-Type: image/png
Last-moditied: Thu, 14 Mar 2013 00:44:51 GMT\r\n
Accept-Ranges: bytes\r\n
ETag: "b21014234d20cel:0"\r\n
server: Microsoft-II5/7.5\r\n
pate: sun, 17 Mar 2013 15:05:33 GMTYrn
content-Length: 184948\ryn
\rn
[HTTP response 2/3]
[Time since request: 0.318882000 seconds]
[Prev request in frame: 107 ;I

| | i

[C]

HTTP/1.1 200 OK

CONCLUSION:

HTTP is an application layer protocol of the OSI model. End-user applications, such as a web browser, use
this protocol to send a request for required web based information and the server packages data that
makes up the web page to respond to the request.

DISCUSSION QUESTIONS:

1. What is the PDU associated with the top three layers of the OSI model?
2. What HTTP message type is used to request data?

3. What HTTP message type was used to signify the image was successfully transferred to the client?

Reviewing the Transport Layer

The OSI model has multiple protocols at the transport layer. In the TCP/IP model, there are two protocols
that reside at the transport layer, TCP and UDP. TCP and UDP are the most widely referenced transport
protocols in the OSI, and most of the TCP and UDP functions map to the OSI transport layer. TCP and UDP
use port numbers to differentiate between application transmissions. IANA uses RFC 6335 to describe the
procedures for assigning port numbers. The TCP protocol is responsible for connection-oriented data
transmission. TCP conversations always start with a three-way handshake. This process prepares both the
server providing the information and the client receiving the information for the communication. TCP also
uses acknowledgments to verify data transmission. The UDP protocol is responsible for connectionless
data transmission. UDP only sends data - it does not send acknowledgments to verify data transmission.
This layer is also responsible for breaking down large data into smaller, more manageable pieces. This
process for TCP is known as segmentation. With UDP, the more manageable pieces are called datagrams
and have no sequencing information included. The PDU associated with the transport layer of the OSI
model is a segment for TCP and datagram for UDP.

Segment Protocol Data Unit

1. On the Windows Server machine, scroll up through the top capture window until you see frame
number 7. Select this frame by clicking on it in the top capture window.
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[1io. [Time e [Destination [Protocol _|Length _[info
1 0.0000000010.0.0.0 224.0.0.1 IGMPV3 60 Membership Query, general
2 0.052595000 1% 32.168.12.11 224.0.0.22 IGMPY3S 54 Mmembership Report Join g W o any
) 7 T 1 1 r . m r 7 L WWW, 15[
4 2.05616700192,168.12.10 192.168.12.11 DNS 116 standard guery response Oxefe? CNAME w2k8r2external.isp.com A 131.107.0.200
5 2.08279100 vinware_00:00:11 Broadcast ARF 42 who has 192.168.12.17 Tell 192.168.12.11
5 2. QR402500 ymwars 0 MIwAre 00:00: AEP 60 19 g 1s 4L 00:50:56:00:00:0
7 0000192.16 131.107.0 TCR 66 497 0 [SYN]| Seq=0 Win=8192 |Len=0 MS 60 WS=4 SACK_PERM=1
8 2.08739500131.107.0, 192.168.12. TCP 66 htt [SYN, ] seq=0 Ack=1 win=8192 Len=0 M55=1460 wWS=256 SACK_PERM=1
O 2.08742500192.168.12.11 131.107. 0. 20 F 4 491 > tp [& seg=1 Ack=1l wWin=637 Le
T 3 3 1 [ T [ | y
11 2.09885300131.107.0. 200 152.168.12.11 HTTP ol9 HTTP/1.1 200 oK (text/html)
100 : s .11 1 L107.¢ i T [ e I /1.
13 2.17803600131.107.0. 200 192.168.12.11 TCP 1514 [TCP segment of a reassembled PDU]
14 2.17804000131.107.0. 200 102.168.12.11 TCP 1514 [TCP segment of a reassembled PDU]
Y. 3 . 3. . Gl o b L L L t il F’ o i
16 2.18048700131.107.0. 200 192.168.12.11 TCP 1514 [TCP segment of a reassembled PoU]
17 2 18051200131 107 020N 182 1AR 12 11 TR 1514 TP semment nf a reassemhled enind

FRAME NUMBER 7

2. In the middle pane of the capture window, expand the + next to Transmission Control Protocol.

F Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

# Ethernet II, Src: Vmware_00:00:11 (00:50:56:00:00:11), Dst: vimware_00:00:02 (00:50:56:00:00:02)
'T

Tr'ansnﬂss‘lnn Control Protocol, Src Port: 49157 (49157), Dst Port: http (80), Seq: 0, Len: O

TRANSMISSION CONTROL PROTOCOL

3. Notice the line Source Port. This port is a randomly generated number between 49152 and 65535
that the requesting client will use to keep track of this web page request. This range of ports is
known as Dynamic Ports.

=) , Src Port: 49157 (49157), Dst Port: http (80), Seq: 0, Len: 0
Source port: 49157 (49157)
Destination port: hitp (

[stream index: 0]
sequence number: 0 (relative sequence number)
Header Tlength: 32 bytes
+ Flags: Ox002 (SYN)
window size walue: 8192
[Calculated window size: 8192]
# Checksum: 0x510d [validation disabled]
# options: (12 bytes), Maximum segment size, No-Operation (NOP), window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

Cl | |

SOURCE PORT

4. Notice the line Destination Port. Port 80, the destination port of this packet, is assigned by IANA
specifically for the HTTP protocol. Ports that fall into the range 0-1023 are known as System Ports.
Some texts also refer to this range as Well Known Ports. These ports are assigned to specific
applications allowing the receiving server to identify the application. In this example port 80
indicates that the web server application needs to respond to the request.

Src: Vinware 00:00:11 (0

= Ethernet II,
M
= Transmission Control Protocol, Src Port: 49157 (49157), Dst Port: http (80), sSeq: 0, Len: O

Detina"lon port: http (80)
. i

sequence number: 0 (relative seguence number)
Header length: 32 bytes
+ Flags: 0x002 (SYN)
window size walue: 8192
[Calculated window size: 8192]
# Checksum: 0x510d [validation disabled]
& oprtions: (12 bytes), Maximum segment size, No-Operation (NOP), window scale, No-Operation (NOP), No-Operation (MOP), SACK permitted

o |
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DESTINATION PORT

5. Notice the line Sequence Number. Sequence numbers are used to keep all of the TCP segments in
the correct order. The first segment in the TCP three-way handshake is always assigned sequence
number 0 in a default Wireshark configuration. This segment is called the SYN segment.

ed (5 i on interfac

DST: Vimware 00:00:02

. window size wvalue: 8192
[calculated window size: 8192]
Checksum: 0x510d [validation disabled]

options: (12 hytes), Maximum segment size, nNo-Operation (NOP), window scale, No-Operation (NOP), Mo-Operation (NOP), SACK permitted

(| |

SEQUENCE NUMBER

6. Expand the + next to Flags. Flags are used to set certain options available to the segment. In this
example, there is one flag set - the Syn flag. This can be observed by noting the 1 bit is set in this
field, while all others have the bit set to 0.

Header length: 32 bytes

vevs sae. = RESErved: NOt set

wess =2.. = NONCE: NOT SEr

0. vv.. = Congestion window Reduced (CwR): Not set
= ECN-Echo: MOt set

i .... = Urgent: Not set

....... 0 .... = Acknowledgment: Not set

. 0... = Push: Not set

e u bl Set

L edLALLLE] et
window size value: 8192
[calculated window size: 8192]
# checksum: 0x510d [validation disabled]
options: (12 hytes), Maximum segment size, Mo-Operation (NOP), window scale, Mo-Operation (MOP), No-Operation (MOP), SACK permitted

Cll|

FLAGS

7. Expand the + next to the line Syn: Set. Notice the line Expert Info. The purpose of this flag is
explained. The SYN segment is used to request a connection from the client to the server.

SFlags: ox002 (sYN) e
000. .... .... = Reserved: NOTU set
o0 wuvs el = NONCE:D NOT SEt
| = Congestion window Reduced (CwR): Not set
0.0 .v.. = ECN-Echo: NOT set
..0. .... = Urgent: NOT set
..0 .... = Acknowledgment: Not sat
. 0... = Push: Not set
.0.. = Reset: NOLU set

Expert Info (Chat/Sequence): Connection establish request (SYN): server port http
vise ettt =N NOT Bet
window size value: 8192
[calculated window size: 8192]
® Checksum: 0x510d [validation disabled]
options: (12 bytes), Maximum segment size, Wo-Operation (NOP), Window scale, No-Operation (MOP), Mo-Operation (NOP), SACK permitted
|

L«l

EXPERT INFO

8. In the top capture window, select packet number 8.
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Mo, |Time |source [pestination |Protocol_|Length _|Info
1 0.0000000010.0.0.0 224.0.0.1 IGMPY3 60 Membershm Quer‘y genera'l
[ 520 } PPy 2 54 Membership Report Join q

2.05616700192.168.12.10 1592.168.12.11 DHS 116 standard guery response Oxefe? CHAN
5 2.08279100 vmware_00:00:11 Broadcast ARP 42 who has 192.168.12.17 Tell 192.168.
6 2.08408500 vimware_00:00:02 Vimware_00:00:11 ARP B0 192.168.12.1 is at 00:50:56:00:00:02
4 ! =] 1§ | P :

hﬂ-r > 49157

: ] .107.0.20 f [ {7 -l
11 2 093853{]0 131 10?. . F vl 919 HTTF',r‘l 1 200 ok (text/html)
| S e B b1, 10 0. 200 F i Mme. [ar t ! el
13 2 1?303600 131 10?. E : Sl 1514 [TCF' segment of a reassembled POoU]
o [ e 18 1?304000 131. 10?. B £ Skl 1514 [TcP segment of a reassembled pPou]
3 7 1 I, =] K C t ! . -1 ’ 0 !

16 2 18048?00 131 10?. 2 E by 1514 [TCP segment of a reassembled pPou]
17 2 1805130131 107 " 20N 182 1A8 12 11 TR 16814 TP =emmenT ~F a reaassambhled 2Rl

PACKET NUMBER

9. In the middle pane of the capture window, expand the + next to Transmission Control Protocol.

# Frame B: 66 hytes on wire (528 bits), 86 bytes captured (528 bits) on interface 0

= Ethernet II, sSrc: vmware_00:00:02 (00:50:56:00:00:02), Dst: vmware_00:00:11 (00:50:56:00:00:11)

® Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)
Transm‘lss'lnn Control Protocol, Src Port: http (800, Dst Port: 49157 (49157), Seq: 0, Ack: 1, Len: O

TRANSMISSION CONTROL PROTOCOL

10. Notice the lines Source port and Destination port. You will see that the same port numbers are
being used, but they have now changed positions. This is because this segment is a response from
the server hosting the web page to the web client that requested the webpage. Because the
application receiving the response is also a web-based application, the port number indicates the
HTTP protocol in the returning packet to alert the client to use the web browser.

Frame 8: 66 bytes on wire =0 aptured (528 bits) on interface 0
Ethernet II, Src Vimware_00:00:02 A . , DSt: vmware_00:00:11 (00:50:56:00:00:11
Internet Protoco] version 4, src: 131. :LO? 0. 200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)
T 3med al depsisiai” POrt: http (80), Dst Port: 49157 (49157), Seq: 0, Ack: 1, Len: 0
source port: http (80)

pestination port: 49157 (49157)

NERE =

Ssequence number: 0 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header length: 32 bytes
+ Flags: Ox012 (SYM, ACK)
window size wvalue: 8192
[calculated window size: 8192]
# Checksum: Ox47e0 [validation disabled]
# options: (12 bytes), Maximum segment size, No-Operation (NOP), window scale, No-Operation (MOP), No-Operation (MOP), SacK permitted
& [SEQ/ACK analysis]

SOURCE AND DESTINATION PORTS

11. Notice the line Sequence Number. Since this is the first segment coming from the server (and the
second part of the three-way handshake), this sequence number is also set to 0.
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O r.[.-r..- on wire (528 bits), 66 by aptured (528 bits) on interface 0
Ethernet II, A f , Dst: Vimware_00:00:11 (00:50:56:00:00:11
Internet Protoco] version 4, Sr'c a kbl :LO? Q. 200 (131.107.0.200), Dst: 192,168.12.11 (192.168.12.11)
Transmission Control Protocol, Src Port: http (80), Dst Port: 49157 (49157), Seq: 0, Ack: 1, Len: O
source port: http (80)
pestination por‘t 49157 (49157)
= L)

0EE

(re'latiue sequence number)
5 fidmber: 1 (relative ack number)

Header 'Iength 32 by‘tes
+# Flags: Ox012 (SYN, ACKD

window size value: 8192

[calculated window size: 8192]
# Checksum: 0x47e0 [validation disabled]
# options: (12 bytes), Maximum segment size, Mo-Operation (NOP), window scale, Mo-Operation (NOP), No-Operation (MOP), SACK permitted
& [sEQ/ACK analysis]

SEQUENCE NUMBER

12. Notice the line Acknowledgment number. The TCP protocol uses acknowledgment numbers to
indicate to the client that it has received its request and is responding to that request. The client in
turn needs to use that acknowledgement number as the next sequence number because the server
expects to see in the conversation. With the exception of the three-way handshake,
acknowledgments are not sent for each segment. Instead, they are sent at periodic intervals set by
a sliding window. This allows for greater efficiency since a large group of segments can be
acknowledged at the same time. In this part of the three-way handshake, the acknowledgment
number is 1.

e B: 66 bytes on wire 5)
Ethernet II, Src: vmware_00:00:02 A f i
Internet Protoco] version 4, src: 131. :LO? 0. 200 (131.107.0. 200). Dst 192 168, 12 :Ll (192 168 alpisal ]
Transmission Control Protocol, Src Port: http (80), Dst Port: 49157 (49157), Seq: 0O, Ack: 1, Len: O
Source port: http (80)
pestination port: 49157 (49157)
[stream index: 0]

e number. 0 foelative sequence number)
Acknowledgment number : (relative ack number)
eader length: es

+ Flags: Ox012 (S¥N, ACK)
window size value: 8192
[calculated window size: 8192]
# Checksum: 0x47e0 [validation disabled]
# options: (12 bytes), Maximum segment size, No-Operation (NOP), window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted
& [sEQ/ACK analysis]

0EE

ACKNOWLEDGMENT NUMBER

13. Expand the + next to Flags. Flags are used to set certain options available to the segment. In this
example, there are two flags set - the Acknowledgment flag and the Syn flag.

Header Tength: 32 bytes

.F1ags 0x012 (svn ACK)
Q0o. rReserved: Mot set

Monce: Mot set
congestion window Reduced (CwR): NOt set
ECHN-Echo: Mot set
urgent: NOt set
Acknowledgment: set
Push: NOT set
REeset: NOT set
Syn: set
T —— Fin: Not set

window size walue: 8192

[calculated window size: 8192]
# Checksum: 0x47e0 [validation disabled]
# options: (12 bytes), Maximum segment size, Mo-Operation (MOP), window scale, Mo-Operation (MOP), No-Operation (MOP), SACK permitted
# [SEQ/ACK analysis]

(=]
mElNE nowmonownR

FLAGS

14. Expand the + next to the line Syn: Set. Notice the line Expert Info. The purpose of this flag is
explained. The SYN+ACK segment is used to acknowledge the request for a connection from the
client to the server.
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= Flags: Ox012 (SYM, ACK)
00o. Reserved: NOT set
NOonce: Not set
= Congestion window Reduced (CwR): Mot set
ECN-Echo: mNOT set
urgent: Mot set
Acknowledgment: Set
Push: Not set
REset: Mot set

L =
-t

oo

now

s
(=]
| I B B B )

Chat/sequence): Connection establish acknowledge (SYN+ACK): server port http]]
FIn: WOt =er
window size value: 8192
[calculated window size: 8192]
# Checksum: 0x47e0 [validation disabled]
= options: (12 bytes), Maximum segment size, Mo-Operation (NOP), window scale, Mo-Operation (MOP), No-Operation (MOP), SACK permitted
# [SEQ/ACK analysis]

o E
=
m
=
M-
= B
o
M
-
3
S
[=]
L)

.
(=
L

SYN+ACK SEGMENT

15. Notice the line Window size value. This is the number of segments that will be sent before an
acknowledgment is expected. It is called a sliding window because this value can change based on
varying network conditions.

= Flags: 0x012 (S¥MN, ACK)
000. .... .... = Reserwved: HoOT set
vesl seus e = NORCED NOT Set
0u.v +... = Congestion window Reduced (CwR): Not set

.0.. .... = ECN=Echo: NOt set
..0. .... = Urgent: Not set
...l .... = Acknowledgment: Set
sess 0... = PUSh: NOT set

e =a-- 0._ = RESEC: NOt sBt
e e e TS BT
[Expert Info (cChat/sequence): Connection establish acknowledge {SYN+ACK): serwver port http]
o o 0 = Fin: NOot set
lw"lndw size walue: 8192]
Calculated window s7ze: B192]
# Chacksum: Ox47e0 [validation disabled]

# options: (12 bytes), Maximum segment size, Wo-Operation (MOP), window scale, Mo-Operation (MOP)
B [SEQ/ACK analysis]

.
&

WINDOWS SIZE VALUE
16. In the top capture window, select packet number 9 by clicking on it.

™ [Time: |source [Destination [Protocol _[Lenath _[info
224.0.0.1 IGMPY3 60 Membership ouery, general

224 . 0.0, 22 TGMF 54 Membership Report Ja

4 2.05616700192.168.12.10 192.168.12.11 DS 11g standard guery response Oxefe? CHAME w2kBriext:
5 2.08279100 vimware_00:00:11 Broadcast ARP 42 who has 1%2.168.12.17 Tell 192.168.12.11
. 08408500 vmware_00:00:02 Wimware_00:00:11 60 192.168.12.1 is at 00:50:56:00:00:02

. 09885300 131,107. 0. .168,12. (text/html)

Eall i | J 1 . . . W ZUL F Gl NE Me. Qr t ! « 4
L17803600 131 .0, : 2. 1514 [TCP segment reassembled FPDU]
17804000 131, Sl : R 1514 [TCP segment reassembled PDU]

1 7 ] 1 0 ] £ 3 E 1 a & A

18048700 131.107.0. i 2 1514 [TCP segment reassembled POU]
17 2 1RNS1IOM 12T 1AT N 20N 182 1AR 12 11 T B 1814 TP semment nf a reassemhled ERHiil

PACKET NUMBER 9

17. In the middle pane of the capture window, expand the + next to Transmission Control Protocol.

https://t.me/learningnets



Frame 9: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: vmware_00:00:11 (00:50:56:00:00:11), Dst: vmware_00:00:02 (00:50:56:00:00:02)

H H H

rol Protocol, Src Port: 49157 (49157), Dst Port: http (80), Seq: ]

Transmission Cont

TRANSMISSION CONTROL PROTOCOL

18. Notice the lines Source port and Destination port. You will see that the port numbers have returned
to their original configuration. This is because this segment is the final response of the three-way
handshake from the client to the server hosting the web page.

# Frame 9: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface O
# Ethernet II, Src: vmware_00:00:11 (00:50:56:00:00:11), Dst: vmware_00:00:02 (00:50:56:00:00:02)

src Port: 49157

source port: 44
pestination port: http (800
[Stream index: 0]
Sequence number: 1 {relative seguence number)
Acknowledgment number: 1 (relative ack number)
Header length: 20 bytes

M Flags: Ox01l0 CACK)
window size value: 16425
[Calculated window size: 65700]
[window size scaling factor: 4]

® Checksum: 0x5101 [validation disabled]

& [SEQ/ack analysis)

SOURCE AND DESTINATION PORTS

19. Notice the line Sequence Number. Since this is the second segment coming from the client (and the
third part of the three-way handshake), this sequence number is set to 1. This number also matches

the acknowledgment number from the previous segment because the server is expecting to see
segment number 1 next.

# Frame @: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0

# Ethernet II, Src: vmware_00:00:11 (00:50:56:00:00:11), Dst: vmware_00:00:02 (00:50:56:00:00:02)
|T|

B Transmission Control Frotocol, Src Port: 45157 (49
Source port: 49157 (49157)
pestination port: http (80)
stream index: O

(relative sequence number)
Acknow [edgment number: 1 (relative ack number)
Header length: 20 bytes

# Flags: Ox01l0 (ACK)
window size value: 16425
[Calculated window size: 65700]
[window size scaling factor: 4]

# Checksum: 0x5101 [validation disabled]

# [SEQ/ACK analysis]

t: http (BO), Seq:

SEQUENCE NUMBER

20. Notice the line Acknowledgment number. This number is also set to 1. The client is telling the web
server that is did receive the initial segment and that it is expecting to see segment number 1 next.
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F Frame 9: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
# Ethernet II, src: vVmware_00:00:11 (00:50:56:00:00:117, Dst: vmware_00:00:02 (00:50:56:00:00:02)

Source port: 49157 (4915?) '
pestination port: http (30)
[Stream index: 0]

elative seguence number)
(relative ack number)

M Flags: Ox010 (ACK)
window size value: 16425
[Calculated window size: &5700]
[window size scaling factor: 4]
# Checksum: 0x5101 [validation disabled]
# [SEQ 2K analysis]

ACKNOWLEDGMENT NUMBER

21. Expand the + next to Flags. Flags are used to set certain options available to the segment. In this
example, there is only one flag set - the Acknowledgment flag.

Header length: 20 bytes
F'I ags: Ox01l0 CACK)
000. .... .... = ReEserved: MNOT set
..0 .... .... = NOnNCe: MOt =&t
o) IR, R Congestion window Reduced (CwR): Not set
R T e ECM-Echo: WOt set
R A
Giu el era w

e fin s paie Bt e ) e RESEt' MOT SEet
s szza sals Syn: NOT set
iiminl R ae e apen ) Fin: Mot set

window size walue: 16425
[Calculated window size: &5700]
[window size scaling factor: 4]
7 Checksum: 0x5101 [wvalidation disabled]
# [SEQ/ACK analysis]

ACKNOWLEDGMENT FLAG

22. Scroll down and expand the + next to the line SEQ/ACK analysis. This section actually tells you
that this segment is an acknowledgment to the segment in frame number 8. It also includes the
Round Trip Time, or how long it took for the acknowledgment to arrive. Once the TCP three-way
handshake is complete, data transmission can begin. (These are the segments we skipped earlier.)
These packets actually contain the data that makes up the picture on the web page.
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000, .... .... = Reserved: WOt set
0 ... L... = MNOnce: MNOT set
vees Oove vue. = Congastion window Reduced (CwR): NOT set
.0.. .... = ECHN-Echo: MOT set
.0, .... = Urgent: Not set
...l .... = acknowledgment: Set
.as. 0... = Push: NoOT set
siss ssss sWas = RESEL: NOL Set
«e:x =0, = Syn: MOT set
trer ssas a0 = FiN: NOT set
window size value: 16425
[Calculated window size: G65700]
[window size scaling factor: 4]
# Checksum: 0x5101 [validation disabled]

ESEgﬁACK analysis]
This 15 an ACK to the segment 1n Trame: 5]

I[The RTT to ACK the segment was: 0.000030000 seconds]

SEQ/ACK ANALYSIS
23. Scroll through the list and select packet number 16.

[Time _lsource _[estination _[protocol_|Length _|tofo
) ' 1 ] B ] 7 ©

Lt
10 2. 05 /U019, 1o8.12.11 Lal. Jo 2L 33 GE HTTP/1.1
11 2.09885300131.107.0. 192. 12, HTTP/1.1 200 (text,/html)

—— = HTTE

17584 32 . T 131, L0, 20 HTTF 336 [ N me. 1

13 2.17803600 131.107.0. 1562. 12, 1514 [TCP segment a reassembled

14 2.17804000 131.107.0. i g e 1514 [TCP segment a reassembled
] i ] 4 4 L 1l il

16 ; TREC R 0 192,168,12.1] ] 1514 [T

19 2.18054500 131, . 0. 5 al2s 1514 segmeant reassembled
20 2.18056300131. S e 2. 1514 segmant reassembled
22 2.18070200131. S 2 S12. 1514 segmant reassembled
23 2.18074200131, .0, 3 12. 1514 segmant reassembled

T B 5 192, 12 0, 21 54 > http [ACK] Seqg=524 Ach
e ASATEEAA 1 31 1E44 Plats  alahs manee bl ad

PACKET NUMBER 16

24. Using the procedures from above, expand the Transmission Control Protocol segment and look at
the options that are set. Expand the + next to the line SEQ/ACK analysis. Notice the message now
states Reassembled PDU in frame: 204. This means the picture was completely transmitted and
reassembled in packet number 204.

ransmission Control Protocol, src Port: http (80), Dst Port: 49157 (49157), Seq: 3786, Ack: 524, Len: 14860
Source port: http (80)
pestination port: 49157 (49157
[stream index: 0]

Sequence number: 3786 (relative sequence number)
[Mext sequence number: 5246 (relative sequence number)]
Acknowledgment number: 524 (relative ack number)

Header length: 20 bytes
® Flags: Ox010 (ACK)
window size walue: 255
[Calculated window size: 65280]
[window si1ze scaling factor: 256]
7 Chacksum: 0x76%e2 [validation disabled]
[SEQ,"ACK analysis]
Ew T &

REASSEMBLED PDU IN FRAME: 204

25. Scroll slowly down through the top capture window, noticing some of the packets that are
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highlighted in black. Look closely at the Info column. Notice that each of these segments is an

acknowledgment to a previous group of segments. Remember that the Ack number is always the

next segment expected in the sequence. Notice that even though the Ack (acknowledgment)
number continues to increase, the Seq (sequence) number does not. This is because the client

computer has not sent any additional segments; it is only receiving segments from the web server.

|tuo. [Time [source [Destination |Protocol _|Length _[irfo
1 T } ; 3,12, Tt ST f : 1 [ ] : 1074 7 |
122 2.18375800131.107.0. 200 192.168.12. TCP 1514 [TCP segment
123 2.18378100131.107.0. 200 192.168.12. TCP 1514 [TCP segment i
i T AT — TS e
125 2.18380700131.107.0. 200 192.168.12. TCP 1514 [TCP segment
126 2.18380900131.107.0.:200 192.168.12. TCP 1514 [TCP segment
128 2.18383700131.107.0. 200 162,168,112, TCP 1514 [TCP segment e
129 2.18387500131.107.0. 200 192.168.12. TCP 1514 [TCP segment reassembled
1 ] | - 5 Fakn 1 Sl C 4971 ° t F L
131 2.18390200131.107.0.:200 192.l168,12. TCP 1514 [TCP segment reassemoled
132 2.18390800131.107.0. 200 192.168.12.11 TCP 1514 [TCP segment reassembled
1 ,18391 ,168,12, 0z 491 ¢ 1 ; Q=524 A |
134 2.18393200131.107.0. 200 192.168.12.11 TCP 1514 [TCP segment reassempled

135 2.18396200131.107.0. 200 192.168.

R T - T

12.11 TCP 1514 [TCP segment reassembled

Py —— R

ACK AND SEQ NUMBERS

26. Scroll through the top capture window and select packet number 204 by clicking on it. Notice that

the protocol is once again HTTP. In the middle pane of the capture window, expand the + next to
[128 Reassembled TCP Segments. This shows all of the packets in the capture that it took to
transmit the picture from the web server to the client.

.:][128 Reassembled TCP Segments (185173 bytes): #13(1460), #14(1460), #16(1450), #17(1460), #19(1460)
Frame: 13 ayload: 0-1459 (1460 bytes
[Frame: 14, payload: 1460-2919 (1460 hytes)]

Frame: 16 ayload: 2920-4379 (1460 bytes
[Frame: 17, payload: 4380-5839 (1460 byres)]

[Frame: 19, payload: 5840-7299 (1460 bytesd]

[Frame: 20, payload: 7300-8759 (1460 hytes)]

Erame: 1 r B760=
[Frame: 23, payload: 10220-11679

(1460 bytes’]

[Frame: 25, payload: 11680-13139

{1460 byvtes)]

[Frame: 26, payload: 13140-14599

(1460 bytesi]

[Frame: 28, payload: 14600-1605%

(1460 bytesd]

[Frame: 34, payload: 20440-2189%

Erame: ] : =17 4
[Frame: 31, payload: 17520-18%7% (1460 bytes]
Frame:! ] - 4

{1460 bytesd]

128 REASSEMBLED TCP SEGMENTS PACKETS

CONCLUSION:

There are two protocols in the TCP/IP suite that reside at the transport layer of the OSI model - TCP and

UDP. The TCP protocol is the transport layer protocol used by the HTTP protocol for reliable data transfer.

TCP uses a three-way handshake to initiate a conversation and then sequence and acknowledgment

numbers to keep segments in the correct order during transmission. Port numbers are used to differentiate

conversations.
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DISCUSSION QUESTIONS:

1. In Segment Protocol Data Unit section, Step 2a, what is the source port for the conversation?

2. In Segment Protocol Data Unit section, Step 2b, what is the well-known port number for the HTTP
protocol?

3. Identify which flags are set in each segment of the three-way handshake. There are three segments.

4. The port number 49157 is known as this type of port because it is randomly generated when the
conversation is initiated.

5. The port number 80 is known as this type of port because it is assigned to the HTTP protocol by
IANA.

Reviewing the Network Layer

The network layer of the OSI model is responsible for logical addressing. These addresses are used by
routers to move packets between networks. The major protocol of the TCP/IP suite that resides at this layer
is the Internet Protocol, or IP. There are currently two versions of IP - 4 and 6. IP version 4 addresses are
32-bits in length and are represented in a dotted decimal notation. An example of an IPv4 address is
192.168.12.11. IP version 6 addresses are 128 bits in length and are represented in eight groups of four
hexadecimal digits each. An example of an IPv6 address is 2001:0db8:85a3:0042:1000:8a2e:0370:7334.
IPv6 is quickly becoming the new norm as the IPv4 address space has been exhausted. The PDU
associated with the network layer is the packet.

The Packet Protocol Data Unit

1. With packet number 204 still selected, expand the + next to Internet Protocol Version 4. You are
now viewing the IP header that has encapsulated the TCP segment. Notice the various parts that
make up the IP header.

Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168,12.11 (192.168.12.11)
version: 4
Header Tength: 20 bytes
® Differentiated Services Field: 0x00 (DSCP Ox00: Default; ECH: Ox00: MoOT-ECT (Not ECN-Capable Transport))
Total Length: 121
Identification: 0x0391 (913)
# Flags: 0x02 ¢(Don'T Fragment)
Fragment offset: 0
Time to live: 127
Protocol: TCP (&)
# Header checksum: 0xa707 [correct]
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168.12.11 (192.168.12.11)
[source GeoIP: unknown]
[pestination GeoIP: Unknown]
EITransmissiun Control Protocol, Src Port: http (80), Dst Port: 49157 (49157), Seq: 185958, Ack: 521. Len: 81
4

IPV4 HEADER

2. Notice the line Version. This describes the IP version in use for this packet. This line has only two
options: 4 or 6. In this example, we are using version 4.
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eader length: 20 bytes
# pifferentiated services Field: Ox00 (DSCP 0x00: Default; ECM: Ox00: MOT-ECT (WOt ECN-Capable Transport))
Total Length: 121
Identification: 0x0391 (913)
# Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to Tiwve: 127
Protocol: TCP (6)
# Header checksum: 0xa707 [correct]
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168.12.11 (192.168.12.11)
[source GeoIP: Unknown]
[pestination GeoIP: Unknown]
EITransmissiun control Protocol. src Port: http (80). Dst Port: 49157 (49157). Seq: 1859538, Ack: 524, Len: 81
]

IP VERSION

3. Notice the line Header length. This describes the length of the IP header only. In IPv4, this is usually
20 bytes as it is in this example.

= Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)
ver=jon: 4

|Header length: 20 bytesl
¥ Field: 0x00 (DsSCP Ox00: Default; ECN: Ox00: NoOT-ECT (NOot ECN-Capable Transport))

Total Length: 121
Identification: O0x0391 (913)
® Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to live: 127
Protocol: TCP (&)
# Header checksum: 0xa707 [correct]
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168.12.11 (192.168.12.11)
[source GeoIP: Unknown]
[Destination GeolIP: Unknown]
HITransmissiun control protocol, Src Port: http (807, Dst Port: 49157 (49157). Seq: 185958, ack: 524, Len: 851
i

HEADER LENGTH

4. The Differentiated Services Field can be used to specify certain Quality of Service parameters for a
packet. In this example, this field is not used and set to 0x00.

F Internet Protocol version 4, sSrc: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)

version: 4
pgrh: 20 bwtes
Hoifferentiated services Field: OxOOI(DSCP 0x00: Dpefault; ECN: Ox00: MOT-ECT (Not ECW-Capahle Transport))
gt LZ1

Identification: 0x0391 (913)
# Flags: Ox02 (pon't Fragment)
Fragment offset: 0
Time to Tive: 127
Protocal: TCP (8)
# Header checksum: 0xa707 [correct]
Source: 131.107.0.200 (131.107.0.200)
pestination: 192.168,12.11 (192.168.12.11)
[source GeoIP: Unknown]
[pestination GeoIP: Unknown]

HITransmissiun Control Protocol, Src Port: http (807, Dst Port: 49157 (49157), Seqg: 185958, Ack: 524, Len: 81
A

DIFFERENTIATED SERVICES FIELD

5. Notice the line Total Length. This describes the length of the IP header plus the length of the
segment passed down from the transport layer (in bytes). In this example, the total length of this
packet is 121 bytes.
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= Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)

version: 4
Header length: 20 bytes

# bifferentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: O0x00: NoT-ECT (NOT ECN-Capable Transport))
Total Length: 121
Identitication: Ox0301 (913)

# Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to live: 127
Protocol: TCP (&)

% Header checksum: 0xa707 [correct]
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168.12.11 (192.168.12.11)
[source GeoIP: Unknown]
[pestination GeoIP: Unknown]

® Transmission Control Protocol, Src Port: http (807, DSt Port: 49157 (49157), Seq: 185958, Ack: 524, Len: 81
|

IP TOTAL LENGTH

6. The Identification line is a 16-bit number used to uniquely identify the IP packet within the
conversation. In this example, the Identification number is 0x0391. The “0x” means that the number
being represented is actually in the hexadecimal format. The number in the parenthesis to the right
is that same hexadecimal number converted to decimal format.

= Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)
version: 4

Header Tength: 20 bytes
# pifferentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00: Not-ECT (Not ECN-Capable Transport))
fthe 12
Identification: Ox0391 (913
# Flags: Ox on ragmen
Fragment offset: 0
Time to Tive: 127
Protocol: TCP (&)
# Header checksum: 0xa707 [correct]
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168.12.11 (192.168.12.11)
[source GeonIP: Unknown]
[bestination GeoIP: Unknown]
HITransmissiun Control Protocol. Src Port: http (80), Dst Port: 49157 (491570, Seqa: 185958. Ack: 52ﬁ. Len: 81
a4

IDENTIFICATION LINE

7. The Flags and Fragment offset lines go together. These fields control whether a router can fragment
an IP packet and indicate the parts of the packet to the receiver. In this example, the Don't
Fragment flag is set and, as such, the Fragment offset is set to 0.

= Internet Protocol version 4, src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)
version: 4

Header length: 20 bytes
# Differentiated services Field: Ox00 (DSCP Ox00: Default; ECN: 0x00: NOT-ECT (MOt ECHN-Capahle Transport))
Total Length: 121
Identificatinn: Qx0301 o139
# Flags: 0x02 (pon't Fragment)
T agm £ 2
Time to live: 127
Protocol: TCP (6)
# Header checksum: 0xa707 [correct]
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168.12.11 (192.168.12.11)
[source GeoIP: Unknown]
[Destination GeoIP: Unknown]

@ Transmission Control Protocol., Src Port: http (800, DSt Port: 49157 (491570, Seq: 185958, Ack: 524, Len: 81
4

FLAGS AND FRAGMENT OFFSET LINES

8. Notice the line Time to live. This number represents the number of hops (routers) that the packet
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can go through on its way to the destination. Each router along the way will decrease this number
by one. If this number ever reaches “0” (typically due to a routing loop) the packet will be discarded.
In this example, the TTL is set to 127.

= Internet Protocol version 4, src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)
version: 4
Header length: 20 bytes
# Differentiated Services Field: Ox00 (DSCP Ox00: Default; ECN: Ox00: NoT-ECT (Mot ECN-Capable Transport))
Total Length: 121
Identification: Ox0301 (913)
# Flags: 0x02 (pon't Fragment)

Time to 1ive: 127
:rn:ncn;: j:; :;;

& Header checksum: 0xa707 [correct]
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168,12.11 (192.168.12.11)
[source GeoIP: Unknown]
[pestination GeoIP: Unknown]

E‘Transmissiun Control Protocol, Src Port: http (807, Dst Port: 49157 (49157), Seq: 185958, Ack: 524, Len: 81
|

Mt

TIME TO LIVE

9. Notice the line Protocol. This field is used to indicate the transport layer protocol being carried by
the packet. Each protocol is identified by a number. In this example, the protocol in use is number 6,
or TCP. Another example is the UDP protocol represented by the number 17.

= Internet Protocol version 4, src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.1638.12.11)
version: 4
Header length: 20 bytes
# pifferentiated services Field: Ox00 (DSCP 0x00: Default; ECM: Ox00: MOT-ECT (WOt ECN-Capable Transport))
Total Length: 121
Identification: 0x0391 (913)
# Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to Jjve: 12
|Protocal: TcP (60
# Header checksum: 0xa707 [correct]
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168.12.11 (192.168.12.11)
[source GeoIP: Unknown]
[pestination GeoIP: Unknown]

E1Transmissiun Control Protocol, Src Port: http (807, Dst Port: 49157 (49157). Seq: 185958, Ack: 521. Len: 81
4

PROTOCOL

10. The Header checksum is used to verify that the header has not become corrupted or modified in
transfer. If the checksum is correct, the packet is accepted. If the checksum is incorrect, the packet
is discarded. IP is a connectionless protocol meaning that if it discards a packet, it does not ask for
the packet to be retransmitted. In this example, the checksum was calculated correctly.
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= Internet Protocol version 4, src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.1638.12.11)
version: 4

Header length: 20 bytes
# pifferentiated services Field: Ox00 (DsSCP 0x00: Default; ECM: Ox00: MOT-ECT (MNot ECN-Capable Transport))
Total Length: 121
Identification: 0x0391 (913)
# Flags: 0x02 (Don't Fragment)
Fragment offset: 0
Time to Tiwve: 127
protocol: TCP (67
H|Header checksum: 0xa707 correct||
source: 131.107.0.200 (131.107.0.200)
pestination: 192.168.12.11 (192.168.12.11)
[source GeoIP: Unknown]
[pestination GeoIP: Unknown]
EITransmissiun control Protocol,. src Port: http (80). Dst Port: 49157 (49157). Seq: 185958, Ack: 524, Len: 81
4

HEADER CHECKSUM

11. Notice the lines Source and Destination. These represent the logical IP addresses of the client and
the server. In this example, the Source IP address is the web server (131.107.0.200) and the
Destination IP address is the client requesting the web page (192.168.12.11).

= Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168,12.11 (192.168.12.11)
version: 4

Header Tlength: 20 bytes
# Differentiated services Field: Ox00 (DsCP 0x00: pefault; ECM: Ox00: MNOT-ECT (Mot ECH-Capable Transport))
Total Length: 121
Identification: 0x039%1 (913)
# Flags: 0x02 (Don't Fragment)
Fragment offset: O
Time to live: 127
Protocol: TCP (&)

# Header checksum: 0xa707 [correct
m

pestination: 192.168.12.11 (192.168.12.11)

O =15 = 1= = w1 L L R

[pestination GeoIP: unknown]

HITransmissiun Control Protocol, Src Port: http (80), Dst Port: 49157 (49157). Seqg: 185958, Ack: 524, Len: 81
L]

SOURCE AND DESTINATION IP ADDRESSES

12. Take a moment to view the packet information within other captured frames. Notice that each of
them has the same basic structure.
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© Lab_0lprapng [Wireshark 1.10.1 (S¥ Rev 50926 from trunk-1.10)]
Elhe [t Vew G0 Capture  fnshoe  Jtalitics Telephony Took [nternal  Help

O @ 4 W 2 B AecsaTF i |(|BE QO @
:]&wm..

st

[TcP segment of a reassembled FoU]

98 2.49461500 131 0. 20 82, .l [TCP segeent of 4 reassemblad POU]
49468500 131.107.0. - [TcP segment of a reassembled Pou]
600100 131.107.0. 2 . [TcP segment of a reassembled PDU]

4 ¥ [TcP segment of a reassembled PoU]

203 2.40474100131.107.0. 200 - : E [TcP segment of a reassembled POU]
204 2.40474300131.107. 0. 200 c B HTTR/L.1 200 oK (PNG)

JHTTR/L.1 404

10.0.0.0 & Membership Query. general
00 veeware_00:00:11 wvisware_00:00:10 who has 192.168.12.107 Tell 192.168.12.11

vimware_00:00:11 A 6 1%92.168.12.10 15 at 00:50:56:00:00:10

|
QOO0 OO 50 50 OO OO 11 00 50 26 U0 00 02 U5 00 47 00  PV....P V..... E.

G0l 00 7O 03 %1 40 00 TF 06 a7 OF 83 b 0D <B <0 a8 TN - N P 3
0020 Oc Ob 00 50 <0 05 fb 62 f6 a8 af 84 2¢ ¢7 50 18 anePasal saenye F. -
T R L O I S N DT N L R P E sobius

Fraeme (135 bytns) | Reassermbled TCP (185173 bytes) |

OTHER CAPTURED FRAMES

CONCLUSION:

The network layer of the OSI model is responsible for logical addressing. IP is the major protocol of the
TCP/IP suite that resides at the network layer. Routers use IP addresses to forward packets to their
destination network.

DISCUSSION QUESTIONS:

1. What is the typical header length for the IP protocol?
2. What device decreases the TTL value whenever a packet traverses it?

3. What is the PDU associated with the network layer of the OSI model?

Reviewing the Data Link Layer

The data link layer of the OSI model is responsible for physical addressing. These addresses are used by
devices such as switches to move frames between nodes on the same network. One of the most common
protocols that reside at this layer of the OSI model is Ethernet. Ethernet uses Media Access Control, or
MAC, addresses burned into the ROM of network cards (NIC) to address its frames. MAC addresses are 48
bits, or 6 bytes, in length and are unique to every NIC. The PDU associated with the data link layer of the
OSI model is the frame.

Frame Protocol Data Unit

1. Continuing from the previous task, select packet number 204 in the top capture window by clicking
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on it.

Mo, - |Time Source ; Destination Protocol  |Length  |Info

167 2.18560600 192,168,112, 11 131,107, 0. 20¢ P [TCP window Update] 4

198 2.49461500131.107.0.200 192.168.12.11 TCP 1514 [TCP segment of a reasse
199 2.49468500 131,.107.0. 200 192.168.12.11 TCP 1514 [TCP segment of a reasse
200 2.49469100 131.107.0. 200 192.168.12.11 TCP 1514 [TCP segment of a reasse
200 2.494693001531.107.0. 200 152.168.12.11 NER 1514 [TCP segment of a reasse

i 2.45471 1192,168.12.11 131.107.0.20 P t [
203 2.45474100 131, . 0. 162 168,12, 1514 [TCF segment of a reasse
204 2.45474300131,107.0, 200 152.168,12. ] 135 HTTP/1.1 200 OK (PNG)

213 2.64281300131.107.0. 200 192.168.12.11 HTTP 1436 HTTP/1.1 404 Mot Found

PACKET NUMBER 204

2. In the middle pane of the capture window, expand the + next to Ethernet Il. This line describes the
layer 2 protocol that is used to encapsulate the IP packet and prepare the information to be
transmitted over the physical media.

[+ Frame 204: 135 bytes on wire C1080 b1ts) 135 bytes captured (1030 bits) on 1nterface 0

® Source: vmware_00:00:02 COO 50: 56 00 OO 02)
Type: IP (0x0B00)
# Internet Protocol version 4, sSrc: 131.107.0,200 (131.107.0.200), Dst: 192,168,12.11 (192,.168.12.11)
® Transmission Control Protocol, Src Port: http (B80), Dst Port: 49157 (49%157), Seq: 185958, ack: 524, Len: B1
@ [128 Reassemblad TCP Segments (185173 bytes): #13(1460), #14(1460), #16(1460), #17(14607, #15(1460), #20(1460), #22(1460),
[+ Hypertext Transfer Protocol
# Portable nNetwork Graphics

ETHERNET Il

3. Notice the lines Destination and Source. Ethernet uses the physical MAC addresses burned into the
NIC as the addresses at this layer.

Frame 204 135 bytes an w1re [1080 h1tsj 135 bytes captured (1080 bits) an 1nterface 0

# Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168,12,.11 (192.168.12.11)

® Transmission Control Protocol, Src Port: http (B0), Dst Port: 49157 (49157), Seq: 185958, ack: 524, Len: 81

# [128 Reassembled TCP Segments (185173 bytes): #13(1460), #14¢1460), #1L6(1460), #17(1460), #19(1460), #20(1460), #22(1460)
# Hypertext Transfer Protocol

# Portable Metwork Graphics

4 |

DESTINATION AND SOURCE LINES

4. The Destination address in this example is the MAC address of the client machine (look at the one in
parenthesis). The first 3 bytes of the MAC address represent the Organizationally Unique Identifier
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(OUI). This is a number assigned by IEEE to identify the vendor of the NIC. Wireshark automatically
substitutes the vendor’s hame for the first 3 bytes of the MAC address. The last 3 bytes of the MAC
address is essentially a serial number assigned to the NIC by the manufacturer.

d (1080 bits) on interface 0
LUF 6

20:11 (00:50:56:00:00:11)

B Source: vmware_00:00:02 (00:50:56:00:00:02)
Type: IP (0x0800)
[ Internet Protocol version 4, src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12,11 (192,168.12.11)
@ Transmission Control Protocol, Src Port: http (80), Dst Port: 49157 (49157), Seq: 185958, Ack: 524, Len: 81
@ [128 Reassembled TCP Segments (185173 byTes): #13(1460), #14(1460), #16(1460), #L7(14600, #19(1460), #20(1460), #22C1460), #2301460), #25(1460), #26(1460), #

® Portable Network Graphics

4 | ||

DESTINATION ADDRESS

5. Here is an example of how it is possible to filter or change the MAC address of a client machine. MAC
adress filtering is used in some networks to control which end-user devices or computers can
connect to the network. Click on the Start button and type network in the search box. Then click
on Network and Sharing Center in the search results.

Programs (1)
& Network
Control Panel{19)
=

54, Manage nebwork passwords

a,: Connect bo a network

§ Set up a connection or network

:_'E Identify and repair network problems

¥ Manage saved networks

¥ Set up a virtual private network (VPN) connection
¥ Set up an ad hoc {computer-to-computer network
S5 View network computers and devices

=& Wiew network connections

¥ Wiew netwaork status and kasks

W Review your computer's status and resclve issues
ek View devices and prinkers

I!L"&Devi’ce Manager

- See more results

o
B . 4|m| &

NETWORK AND SHARING CENTER

6. Next, click on Change adapter settings.
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o

ontral Panel Home ¥iew your basic network information and set up connections

lChange adapker settings | ¢ lﬁk £ 5 & ‘E b See full map

Change advanced sharing settings WZKBRZINTERNALZ Network 7 Internet
{This computer)
View your active networks Connect or disconnect
Metwork T Access bype: Mo network access
Public network Connections: 1 Local Area Connection

Channe vour networking seftings

'ﬁ. Set up a new conneckion or network
"% Set up a wireless, broadband, dial-up, ad hoc, or YPN connection; or set up a router or access paint.

-5. Connect ko a network
Connect or reconnect to a wireless, wired, disl-up, or VPN network conneckion,

:] Troubleshoot problems
Diagnose and repar network problems, or get troubleshooting infarmation,

See also
Iribernst Options
Windows Firewal

CHANGE ADAPTER SETTINGS

7. Right-click on Local Area Connection, and then select Properties.

ebwork Conne

Wv |7~ Control Panel ~ Network and Internet ~ Network Connetions - - &

Organize *  Disable this network device  Diagnose this connection  Rename this connection  »»

_E Lo a Connection
-, Networl

& IntelR) P

8 Bridge Connections

Create Shortcut
['elete
¢ Rename

¢ ¥y Properties

LOCAL AREA CONNECTION

8. Next, click the Configure button.
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'8 Localarea Conmection propertics——ENY
MHetwarking |
Connect wsing

Q IntelR) PROA000 T Metwark Connection

o> [ ]

Thiz connection uses the follovang items;

Cherd for Microsoft Mebwok.s
W 8 QoS Packet Scheduler
¥ 38 Fie: and Printer Shating for Microsaft Metworks

W i |nkemet Protocol Yersion B [TCPAPYE)

[ i |nbemet Protocol Yersion 4 [TCPAPw4)

[ s Link-Layer Topology Discovery Mapper 10 Dirver
[ s Link-Layer Topology Discovery Responder

Ingtall... I IInirstall Frooerties
— Descnphon
Aillows your computer o access resources on a Microsoft
network.
OF, Cancel

LOCAL AREA CONNECTION PROPERTIES

9. Click on the Advanced tab, then under Property: select Locally Administered Address.

Intel{R) PRO,/1000 MT Network Connection Properkties
General | Advanced [ Diiver I Dnldsl querl'-'lmgnmmtl

The following propetties e available for this network adaptes. Chick

the property you want to change on the left, and then select i3 value
on the night.

Froperty: Wl

Adaptive Inter-Frame Spacing - |H;.: % Tx Enabled :]
Flawe Control —

Intemupt Moderation

Intemupt kModeration Rate

P4 Checkzum Offload

Jumbo Packet

Lafga Send Offls
[1E

ad (IPv4)

ALl o oalczCe O
Pricoty & WLAN

Receive Buffers

TCP Checlsum Offload [IPw4]
Trarsnit Buffers |

0K I Cancel

INTELL(R) PRO/1000 NETWORK CONNECTION PROPERTIES
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10. Select the Value indicator, then type the MAC Address (without dashes): 005056000011 and

then click OK.

Intel(R) PRO/1000 MT Network Connection Properties

General Advanced IDli'mr I Ddﬂlsl querh'lmagerrmtl

The following properties are available for this network, adaptes. Click
the property you want to change on the keft, and then select itz value

on the night.
Froperty: Wl

Adaptive |nter-Frame Spacing 1™ | 005056000011
Flawe Control

Intemupt Moderation
Intemupt Moderation Rate
[Pvd Checkzum Offload
Jumba Packet

Larga Send Dfload (IPv4)
Link Speead & Duplex

Locally &dministered Addiess

Mumber of Cogesce Bulfers
Priotity & VLA

Receive Buffers

TCP Checksum Ofload [IPw4]
Tranzmit Buffers

= o

INTELL(R) PRO/1000 NETWORK CONNECTION PROPERTIES

11. Click the X in the upper-right corner to close Network Connections.

F¥ Network Connections

=10| x

mvﬁi ~ Control Panel ~ Network and Internet = Network Connections ~

v &3 | search Network Connections

Organize v  Disable this network device  Diagnose this connection  Rename this connection  View status of this connection  Change settings of this connection

CLOSING NETWORK CONNECTIONS

=-0e

12. Let’s take a moment to verify the MAC address for the client machine. Click on the Start button,
then click on the Command Prompt shortcut.
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‘ Wireshark 3

Iﬁ'

p Administr abor
»
& Inkermet Explores
Documents
] MNotepad
Computer
Frint Managament
o
’ Nebwork
-"l Compuber Managemenk
o Control Panel

| |
" Local Security Policy
= | Devices and Printers

Admiristr stive Tools ¥
Help and Support

Run...

k All Programs

| Search programs and fikes P2 Logoff |

COMMAND PROMPT

13. In the Command Prompt window, type the command ipconfig /all and press Enter.

5. Administrator: Command Prompt

Microzoft Windows [Version 6.1.7688]1
Copyright <c) 208? Microsoft Corporation. All rights reserved.

C:slzersvAdministratorlipocont ig sall

COMMAND PROMPT

14. Scroll up until you see the header Ethernet adapter Local Area Connection. Below this header,
locate the line Physical Address. You will notice that the destination MAC address matches the
Physical Address of this machine. In order for this machine to process a frame, the destination MAC
address must match the Physical Address or the frame will be ignored. Note that your MAC address
may vary based on your hardware.
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C:\Windows\System3231pconftig fall

Windows IP Configuration

Host Name . . . . « « « « « + « » : W2KBRZ2Internal2
Primary Dns Suffix L owoem op

Node Type . . + o+ s« « = « 3 HybrRid

IP Routing Enab"led e om ow @ eama »NO

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . ! netplus.com

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : netplus.com

Description . . . . . . . . . . . : Intel(R) PRO/1000 MT Network Connection
Physical Address. . . . . . . . . : 00-50-56-00-00-11

DHCP Enabred. . . . . . . . NO

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : TeB0::cl24:4f54:a6cf:3513%11(Preferred)
IPv4 Address. . . . e e e e . . 0 192.168.12.11(Preferred)

Ssubnet Mask . . . . . . . . . . . & 255,255.255.0

Default Gateway . . . . . . . . . : 192.168.12.1

DHCPvG IAID . . e s s & s s « 1 234901590

DHCPv6 Client DUID e « « « s « « » 00-01-00-01-18-D2-A7-38-00-50-56-9C-27-3D

DNS Servers . . ©oimd e ow = o w B 19216801210
NetBIOS over Tcp1p v o ow o« s w4 :ENAbTad

PHYSICAL ADDRESS

15. Type exit and press Enter to close the Command Prompt.

C:\Windows\System32texit

CLOSING THE COMMAND PROMPT

16. The Source address in this example is the MAC address of the default gateway for this network. The
reason for this is because the data link layer information must be recreated by every router that
receives the frame. Since routers make their decision on where to move packets based upon IP
addresses, the data link layer information must be removed by the router so it can see the network
layer information. Routers simply create new data link layer information based upon the type of
network they will be sending the frame onto.

1 B

Frame 204: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0
Ethernet II, Src: Vmware_00:00:02 (00:50:56:00:00:02), Dst: vmware_00:00:11 (00:50:56:00:00:11)
+ Destination: vmware 00:00:11 (00:50:86:00:00:117
Flsource: vmware_00:00:02 (00:50:56:00:00:02))

Type: IP (UxOs00)
Internet Protocol version 4, sSrc: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.168.12.11)
Transmission Control Protocol, Src Port: http (B0), Dst Port: 49157 (49157), Seq: 185958, Ack: 524, Len: B1
[128 Reassembled TCP Segmants (185173 bytes): #13(1460), #14(1460), #16(1460), #17(1460), #19(1460), #2001460)
Hypertext Transfer Protocol
pPortable Network Graphics

1]

HHERBHE

d

SOURCE ADDRESS
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17. Notice the line Type. This line describes the network layer protocol that is being encapsulated by
this frame. In this example, the network layer protocol being used is IP. It is represented in the
frame in its hexadecimal format 0x0800.

# Frame 204: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits) on interface 0

Fl Ethernet II, Src: vmware_00:00:02 (00:50:56:00:00:02), Dst: vmware_00:00:11 (00:50:56:00:00:11)
# bestination: vimware_00:00:11 (00:50:56:00:00:11)
& 2. :

ype:
= IfCEre Yersion 4, Src: 131.107.0,200 (131.107.0.200), pst: 192,168,12.11 (192.168.12.11)

® Transmission Control Protocol, Src Port: http (80), Dst Port: 49157 (49157), Seq: 185958, ack: 524, Len: Bl

@ [128 reassembled TCP segments (185173 bytes): #13¢1460), #14(1460), #16(1460), #17(1460), #19(1460), #20(1460), #22¢1460)
[+ Hypertext Transfer Protocol

® Portable network Graphics

il |

TYPE

18. Take a moment to view the frame information within other captured frames. Notice that each of
them has the same basic structure. Can you find any frames that carry a different protocol type? An
example is frame 219, which carries the ARP protocol at layer 3 instead of IP.

M.  [Tj Source Destination Pratocol  |Length  [Info

213 2.64281300131.107.0.200

1B a gaagronn 0 0 0. 0
00:00:11

221 7.05316900 vmware_00:00:10
- -

# Frame 219: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
# Ethernet II, Src: Vmware_00:00:11 (00:50:56:00:00:11), Dst: vmware_00:00:10 (00:50:56:00:00:10)
[+ Address resclution Protocol (reguest)

FRAME 219

CONCLUSION:

The data link layer of the OSI model is responsible for physical addressing. Ethernet switches and hosts
use MAC addresses to move frames between nodes on the same network.

DISCUSSION QUESTIONS:

How long is a MAC address in bits?
How long is a MAC address in bytes?
What is the first half of a MAC address known as?

il

What command can be used on a Windows machine to view the MAC address?
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Reviewing the Physical Layer

The physical layer of the OSI model incorporates all of the tangible network components such as cables,
connectors, and repeaters. The electronic signals on the media are also included in this layer. The
electronic signals make the 1's and Q’s that physically represent the data on the media. The PDU
associated with the physical layer of the OSI model is simply bits.

Bit Protocol Data Unit

1. Continuing from the previous task, select packet number 204 in the top capture window by clicking
on it (if necessary). In the very bottom window, you will notice many numbers and letters. This is the
actual data represented in hexadecimal format. It is represented in this fashion simply because it is
more “user-friendly” than having to read the data in its true binary fashion. One thing you may have
noticed is that as you were clicking on the different sections of the packet, different pieces of the
data were being highlighted. Wireshark is actually showing you where the data is located in the
physical frame.

204 2.494743000 131.107.0.200 192.168.12.11 HTTP 135 HTTP/1.1 200 OK (PNG)

Internet Prl:rl:caccl'l VEFS'IDFI 4 Src 131 10? ik ZOD (131 10? 0. 200:] Dst 1'92 168 12 11 (192 1e
Transmission Control Pr‘n:utn:ucn:u'l src Port: http (80), DSt Port: 49157 (49157), Seq: 185958, f
[128 rReassembled TCP Segments (185173 bytes): #13(1460), #14(1460), #16(1460), #17(14607), 4
Hypertext Transfer Protocol

Portable Network Graphics

FEHEREE

Frame (135 bytes) | Reassembled TCF (195173 bytes) |

PHYSICAL FRAME

2. Locate the line Destination under the Ethernet Il heading and click on it. Wireshark highlights the
Destination MAC address of the frame within the hexadecimal data. Notice how the numbers
actually match.
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204 2.494743000 131.107.0.200 192.168.12.11 HTTP 135 HTTP/1.1 200 OK {PNG) :
Frame 204: 135 bytes on wire (1080 bits), 135 bytes captured (1080 bits)

= Ethernet II, Src: vmware_00:00:0 2027, Dst: vmware_00:00:
B Destination: vmware_00:00:11 TEETTT???TT:TEUTIIT
E source: VWmware_00:00:02 (Q0:feoo o e,
Type: IP (0x0800)

® Internet Protocol version 4, src: 131.107.0.200 (131.107.0.2007), Dst: 192
® Transmission Control Protocol, src Port: http (80D, Dst Port: 49157 (4915
# [128 reassembled TCP Segments (185173 bytes): #13(1460), #14(1460), #16(1
= Hypertext Transfer Frotocaol

1 |

SDRETERC TR EE) 00 50 56 00 00 02 08 00 435 00 W.P V.....E.
T US 9L 80 OUU /f 06 a7 07 83 6b 00 c8 c0O a8 ERTET. TR R AR

0010

0020 Oc Ob 00 50 cO 05 fh 62 f6 a8 af B4 2¢ ¢c7 5018 ...P...b ....,.P.
0030 00 ff 0c 62 00 00 d0 1b <cc 98 99 76 55 d2 76 8¢ v e w e MU
0040 d5 de 1la 66 ea 40 T4 0c 00 00 60 a9 %9e e9 40 74 IS oY - PO - 1
0050 4de 73 3d 76 4¢ b3 6f 2¢ 00 00 cO 58 <7 d3 9a ff NE=wl.Oy oooMaoa.
0060 76 e0 B0 04 00 00 00 61 58 ff 3c 16 34 <7 61 5h Veianas a x.<.4.a
0070 01 00 1c af 83 43 16 a4 ac bl 71 00 00 00 00 40 ..., Cow wailfuansl
0080 45 4e 44 ae 42 g0 BZ EMD.E .

Frame (135 bytes) | Reassembled TCP (155173 bytes) |

DESTINATION MAC ADDRESS

3. Locate the line Source under the Ethernet Il heading and click on it. Wireshark highlights the
Source MAC address of the frame within the hexadecimal data.

204 2.494743000 131.107.0.200 192.168.12.11 HTTP 135 HTTP/1.1 200 OK (PNG) Alglﬂ
Frame 204: 135 bytes on wire (1080 bits), 135 bytes captured (1080 h'lts) on interface 0 a
= Ethernet II, Src: vimware_00:00:02 (00:50:56:00:00:02), Dst: vmware_00:00:11 €00:50:56:00: |
® Destination: Vmware 00 00 11 00 50:56:00:00:11)
B Source: Vmware_00:00:028 (00:50:56: 6:00:00:02)
Type: IP (DxDEODj
Internet Protocol version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.

Transmission Control Protocol, Src Port: http (B0), Dst Port: 49157 (491570, Seq: 185958,
# [128 reassembled TCP Segments (185173 bytes): #13¢1460), #14(1460), #16(1460), #17(1460)
+ Hypertext Transfer Protocol ~

3 i et i 2

08 00 45 00 .Pv...lq.,E,
00 c8 cO aB SR R S

fb 62 f6 2¢c 7 50 18 R - . N
0030 00 ff 0c 62 00 00 dO 1b <c 98 99 76 5§55 d2 76 B¢ Y e L TR T
0040 dS5 de 1a 66 ea 40 f4 0c 00 00 60 a9 9e &9 40 74 PP Y - P - 18
0050 4e 73 3d 76 4¢c b3 6f 2¢ 00 00 cO 58 <7 d3 9a fF MS=WL Oy wusMauun
Q060 Y6 e0 80 04 00 00 00 61 58 ff 3c 16 34 <7 61 5h Viennae a x.<.4.a[
0070 01 00 1c af B3 43 16 a4 ac bl 71 00 00 Q0 Q0 4% ..... Cov valfuunal
0080 45 4e 44 ae 42 60 82 EMD.B .

Frame (135 bytes) | Reassembled TCP (185173 bytes) |

SOURCE MAC ADDRESS

4. Locate the line Source under the Internet Protocol Version 4 heading and click on it. Wireshark
highlights the Source IP address of the packet within the hexadecimal data. Notice that these
numbers do not match exactly. This is because the IP address you are used to seeing is represented
in decimal format; the raw data is represented in hexadecimal format. Each octet has been
converted separately. In this example, 131.107.0.200 is represented as 83 6b 00 c8.
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204 2.494743000 131.107.0.200 192.168.12.11 HTTP 135 HTTP/1.1 200 OK (PNG) - Iﬂlﬂ

[source GeoIP: Unknown]
[Destination GeoIP: Unknown]

E Transmission Control Protocol, src Port: http (80), Dst Port: 49157 (49157), Seq: 155958,
[128 reassembled TCP sSegments (185173 bytes): #13(1460), #14(1460), #16(1460), #17(1460),
Hypertext Transfer Protocal

# Portable Network Graphics =
Kl | 2
0000 00 50 56 00 00 11 00 30 56 00 43 00 L FV... P Veeuus E.

0010 00 79 03 91 40 00 7f 06 a7 07 c0 a8  .y..6.. ..H3W..

0020 0c Ob 00 50 <0 05 fh 62 f6 a8 S018 . PeuuB eyl P

0030 00 ff 0c 62 00 00 d0 1b <c 98 99 76 55 d2 76 8¢ ...h.... ...vU.v.

0040 d5 de 1la 66 ea 40 4 Oc 00 00 &0 a9 9e e9 40 74 L T

0050 4e 73 3d 76 4¢ b3 6f 2¢ 00 00 <0 58 ¢7 d3 9a ff  Ns=vL.0, ...X....

0060 76 e0 80 04 00 00 00 61 58 ff 3¢ 16 34 ¢7 61 5b  wv...... a xX.<.4.a[

0070 01 00 1c af 83 43 16 a4 ac bl 71 00 00 00 00 49 ..... (= SR -

0080 45 42 44 ae 42 60 B! EMD.B .

Frame (135 bytes) | Reassembled TCP (185173 bytes) |

SOURCE IP ADDRESS

5. Locate the line Destination under the Internet Protocol Version 4 heading. Wireshark highlights the
Destination IP address of the packet within the hexadecimal data. In this example, 192.168.12.11 is
represented as c0 a8 0Oc 0b.

204 2.494743000 131.107.0,200 192.168.12.11 HTTP 135 HTTP/1.1 200 OK (PNG) - II:II5|

# Header checksum: 0xar707 [correct] =
source: 131.

[source GeoIP= "
[Destination GeoIP: unknown]
® Transmission Control Protocol, Src Port: http (80), Dst Port: 49157 (49157), Seq: 185955,
[128 Reassembled TCP Segments (185173 bytes): #13(1460), #14(1460), #16(1460), #17(1460),
# Hypertext Transfer Protocol

# Portable network Graphics =
< | l
0000 00 50 56 00 Q0 11 00 50 50 00 00 Q2 08 Q0 PV P Ve E.

0010 03 91 40 00 7f 06 a7 07 83 6b 00 ca@ T N - |

0020 00 S0 ¢0 05 fh 62 f6 a8 af 84 2¢ c7 Povsb ciiay P

0030 0c 62 00 00 d0 1b ¢c 98 99 76 55 d2 76 8 ...bh.... ...vU.v.

0040 dS de la 66 ea 40 f4 Oc 00 00 60 a9 %9e &9 40 74 ...f.@.. .. ...6t

0050 4e 73 3d 76 4¢ b3 6f 2¢ 00 00 €0 58 ¢7 d3 9a ff Ns=vL.0, ...X....

0060 76 e0 BO 04 00 00 00 61 58 ff 3c 16 34 c7 61 5h  wv...... a x.<.4.a[

0070 01 00 1c af 83 43 16 a4 ac bl 71 00 00 00 00 49 ..... Civ aufeuaald

0080 45 4e 44 ae 42 60 82 EMND.B".

Frame (135 bytes) | Reassembled TCP (185173 bytes) |

DESTINATION IP ADDRESS

6. Take a moment to view some of the other information in its raw format. Keep in mind that some of
the values may already be in their hexadecimal format while others may not.
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204 2.494743000 131.107.0.200 192.168.12.11 HTTP 135 HTTP/1.1 200 OK (PNG) j - |D|5|

Frame 204: 135 bytes on wire (1080 bits), 135 bytes captured (10BO bits) on interface 0
Ethernet II, Src: Vmware_00:00:02 (00:50:56:00:00:02), Dst: vmware_00:00:11 (00:50:56:00:0¢
Internet Protocol Version 4, Src: 131.107.0.200 (131.107.0.200), Dst: 192.168.12.11 (192.1¢
Transmission Control Protocol, src Port: http (80), Dst Port: 49157 (49157), Seq: 185958,
[128 rReassembled TCP Segments (185173 bytes): #13(14600, #14(1460), #16(1460), #17(14600, #
Hypertext Transfer Protocol

Portable Wetwork Graphics

L+

HEEHEFEGEBM

0010
0020
Q030
0040
Q050
Q060
Q070
Q080

Frame {135 bytes) IRBassemtuled TCP (185173 bytes) I

OTHER INFORMATION - RAW FORMAT

7. Close the Lab 01 file by clicking the X in the top right hand pane of Wireshark.

/[ Lab_01.pcapng [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)] .= 17‘

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

lecdn s cpxe acvanga[EEaQan @08 % @
IFiIter:l jExpression... Clear Apply Save

CLOSE FILE

7. Double-click on the flags file on the desktop to open the Wireshark.
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v
Recycle Bin testav .zip

m ﬂ__ =
ClamWin Wireshark
Antivirus

td

cmd - Shortcut

7. In the filter pane, type dns and frame contains sampleflag

flags.pcap [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
ee 48 BER2RRE| A« @@'ﬁguaﬁlaa@mm@%l@
Filter: |dns and frame contains sampleflag j Expression... Clear Apply Save
No.

11 9.43356192.168.12.1(192.168.12.1IDNS 130 standard query response 0x0002 PTR sampleflag.999813.myflags.com

FILTER

Notice the flag of 999818. Click on the Challenge icon and type the flag number into the answer box.
This is just to show you how to capture Challenge Flags you will see throughout this lab.

Challenge Sample #
7. In the filter pane, type dns and frame contains flag2
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[ flags.pcap [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
eo dmd DR AacvaTi(EE Al DD %=
Filter: | dns and frame contains flag2 j Expression... Clear Apply Save

No. [Time
16 12.4616192.168.12.1(192.168.12.11DNS

FILTER

PTR flag2.: l.myflags.com

125 standard query response Ox0002

Challenge #
7. In the filter pane, type dns and frame contains flag3

_ flags.pcap [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
emdapsilEnxE|acsaTe(2Eacad@anmx| @

Filter: |dns and frame contains flag3 j Expression... Clear Apply Save
No, [Time Source Destination Protocol |Length |[Info
response 0x0002 PTR flag3.: L.myflags.com
FILTER
Challenge #
7. In the filter pane, type udp and tftp.block. Right click on the first frame and select follow
UDP Stream

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
®d | EBX2|AcesnTLI/EE QAQARN DB %
Filter: |udp and tftp block j Expression... Clear Apply Save

41 25.2902192.168.12.1:192.168. 5 -ket, Block: 1 (
42 25.2904192.168.12.11192.168. Mark Packet (toggle) bdgement, Block:

Ignore Packet (toggle)
& Set Time Reference (toggle)
@ Time Shift...
i Packet Comment...

Manually Resolve Address

Apply as Filter v

Prepare a Filter v

Conversation Filter v
o Frame 41: 60 bytes on wire (480 Colorize Conversation v | (480 bits)
# Ethernet II, Src: Vmware_9b:26: co7p , pt: Vmware_ba:8h:
aInternet Protocol Version 4, Sr Follow TCP Stream 12.12), Dst: 19

= User Datagram Protocol, Src Por oo UDP Sb t: 53206 (53206)
aTrivial File Transfer Protocol __ow ca
FILTER

Challenge #
7. In the filter pane, type ftp.
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£ flags.pcap [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

codamy | B acesariEEacaan EEDms | d
Filter: | ftp j Expression... Clear Apply Save

No.

Destination

.0935192. 81 Response: 220 Microsoft FTP Service

5548.978C192.168.12.1(192.168.12.11FTP 64 Request: USER ftp
56 43.9784192.168.12.11192.168.12.1(FTP 126 Response: 331 Anonymous access allowed, send identity (e-mail name) as password.
58 50.4367192.168.12.1¢192.168.12.11FTP 61 Request: PASS
59 50.4379192.168.12.11192.168.12.1(FTP 75 Response: 230 User Togged in.
63 52.8996192.168.12.1¢192.168.12.11FTP 60 Request: QUIT
64 52.8997192.168.12.11192.168.12.1CFTP 104 Response: 221 Have a nice day. By the way, flag5 is
FILTER
Challenge #

7. In the filter pane, type http and frame contains flag6. Right click on the first frame
and select follow TCP Stream. Scroll down until you see the flag.

L flags.pcap [Wireshark 1.10.1 (SVN Rev 50926 from /trunk-1.10)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
dlppx@gacs*oTFL|EE QD #Em%| B
Filter: |http and frame contains flagé j Expression... Clear Apply Save

=i " = NN
Mark Packet (toggle)
Ignore Packet (toggle)
© Set Time Reference (toggle)
© Time shift...
i7" Packet Comment...

FE

Manually Resolve Address

Apply as Filter 4
Prepare a Filter ’
: : Conversation Filter .
@ Frame 86: 340 bytes on wire (2720 bits), 340 bytes ¢ Colorize Conversation ,
= Ethernet II, Src: vVmware_ba:8b:8c (00:0c:29:ba:8b: 8¢ SCTP , 00:0c:29:96:«
= Internet Protocol version 4, Src: 192.168.12.11 (19: .0.200 (131.:
= Transmission Control Protocol, Src Port: avocent-prc CFollow TCP Stream (80), seq: :
FILTER
Challenge #

Note: Press the STOP button to complete the lab.
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Windows Server
192.168.12.11

LAB COMPLETE

CONCLUSION:

The physical layer of the OSI model incorporates all of the tangible network components. This includes the
electronic signals on the media that are used to represent the 1's and 0’s that, in turn, make up the data
you requested.

DISCUSSION QUESTIONS:

1. What is the PDU associated with the physical layer of the OSI model?
2. True or false—a bad cable is considered a physical layer issue.

3. True or false—a misconfigured IP address is considered a physical layer issue.
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