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Preface

Web applications, and more recently, web services are now a part of our daily life—
from government procedures to social media to banking applications; they are even on
mobile applications that send and receive information through the use of web services.
Companies and people in general use web applications excessively daily. This fact
alone makes web applications an attractive target for information thieves and other
criminals. Hence, protecting these applications and their infrastructure from attacks is of
prime importance for developers and owners.

In recent months, there has been news, the world over, of massive data breaches, abuse
of the functionalities of applications for generating misinformation, or collection of
user's information, which is then sold to advertising companies. People are starting to
be more concerned of how their information is used and protected by the companies the
trust with it. So, companies need to take proactive actions to prevent such leaks or
attacks from happening. This 1s done in many fronts, from stricter quality controls during
the development process to PR and managing the media presence when an incident is
detected.

Because development cycles are shorter and much more dynamic with current
methodologies, increasing the complexity in the multitude of technologies 1s required to
create a modern web application. Also, some inherited bad practices developers are not
able to fully test their web application from a security perspective, given that their
priority is to deliver a working product on time. This complexity in web applications
and in the development process itself creates the need for a professional specialized in
security testing, who gets involved in the process and takes responsibility of putting the
application to test from a security perspective, more specifically, from an attacker's
point of view. This professional is a penetration tester.

In this book, we go from the basic concepts of web applications and penetration testing,
to cover every phase in the methodology; from gaining information to identifying
possible weak spots to exploiting vulnerabilities. A key task of a penetration tester is
this: once they find and verify a vulnerability, they need to advise the developers on
how to fix such flaws and prevent them from recurring. Therefore, all the chapters in
this book that are dedicated to identification and exploitation of vulnerabilities also
include a section briefly covering how to prevent and mitigate each of such attacks.
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Who this book is for

We made this book keeping several kinds of readers in mind. First, computer science
students, developers, and systems administrators who want to go one step further in
their knowledge regarding information security or those who want to pursue a career in
this field; these will find some basic concepts and easy to follow instructions, which
will allow them to perform their first penetration test in their own testing laboratory,
and also get the basis and tools to continue practicing and learning.

Application developers and systems administrators will also learn how attackers
behave in the real world, what aspects should be taken into account to build more
secure applications and systems, and how to detect malicious behavior.

Finally, seasoned security professionals will find some intermediate and advanced
exploitation techniques and ideas on how to combine two or more vulnerabilities in
order to perform a more sophisticated attack.
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What this book covers

Chapter 1, Introduction to Penetration Testing and Web Applications, covers the basic
concepts of penetration testing, Kali Linux, and web applications. It starts with the
definition of penetration testing itself and other key concepts, followed by the
considerations to have before engaging in a professional penetration test such as
defining scope and rules of engagement. Then we dig into Kali Linux and see how web
applications work, focusing on the aspects that are more relevant to a penetration tester.

Chapter 2, Setting Up Your Lab with Kali Linux, is a technical review of the testing
environment that will be used through the rest of the chapters. We start by explaining
what Kali Linux is and the tools it includes for the purpose of testing security of web
applications; next we look at the vulnerable web applications that will be used in future
chapters to demonstrate the vulnerabilities and attacks.

Chapter 3, Reconnaissance and Profiling the Web Server, shows the techniques and tools
used by penetration testers and attackers to gain information about the technologies used
to develop, host and support the target application and identify the first weak spots that
may be further exploited, because, following the standard methodology for penetration
testing, the first step is to gather as much information as possible about the targets.

Chapter 4, Authentication and Session Management Flaws, as the name suggests, is
dedicated to detection, exploitation, and mitigation of vulnerabilities related to the
identification of users and segregation of duties within the application, starting with the
explanation of different authentication and session management mechanisms, followed
by how these mechanisms can have design or implementation flaws and how those
flaws can be taken advantage of by a malicious actor or a penetration tester.

Chapter 5, Detecting and Exploiting Injection-Based Flaws, explains detection,
exploitation, and mitigation of the most common injection flaws, because one of the top
concerns of developers in terms of security is having their applications vulnerable to
any kind of injection attack, be it SQL injection, command injection, or any other attack,
these can pose a major risk on a web application.

Chapter 6, Finding and Exploiting Cross-Site Scripting (XSS) Vulnerabilities, goes from
explaining what is a Cross-Site Scripting vulnerability, to how and why it poses a
security risk, to how to identify when a web application is vulnerable, and how an
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attacker can take advantage of it to grab sensitive information from the user or make
them perform actions unknowingly.

Chapter 7, Cross-Site Request Forgery, Identification and Exploitation, explains what is
and how a Cross-Site Request Forgery attack works. Then we discuss the key factor to
detecting the flaws that enable it, followed by techniques for exploitation, and finish
with prevention and mitigation advice.

Chapter 8, Attacking Flaws in Cryptographic Implementations, starts with an introduction
on cryptography concepts that are useful from the perspective of penetration testers,
such as how SSL/TLS works in general, a review of concepts and algorithms of
encryption, and encoding and hashing; then we describe the tools used to identify weak
SSL/TLS implementations, together with the exploitation of well-known vulnerabilities.
Next, we cover the detection and exploitation of flaws in custom cryptographic
algorithms and implementations. We finish the chapter with an advice on how to prevent
vulnerabilities when using encrypted communications or when storing sensitive
information.

Chapter 9, AJAX, HTMLS5, and Client Side Attacks, covers the client side of penetration
testing web applications, starting from the crawling process of an AJAX application
and explaining the developer tools included in modern web browsers. We'll also look at
the innovations brought by HTMLS5 and the new challenges and opportunities it brings to
attackers and penetration testers. Next, a section describing the use of developer tools to
bypass security controls implemented client-side follows this and the chapter ends with
prevention and mitigation advice for AJAX, HTMLS and client-side vulnerabilities.

Chapter 10, Other Common Security Flaws in Web Applications, talks about insecure
direct object references, file inclusion, HTTP parameter pollution, and information
disclosure vulnerabilities and their exploitation. We end with an advice on how to
prevent and remediate these flaws.

Chapter 11, Using Automated Scanners on Web Applications, explains the factors to take
into account when using automated scanners and fuzzers on web applications. We also
explain how these scanners work and what fuzzing is, followed by usage examples of
the scanning and fuzzing tools included in Kali Linux. We conclude with the actions a
penetration tester should take after performing an automated scan on a web application
in order to deliver valuable results to the application's developer.
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To get the most out of this book

To successfully take advantage of this book, the reader is recommended to have a basic
understanding of the following topics:

Linux OS installation

Unix/Linux command-line usage
The HTML language

PHP web application programming
Python programming

The only hardware necessary is a personal computer, with an operation system capable
of running VirtualBox or other virtualization software. As for specifications, the
recommended setup is as follows:

Intel 15, 17, or a similar CPU
500 GB on hard drive

8 GB on RAM

An internet connection
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Download the example code files

You can download the example code files for this book from your account at www.packtpub
.com. If you purchased this book elsewhere, you can visit www.packtpub.com/support and
register to have the files emailed directly to you.

You can download the code files by following these steps:

1. Login or register at www.packtpub.com.

2. Select the SUPPORT tab.

3. Click on Code Downloads & Errata.

4. Enter the name of the book in the Search box and follow the onscreen instructions.

Once the file is downloaded, make sure that you unzip or extract the folder using the
latest version of:

e WinRAR/7-Zip for Windows
o Zipeg/iZip/UnRarX for Mac
e 7-Zip/PeaZip for Linux

The code bundle for the book is also hosted on GitHub at https:/github.com/PacktPublishing/Web-
Penetration-Testing-with-Kali-Linux-Third-Edition. In case there's an update to the code, it will be
updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available
at https://github.com/PacktPublishing/. Check them out!
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Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in
this book. You can download it here: http//www.packtpub.com/sites/default/files/downloads/WebPenetrat
ionTestingwithKaliLinuxThirdEdition Colorlmages.pdf.
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Conventions used

There are a number of text conventions used throughout this book.

coderntext: INdicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "Many organizations might have applications that will be listening on a port
that 1s not part of the nmap-services file."

A block of code is set as follows:

<?php
if (lempty($ GET['k'])) {
$file = fopen('keys.txt', 'a');
fwrite ($file, $ GET['k']);
fclose ($file);
}
>

When we wish to draw your attention to a particular part of a code block, the relevant
lines or items are set in bold:

<?php
if (lempty (S GET['k'1)) {
S$file = fopen('keys.txt', 'a');
fwrite ($file, $ GET['k']);
fclose ($file);
}

?>

Any command-line input or output is written as follows:

|python -m SimpleHttpServer 8000

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an
example: "If you go to the Logs tab inside Current Browser, you will see that the hook
registers everything the user does in the browser, from clicks and keystrokes to changes
of windows or tabs."

0 Warnings or important notes appear like this.

Vo Tips and tricks appear like this.
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Get in touch

Feedback from our readers is always welcome.

General feedback: Email feeavackepacktpun.com and mention the book title in the subject
of your message. If you have questions about any aspect of this book, please email us at

questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content,
mistakes do happen. If you have found a mistake in this book, we would be grateful if
you would report this to us. Please visit www.packtpub.com/submit-errata, selecting your book,
clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet,
we would be grateful if you would provide us with the location address or website
name. Please contact us at copyrightepacktpub.com With a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise
in and you are interested in either writing or contributing to a book, please visit authors.pa
cktpub.com.
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Reviews

Please leave a review. Once you have read and used this book, why not leave a review
on the site that you purchased it from? Potential readers can then see and use your
unbiased opinion to make purchase decisions, we at Packt can understand what you
think about our products, and our authors can see your feedback on their book. Thank
you!
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Introduction to Penetration Testing and
Web Applications

A web application uses the HTTP protocol for client-server communication and
requires a web browser as the client interface. It is probably the most ubiquitous type of
application in modern companies, from Human Resources' organizational climate
surveys to IT technical services for a company's website. Even thick and mobile
applications and many Internet of Things (IoT) devices make use of web components
through web services and the web interfaces that are embedded into them.

Not long ago, it was thought that security was necessary only at the organization's
perimeter and only at network level, so companies spent considerable amount of money
on physical and network security. With that, however, came a somewhat false sense of
security because of their reliance on web technologies both inside and outside of the
organization. In recent years and months, we have seen news of spectacular data leaks
and breaches of millions of records including information such as credit card numbers,
health histories, home addresses, and the Social Security Numbers (SSNs) of people
from all over the world. Many of these attacks were started by exploiting a web
vulnerability or design failure.

Modern organizations acknowledge that they depend on web applications and web
technologies, and that they are as prone to attack as their network and operating systems
—if not more so. This has resulted in an increase in the number of companies who
provide protection or defense services against web attacks, as well as the appearance
or growth of technologies such as Web Application Firewall (WAF), Runtime
Application Self-Protection (RASP), web vulnerability scanners, and source code
scanners. Also, there has been an increase in the number of organizations that find it
valuable to test the security of their applications before releasing them to end users,
providing an opportunity for talented hackers and security professionals to use their
skills to find flaws and provide advice on how to fix them, thereby helping companies,
hospitals, schools, and governments to have more secure applications and increasingly
improved software development practices.
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Proactive security testing

Penetration testing and ethical hacking are proactive ways of testing web
applications by performing attacks that are similar to a real attack that could occur on
any given day. They are executed in a controlled way with the objective of finding as
many security flaws as possible and to provide feedback on how to mitigate the risks
posed by such flaws.

It is very beneficial for companies to perform security testing on applications before
releasing them to end users. In fact, there are security-conscious corporations that have
nearly completely integrated penetration testing, vulnerability assessments, and source
code reviews in their software development cycle. Thus, when they release a new
application, it has already been through various stages of testing and remediation.
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Different testing methodologies

People are often confused by the following terms, using them interchangeably without
understanding that, although some aspects of these terms overlap, there are also subtle
differences that require your attention:

Ethical hacking
Penetration testing
Vulnerability assessment
Security audits
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Ethical hacking

Very few people realize that hacking is a misunderstood term; it means different things
to different people, and more often than not a hacker 1s thought of as a person sitting in a
dark enclosure with no social life and malicious intent. Thus, the word ethical is
prefixed here to the term, hacking. The term, ethical hacker is used to refer to
professionals who work to identify loopholes and vulnerabilities in systems, report it to
the vendor or owner of the system, and, at times, help them fix the system. The tools and
techniques used by an ethical hacker are similar to the ones used by a cracker or a black
hat hacker, but the aim is different as it is used in a more professional way. Ethical
hackers are also known as security researchers.
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Penetration testing

Penetration testing 1s a term that we will use very often in this book, and it is a subset of
ethical hacking. It is a more professional term used to describe what an ethical hacker
does. If you are planning a career in ethical hacking or security testing, then you would
often see job postings with the title, Penetration Tester. Although penetration testing is a
subset of ethical hacking, it differs in many ways. It's a more streamlined way of
identifying vulnerabilities in systems and finding out if the vulnerability is exploitable
or not. Penetration testing is governed by a contract between the tester and owner of the
systems to be tested. You need to define the scope of the test in order to identify the
systems to be tested. Rules of Engagement need to be defined, which determines the way
in which the testing is to be done.
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Vulnerability assessment

At times, organizations might want only to identify the vulnerabilities that exist in their
systems without actually exploiting them and gaining access. Vulnerability assessments
are broader than penetration tests. The end result of vulnerability assessment is a
report prioritizing the vulnerabilities found, with the most severe ones listed at the top
and the ones posing a lesser risk appearing lower in the report. This report is very
helpful for clients who know that they have security issues and who need to identify and
prioritize the most critical ones.
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Security audits

Auditing is a systematic procedure that is used to measure the state of a system against a
predetermined set of standards. These standards can be industry best practices or an in-
house checklist. The primary objective of an audit is to measure and report on
conformance. If you are auditing a web server, some of the initial things to look out for
are the open ports on the server, harmful HTTP methods, such as rzace, enabled on the
server, the encryption standard used, and the key length.
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Considerations when performing
penetration testing

When planning to execute a penetration testing project, be it for a client as a
professional penetration tester or as part of a company's internal security team, there are
aspects that always need to be considered before starting the engagement.
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Rules of Engagement

Rules of Engagement (RoE) is a document that deals with the manner in which the
penetration test 1s to be conducted. Some of the directives that should be clearly spelled
out in RoE before you start the penetration test are as follows:

The type and scope of testing
Client contact details

Client IT team notifications
Sensitive data handling
Status meeting and reports
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The type and scope of testing

The type of testing can be black box, white box, or an intermediate gray box, depending
on how the engagement is performed and the amount of information shared with the
testing team.

There are things that can and cannot be done in each type of testing. With black box
testing, the testing team works from the view of an attacker who is external to the
organization, as the penetration tester starts from scratch and tries to identify the
network map, the defense mechanisms implemented, the internet-facing websites and
services, and so on. Even though this approach may be more realistic in simulating an
external attacker, you need to consider that such information may be easily gathered
from public sources or that the attacker may be a disgruntled employee or ex-employee
who already possess it. Thus, it may be a waste of time and money to take a black box
approach if, for example, the target is an internal application meant to be used by
employees only.

White box testing is where the testing team is provided with all of the available
information about the targets, sometimes even including the source code of the
applications, so that little or no time is spent on reconnaissance and scanning. A gray
box test then would be when partial information, such as URLs of applications, user-
level documentation, and/or user accounts are provided to the testing team.

Gray box testing is especially useful when testing web applications, as the main
objective is to find vulnerabilities within the application itself, not in the hosting server
or network. Penetration testers can work with user accounts to adopt the point of view
of 'a malicious user or an attacker that gained access through social engineering.

When deciding on the scope of testing, the client along with the testing
team need to evaluate what information is valuable and necessary to be
protected, and based on that, determine which applications/networks need
to be tested and with what degree of access to the information.
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Client contact details

We can agree that even when we take all of the necessary precautions when conducting
tests, at times the testing can go wrong because it involves making computers do nasty
stuff. Having the right contact information on the client-side really helps. A

penetration test is often seen turning into a Denial-of-Service (DoS) attack. The
technical team on the client side should be available 24/7 in case a computer goes down
and a hard reset is needed to bring it back online.

Penetration testing web applications has the advantage that it can be done
in an environment that has been specially built for that purpose, allowing

8 the testers to reduce the risk of negatively affecting the client's productive
assets.
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Client IT team notifications

Penetration tests are also used as a means to check the readiness of the support staff in
responding to incidents and intrusion attempts. You should discuss this with the client
whether 1t 1s an announced or unannounced test. If it's an announced test, make sure that
you inform the client of the time and date, as well as the source IP addresses from where
the testing (attack) will be done, in order to avoid any real intrusion attempts being
missed by their IT security team. If it's an unannounced test, discuss with the client what
will happen if the test is blocked by an automated system or network administrator.
Does the test end there, or do you continue testing? It all depends on the aim of the test,
whether it's conducted to test the security of the infrastructure or to check the response
of the network security and incident handling team. Even if you are conducting an
unannounced test, make sure that someone in the escalation matrix knows about the time
and date of the test. Web application penetration tests are usually announced.
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Sensitive data handling

During test preparation and execution, the testing team will be provided with and may
also find sensitive information about the company, the system, and/or its users. Sensitive
data handling needs special attention in the RoE and proper storage and communication
measures should be taken (for example, full disk encryption on the testers' computers,
encrypting reports if they are sent by email, and so on). If your client is covered under
the various regulatory laws such as the Health Insurance Portability and
Accountability Act (HIPAA), the Gramm-Leach-Bliley Act (GLBA), or the European
data privacy laws, only authorized personnel should be able to view personal user data.
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Status meeting and reports

Communication is key for a successful penetration test. Regular meetings should be
scheduled between the testing team and the client organization and routine status reports
issued by the testing team. The testing team should present how far they have reached
and what vulnerabilities have been found up to that point. The client organization should
also confirm whether their detection systems have triggered any alerts resulting from the
penetration attempt. If a web server is being tested and a WAF was deployed, it should
have logged and blocked attack attempts. As a best practice, the testing team should also
document the time when the test was conducted. This will help the security team in
correlating the logs with the penetration tests.

servers, and they are capable of detecting and blocking the most common

9 WAFs work by analyzing the HTTP/HTTPS traffic between clients and
attacks on web applications.
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The limitations of penetration testing

Although penetration tests are recommended and should be conducted on a regular
basis, there are certain limitations to penetration testing. The quality of the test and its
results will directly depend on the skills of the testing team. Penetration tests cannot find
all of the vulnerabilities due to the limitation of scope, limitation of access of
penetration testers to the testing environment, and limitations of tools used by the tester.
The following are some of the limitations of a penetration test:

e Limitation of skills: As mentioned earlier, the success and quality of the test will
directly depend on the skills and experience of the penetration testing team.
Penetration tests can be classified into three broad categories: network, system,
and web application penetration testing. You will not get correct results if you
make a person skilled in network penetration testing work on a project that
involves testing a web application. With the huge number of technologies deployed
on the internet today, it is hard to find a person skillful in all three. A tester may
have in-depth knowledge of Apache web servers, but might be encountering an IIS
server for the first time. Past experience also plays a significant role in the success
of the test; mapping a low-risk vulnerability to a system that has a high level of
threat s a skill that is only acquired through experience.

e Limitation of time: Penetration testing is often a short-term project that has to be
completed in a predefined time period. The testing team is required to produce
results and i1dentify vulnerabilities within that period. Attackers, on the other hand,
have much more time to work on their attacks and can plan them carefully.
Penetration testers also have to produce a report at the end of the test, describing
the methodology, vulnerabilities identified, and an executive summary. Screenshots
have to be taken at regular intervals, which are then added to the report. Clearly, an
attacker will not be writing any reports and can therefore dedicate more time to the
actual attack.

e Limitation of custom exploits: In some highly secure environments, normal
penetration testing frameworks and tools are of little use and the team is required
to think outside of the box, such as by creating a custom exploit and manually
writing scripts to reach the target. Creating exploits 1s extremely time consuming,
and it affects the overall budget and time for the test. In any case, writing custom
exploits should be part of the portfolio of any self-respecting penetration tester.

¢ Avoiding DoS attack: Hacking and penetration testing is the art of making a
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computer or application do things that it was not designed to do. Thus, at times, a
test may lead to a DoS attack rather than gaining access to the system. Many testers
do not run such tests in order to avoid inadvertently causing downtime on the
system. Since systems are not tested for DoS attacks, they are more prone to attacks
by script kiddies, who are just out there looking for such internet-accessible
systems in order to seek fame by taking them offline. Script kiddies are unskilled
individuals who exploit easy-to-find and well-known weaknesses in computer
systems in order to gain notoriety without understanding, or caring about, the
potential harmful consequences. Educating the client about the pros and cons of a
DoS test should be done, as this will help them to make the right decision.

e Limitation of access: Networks are divided into different segments, and the
testing team will often have access and rights to test only those segments that have
servers and are accessible from the internet in order to simulate a real-world
attack. However, such a test will not detect configuration issues and vulnerabilities
on the internal network where the clients are located.

o Limitations of tools used: Sometimes, the penetration testing team is only allowed
to use a client-approved list of tools and exploitation frameworks. No one tool is
complete irrespective of it being a free version or a commercial one. The testing
team needs to be knowledgeable about these tools, and they will have to find
alternatives when features are missing from them.

In order to overcome these limitations, large organizations have a dedicated penetration
testing team that researches new vulnerabilities and performs tests regularly. Other
organizations perform regular configuration reviews in addition to penetration tests.
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The need for testing web applications

With the huge number of internet-facing websites and the increase in the number of
organizations doing business online, web applications and web servers make an
attractive target for attackers. Web applications are everywhere across public and
private networks, so attackers don't need to worry about a lack of targets. Only a web
browser 1s required to interact with a web application. Some of the defects in web
applications, such as logic flaws, can be exploited even by a layman. For example, due
to bad implementation of logic, if a company has an e-commerce website that allows the
user to add items to their cart after the checkout process and a malicious user finds this
out through trial and error, they would then be able to exploit this easily without needing
any special tools.

Vulnerabilities in web applications also provide a means for spreading malware and
viruses, and these can spread across the globe in a matter of minutes. Cybercriminals
realize considerable financial gains by exploiting web applications and installing
malware that will then be passed on to the application's users.

Firewalls at the edge are more permissive to inbound HTTP traffic flowing towards the
web server, so the attacker does not require any special ports to be open. The HTTP
protocol, which was designed many years ago, does not provide any built-in security
features; it's a cleartext protocol, and it requires the additional layering of using the
HTTPS protocol in order to secure communication. It also does not provide individual
session identification, and it leaves it to the developer to design it in. Many developers
are hired directly out of college, and they have only theoretical knowledge of
programming languages and no prior experience with the security aspects of web
application programming. Even when the vulnerability is reported to the developers,
they take a long time to fix it as they are busier with the feature creation and
enhancement portion of the web application.

Secure coding starts with the architecture and designing phase of web
applications, so it needs to be integrated early into the development cycle.
Integrating security later will prove to be difficult, and it requires a lot of
rework. Identifying risks and threats early in the development phase using
threat modeling really helps in minimizing vulnerabilities in the
production-ready code of the web application.
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Investing resources in writing secure code is an effective method for minimizing web
application vulnerabilities. However, writing secure code is easy to say but difficult to
implement.
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Reasons to guard against attacks on web
applications

Some of the most compelling reasons to guard against attacks on web applications are
as follows:

e Protecting customer data

e Compliance with law and regulation

e Loss of reputation

e Revenue loss

e Protection against business disruption.

If the web application interacts with and stores credit card information, then it needs to
be in compliance with the rules and regulations laid out by Payment Card Industry
(PCI). PCI has specific guidelines, such as reviewing all code for vulnerabilities in the
web application or installing a WAF in order to mitigate the risk.

When the web application is not tested for vulnerabilities and an attacker gains access
to customer data, it can severely affect the brand of the company if a customer files a
lawsuit against the company for not adequately protecting their data. It may also lead to
revenue losses, since many customers will move to competitors who might assure better
security.

Attacks on web applications may also result in severe disruption of service if it's a DoS
attack, if the server is taken offline to clean up the exposed data, or for a forensics
investigation. This might be reflected negatively in the financial statements.

These reasons should be enough to convince the senior management of your organization
to invest resources in terms of money, manpower, and skills in order to improve the
security of your web applications.
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Kali Linux

In this book, we will use the tools provided by Kali Linux to accomplish our testing.
Kali Linux is a Debian-based GNU/Linux distribution. Kali Linux is used by security
professionals to perform offensive security tasks, and it is maintained by a company
known as Offensive Security. The predecessor of Kali Linux is BackTrack, which was
one of the primary tools used by penetration testers for more than six years until 2013,
when it was replaced by Kali Linux. In August 2015, the second version of Kali Linux
was released with the code name Kali Sana, and in January 2016, it switched to a
rolling release.

This means that the software 1s continuously updated without the need to change the
operating system version. Kali Linux comes with a large set of popular hacking tools,
which are ready to use with all of the prerequisites installed. We will take a deep dive
into the tools and use them to test web applications that are vulnerable to major flaws
which are found in real-world web applications.
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A web application overview for
penetration testers

Web applications involve much more than just HTML code and web servers. If you are
not a programmer who is actively involved in the development of web applications,
then chances are that you are unfamiliar with the inner workings of the HTTP protocol,
the different ways web applications interact with the database, and what exactly
happens when a user clicks a link or enters the URL of a website into their web
browser.

As a penetration tester, understanding how the information flows from the client to the
server and database and then back to the client is very important. This section will
include information that will help an individual who has no prior knowledge of web
application penetration testing to make use of the tools provided in Kali Linux to
conduct an end-to-end web penetration test. You will get a broad overview of the
following;

e HTTP protocol

Headers in HTTP

Session tracking using cookies
HTML

Architecture of web applications
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HTTP protocol

The underlying protocol that carries web application traffic between the web server and
the client is known as the Hypertext Transport Protocol (HTTP). HTTP/1.1, the most
common implementation of the protocol, is defined in RFCs 7230-7237, which replaced
the older version defined in RFC 2616. The latest version, known as HTTP/2, was
published in May 20135, and it is defined in RFC 7540. The first release, HTTP/1.0, is
now considered obsolete and is not recommended.

As the internet evolved, new features were added to the subsequent releases of the
HTTP protocol. In HTTP/1.1, features such as persistent connections, orrrons method,
and several other improvements in the way HTTP supports caching were added.

RFC is a detailed technical document describing internet standards and
protocols created by the Internet Engineering Task Force (IETF). The
final version of the RFC document becomes a standard that can be
followed when implementing the protocol in your applications.

HTTP is a client-server protocol, wherein the client (web browser) makes a request to
the server and in return the server responds to the request. The response by the server is
mostly in the form of HTML-formatted pages. By default, HTTP protocol uses port so,
but the web server and the client can be configured to use a different port.

HTTP is a cleartext protocol, which means that all of the information between the client
and server travels unencrypted, and it can be seen and understood by any intermediary
in the communication chain. To tackle this deficiency in HTTP's design, a new
implementation was released that establishes an encrypted communication channel with
the Secure Sockets Layer (SSL) protocol and then sends HTTP packets through it.
This was called HTTPS or HTTP over SSL. In recent years, SSL has been increasingly
replaced by a newer protocol called Transport Layer Security (TLS), currently in
version 1.2.
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Knowing an HTTP request and response

An HTTP request is the message a client sends to the server in order to get some
information or execute some action. It has two parts separated by a blank line: the
header and body. The header contains all of the information related to the request itself,
response expected, cookies, and other relevant control information, and the body
contains the data exchanged. An HTTP response has the same structure, changing the
content and use of the information contained within it.
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The request header

Here is an HTTP request captured using a web application proxy when browsing to

www.bing.com.

GET / HTTP/1.1
Host: www.bing.com
Cache-Control: max-age=0
Upgrade-Insscure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux xB6 54) AppleWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/60.0.2112.113 Chrome/60.0.3112.113 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,1mage/webp,1mage/apng,*/*;q=0.8

Accept-Language: es-ES,es;q=0.8,en;q=0.6

Cookle: SRCHD=AF=NOFORM; SRCHUID:u:z&GUID:30674151ABEF404AB6lSBlBOGEQFFC79&dmnchg:l; SRCHUSR=DOB=20170910;
_EDGE_S=F=1&5ID=278218376F3962692F0512CEGEBFG3EC; _EDGE V=1; MUID=27E4EFSEFES463C01439ESE67FAL26225; MUIDB=27EJ4EFSEFB9463C01439ES67FAL1Z6225;
SRCHHPGUSR=CW=13567&CH=626A40PR=1&T C=6008WT S=53540613243; _SS:SID:278218376F3962692F0512CE6EBF63EC&bIm2086443&HV:1505016460

Connection: close

The first line in this header indicates the method of the request: czr, the resource
requested: / (that is, the root directory) and the protocol version: srre 1.1. There are

several other fields that can be in an HTTP header. We will discuss the most relevant
fields:

e Host: This specifies the host and port number of the resource being requested. A
web server may contain more than one site, or it may contain technologies such as
shared hosting or load balancing. This parameter is used to distinguish between
different sites/applications served by the same infrastructure.

e User-Agent: This field is used by the server to identify the type of client (that is,
web browser) which will receive the information. It is useful for developers in
that the response can be adapted according to the user's configuration, as not all
features in the HTTP protocol and in web development languages will be
compatible with all browsers.

e Cookie: Cookies are temporary values exchanged between the client and server
and used, among other reasons, to keep session information.

e Content-Type: This indicates to the server the media type contained within the
request's body.

e Authorization: HTTP allows for per-request client authentication through this
parameter. There are multiple modes of authenticating, with the most common

belng Basic, Digest, NTLM, and searer.
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The response header

Upon receiving a request and processing its contents, the server may respond with a
message such as the one shown here:

HTTP/1.1 200 OK

Cache-Control: private, max-age=0
Content-Length: 109264

Content-Type: text/html; charset=utf-8
Vary: Accept-Encoding

P3P: CP="MNOM UNI COM MWAV STA LOC CURa DEVa PSAa PSDa OUR IND"

Set-Cookle: SRCHD=AF=NOFORM; domain=.bing.com; explres=Tue, 10-Sep-2019 04:07:23 GMT; path=/

Set-Cookle: SRCHUID=V=2&GUID=30674151A8BF404A8615B1B06ESFFC798dmnchg=1; domain=.bing.com; explres=Tue, 10-Sep-2019 04:07:23 GMT; path=/
Set-Cogkle: SRCHUSR=DOB=20170910; domain=.bing.com; explres=Tue, 10-Sep-2019 04:07:23 GMT; path=/

Set-Cookle: _SS=SID=278218376F3962692F0512CEAEBFE3EC; domain=.bing.com; path=/

X-MSEdge-Ref: Ref A: FOFSFFDOAFE145BSSF3ESSEO3003E30D Ref B: SYDEDGEQ412 Ref C: 2017-09-10T04:07:23Z

Set-Cockie: _EDGE S=F=1&SID=278218376F3962602F0512CEEEBFE3EC; path=/; httponly; domain=bing.com

Set-Cockie: _EDGE W=1; path=/; httponly; expires=Fri, 05-Oct-2018 04:07:23 GMT; domain=bing.com

Set-Cookle: MUID=27E4EFSEFBO453CO1439E567FAL2E6225; path=/; expires=Fri, 05-0ct-2018 04:07:23 GMT; domain=bing.com

Set-Cookle: MUIDB=27EAEFSEFBS463C01430ES67FAL26225; path=/; httponly; expires=Fri, 05-Oct-2018 04:07:23 GMT

Date: Sun, 10 Sep 2017 04:07:23 GMT
Connection: close

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

m

“hitp://www.w3. org/ TR/ xhtml1/0TD/ xhtmll-transitional.dtd"><html lang="es"

The first line of the response header contains the status code (200), which is a three-digit
code. This helps the browser understand the status of operation. The following are the
details of a few important fields:

e Status code: There is no field named status code, but the value is passed in the
header. The 2xx series of status codes are used to communicate a successful
operation back to the web browser. The sxx series is used to indicate redirection
when a server wants the client to connect to another URL when a web page is
moved. The «xx series is used to indicate an error in the client request and that the
user will have to modify the request before resending. The sxx series indicates an
error on the server side, as the server was unable to complete the operation. In the
preceding header, the status code is 200, which means that the operation was
successful. A full list of HTTP status codes can be found at https/developer.mozilla.org/en-
US/docs/Web/HTTP/Status.

e Set-Cookie: This field, if defined, will establish a cookie value in the client that
can be used by the server to identify the client and store temporary data.

e Cache-Control: This indicates whether or not the contents of the response
(images, script code, or HTML) should be stored in the browser's cache to reduce
page loading times and how this should be done.

e Server: This field indicates the server type and version. As this information may
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be of interest for potential attackers, it is good practice to configure servers to omit
1ts responses, as is the case in the header shown in the preceding screenshot.

o Content-Length: This field will contain a value indicating the number of bytes in
the body of the response. It is used so that the other party can know when the
current request/response has finished.

The exhaustive list of all of the header fields and their usage can be found at the
following URL: http://www.w3.org/Protocols/rfc2616/rfc2616-sec 14.html.
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HTTP methods

When a client sends a request to the server, it should also inform the server what action
is to be performed on the desired resource. For example, if a user only wants to view
the contents of a web page, it will invoke the cer method, which informs the servers to
send the contents of the web page to the client web browser.

Several methods are described in this section. They are of interest to a penetration
tester, as they indicate what type of data exchange is happening between the two
endpoints.
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The GET method

The cer method is used to retrieve whatever information is identified by the URL or
generated by a process identified by it. A cer request can take parameters from the
client, which are then passed to the web application via the URL itself by appending a
question mark - followed by the parameters' names and values. As shown in the
following header, when you send a search query for weo penetration testing in the Bing
search engine, it is sent via the URL:

GET /search?g=web+penetrationttesting&gs=n&form=QBLH&sp=- 1&pg=web+penetration+testingfsc=5- 23&sk=8cv1d=B22FEDEEEES0472ESSAE2FESSE282C96 HTTR/1.1
Host: www.bing.com

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/S.0 (X11; Linux x85_64) Applewebkit/537.36 (KHTML, like Gecke] Ubuntu Chromium/80.0.32112.113 Chrome/60.0.3112.113 Safari/537.36
Accept: text/html,application/xhtml+xml, application/xml;q=0.9,1image/webp,image/apng, */*;q=0.8

Referer: http://www.bing.com/

Accept-Language: es-ES,es;g=0.8,en;g=0.6

Cookie: SRCHD=AF=MNOFORM; SRCHUID=V=2&GUID=30674151A8BF404A8615B1B0OGEOFFC7O6dmnchg=1; SRCHUSR=D0B=20170010; _EDGE V=1;
MUIDB=27E4EFSEFBSA63C01439E567FA126225; 1 pv 6=h1t=1505103061237; MUID=27E4EFSEFB9463C01430E567FA126225;

_S55=5I1D=278218376F35962652F051 2CEGEBFS3ECE&bT m=0864438HV=1505025822; SRCHHPGUSR=CW=1367&CH=56268DPR=1&UT C=6006WT S=63640622620;

_EDGE_S=mkt=en- au&F=1&SI0=278218376F3962692F051 2CESEBFE3EC

Connection: close
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The POST method

The rosr method 1s similar to the czr method. It 1s used to retrieve data from the server,
but it passes the content via the body of the request. Since the data is now passed in the
body of the request, it becomes more difficult for an attacker to detect and attack the
underlying operation. As shown in the following rosr request, the username (104in) and
password (pwa) are not sent in the URL but rather in the body, which is separated from
the header by a blank line:

POST /shepherd/login HTTP/1.1

Host: 192.168.56.101

Content-Length: 34

Cache-Control: max-age=0

Origin: http://192.168.56.101

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (X11; Linux x86_64) ApplewWebKit/537.36 (KHTML, like Gecko) Ubuntu Chromium/&60.0.3112.113 Chrome/60.0.3112.113 Safari/537.36
Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,1image /webp,image/apng,*/*;q=0.8

Referer: http://192.168.56.101/shepherd/login. sp

Accept-Language: es-ES,es;q=0.8,en;q=0.6

Cookie: PHPSESSID=pk6bniclkSojockdigeo)feoll; Server=b3dhc3Bid2E=;
_rallsgoat_session=Bah7B0k1D3NLc3Npb25T aWQGOgZFRk k1 ITRLMGLWMT EINZY yMmESMmY 1Y Th LMGQAMZ2Z1 ZGY 00T Bk B s AVEK 1 EFS] c3ImX3Rva2VuB] sARkk 1 MXdk TEZMdk vpSXJ Lwk LTdGZ
XNkS5ZXV) c38ndmMrSEVWak s rald qNXNOVVUSB] s ARG%3D%30- - lasfc3db3390bf 4fb25doscasaddsanoce651 548; JSESSIONID=7FCC736108721C1330756B050117C3C9;
acopendivids=swingset, jotto,phpbb2, redmine; acgroupswithpersist=nada

Connection: close

Login=admin&pwd=admin&submi t=L.ogin
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The HEAD method

The seap method is identical to cer, except that the server does not include a message
body in the response; that is, the response of a uzap request is just the header of the

response to a cer request.
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The TRACE method

When a rzace method is used, the receiving server bounces back the rzace response with
the original request message in the body of the response. The rracz method 1s used to
identify any alterations to the request by intermediary devices such as proxy servers and
firewalls. Some proxy servers edit the HTTP header when the packets pass through it,
and this can be i1dentified using the rrace method. It is used for testing purposes, as it lets
you track what has been received by the other side.
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The PUT and DELETE methods

The rur and perere methods are part of WebDAV, which is an extension of the HTTP
protocol and allows for the management of documents and files on a web server. It is
used by developers to upload production-ready web pages onto the web server. eur 1S
used to upload data to the server whereas oerere 1S used to remove it. In modern day
applications, =ur and verere are also used in web services to perform specific operations
on the database. »ur is used for insertion or modification of records and verere 1s used to
delete, disable, or prevent future reading of pieces of information.
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The OPTIONS method

The orrrons method 1s used to query the server for the communication options available
to the requested URL. In the following header, we can see the response to an orrrons
request:

HITR/1.1 200 OK

Date: Sun, 10 Sep 2017 16:24:15 GMT

Server: Apache/2.2.14 (Ubuntul mod _mono/2.4.3 PHP/S.3.2- lubuntu4.30 with

Suhosin-Patch proxy html/3.0.1 mod python/3.3.1 Python/2.6.5 mod ssl/2.2.14

OpenssL/0.9.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1

Allow: GET,HEAD,POST,OPTIONS, TRACE

Vary: Accept-Encoding

Content-Length: ©
Content-Type: text/html

Understanding the layout of the HT TP packet is really important, as it
contains useful information and several of the fields can be controlled
from the user end, giving the attacker a chance to inject malicious data or
manipulate certain behavior of applications.
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Keeping sessions in HTTP

HTTP is a stateless client-server protocol, where a client makes a request and the
server responds with the data. The next request that comes is treated as an entirely new
request, unrelated to the previous one. The design of HTTP requests is such that they are
all independent of each other. When you add an item to your shopping cart while
shopping online, the application needs a mechanism to tie the items to your account.
Each application may use a different way to identify each session.

The most widely used technique to track sessions is through a session ID (identifier) set
by the server. As soon as a user authenticates with a valid username and password, a
unique random session ID is assigned to that user. On each request sent by the client, the
unique session ID is included to tie the request to the authenticated user. The ID could
be shared using the cer or rosr method. When using the cer method, the session ID would
become a part of the URL; when using the »osr method, the ID is shared in the body of
the HTTP message. The server maintains a table mapping usernames to the assigned
session ID. The biggest advantage of assigning a session ID is that even though HTTP is
stateless, the user 1s not required to authenticate every request; the browser would
present the session ID and the server would accept it.

Session ID also has a drawback: anyone who gains access to the session ID could
impersonate the user without requiring a username and password. Furthermore, the
strength of the session ID depends on the degree of randomness used to generate it,
which could help defeat brute force attacks.
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Cookies

In HTTP communication, a cookie is a single piece of information with name, value,
and some behavior parameters stored by the server in the client's filesystem or web
browser's memory. Cookies are the de facto standard mechanism through which the
session ID is passed back and forth between the client and the web server. When using
cookies, the server assigns the client a unique ID by setting the set-cooxie field in the
HTTP response header. When the client receives the header, it will store the value of
the cookie; that is, the session ID within a local file or the browser's memory, and it
will associate it with the website URL that sent it. When a user revisits the original
website, the browser will send the cookie value across, identifying the user.

Besides session tracking, cookies can also be used to store preferences information for
the end client, such as language and other configuration options that will persist among
sessions.
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Cookie flow between server and client

Cookies are always set and controlled by the server. The web browser is only
responsible for sending them across to the server with every request. In the following
diagram, you can see that a cer request is made to the server, and the web application on
the server chooses to set some cookies to identify the user and the language selected by
the user in previous requests. In subsequent requests made by the client, the cookie
becomes part of the request:

i
i

.......

‘ | GET flist.him) HTTP/1.1

F k0 EF DO Qe

1) Browser sends request

| gET k/login. cgi?user=john
‘ ookie:
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HPID; 4AE5RE2234

3) Browser sends cookie back in subsequent requests
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Persistent and nonpersistent cookies

Cookies are divided into two main categories. Persistent cookies are stored on the
client device's internal storage as text files. Since the cookie is stored on the hard drive,
it would survive a browser crash or persist through various sessions. Different
browsers will store persistent cookies differently. Internet Explorer, for example, saves
cookies in text files inside the user's folder, apppata\roaming\Microsoft\windows\cookie, While
Google Chrome uses a SQLite3 database also stored in the user's folder,
AppData\Local\Google\Chrome\User Data\Default\cookies. A COOKIi€, as mentioned previously, can
be used to pass sensitive information in the form of session ID, preferences, and
shopping data among other types. If it's stored on the hard drive, it cannot be protected
from modification by a malicious user.

To solve the security issues faced by persistent cookies, programmers came up with
another kind of cookie that is used more often today, known as a nonpersistent cookie,
which is stored in the memory of the web browser, leaves no traces on the hard drive,
and 1s passed between the web browser and server via the request and response header.
A nonpersistent cookie is only valid for a predefined time specified by the server.

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

Cookie parameters

In addition to the name and value of the cookie, there are several other parameters set
by the web server that defines the reach and availability of the cookie, as shown in the
following response header:

HTTP/1.1 200 OK

Content-Type: text/html; charset=UTF-8

Cache-Control: no-cache, no-store, max-age=0, must-revalidate

Date Tue, 25 Nov 2014 18:22:25 GMT

Set-Cookie: ID=b34erdfWs; Domain=email.com; Path=/mail; Secure, HttpOnly, Expires=Wed, 26 Nov 2014 10:18:14 GMT

The following are details of some of the parameters:

e Domain: This specifies the domain to which the cookie would be sent.

e Path: To lock down the cookie further, the »atn parameter can be specified. If the
domain specified 1S enai1.com and the path is set to /mai1, the cookie would only be
sent to the pages inside email.con/mail.

e HttpOnly: This is a parameter that is set to mitigate the risk posed by Cross-site
Scripting (XSS) attacks, as JavaScript won't be able to access the cookie.

e Secure: If this is set, the cookie must only be sent over secure communication
channels, namely SSL and TLS.

e Expires: The cookie will be stored until the time specified in this parameter.
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HTML data in HTTP response

The data in the body of the response is the information that is of use to the end user. It
usually contains HTML-formatted data, but it can also be JavaScript Object Notation
(JSON) or eXtensible Markup Language (XML) data, script code, or binary files
such as images and videos. Only plaintext information was originally stored on the web,
formatted in a way that was more appropriate for reading while being capable of
including tables, images, and links to other documents. This was called Hypertext
Markup Language (HTML), and the web browser was the tool meant to interpret it.
HTML text is formatted using tags.

0 HTML is not a programming language.
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The server-side code

Script code and HTML formatting are interpreted and presented by the web browser.
This 1s called client-side code. The processes involved in retrieving the information
requested by the client, session tracking, and most of the application's logic are
executed in the server through the server-side code, written in languages such as PHP,
ASP.NET, Java, Python, Ruby, and JSP. This code produces an output that can then be
formatted using HTML. When you see a URL ending with a .pnp extension, it indicates
that the page may contain PHP code. It then must run through the server's PHP engine,
which allows dynamic content to be generated when the web page is loaded.
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Multilayer web application

As more complex web applications are being used today, the traditional means of
deploying web applications on a single system is a story from the past. Placing all of
your eggs in one basket is not a clever way to deploy a business-critical application, as
it severely affects the performance, security, and availability of the application. The
simple design of a single server hosting the application, as well as data, works well
only for small web applications with not much traffic. The three-layer method of
designing web application is the way forward.
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Three-layer web application design

In a three-layer web application, there is physical separation between the presentation,
application, and data layer, which is described as follows:

e Presentation layer: This is the server that receives the client connections and is
the exit point through which the response is sent back to the client. It is the frontend
of the application. The presentation layer is critical to the web application, as it
is the interface between the user and the rest of the application. The data received
at the presentation layer is passed to the components in the application layer for
processing. The output received is formatted using HTML, and it is displayed on
the web client of the user. Apache and nginx are open source software programs,
and Microsoft IS is commercial software that is deployed in the presentation
layer.

e Application layer: The processor-intensive processing and the main application's
logic is taken care of in the application layer. Once the presentation layer collects
the required data from the client and passes it to the application layer, the
components working at this layer can apply business logic to the data. The output is
then returned to the presentation layer to be sent back to the client. If the client
requests data, it is extracted from the data layer, processed into a useful form for
the client, and passed to the presentation layer. Java, Python, PHP, and ASP.NET
are programming languages that work at the application layer.

e Data access layer: The actual storage and the data repository works at the data
access layer. When a client requires data or sends data for storage, it is passed
down by the application layer to the data access layer for persistent storage. The
components working at this layer are responsible for maintaining the data and
keeping its integrity and availability. They are also responsible for managing
concurrent connections from the application layer. MySQL and Microsoft SQL are
two of the most commonly used technologies that work at this layer. Structured
Query Language (SQL) relational databases are the most commonly used
nowadays in web applications, although NoSQL databases, such as MongoDB,
CouchDB, and other NoSQL databases, which store information in a form different
than the traditional row-column table format of relational databases, are also
widely used, especially in Big Data Analysis applications. SQL 1s a data definition
and query language that many database products support as a standard for
retrieving and updating data.
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The following diagram shows how the presentation, application, and data access layers
work together:

Presentation laver (Web server)

>

‘Web Clients
Application laver (PHP,ASP)

Database (MySQL, ™~
MS SQL) S~
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Web services

Web services can be viewed as web applications that don't include a presentation layer.
Service-oriented architecture allows a web service provider to integrate easily with the
consumer of that service. Web services enable different applications to share data and
functionality among themselves. They allow consumers to access data over the internet
without the application knowing the format or the location of the data.

This becomes extremely critical when you don't want to expose the data model or the
logic used to access the data, but you still want the data readily available for its
consumers. An example would be a web service exposed by a stock exchange. Online
brokers can use this web service to get real-time information about stocks and display it
on their own websites, with their own presentation style and branding for purchase by
end users. The broker's website only needs to call the service and request the data for a
company. When the service replies back with the data, the web application can parse
the information and display it.

Web services are platform independent. The stock exchange application can be written
in any language, and the service can still be called regardless of the underlying
technology used to build the application. The only thing the service provider and the
consumer need to agree on are the rules for the exchange of the data.

There are currently two different ways to develop web services:

e Simple Object Access Protocol (SOAP)
e Representational State Transfer (REST), also known as RESTful web services.
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Introducing SOAP and REST web
services

SOAP has been the traditional method for developing a web service, but it has many
drawbacks, and applications are now moving over to REST or RESTful web service.
XML is the only data exchange format available when using a SOAP web service,
whereas REST web services can work with JSON and other data formats. Although
SOAP-based web services are still recommended in some cases due to the extra
security specifications, the lightweight REST web service is the preferred method of
many web service developers due to its simplicity. SOAP is a protocol, whereas REST
is an architectural style. Amazon, Facebook, Google, and Yahoo! have already moved
over to REST web services.

Some of the features of REST web services are as follows:

e They work really well with CRUD operations

They have better performance and scalability

They can handle multiple input and output formats

The smaller learning curve for developers connecting to web services
The REST design philosophy is similar to web applications

CRUD stands for create, read, update, and delete; it describes the four
0 basic functions of persistent storage.

The major advantage that SOAP has over REST i1s that SOAP is transport independent,
whereas REST works only over HTTP. REST 1s based on HTTP, and therefore the same
vulnerabilities that affect a standard web application could be used against it.
Fortunately, the same security best practices can be applied to secure the REST web
service.

The complexity inherent in developing SOAP services where the XML data is wrapped
in a SOAP request and then sent using HTTP forced many organizations to move to
REST services. It also needed a Web Service Definition Language (WSDL) file,
which provided information related to the service. A UDDI directory had to be
maintained where the WSDL file is published.
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The basic idea of a REST service is, rather than using a complicated mechanism such as
SOAP, it directly communicates with the service provider over HTTP without the need
for any additional protocol. It uses HTTP to create, read, update, and delete data.

A request sent by the consumer of a SOAP-based web service is as follows:

<?xml version="1.0"7?>
<soap:Envelope
xmlns:soap="http://www.w3.0rg/2001/12/soap-envelope"
soap:encodingStyle="http://www.w3.0rg/2001/12/soap-encoding">
<soap:body sp="http://www.stockexchange.com/stockprice">
<sp:GetStockPrice>
<sp:Stockname>xyz</sp:Stockname>
</sp:GetStockPrice>
</soap:Body>
</soap:Envelope>

On the other hand, a request sent to a REST web service could be as simple as this:

|http://www.stockexchange.com/stockprice/Stockname/xyz

The application uses a cer request to read data from the web service, which has low
overhead and, unlike a long and complicated SOAP request, is easy for developers to
code. While REST web services can also return data using XML, it is the rarely used-
JSON that is the preferred method for returning data.
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HTTP methods in web services

REST web services may treat HTTP methods differently than in a standard web
application. This behavior depends on the developer's preferences, but it's becoming
increasingly popular to correlate rosr, cer, rur, and oerere methods to CRUD operations.
The most common approach is as follows:

Create: rost
Read: cer
Update: eur
Delete: perere

Some Application Programming Interface (API) implementations swap the »ur and
rost functionalities.
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XML and JSON

Both XML and JSON are used by web services to represent structured sets of data or
objects.

As discussed in previous sections, XML uses a syntax based on tags and properties, and
values for those tags; for example, the File menu of an application, can be represented

as follows:
<menu id="m file" value="File">
<popup>
<item value="New" onclick="CreateDocument ()" />
<item value="Open" onclick="OpenDocument ()" />
<item value="Close" onclick="CloseDocument ()" />
</popup>
</menu>

JSON, on the contrary, uses a more economic syntax resembling that of C and Java
programming languages. The same menu in JSON format will be as follows:

{"menu": {
"id": "m file",
"value": "File",
"popup": {
"item": [
{"value": "New", "onclick": "NewDocument ()"},
{"value": "Open", "onclick": "OpenDocument ()"},
{"value": "Close", "onclick": "CloseDocument ()"}
]
}
}}
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AJAX

Asynchronous JavaScript and XML (AJAX) is the combination of multiple existing
web technologies, which let the client send requests and process responses in the
background without a user's direct intervention. It also lets you relieve the server of
some part of the application's logic processing tasks. AJAX allows you to communicate
with the web server without the user explicitly making a new request in the web
browser. This results in a faster response from the server, as parts of the web page can
be updated separately and this improves the user experience. AJAX makes use of
JavaScript to connect and retrieve information from the server without reloading the
entire web page.

The following are some of the benefits of using AJAX:

e Increased speed: The goal of using AJAX is to improve the performance of the
web application. By updating individual form elements, minimum processing is
required on the server, thereby improving performance. The responsiveness on the
client side is also drastically improved.

e User friendly: In an AJAX-based application, the user is not required to reload the
entire page to refresh specific parts of the website. This makes the application
more interactive and user friendly. It can also be used to perform real-time
validation and autocompletion.

e Asynchronous calls: AJAX-based applications are designed to make
asynchronous calls to the web server, hence the name Asynchronous JavaScript
and XML. This lets the user interact with the web page while a section of it is
updated behind the scenes.

e Reduced network utilization: By not performing a full-page refresh every time,
network utilization is reduced. In a web application where large images, videos or
dynamic content such as Java applets or Adobe Flash programs are loaded, use of
AJAX can optimize network utilization.
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Building blocks of AJAX

As mentioned previously, AJAX is a mixture of the common web technologies that are
used to build a web application. The way the application is designed using these web
technologies results in an AJAX-based application. The following are the components
of AJAX:

e JavaScript: The most important component of an AJAX-based application is the
client-side JavaScript code. The JavaScript interacts with the web server in the
background and processes the information before being displayed to the user. It
uses the XMLHttpRequest (XHR) API to transfer data between the server and the
client. XHR exists in the background, and the user is unaware of its existence.

e Dynamic HTML (DHTML): Once the data is retrieved from the server and
processed by the JavaScript, the elements of the web page need to be updated to
reflect the response from the server. A perfect example would be when you enter a
username while filling out an online form. The form 1s dynamically updated to
reflect and inform the user if the username is already registered on the website.
Using DHTML and JavaScript, you can update the page contents on the fly.
DHTML was in existence long before AJAX. The major drawback of only using
DHTML is that it is heavily dependent on the client-side code to update the page.
Most of the time, you do not have everything loaded on the client side and you need
to interact with the server-side code. This is where AJAX comes into play by
creating a connection between the client-side code and the server-side code via the
XHR objects. Before AJAX, you had to use JavaScript applets.

e Document Object Model (DOM): A DOM is a framework used to organize
elements in an HTML or XML document. It is a convention for representing and
interacting with HTML objects. Logically, imagine that an HTML document is
parsed as a tree, where each element is seen as a tree node and each node of the
tree has its own attributes and events. For example, the body object of the HTML
document will have a specific set of attributes such as text, 1ink, bgcolor, and so on.
Each object also has events. This model allows an interface for JavaScript to
access and update the contents of the page dynamically using DHTML. DHTML is
a browser function, and DOM acts as an interface to achieve it.
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The AJAX workflow

The following image illustrates the interaction between the various components of an
AJAX-based application. When compared against a traditional web application, the
AJAX engine 1s the major addition. The additional layer of the AJAX engine acts as an
intermediary for all of the requests and responses made through AJAX. The AJAX

engine is the JavaScript interpreter:
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T DHTML

AJAX Engine
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The following is the workflow of a user interacting with an AJAX-based application.
The user interface and the AJAX engine are the components on the client's web

browser:

1. The user types in the URL of the web page, and the browser sends a HTTP request
to the server. The server processes the request and responds back with the HTML
content, which is displayed by the browser through the web-rendering engine. In
HTML, a web page is embedded in JavaScript code which is executed by the
JavaScript interpreter when an event is encountered.

2. When interacting with the web page, the user encounters an element that uses the
embedded JavaScript code and triggers an event. An example would be the Google
search page. As soon as the user starts entering a search query, the underlying
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AJAX engine intercepts the user's request. The AJAX engine forwards the request
to the server via an HTTP request. This request is transparent to the user, and the
user 1s not required to click explicitly on the submit button or refresh the entire
page.

3. On the server side, the application layer processes the request and returns the data
back to the AJAX engine in JSON, HTML, or XML form. The AJAX engine
forwards this data to the web-rendering engine to be displayed by the browser. The
web browser uses DHTML to update only the selected section of the web page in
order to reflect the new data.

Remember the following additional points when you encounter an AJAX-based
application:

e The XMLHttpRequest API does the magic behind the scenes. It is commonly
referred to as XHR due to its long name. A JavaScript object named xminttp 1s first
instantiated, and it is used to send and capture the response from the server.
Browser support for XHR is required for AJAX to work. All of the recent
versions of leading web browsers support this API.

e The XML part of AJAX is a bit misleading. The application can use any format
besides XML, such as JSON, plaintext, HTTP, or even images when exchanging
data between the AJAX engine and the web server. JSON is the preferred format,
as it is lightweight and can be turned into a JavaScript object, which further allows
the script to access and manipulate the data easily.

e Multiple asynchronous requests can happen concurrently without waiting for one
request to finish.

e Many developers use AJAX frameworks, which simplifies the task of designing
the application. JQuery, Dojo Toolkit, Google Web Toolkit (GWT), and
Microsoft AJAX library (.NET applications) are well-known frameworks.

An example for an AJAX request is as follows:

function loadfile()
{
//initiating the XMLHttpRequest object
var xmlhttp;
xmlhttp = new XMLHttpRequest () ;
xmlhttp.onreadystatechange=function ()
{
if (xmlHttp.readyState==4)
{
showContents (xmlhttp.ResponseText) ;
}
//GET method to get the links.txt file
xmlHttp.open ("GET", "links.txt", true);
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The function 10aafi1e () first instantiates the «mincep Object. It then uses this object to pull a
text file from the server. When the text file is returned by the server, it displays the

contents of the file. The file and its contents are loaded without user involvement, as
shown in the preceding code snippet.
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HTMLS

The fifth version of the HTML specification was first published in October 2014. This
new version specifies APIs for media playback, drag and drop, web storage, editable
content, geolocation, local SQL databases, cryptography, web sockets, and many others,
which may become interesting from the security testing perspective as they open new
paths for attacks or attempt to tackle some of the security concerns in previous HTML
Versions.
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WebSockets

HTTP is a stateless protocol as noted previously. This means that a new connection is
established for every request and closed after every response. An HTMLS5 WebSocket
1s a communication interface that allows for a permanent bidirectional connection
between client and server.

A WebSocket is opened by the client through a cer request such as the following:

GET /chat HTTP/1.1

Host: server.example.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: x3JJHMbDL1EzLkh9GBhXDw==
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 13

Origin: http://example.com

If the server understands the request and accepts the connection, its response would be
as follows:

HTTP/1.1 101 Switching Protocols

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept: HSmrcO0sM1YUKAGmmSOPpG2HaGWk=
Sec-WebSocket-Protocol: chat

The HTTP connection is then replaced by the WebSocket connection, and it becomes a
bidirectional binary protocol not necessarily compatible with HTTP.
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Summary

This chapter served as an introduction to ethical hacking and penetration testing of web
applications. We started by identifying different ways of testing web applications. We
also discussed the important rules of engagements to be defined before starting a test.
Next, we examined the importance of testing web applications in today's world, and the
risks of not doing regular testing. We then briefly presented Kali Linux as a testing
platform and finished with a quick review of the concepts and technologies in use by
modern web applications.
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Setting Up Your Lab with Kali Linux

Preparation is the key to everything; it becomes even more important when working on a
penetration testing project, where you get a limited amount of time for reconnaissance,
scanning, and exploitation. Eventually, you can gain access and present a detailed report
to the customer. Each penetration test that you conduct will be different in nature and
may require a different approach from the tests that you conducted earlier. Tools play a
major role in penetration testing. So, you need to prepare your toolkit beforehand and
have hands-on experience with all of the tools that you will need to execute the test.

In this chapter, we will cover the following topics:

e Anoverview of Kali Linux and changes from the previous version

The different ways of installing Kali Linux

Virtualization versus installation on physical hardware

A walk-through and configuration of important tools in Kali Linux
Vulnerable web applications and virtual machines to set up a testing lab
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Kali Linux

Kali Linux is a security-focused Linux distribution based on Debian. It's a rebranded
version of the famous Linux distribution known as BackTrack, which came with a huge
repository of open source hacking tools for network, wireless, and web application
penetration testing, Although Kali Linux contains most of the tools of BackTrack, the
main objective of Kali Linux was to make it portable to be installed on devices based
on ARM architectures, such as tablets and the Chromebook, which makes the tools
easily available at your disposal.

Using open source hacking tools comes with a major drawback—they contain a whole
lot of dependencies when installed on Linux, and they need to be installed in a
predefined sequence. Moreover, the authors of some tools have not released accurate
documentation, which makes our life difficult.

Kali Linux simplifies this process; it contains many tools preinstalled with all of the
dependencies, and it is in a ready-to-use condition so that you can pay more attention to
an actual attack and not on simply installing the tool. Updates for tools installed in Kali
Linux are released frequently, which helps you keep the tools up to date. A
noncommercial toolkit that has all of the major hacking tools preinstalled to test real-
world networks and applications is the dream of every ethical hacker, and the authors of
Kali Linux made every effort to make our lives easy, which lets us spend more time on
finding actual flaws rather than on building a toolkit.
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Latest improvements in Kali Linux

At Black Hat USA 2015, Kali 2.0 was released with a new 4.0 kernel. It is based on
Debian Jessie, and it was codenamed as Kali Sana. The previous major release of Kali
was version 1.0 with periodic updates released up to version 1.1. Cosmetic interface
changes for better accessibility and the addition of newer and more stable tools are a
few of the changes in Kali 2.0.

Some major improvements in Kali 2.0 are listed here:

e Continuous rolling updates: In January 2016, the update cycle of Kali Linux was
improved with the shift to a rolling release, with a major upgrade in April 2017. A
rolling release distribution is one that is constantly updated so that users can be
given the latest updates and packages when they are available. Now users won't
have to wait for a major release to get bug fixes. In Kali 2.0, packages are
regularly pulled from the Debian testing distribution as they are released. This
helps keep the core OS of Kali updated.

e Frequent tool updates: Offensive Security, the organization that maintains the Kali
Linux distribution, has devised a different method to check for updated tools. They
now use a new upstream version checking the system that sends periodic updates
when newer versions of tools are released. With this method, tools in Kali Linux
are updated as soon as the developer releases them.

e Arevamped desktop environment: Kali Linux now supports a full GNOME 3
session. GNOME 3 is one of the most widely used desktop environments, and it is
a favorite for developers. The minimum RAM required for running a full
GNOMES3 session is 768 MB. Although this is not an issue, considering the
hardware standards of computers today; if you have an older machine, you can
download the lighter version of Kali Linux that uses the Xfce desktop environment
with a smaller set of useful tools. Kali Linux also natively supports other desktop
environments such as KDE, MATE, E17, 13wm, and LXDE. Kali 2.0 comes with
new wallpapers, a customizable sidebar, an improved menu layout, and many more
visual tweaks.

e Support for various hardware platforms: Kali Linux is now available for all
major releases of Google Chromebooks and Raspberry Pi. NetHunter, the hacking
distribution designed for mobile devices, which is built upon Kali Linux, has been
updated to Kali 2.0. The official VMware and VirtualBox images have also been
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updated.

e Major tool changes: The Metasploit Community and Pro packages have been
removed from Kali 2.0. If you require these versions, you need to download it
directly from Rapid7's website (https//www.rapid7.com’). Now, only Metasploit
Framework—the open source version—comes with Kali Linux.
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Installing Kali Linux

The success of Kali Linux 1s also due to the flexibility in its installation. If you want to
test a system quickly, you can get up and running with Kali Linux in a few minutes on an
Amazon cloud platform, or you can have it installed on a high-speed SSD drive with a
fast processor if you want to crack passwords using a rainbow table. With Linux as its
base, every part of the operating system can be customized, which makes Kali Linux a
useful toolkit in any testing environment. You can get Kali Linux from its official
download page at https://www.kali.org/downloads/.

Kali Linux can be installed in numerous ways on several platforms:

The USB mode: Using tools such as Rufus, Universal USB Installer in Windows,
or qa 1n Linux, you can create a bootable USB drive from an ISO 1mage.
Preinstalled virtual machines: VirtualBox, VMware, and Hyper-V images are
available to download from the official Kali Linux site. Just download and import
any one of them to your virtualization software.

Docker containers: In recent years, Docker containers have proved to be useful
and convenient in many scenarios and have gained favor over virtualization in
some sectors. The official Kali Linux image for Docker is found at: https:/hub.docker.co
m/r/kalilinux/kali-linux-docker/.

Kali Linux minimal image on Amazon EC2: Kali Linux has an Amazon Machine
Image (AMI) available for use in the AWS marketplace at: httpsv/aws.amazon.com/marke
tplace/pp/BOIM26MMTT.

Kali NetHunter: This is an Android ROM overlay. This means that Kali
NetHunter runs on top of an Android ROM (be it original or custom). It is currently
available for a limited number of devices, and its installation may not be as
straightforward as the other Kali versions. For more information about Kali
NetHunter, refer to: httpsy/github.com/offensive-security/kali-nethunter/wiki.

Installing on a physical computer: This may be the best option for a professional
penetration tester who has a laptop dedicated to testing and who requires the full
use of hardware such as the GPU, processor, and memory. This can be done by
downloading an ISO 1image and recording it onto a CD, DVD, or USB drive, and
then using it to boot the computer and start the installer.

Based on personal preference, and with the goal of saving memory and processing
power while having a fully functional and lightweight desktop environment, throughout
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this book, we will use a setup consisting of a VirtualBox virtual machine with the Xfce4
Kali Linux ISO installed on it.
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Virtualizing Kali Linux versus installing
it on physical hardware

The popularity of virtualization software makes it an attractive option for installing your
testing machine on a virtualized platform. Virtualization software provides a rich set of
features at a low cost and removes the hassle of dual booting the machine. Another
useful feature that most virtualization software packages provide is the cloning of
virtual machines that you can use to create multiple copies of the same machine. In a
real-world penetration test, you might need to clone and duplicate your testing machine
in order to install additional hacking tools and to make configuration changes in Kali
Linux, keeping a copy of the earlier image to be used as a base image in a virtualized
environment. This can be achieved very easily.

Some virtualization software have a revert to snapshot feature, wherein, if you mess up
your testing machine, you can go back in time and restore a clean slate on which you can
do your work.

Modifying the amount of RAM, size of a virtual disk, and number of virtual processors
assigned to a virtual machine when required is another well-known feature of
virtualization software.

Along with the features that make a virtualization platform such an attractive option
comes one major drawback. If the penetration test involves testing the strength of the
password used on the network or another processor-intensive task, you will need a
high-performing processor and a GPU dedicated to that task. Cracking passwords on a
virtual platform is not a wise thing to do, as it slows down the process and you won't be
able to use the processor to its maximum capacity due to the virtualization overhead.

Another feature of a virtualization platform that confuses a lot of people is the
networking options. Bridged, Host-only, and NAT are the three major networking
options that virtualization software provide. Bridged networking is the recommended
option for performing a penetration test, as the virtual machine will act as if it is
connected to a physical switch and packets move out of the host machine unaltered.
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Installing on VirtualBox

Oracle VirtualBox, compatible with multiple platforms, can be obtained from https//www.v
irtualbox.org/wiki/Downloads. It 1s also recommended that you download and install the
corresponding extension pack, as it provides USB 2.0 and 3.0 support, RDP, disk
encryption, and several interesting features.

From the Kali downloads page, choose your preferred version. As mentioned earlier,
we will use the Xfce4 64-bits ISO (https//www.kali.org/downloads/). You can choose any other
version according to your hardware or preference, as the installed tools or the access to
them will not be different for different versions—unless you pick a Light version that
only includes the operating system and a small set of tools.
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Creating the virtual machine

Start by opening VirtualBox and creating a new virtual machine. Select a name for it
(we will use xa1i-rinux), and set Linux as the type and Debian (64-bit) as the version. If
you selected a 32-bit ISO, change the version for Debian (32-bit). Then, click on Next:

Create Virtual Machine

Name and operating system

Please choose a descriptive name for the new virtual
machine and select the type of operating system you
intend to install on it. The name you choose will be used

throughout VirtualBox to identify this machine.
Name: |Kaii—|_inux |
: =
Type: | Linux = ll?—_"w
Version: | Debian (64-bit)
L J
—
Expert Mode Next = Cancel
|, SATA Port 0: Kali-Linux.vhd (Normal, 36.00 GB)

! B Audio

In the next screen that appears, select the amount of memory reserved for the virtual
machine. Kali Linux can run with as low as 1 GB of RAM; however, the recommended
setting for a virtual machine is 2-4 GB. We will set 2 GB for our machine. Remember
that you will require memory in your host computer to run other programs and maybe
other virtual machines:

https://t.me/learningnets
Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Oracle VM VirtualBox Manager

Create Virtual Machine

Memory size i =

Select the amount of memory (RAM) in megabytes to be
allocated to the virtual machine.

7S windo
;é @ Pow

The recommended memaory size is 768 MB.

1| kali
lr!! @ Inac — . |2048 , MB
= 4 MB 8192 MB
< Back Next > Cancel
'l\ SATA Port 0: Kali-Linux.vhd {(Normal, 36.00 GB) _
—
| B Audio iE

In the next step, we will create a hard disk for our virtual machine. Select Create a
virtual hard disk now and click on Create. On the next screen, let the type remain as VDI
(VirtualBox Disk Image) and Dynamically allocated. Then, select the filename and path;
you can leave that as it is. Last, select the disk size. We will use 40 GB. A freshly
installed Kali Linux uses 25 GB. Select the disk size, and click on Create:
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Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box
below or click on the Folder icon to select a different Folder to create
the file in.

Kali-Linux ‘ ﬁ

Select the size of the virtual hard disk in megabytes. This size is the
limit on the amount of file data that a virtual machine will be able to
store on the hard disk.

40.00 GB

< Back ~ Create Cancel

AN
= -
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Installing the system

Now that the virtual machine 1s created, select it in the VirtualBox list and click on
Settings in the top bar. Then, go to Storage and select the empty drive that has the CD
icon. Next, we will configure the virtual machine to use the Kali Linux ISO that you just
downloaded as a bootable drive (or live CD). Click on the CD icon on the right-hand
side, then on Choose Virtual Optical Disk File... , and navigate to the folder where the
Kali ISO was downloaded:

Kali-Linux - Settings

.@n General Storage
@ el Storage Tree Attributes
Display @ Controller: IDE Optical Drive: | IDE Secondary Master & (&)y

Lﬁl Storage Lo @ kali-linux-xfce-2017.1-amdé4.is... Live CD/DVD

4 controller: SATA

Audio Information
@D Kali-Linux.vhd

@ —— Type: Image

Size: 2.47 GB
@ Serial Ports Location: /home/gilberto/Descargas/kal..
ﬁ USB Attached to: -
Iﬂ Shared Folders
E] User Interface

[= Q} ™
Help Cancel oK

Accept the settings changes. Now that all of the settings are complete, start the virtual
machine and you will be able to see Kali's GRUB loader. Select Graphical install and
press Enter:
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KALI

“tle quicter you becomey the more you are able to hear”

Boot menu

Live (amd64)

Live (amd64 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org-prst)
Live USB Encrypted Persistence (check kali.org-prst)
Install

Graphical install

Install with speech synthesis

Advanced options

In the next few screens, you will have to select language, location, and keymap
(keyboard distribution):
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| KALI I

Select a language

BY OFFENSIVE SECURITY

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) ez (714) (=]
Chinese (Traditional) 3z (2560)

Croatian Hrvatski

czech Cestina

Danish Dansk

Dutch MNederlands

Dzongkha - Em
English - Engiish |
Esperanto - Esperanto |
Estonian Eesti

Finnish Suomi

French Francais

Galician Galego

Georgian Jommyea

German Deutsch

Groal EX X e i [~

| Screenshot |

Go Back || continue

Following this, the installer will attempt the network configuration. There should be no
i1ssue here, as VirtualBox sets a NAT network adapter for all new virtual machines by
default. Then, you will be asked for a hostname and domain. If your network requires no
specific value, leave these values unchanged and click on Continue.

Next, you will be asked for a password for the root user. This is the user with highest
privileges in your system, so even if the virtual machine is to be used for practice and
testing purposes, choose a strong password. Select your time zone and click on

Continue.

Now you've reached the point where you need to select where to install the system and
the hard disk partitioning. If you have no specific preferences, choose the first option,
Guided partitioning. Select the option for using the entire disk and click on Continue. In
the next screen, or when you finish configuring the disk partitioning, select Finish
partitioning and write the changes to disk, and click on Continue:
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KALI

BY OFFENSIVE SECURITY

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions. or a device to initialize its partition table,

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager

Configure encrypted volumes

Configure iSCSI volumes
|= SCSI1 (0,0,0) (sda) - 38.7 GB ATA VBOX HARDDISK
= #1 primary 36.5GB F extd !

= #5 logical 2.1 GB F swap swap

Undo changes to partitions

Finish partitioning and write changes to disk

[ Screenshot | I Help | [ Go Back | Continue

Click Continue in the next screen to write the changes to the disk and the installation
will start.
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‘ KALI \

BY OFFENSIVE SECURITY

Install the system

. Installing the system...
Copying data to disk...

When the installation finishes, the installer will try to configure the update mechanisms.
Verify that your host computer is connected to the internet, leave the proxy configuration
unchanged, and select Yes when asked if you want to use a network mirror:
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BY QFFENSIVE SECURITY

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

) No

| Screenshot | | GoBack | Continue

The installer will generate configuration files for APT, the Debian package manager.

The next step is to configure the GRUB boot loader. Select Yes when asked, and install
1t 1N /dev/sda:

https://t.me/learningnets
Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

KALI

BY OFFENSIVE SECURITY

Install the GRUB boot loader on a hard disk

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this is to install GRUB on the master boot record of your first hard drive. If
you prefer, you can install GRUB elsewhere on the drive, or to another drive, or even to a floppy.

Device for boot loader installation:

Enter device manually

/dev/sda (ataVBOX HARDDISK VBfd3496f8-efeld720)

Screenshot [ Go Back l Continue

Next, you should see the Installation complete message. Click on Continue to reboot the

virtual machine. At this point, you can remove the ISO file from the storage
configuration as you won't need it again.

Once the virtual machine restarts, you will be asked for a username and password. Use
the root user and the password set during the installation:
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Important tools in Kali Linux

Once you have Kali Linux up and running, you can start playing with the tools. Since this
book is about web application hacking, all of the major tools on which we will be
spending most of our time can be accessed from Applications | Web Application
Analysis. The following screenshot shows the tools present in Web Application
Analysis:

£ Run Program...

& terminal Emulator
7 File Manager

|~ Mail Reader

Web Browser

|Z) settings .

®* 01 - Information Gathering
« 02 -Vulnerability Analysis

- Web Applicatio aly
4% 04 - Database Assessment

05 - Password Attacks = »'Web Crawlers & Directory Bruteforce : » B paros
06 - Wireless Attacks =+ Web vulnerability Scanners = - proxystrike

% 07 - Reverse Engineering » B3 burpsuite 2

# 08 - Exploitation Tools =& cormmix

' 09 - Sniffing & Spoofing = B httrack

£ 10 - Post Exploitation > 4 owasp-zap

‘w 11 - Forensics l-. paros

= 12 - Reporting Tools » B2 skipfish

& 13 - Social Engineering Tools = Bl sqlmap

Tl 14 - System Services » ¥ webscarab

Accessories v ] wpscan

| Development 2

B ~eanhica ~

In Kali Linux, the tools in Web Applications Analysis are further divided into four
categories, as listed here:

CMS & Framework Identification

Web Application Proxies

Web Crawlers and Directory Bruteforce
Web Vulnerability Scanners

https://t.me/learningnets


https://technet24.ir
https://technet24.ir

CMS & Framework Identification

Content Management Systems (CMS) are very popular on the internet and hundreds
of websites have been deployed using one of them—WordPress. Plugins and themes are
an integral part of WordPress websites. However, there have been a huge number of
security issues associated with these add-ons. WordPress websites are usually
administered by ordinary users who are unconcerned about security, and they rarely
update their WordPress software, plugins, and themes, making these sites an attractive
target.
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WPScan

WPScan is a very fast WordPress vulnerability scanner written in the Ruby
programming language and preinstalled in Kali Linux.

The following information can be extracted using WPScan:

The plugins list

The name of the theme

Weak passwords and usernames using the brute forcing technique
Details of the version

Possible vulnerabilities

Some additional CMS tools available in Kali Linux are listed in following subsections.
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JoomScan

JoomScan can detect known vulnerabilities, such as file inclusion, command execution,
and injection flaws, in Joomla CMS. It probes the application and extracts the exact
version the target is running.
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CMSmap

CMSmap is not included in Kali Linux, but is easily installable from GitHub. This is a
vulnerability scanner for the most commonly used CMSes: WordPress, Joomla, and
Drupal. It uses Exploit Database to look for vulnerabilities in the enabled plugins of
CMS. To download it, issue the following command in Kali Linux Terminal:

| git clone https://github.com/Dionach/CMSmap.git
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Web Application Proxies

An HTTP proxy is one of the most important tools in the kit of a web application hacker,
and Kali Linux includes several of these. A feature that you might miss in one proxy will
surely be in another proxy. This underscores the real advantage of Kali Linux and its
vast repository of tools.

An HTTP proxy is a software that sits between the browser and the website,
intercepting all the traffic that flows between them. The main objective of a web
application hacker is to gain deep insight into the inner workings of the application, and
this 1s best accomplished by acting as a man in the middle and intercepting every
request and response.
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Burp Proxy

Burp Suite has become the de facto standard for web application testing. Its many
features provide nearly all of the tools required by a web penetration tester. The Pro
version includes an automated scanner that can do active and passive scanning, and it
has added configuration options in Intruder (Burp's fuzzing tool). Kali Linux includes
the free version, which doesn't have scanning capabilities, nor does it offer the
possibility of saving projects; also, it has some limitations on the fuzzing tool, Intruder.
It can be accessed from Applications | Web Application Analysis | Web Application
Proxies. Burp Suite is a feature-rich tool that includes a web spider, Intruder, and a
repeater for automating customized attacks against web applications. I will go into
greater depth on several Burp Suite features in later chapters.

Burp Proxy is a nontransparent proxy, and the first step that you need to take is to bind
the proxy to a specific port and IP address and configure the web browser to use the
proxy. By default, Burp listens on the 127.0.0.1 loopback address and the soso port
number:
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‘} Burp Suite Community Edition v1.7.30 - Temporary Project
Burp Intruder Repeater Window Help

Target mebnider ] Scanner ] Intruder I Repeater | Sequencer .] Decoder 1 Comparer T Extender T Project options ] User
Iintercept | HT  =qstory IWﬁbSnckets histary Iapﬂons

(2) Proxy Listeners " e Edit proxy listener (O
lEJ Burp Proxy uses listen [ Elndlnﬂ Request handling T Certificate 1
server,

2 = | = These settings contral how Burp binds the proxy listener.
[ Add | Running |2 g P2V,

2] )
| Edit Bind to port 8080
Remove | Bind to address: @ Loopback only
() All interfaces
U Spedific address: | 10.0.2.15 .'IJ
Each installation of Bur
for use in other tools g
[ Import f export CA ¢
| Ok || Cancel |

12 Intercept Client R

Make sure that you select a port that is not used by any other application in order to
avoid any conflicts. Note the port and binding address and add these to the proxy
settings of the browser.

By default, Burp Proxy only intercepts requests from the clients. It does not intercept
responses from the server. If required, manually turn it on from the Options tab in Proxy,
further down in the Intercept Server Responses section.
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Customizing client interception

Specific rules can also be set if you want to narrow down the amount of web traffic that
you intercept. As shown in the following screenshot, you can match requests for specific
domains, HTTP methods, cookie names, and so on. Once the traffic is intercepted, you
can then edit the values, forward them to the web server, and analyze the response:

Use these settings to control which reauests are stalled for viewina and editing in the Intercept tab.

@ Intercept requests based Add request interception rule

’ Add l Enabled | 1 (?) Specify the details of the interception rule.
- @ T—
| Edt | - 1 Boolean operator: | And v|
@) {
|_ Remove | = Match type: [ Dornain name a
: 5 D in narme A

| Up Match relationship: s i

) IP address T\
| Down | Match condition: Protocel

= HTTP method

URL

|_J Automnatically fix missing Bl e

- T

] Automnatically update Cor Request

Cockie name
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Modifying requests on the fly

In the Match and Replace section, you can configure rules that will look for specific
values in the request and edit it on the fly without requiring any manual intervention.
Burp Proxy includes several of these rules. The most notable ones are used to replace
the user agent value with that of Internet Explorer, 10S, or Android devices:

Match and Replace

These settings are used to autornatically repla

Matches any user agent value and replaces it with that of Iphone

| Add | Enabled | Item | Match / | Replace h | Type | Comment
U Request header ~ User-hent.*s User-Agent: M&8la/4.0 (com... Regex Emulate IE A
| Edit | L] Request header | “User-Agent.*$ | User-Agent: Mozilla/5.0 (iPho... Regex Emulate i0S
: _ ] Request header “~User-Agent*$ User-Agent: Mozilla/5.0 (Linu... Regex Emulate Android
| Remove L_J Request header ~If-Modified-Since.*$ Regex Require non-cached response
5 . O Request header ~If-None-Match.*$ Regex Require non-cached response
| Up U Request header ~Referer.*$ Regex Hide Referer header
. Request header “~Accept-Encoding*$ Regex Require non-compressed respo...
[ Down ) O Response head... ~Set-Cockie*$ Regex Ignore cookies
J Request header “Host: foo.example.o... Host: bar.example.org Regex Rewrite Host header A4
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Burp Proxy with HTTPS websites

Burp Proxy also works with HTTPS websites. In order to decrypt the communication
and be able to analyze it, Burp Proxy intercepts the connection, presents itself as the
web server, and issues a certificate that is signed by its own SSL/TLS Certificate
Authority (CA). The proxy then presents itself to the actual HTTPS website as the user,
and it encrypts the request with the certificate provided by the web server. The
connection from the web server is then terminated at the proxy that decrypts the data and
re-encrypts it with the self-signed CA certificate, which will be displayed on the user's
web browser. The following diagram explains this process:

Self-signed certificate

Request generated by Burp proxy Request
- - ~ ‘ . -~ = ST = ‘
Browser Burp Proxy Server
w - ] | - o
Response Response

The web browser will display a warning, as the certificate is self-signed and not trusted
by the web browser. You can safely add an exception to the web browser, since you are
aware that Burp Proxy is intercepting the request and not a malicious user.
Alternatively, you can export Burp's certificate to a file by clicking on the
corresponding button in Proxy Listeners by going to Proxy | Options and then import the
certificate into the browser and make it a trusted one:
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Z.ed Attack Proxy

Zed Attack Proxy (ZAP) is a fully featured, open source web application testing suite
maintained by the Open Web Application Security Project (OWASP), a nonprofit
community dedicated to web application security. As with Burp Suite, it also has a
proxy that is capable of intercepting and modifying HTTP/HTTPS requests and
responses, although it may not be as easy to use as Burp. You will occasionally find a
small feature missing from one proxy but available in another. For example, ZAP
includes a forced browsing tool that can be used to identify directories and files in a
server.
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ProxyStrike

Also included in Kali Linux is an active proxy known as ProxyStrike. This proxy not
only intercepts the request and response, but it also actively finds vulnerabilities. It has
modules to find SQL injection and XSS flaws. Similar to other proxies that have been
discussed previously, you need to configure the browser to use ProxyStrike as the proxy.
It performs automatic crawling of the application in the background, and the results can
be exported to both HTML and XML formats.
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Web Crawlers and Directory Bruteforce

Some applications have hidden web directories that an ordinary user interacting with
the web application will not see. Web crawlers try to explore all links and references
within a web page and find hidden directories. Apart from the spidering and crawling
features of some proxies, Kali Linux includes some really useful tools for this purpose.
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DIRB

DIRB is a command-line tool that can help you discover hidden files and directories in
web servers using dictionary files (such as, lists of possible filenames). It can perform

basic authentication and use session cookies and custom user agent names for emulating
web browsers. We will use DIRB in later chapters.
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DirBuster

DirBuster is a Java application that performs a brute force attack on directories and
filenames on the web application. It can use a file containing the possible file and
directory names or generate all possible combinations. DirBuster uses a list produced
by surfing the internet and collecting the directory and files that developers use in real-
world web applications. DirBuster, which was developed by OWASP, is currently an
inactive project and is provided now as a ZAP attack tool rather than a standalone tool.
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Uniscan

Uniscan-gui is a comprehensive tool that can check for existing directories and files as
well as perform basic port scans, traceroutes, server fingerprinting, static tests, dynamic
tests, and stress tests against a target.
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Web Vulnerability Scanners

A vulnerability scanner is a tool that, when run against a target(s), is able to send
requests or packets to the target(s) and interpret the responses in order to identify
possible security vulnerabilities, such as misconfigurations, outdated versions, and lack
of security patches, and other common issues. Kali Linux also includes several
vulnerability scanners, and some of them are specialized in web applications.
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Nikto

Nikto is long-time favorite of web penetration testers. Few features have been added to
it recently, but its development continues. It is a feature-rich vulnerability scanner that
you can use to test vulnerabilities on different web servers. It claims to check outdated
versions of software and configuration issues on several of the popular web servers.

Some of the well-known features of Nikto are as follows:

e [t generates output reports in several forms such as HTML, CSV, XML, and text

e [t includes false positive reduction using multiple techniques to test for
vulnerabilities

e [t can directly login to Metasploit

e [t does Apache username enumeration

e [t finds subdomains via brute force attacks

e [t can customize maximum execution time per target before moving on to the next
target
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w3af

The Web Application Attack and Audit Framework (w3af) is a web application
vulnerability scanner. It is probably the most complete vulnerability scanner included in
Kali Linux.
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SKkipfish

Skipfish is a vulnerability scanner that begins by creating an interactive site map for the
target website, using a recursive crawl and prebuilt dictionary. Each node in the
resulting map 1s then tested for vulnerabilities. Speed of scanning is one of its major
features that distinguishes it from other web vulnerability scanners. It is well-known for
its adaptive scanning features, for more intelligent decision making from the response
received in the previous step. It provides a comprehensive coverage of the web
application in a relatively short time. The output of Skipfish is in the HTML format.
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Other tools

The following are not exactly web-focused vulnerability scanners, but they are those
useful tools included in Kali Linux, which can help you identify weaknesses in your

target applications.
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OpenVAS

The Open Vulnerability Assessment Scanner (OpenVAS) is a network vulnerability
scanner in Kali Linux. A penetration test should always include a vulnerability
assessment of the target system, and OpenVAS does a good job of identifying
vulnerabilities on the network side. OpenVAS is a fork of Nessus, one of the leading
vulnerability scanners in the market, but its feeds are completely free and licensed under
GPL. The latest version of Kali Linux doesn't include OpenVAS, but it can be easily
downloaded and installed using APT as follows:

|$ apt-get install openvas

Once installed in Kali Linux, OpenVAS requires an initial configuration before you start
using it. Go to Applications | Vulnerability Analysis, and select OpenVAS i1nitial setup.
Kali Linux needs to be connected to the internet to complete this step as the tool
downloads all of the latest feeds and other files. At the end of the setup, a password is
generated, which is to be used during the login of the GUI interface:

Terminal - root@kali: —~ IR R =]
File Edit view Terminal Tabs Help
dfn-cert-2015.xml
2,041,533 100% 08.83kB/s :00:; (xfr#27, to-chk=8/36)
dfn-cert-2015.xml.asc
181 100% 176.76kB/s :00: (xfr#28, to-chk=7/36)
dfn-cert-2016.xml
2,663,457 100% 102.42kB/s :00:25 (xfr#29, to-chk=6/36)
dfn-cert-2016.xml.asc
181 100% 0.43kB/s :00: (xfr#30, to-chk=5/36)
dfn-cert-2017.xml
2,238,807 100% 94 . 44kB/s :00:23 (xfr#31, to-chk=4/36)
dfn-cert-2017.xml.asc
181 100% D.43kB/s :00:00 (xfr#32, to-chk=3/36)
shalsums
2,002 100% .I7kB/s 0:00:00 (xfr#33, to-chk=2/36)
timestamp
13 100% .03kB/s 0:00:00 (xfr#34, to-chk=1/36)
timestamp.asc
181 100% 0.43kB/s 0:00:00 (xfr#35, to-chk=0/36)

sent 719 bytes received 41,074,002 bytes 109,678.83 bytes/sec
total size is 41,061,637 speedup is 1.00
fusr/sbin/openvasmd

User R =T IR R CEFAN I T 7/ 936368 -cchb9-4d2T-8152-5ae8dbacach ]

-:#I
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You can now open the graphical interface by pointing your browser to
nttps://127.0.0.1:9392. Accept the self-signed certificate error, and then log in with the
adamin Username and the password generated during the initial configuration.

OpenVAS 1s now ready to run a vulnerability scan against any target. You can change the
password after you log in, by navigating to Administrations | Users and selecting the edit
user option (marked with a spanner) against the username.

The GUI interface is divided into multiple menus, as described here:

e Dashboard: A customizable dashboard that presents information related to
vulnerability management, scanned hosts, recently published vulnerability
disclosures and other useful information.

e Scans: From here you can start a new network VA scan. You will also find all of
the reports and findings under this menu.

e Assets: Here you will find all of the accumulated hosts from the scans.

e SecInfo: The detailed information of all the vulnerabilities and their CVE IDs are
stored here.

e Configuration: Here you can configure various options, such as alerts, scheduling,
and reporting formats. Scanning options for host and open port discovery can also
be customized using this menu.

e Extras: Settings related to the OpenVAS GUI, such as time and language, can be
done from this menu.

e Administration: Adding and deleting users and feed synchronization can be done
through the Administration menu.

Now let's take a look at the scan results from OpenVAS. I scanned three hosts and found
some high-risk vulnerabilities in two of them. You can further click on individual scans
and view detailed information about the vulnerabilities identified:
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Database exploitation

No web penetration test is complete without testing the security of the backend
database. SQL servers are always on the target list of attackers, and they need special
attention during a penetration test to close loopholes that could be leaking information
from the database. SQLNinja is a tool written in Perl, and it can be used to attack
Microsoft SQL server vulnerabilities and gain shell access. Similarly, the sqlmap tool
is used to exploit a SQL server that is vulnerable to a SQL injection attack and
fingerprint, retrieve user and database information, enumerate users, and do much more.
SQL injection attacks will be discussed further in Chapter 5, Detecting and Exploiting
Injection-Based Flaws.
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Web application fuzzers

A fuzzer is a tool designed to inject random data into a web application. A web
application fuzzer can be used to test for buffer overflow conditions, error handling
issues, boundary checks, and parameter format checks. The result of a fuzzing test is to
reveal vulnerabilities that cannot be identified by web application vulnerability
scanners. Fuzzers follow a trial and error method and require patience while identifying
flaws.

Burp Suite and WebScarab have a built-in fuzzer. Wfuzz is a one-click fuzzer available
in Kali Linux. We will use all of these to test web applications in Chapter 10, Other
Common Security Flaws in Web Applications.
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Using Tor for penetration testing

Sometimes, web penetration testing may include bypassing certain protections, filtering
or blocking from the server side, or avoiding being detected or identified in order to test
in a manner similar to a real-world malicious hacker. The Onion Router (Tor)
provides an interesting option to emulate the steps that a black hat hacker uses to protect
their identity and location. Although an ethical hacker trying to improve the security of a
web application should not be concerned about hiding their location, using Tor gives
you the additional option of testing the edge security systems such as network firewalls,
web application firewalls, and IPS devices.

Black hat hackers employ every method to protect their location and true identity; they
do not use a permanent [P address and constantly change it in order to fool cybercrime
investigators. If targeted by a black hat hacker, you will find port scanning requests from
a different range of IP addresses, and the actual exploitation will have the source IP
address that your edge security systems are logging into for the first time. With the
necessary written approval from the client, you can use Tor to emulate an attacker by
connecting to the web application from an unknown IP address form which the system
does not normally see connections. Using Tor makes it more difficult to trace back the
intrusion attempt to the actual attacker.

Tor uses a virtual circuit of interconnected network relays to bounce encrypted data
packets. The encryption is multilayered, and the final network relay releasing the data to
the public internet cannot identify the source of the communication, as the entire packet
was encrypted and only a part of it is decrypted at each node. The destination computer
sees the final exit point of the data packet as the source of the communication, thus
protecting the real identity and location of the user. The following diagram from
Electronic Frontier Foundation (https//www.eff.org) explains this process:
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How Tor Works: 2
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Kali Linux includes Tor preinstalled. For more information on how to use Tor and

security considerations, refer to the Tor project's website at: https//www.torproject.org/.

There may be some tools and applications that don't support socks

proxies, but can be configured to use an HTTP proxy. Privoxy is a tool that
acts as an HTTP proxy and can be chained to Tor. It is also included in
Kali Linux.
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Vulnerable applications and servers to
practice on

If you don't have explicit written authorization from the owner of such assets, scanning,
testing, or exploiting vulnerabilities in servers and applications on the internet is illegal
in most countries. Therefore, you need to have a laboratory that you own and control,
where you can practice and develop your testing skills.

In this section, we will review some of the options that you have when learning about
web application penetration testing.
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OWASP Broken Web Applications

The Broken Web Applications (BWA) Project from OWASP is a collection of
vulnerable web applications, which are distributed as a virtual machine with the
purpose of providing students, security enthusiasts, and penetration testing professionals
a platform for learning and developing web application testing skills, testing automated
tools, and testing Web Application Firewalls (WAFs) and other defensive measures:

<« 5> C @ 192.168.56.101 £ B & B G w €
Q owaspbwa
OWASP Broken Web Applications Project
o —
Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web applications, which are listed below. More
information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa/tickets/?limit=999&sort=_severity-+asc.

!1! This VM has many serious security issues. We strongly recommend that you run it only
on the "host only" or "NAT" network in the virtual machine settings !!!

@ 0owASP webGoar € 0WASP WebGoat NET
€ 0wWASP ESAPI Java SwingSet Interactive € 0wWASP Mutillidze 11

& OWASP RailsGoat € 0owWASP Bricks
E3OWASP Security Shepherd @ Ghost

x-z'Maqica] Code Injection Rainbow @pwarpp

%#Damn Vulnerable Web Application

The latest version of BWA at the time of this writing is 1.2, released in August 2015.
Even though it is more than a couple of years old, it is a great resource for the
prospective penetration tester. It includes some of the most complete web applications
made vulnerable on purpose, for testing purposes, and it covers many different
platforms; consider these examples:

e WebGoat: This is a Java-based web application with an educational focus. It
contains examples and challenges for the most common web vulnerabilities.

e WebGoat.NET and RailsGoat: These are the NET and Ruby on Rails versions
of WebGoat, respectively.

e Damn Vulnerable Web Application (DVWA): This is perhaps the most popular
vulnerable-on-purpose web application available. It is based on PHP and contains
training sections for common vulnerabilities.
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OWASP BWA also includes realistic vulnerable web applications, that is, vulnerable-
on-purpose web applications that simulate real-world applications, where you can look
for vulnerabilities that are less obvious than in the applications listed previously. Some
examples are as follows:

e WackoPicko: This is an application where you can post pictures and buy photos of
other users

e The Bodgelt Store: This simulates an online store where one needs to find
vulnerabilities and complete a series of challenges

e Peruggia: This simulates a social network where you can upload pictures, receive
comments, and comment on pictures of other users

There are also versions of real-web applications with known vulnerabilities that
complement this collection, which you can test and exploit; consider these examples:

WordPress
Joomla
WebCalendar
AWStats

More information on the Broken Web Applications Project and download links can be
found on its website: https//www.owasp.org/index.php/ OWASP_Broken Web Applications_Project.

WARNING

When installing OWASP BWA, remember that it contains applications that
8 have serious security issues. Do not install vulnerable applications on

physical servers with internet access. Use a virtual machine, and set its

network adapter to NAT, NAT network, or host only.
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Hackazon

Hackazon is a project from Rapid7, the company that makes Metasploit. It was first
intended to demonstrate the effectiveness of their web vulnerability scanner and then
released as open source. This is a modern web application (that is, it uses AJAX, web
services, and other features that you'll find in today's websites and applications).
Hackazon simulates an online store, but it has several security problems built in. You
can practice online at: http:/hackazon.webscantest.com/. Alternatively, if you feel like setting up
a virtual server and installing and configuring it there, go to: https:/github.com/rapid7/hackazon.
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Web Security Dojo

The Web Security Dojo project from Maven Security is a self-contained virtual
machine that has vulnerable applications, training material, and testing tools included.
This project is very actively developed and updated. The latest version at the time of
this writing 1s 3.0, which was released in May 2017. It can be obtained from: https//www.

mavensecurity.com/resources/web-security-dojo.
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Other resources

There are so many good applications and virtual machines for learning and practicing
penetration testing that this list could go on for many pages. Here, I will list some
additional tools to the ones already mentioned:

e ZeroBank: This is a vulnerable banking application: http:/zero.webappsecurity.com/login. ht
ml.

e Acunetix's SecurityTweets: This is a Twitter-like application focused on HTMLS5
security: http:/testhtml5.vulnweb.com/#/popular.

e OWASP's vulnerable web applications directory: This is a curated list of
publicly available vulnerable web applications for security testing: https:/github.com/O
WASP/OWASP-VWAD.

e VulnHub: A repository for vulnerable virtual machines and Capture The Flag
(CTF) challenges. It contains some virtual machines with web applications: https:/w

ww.vulnhub.com.
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Summary

This chapter was all about installing, configuring, and using Kali Linux. We started by
explaining the different ways that Kali Linux can be installed and the scenarios where
you can use it. Virtualizing Kali Linux is an attractive option, and we discussed the pros
and cons for doing it. Once Kali Linux was up and running, we presented an overview
of the major hacking tools that you will be using to test web applications. Burp Suite is
a very interesting and feature-rich tool that we will be using throughout the book. We
then discussed web vulnerability scanners which are of great use in identifying flaws
and configuration issues in well-known web servers. We also talked about using Tor
and Privoxy to emulate a real-world attacker who would hide their real identity and
location. Finally, we reviewed some alternatives for building a testing lab and
vulnerable web applications to test and develop your skills.

In the next chapter, we will perform reconnaissance, scan web applications, and identify
the underlying technologies used that will act as a base for further exploitation.
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Reconnaissance and Profiling the Web
Server

Over the years, malicious attackers have found various ways to penetrate a system. They
gather information about the target, identify vulnerabilities, and then unleash an attack.
Once inside the target, they try to hide their tracks and remain hidden. The attacker may
not necessarily follow the same sequence as we do, but as a penetration tester,
following the approach suggested here will help you conduct the assessment in a
structured way; also, the data collected at each stage will aid in preparing a report that
is of value to your client. An attacker's aim is ultimately to own your system; so, they
might not follow any sequential methodology to do this. As a penetration tester, your aim
is to identify as many bugs as you can; therefore, following a logical methodology is
really useful. Moreover, you need to be creative and think outside the box.

The following are the different stages of a penetration test:

e Reconnaissance: This involves investigating publicly available information and
getting to know the target's underlying technologies and relationships between
components

e Scanning: This involves finding possible openings or vulnerabilities in the target
through manual testing or automated scanning

o Exploitation: This involves exploiting vulnerabilities, compromising the target,
and gaining access

e Maintaining access (post-exploitation): Setting up the means to escalate
privileges on the exploited assets or access in alternative ways; installing
backdoors, exploiting local vulnerabilities, creating users, and other methods

e Covering tracks: This involves removing evidence of the attack; usually,
professional penetration testing doesn't involve this last stage, as being able to
rebuild the path followed by the tester gives valuable information to defensive
teams and helps build up the security level of the targets

Reconnaissance and scanning are the initial stages of a penetration test. The success of
the penetration test depends greatly on the quality of the information gathered during
these phases. In this chapter, you will work as a penetration tester and extract
information using both passive and active reconnaissance techniques. You will then
probe the target using the different tools provided with Kali Linux to extract further
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information and to find some vulnerabilities using automated tools.
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Reconnaissance

Reconnaissance is a term used by defense forces, and it means obtaining information
about the enemy in a way that does not alert them. The same concept is applied by
attackers and penetration testers to obtain information related to the target. Information
gathering is the main goal of reconnaissance. Any information gathered at this initial
stage is considered important. The attacker working with malicious content builds on
the information learned during the reconnaissance stage and gradually moves ahead with
the exploitation. A small bit of information that appears innocuous may help you in
highlighting a severe flaw in the later stages of the test. A valuable skill for a
penetration tester is to be able to chain together vulnerabilities that may be low risk by
themselves, but that represent a high impact if assembled.

The aim of reconnaissance in a penetration test includes the following tasks:

e Identifying the IP address, domains, subdomains, and related information using
Whois records, search engines, and DNS servers.

e Accumulating information about the target website from publicly available
resources such as Google, Bing, Yahoo!, and Shodan. Internet Archive (https:/archive.
org/), a website that acts as a digital archive for all of the web pages on the internet,
can reveal some very useful information in the reconnaissance phase. The website
has been archiving cached pages since 1996. If the target website was created
recently, however, it will take some time for Internet Archive to cache it.

¢ Identifying people related to the target with the help of social networking sites,
such as LinkedIn, Facebook, Flick, Instagram, or Twitter, as well as tools such as
Maltego.

e Determining the physical location of the target using a Geo IP database, satellite
images from Google Maps, and Bing Maps.

e Manually browsing the web application and creating site maps to understand the
flow of the application and spidering using tools such as Burp Suite, HTTP Track,
and ZAP Proxy.

In web application penetration testing, reconnaissance may not be so extensive. For
example, in a gray box approach, most of the information that can be gathered at this
stage 1s provided by the client; also, the scope may be strictly limited to the target
application running in a testing environment. For the sake of completeness, in this book
we will take a generalist approach.
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Passive reconnaissance versus active
reconnaissance

Reconnaissance in the real sense should always be passive. This means that
reconnaissance should never interact directly with the target, and that it should gather all
of the information from third-party sources. In practical implementation, however, while
doing a reconnaissance of a web application, you will often interact with the target to
obtain the most recent changes. Passive reconnaissance depends on cached information,
and 1t may not include the recent changes made on the target. Although you can learn a
lot using the publicly available information related to the target, interacting with the
website in a way that does not alert the firewalls and intrusion prevention devices
should always be included in the scope of this stage.

Some penetration testers believe that passive reconnaissance should include browsing
the target URL and navigating through the publicly available content; however, others
would contend that it should not involve any network packets targeted to the actual
website.
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Information gathering

As stated earlier, the main goal of reconnaissance is to gather information while
avoiding detection and alerts on intrusion-detection mechanisms. Passive
reconnaissance is used to extract information related to the target from publicly
available resources. In a web application penetration test, to begin you will be given a
URL. You will then scope the entire website and try to connect the different pieces.
Passive reconnaissance is also known as Open Source Intelligence (OSINT)
gathering.

In a black box penetration test, where you have no previous information about the target
and have to approach it like an uninformed attacker, reconnaissance plays a major role.
The URL of a website is the only thing you have, to expand your knowledge about the
target.
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Domain registration details

Every time you register a domain, you have to provide details about your company or
business, such as the name, phone number, mailing address, and specific email
addresses for technical and billing purposes. The domain registrar will also store the IP
address of your authoritative DNS servers.

An attacker who retrieves this information can use it with malicious intent. Contact
names and numbers provided during registration can be used for social engineering
attacks such as duping users via telephone. Mailing addresses can help the attacker
perform wardriving and find unsecured wireless access points. The New York Times
was attacked in 2013 when its DNS records were altered by a malicious attacker
conducting a phishing attack against the domain reseller for the registrar that managed
the domain. Altering DNS records has a serious effect on the functioning of a website as
an attacker can use it to redirect web traffic to a different server, and rectified changes
can take up to 72 hours to reach all of the public DNS servers spread across the globe.
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Whois — extracting domain information

Whois records are used to retrieve the registration details provided by the domain
owner to the domain registrar. It is a protocol that is used to extract information about
the domain and the associated contact information. You can view the name, address,
phone number, and email address of the person/entity who registered the domain. Whois
servers are operated by Regional Internet Registrars (RIR), and they can be queried
directly over port 43. In the early days of the internet, there was only one Whois server,
but the number of existing Whois servers has increased with the expansion of the
internet. If the information for the requested domain is not present on the queried server,
the request is then forwarded to the Whois server of the domain registrar and the results
are returned to the end client. A Whois tool is built into Kali Linux, and it can be run
from Terminal. The information retrieved by the tool is only as accurate as the
information updated by the domain owner, and it can be misleading at times if the
updated details on the registrar website are incorrect. Also, domain owners can block
sensitive information related to your domain by subscribing to additional services
provided by the domain registrar, after which the registrar would display their details
instead of the contact details of your domain.

The wnois command followed by the target domain name should display some valuable
information. The output will contain the registrar name and the Whois server that
returned the information. It will also display when the domain was registered and the
expiration date, as shown in the following screenshot:
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I li:~# whois zonetransfer.me
Domain Name: ZONETRAMNSFER.ME

stry Domain ID: D108500000003513097-AGRS

rar WHOIS Server:
http://www.meshdigital.com

Updated Date 017-12-20
Creation Date: 20811-12-27T15 7

stry Expiry Date: 2019-12-27T15:34:08Z

Limited

Email:
Phone:

: ok https://icann.org/epp#ok
ry Registrant ID: 3427 -AGRS
Mame: Robin Wood
Organization: DigiNinja
Street: 1 The Internet
City: Tube City
State/Province: Routerville
Postal Code: DN1 4JA
Country: GB
Phone: +44.1234567890
Phone
Fax:
Fax Ext:
Email: robin@digininja.org

If the domain administrator fails to renew the domain before the expiration date, the
domain registrar releases the domain, which can then be bought by anyone. The output
also points out the DNS server for the domain, which can further be queried to find

additional hosts in the domain:

Admin Email: robin@digininja.org
Registry Tech ID: 39188-AGRS
Name: Webfusion Limited
Organization: Webfusion Limited
Street: 5 Roundwood Avenue
City: Stockley Park
State/Province: Uxbridge
Postal Code: UB11 1FF
Country: GB
Phone: +44.8712309525

05@123-reg.co.uk

NSZTM1.DIGI.NINJA

e NSZTM2.DIGI.NINJA
DNSSEC: u ned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

=>> Last update of WHOIS database: 2018-

https://t.me/learningnets
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Identifying related hosts using DNS

Once you have the name of the authoritative DNS server, you can use it to identify
additional hosts in the domain. A DNS zone may not necessarily only contain entries for
web servers. On the internet, every technology that requires hostnames to identify
services uses DNS. The mail server and FTP server use DNS to resolve hosts to IP
addresses. By querying the DNS server, you can identify additional hosts in the target
organization; it will also help you in identifying additional applications accessible from
the internet. The records of citrix.target-domain.com OF webmail.target-domain.com Can lead you
to the additional applications accessible from the internet.
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Z.one transfer using dig

DNS servers usually implement replication (that is, for primary and secondary servers)
to improve availability. In order to synchronize the host resolution database from
primary to secondary, an operation called zone transfer takes place. The secondary
server requests the zone (portion of the domain for which that server is responsible)
data from the primary, and this responds with a copy of the database, containing the IP
address-hostname pairs that it can resolve.

A misconfiguration in DNS servers allows for anyone to ask for a zone transfer and
obtain the full list of resolved hosts of these servers. Using the Domain Internet
Groper (dig) command-line tool in Linux, you can try to execute a zone transfer to
identify additional hosts in the domain. Zone transfers are done over TCP port s3 and not
UDP port s3, which is the standard DNS port.

The aig command-line tool is mainly used for querying DNS servers for hostnames. A
simple command such as dig googie.com reveals the IP address of the domain and the name
of the DNS server that hosts the DNS zone for it (also known as the name server). There
are many types of DNS records, such as Mail Exchanger (MX), SRV records, and PTR
records. The aig googie.com mx command displays information for the MX record.

In addition to the usual DNS tasks, the 4i¢ command can also be used to perform a DNS
zone transfer.

Let's request a zone transfer to zonetranster.me, @ Vulnerable domain made for educational
purposes by Robin Wood (DigiNinja). The request is made using the iy command, for
the AXFR (zone transfer) register of the zonetransfer.me domain to

the nsztmi.digi.ninja SETVer:

|$ dig axfr zonetransfer.me @nsztml.digi.ninja

As shown in the following screenshot, if zone transfer 1s enabled, the aig tool dumps all
of the entries in the zone at Terminal:
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cali:-# dig axfr zonetransfer.me @NSZTM1.DIGI.NINJA | cut -d " " -f1-3

;<< D1G
;1 global options:
zonetransfer.me. 7200 N S0A nsztml.digi.ninja. robin.digi.ninja. 20141016083
zonetransfer.me. 7200 IN RRSIG SDA 8 2
zonetransfer.me. 7200 IN NS nsztml.digi.ninja.
zonetransfer.me. 7200 IN NS nsztm2.digi.ninja.
zonetransfer.me. 7200 IN RRSIG NS5 8 2
zonetransfer.me. 7200 IN A 217.147.177.157
zonetransfer.me. 7200 IN RRSIG A B 2
zonetransfer.me. 300 IN HINFO  “Caslo Tx-7088G" "Windows
zonetransfer.me. 388 IN RRSIG HINFO 8 2
zonetransfer.me. 7200 IN MX B ASPMX.L.GOOGLE.COM.
zonetransfer.me. 7200 IN MX 10 ALT1.ASPMX.L.GOOGLE.COM.
Lme. 7200 IN MX 10 ALTZ.ASPMX.L.GOOGLE.COM.
.me. 7200 IN MX 20 ASPMX2.GOOGLEMAIL.COM,
.me. 7200 IN MX 20 ASPMX3.GOOGLEMAIL.COM,
.me. 7200 IN MX 20 ASPMX4 .GOOGLEMAIL.COM.
.me. 7200 IN MX 20 ASPMX5.GOOGLEMAIL.COM,
.me. 7208 IN RRSIG Mx 8 2
.me. 301 IN TXT "google-site-verification=tyP28]7JAUHAOfw2sHXMgcCCOIEXEBmmoV 104V MewxA"
.me. 301 IN RRSIG TXT & 2
.me. 3600 IN NSEC _sip._tcp.zonetransfer.me. A NS
.me. 3600 IN RRSIG NSEC 8 2
.me. 300 IN DNSKEY 256 3 8
.me. 3006 IN DNSKEY 256 3 8
.me. 300 IN DNSKEY 257 3 8
.me. 308 IN RRSIG DNSKEY & 2
.me. 300 IN RRSIG DNSKEY & 2
sip._tcp.zonetransfer.me. 14000 IN SRV ¢}
sip._tcp.zonetransfer.me. 14000 IN RRSIG SRV
sip._tcp.zonetransfer.me. 3600 IN NSEC 157.177.147.217.IN-ADDR.ARPA. zonetransfer.me. SRV
sip._tcp.zonetransfer.me. 3660 IN RRSIG  NSEC 8
157.177.147.217.IN-ADDR.ARPA. zonetransfer.me. 72080 IN
157.177.147.217.IN-ADDR.ARPA. zonetransfer.me. 7200 IN
157.177.147.217.IN-ADDR.ARPA. zonetransfer.me. 3608 IN
157.177.147.217.IN-ADDR.ARPA. zonetransfer.me. 3600 IN
asfdbauthdns.zonetransfer.me. 7960 IN AFSDE 1
asfdbauthdns.zonetransfer.me. 7908 IN RRSIG  AFSDB
asfdbauthdns.zonetransfer.me. 3600 IN  NSEC asfdbbox.zonetransfer.me.
asfdbauthdns.zonetransfer.me. 3668 IN RRSIG  NSEC
asfdbbox.zonetransfer.me. 7200 1IN A 127.0.0.1
asfdbbox.zonetransfer.me. 7200 1IN RRSIG A 8
asfdbbox.zonetransfer.me. 3600 IN NSEC asfdbvolume.zonetransfer.me. A
asfdbbox.zonetransfer.me. 3600 IN RRSIG  NSEC 8

Shell commands, such as grep OF cut, are very useful for processing the
output of command-line tools. In the preceding example, cut is used with a
| (pipe) character to show only the first three elements that are separated
by a -a » » (space) character from each line of the aig command's results.
In this screenshot, the columns are separated by tab characters and
information shown in the last column is separated by spaces.

You will often find that even though the primary DNS server blocks the zone transfer, a
secondary server for that domain might allow it. The qig googie.com N5 +noa1l +answer
command will display all of the name servers for that domain.
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The attempt to perform a zone transfer from the DNS server of facevoox.com failed, as the
company have correctly locked down their DNS servers:

; <<>> DiG 9.10.3-P4-Ubuntu <<>> axfr facebook.com @A.NS.FACEBOOK.COM

;; global options: +cmd
; Transfer failed.

Performing a DNS lookup to search for an IP address is passive reconnaissance.
However, the moment you do a zone transfer using a tool such as aig Or nsicoxup, it turns
into active reconnaissance.
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DNS enumeration

Finding a misconfigured server that allows anonymous zone transfers is very uncommon
on real penetration testing projects. There are other techniques that can be used to
discover hostnames or subdomains related to a domain, and Kali Linux includes a
couple of useful tools to do just that.
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DNSEnum

DNSEnum is a command-line tool that automatically identifies basic DNS records such
as MX, mail exchange servers, NS, domain name servers, or A—the address record for

a domain. It also attempts zone transfers on all identified servers, and it has the ability

to attempt reverse resolution (that is, getting the hostname given an IP address) and brute

forcing (querying for the existence of hostnames in order to get their IP address) of
subdomains and hostnames. Here 1s an example of a query to zonetransfer.me:

num zonetransfer.me

ental at / bin/dnsenum line 698.
imental at /usr/bin/dnsenum line 698.

nsztml.digi.ninja. 10122
nsztm2.digi.ninja. 10122

SPMX4 . GOOGLEMAIL .COM.

(5.GOOGLEMAIL.COM.

3 OGLEMAIL.COM.
OGLEMATIL.COM.
X.L.GOOGLE.COM.
X.L.GOOGLE.COM.

.GOOGLE. COM.

7200
7200
7200
7200
7200

The zone transfer results are as follows:
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sztml.digi.

ninja ...

SOA
RRSIG
NS

NS
RRSIG
A

217.147.177.157

81.4.108.41
167.88.42.94

173.194.219.26
4.125.192.26
.125.20]
4.125.198
.125.201.
4:-125°108
.125.203.

(
(

nsztml.digi.ninja.
nsztm2.digi.ninja.

(
217.147.177.157
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Trying Zone Transfer for zonetransfer.me o sztml.digi.ninja ...
NS nsztml.digi.ninja.
NS nsztm2.digi.ninja.
A 217.147.177_157
HINFO "Casio
MX 0
MX 10
MX 10
MX
MX
MX
MX
SRV
AFSDB
zone e. A 127.0.0.1
as fdenlu 2 7unutrdn fer.me. : AFSDB 1
canberra-office. zone -.me. 202.14.81.230

etransfer.
f.zonetransfer.

DZC. zonetransfer.me
AbCdETG
email.zonetransfer.me.
74.125.206.26
Info.zonetransfer.me. : SEC 1nt~rna1 7nnatran=
internal. o . 3
internal.z i .me. S i zonetrans
intnsl. Zuﬂﬂtlaﬂhfﬂl. a1 g
AXFR record query failed: no .42.94] Connection timed out
intn'l zanﬁtran e. NSEC intns2.zonetransfer.me.
A
NSEC
A

owa,zonetra .me. A 207.46.197.3
owa.zonetransfer.me. 36006 \ rabinwood.zonetransfer.
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Fierce

Fierce is presented by mschwager, in Fierce: A DNS reconnaissance tool for locating non-
contiguous IP space (https:/github.com/mschwager/fierce), GitHub © 2018, as follows:

Fierce is a semi-lightweight scanner that helps locate non-contiguous IP space and

hostnames against specified domains.

Fierce uses zone transfer, dictionary attacks, and reverse resolution to gather hostnames
and subdomains along with the IP addresses of a domain, and it has the option to search
for related names (for example, domain company.com, corpcompany.com, OF webcompany.com). In the
following example, we will use search to identify hostnames of googie.com:

https://t.me/learningnets

:~# fierce -dns google.com

DNS Servers for

google.com:

ns2.google.com
ns4.google.com
nsl.google.com
ns3.google.com

Trying zone transfer first...

Testing
Testing
Testing

Testing

Unsuccessful in

ns2.google.com

Request timed out or transfer not allowed.

ns4.google.com

Request timed out or transfer not allowed.

nsl.google.com

Request timed out or transfer not allowed.

ns3.google.com

Reguest timed out or transfer not allowed.

zone transfer (it was worth a shot)

Okay, trying the good old fashioned way... brute force

Checking for wildcard DNS. ..
. Good.
w performing 2280 test(s)...

demico.google.com

ccounts.google. com
admin.google.com
ads.google. com
al.google.com
alerts.geogle.com
ap.google.com
apps.google.com
asia.google.com
billing.geogle.com
blog.google.com
business.google.com
calendar.google.com
careers.google.com
catalog.google.com
chat.google.com
classroom.google.com
code.google.com
corp.google.com
d.google. com
design.geogle.com
developer.google.com
developers.google.com
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DNSRecon

DNSRecon is another useful tool included in Kali Linux. It lets you gather DNS
information through a number of techniques including zone transfer, dictionary requests,
and Google search. In the following screenshot, we will do an enumeration by zone
transfer (-a), reverse analysis of the IP address space obtained by Whois (-«), and

GOOgle search (—g) OVErI zonetransfer.me.

:-# dnsrecon -a -w -g -d zonetransfer.me
Performing General Enumeration of Domain: zonetransfer.me
Checking for Zone Transfer for zonetransfer.me name servers

Resolving SOA Record

SO0A nsztml.digi.ninja 81.4.108.41
Resolving NS Records
NS Servers found:

NS nsztml.digi.ninja 81.4.108.41

N5 nsztm2.digi.ninja 167.88.42.94
Removing any duplicate NS server IP Addresse

Trying NS server 167.88.42.94
| Zone Transfer Failed for 167.88.42.94!
| Port 53 TCP 1s being filtered

Trying NS server 81.4.108.41

81.4.168.41 Has port 53 TCP Open

Zone Transfer was successful!!
SOA nsztml.digi.ninja 81.4.108.41
NS nsztml.digi.ninja 81.4.108.41
N5 nsztm2.digi.ninja 167.88.42.94
NS intnsl.zonetransfer.me 167.88.42
NS

TXT
TXT ZoneTransfer.me service provided by
T ; ls
() { :1}; echo shellshocked
"or 1=1 --
Robin Wood
zonetransfer.me 217.147.177.157
zonetransfer.me ASPMX.L.GOOGLE.COM
netransfer.me ASPMX.L.GOOGLE
zonetransfer.me ALT1.ASPMX.L.GOOGL
zonetransfer.me ALT1.ASPMX.L.GOOGL
zonetransfer.me ALT2.A .GOOGL
zonetransfer.me ALT2, A" . GOOGL
netransfer.me ASPMX2.GOOGLEMAIL,
netransfer.me A .GOOGLEMAIL.
zonetransfer.me A .GOOGLEMATL .
zonetransfer.me A GOOGLEMAIL.
zonetransfer.me A .GOOGLEMAIL.
zonetransfer.me A GODGLEMAIL .
3.zonetransfer.me ASPMX5.GOOGLEMAIL.
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-
S..

Robin Wood - robin@digi.ninja. See htt

yP2817JAUHAS fw2sHX
11 or email Pippa on +44 12

7890 or pippa

74.125.203.27

2404:

B
E

E.L
E.C
CcoM

CoM 2

CoM
coM
CcoM

COM

CoM

6800:4008:c07::1b

74
26
74

2

125.198.27
:fabe:
.125.201.27

198.26

8bp:4003:¢c05:

.201.26

8b0:4001:c01:

COIEXBmmoV104VIM
onetransfer.me when making DNS changes

fr-p
d7

1 2607:18b0:4001:c01:;1a

:1a

:1a

3::1a

digi.ninja/projects/zonetransferme.php

Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Brute force DNS records using Nmap

Nmap comes with a script to query the DNS server for additional hosts using a brute
forcing technique. It makes use of the vhosts-geranits.1st and vhosts-ru11.15¢ dictionary
files, which contain a large list of common hostnames th