Threat Spotlight:
Lockbit Black 3.0
Ransomware

2/learningnets



TLP:-WHITE] Threat Spotlight: Lockbit Black 3.0 Ransomware

TABLE OF CONTENTS

What’s New on Lockbit BIack 3.0...............cooooiiiiiiiiiii e 3
First Sample PUBIICAtION ......ooiiiiiiiiiiiiiieeeeeeeeeeeeeeee e 5
Insides From Real Life INCIdent RESPONSE ....cciiiiiiiiiiiiiie e e e aaaees 6

INItIAL ACCESS POINT......ciiiiieiti et e e a e e e e e 6
Technical Analysis of Lockbit Black 3.0..........uuuiiiiiiiiiiei e 7
Mitigation and PreVENTION ........oviiiiiiiiiiiiiiieeee ettt 11
LockBit 3.0 Tactics, Techniques and ProCEAUIES .......cceiiieeiiiiiiiiiiiiee e eeaens 12
INAiCators Of COMPIOMISE.....oiiiiiiii it e e e e e e e e et e e e e e eeaaane 13
Lockbit 3.0 RaNSOMWAre SAMPIES .....coviiiiiiiiiiiiiiiieieeee ettt 14
SIGMA RUIES <. et e e e e e et e e e e e e e e e e aarra s 14
2

@) infinitum IT

DISCLAIMER : This document and its contents shall be deemed as proprietary and privileged information of INFINITUM IT and shall be subjected
to articles and provisions that have been stipulated in the General Data Protection Regulation and Personal Data Protection Law. It shall be noted
that INFINITUM IT provides this information “as is” according to its findings, without providing any legally applicable warranty regarding
complefeness or accuracy of the contents. Therefore, neither this report nor any of its contents can be used as admissible proof before legal

https://t.mertearningnets



TLP:-WHITE] Threat Spotlight: Lockbit Black 3.0 Ransomware

Threat Spotlight: Lockbit Black
3.0 Ransomware

What’s New on Lockbit Black 3.0

Lockbit Ransomware is one of the most notorious groups since 2019, they have a wide range
of attack scope including critical infrastructures like hospital systems. According to Cyber
Threat Intelligence members of Infinitum IT, the LockBit Ransomware group made an
interesting updates on the publication site and the Ransomware itself

=TI | FAKED DATA —

WEB SECURITY

BUG BOUNTY

Bug Bounty Program

We invite all security researchers, ethical and unethical hackers on the planet to participate in our bug bounty program.
The amount of remuneration varies from $1000 to $1 million.

Lockbit 3.0 has launched their own Bug Bounty program paying for web security exploits, and
more.

This update on the publication site such as the Bug Bounty program, is aiming for more
affiliation but most importantly sharing critical internal data to the Ransomware group
members this can cause the increase of insiders Threats.
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The main updates for Lockbit Black 3.0 Ransomware are:

e Anti Analysis technique to hide against AV vendors.

e Lockbit Black 3.0 requires an “access token” to be supplied as a parameter upon execution;
it's similar to BlackCat.

e It has a command line argument feature.

e Much more evasive and faster than older versions of Lockbit.

e New Anti Debugging feature.

e The main code base is very similar to BlackMatter/Darkside Ransomware.

e Disabling the Windows Defender and tempering the Windows Event Logs.

New ransom note and wallpaper after the execution of Lockbit Black 3.0:

HLJKNskOG README txt 3

Figure 1 Ransom note.

LockBit Black

All your important files are stolen and encrypted!
You must find HLJKkNskOq.README.txt file
and follow the instruction!

Figure 2 Changed wallpaper image.
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First Sample Publication

The first ever publication was done on July 3, 2022 by Arda Blylkkaya the Malware Research
Team Leader of Infinitum IT. The malware sample has been obtained from an Anonymous
source who suffers from Lockbit Ransomware attack in a real-life Incident.

We have acquired a sample of Lockbit 3.0 (or
alternatively referred to as Lockbit Black).

Sample and image courtesy of
VXUG Download:

Bazaar Download:

LockBit Black

All your important files are stolen and encrypted!
You must find .README.txt file
and follow the instruction!

https://twitter.com/vxunderground/status/1543661557883740161

Minutes after the first publication the “access token” of Lockbit Blackcat 3.0 has been shared
with the public for helping Malware Analyst from all over the world.

& Arda Buyukkaya

{04830965-76E6 6A9A-8EE1-6AF7499C1D08}.exe -k

LocalServiceNetworkRestricted -pass
db66023ab2abcb9957fb0O1ed50cdfaba

0S 9:55 - 3 Tem 2022 - Twitter Web App

(ll Twe tiklerini gorlintile

https://twitter.com/WhichbufferArda/status/1543669679637553158
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Insides From Real Life Incident Response

In order to obtain the first ever Lockbit 3.0 Ransomware sample, the Cyber Threat Intelligence
team members in Infinitum IT, contacted with one of the Lockbit Ransomware victim and
gather all of the necessary data to analyze during an Incident Response process, overall this

data could help other companies to protect it self against Lockbit and other Ransomware
groups.
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Figure 3 The first execution of Lockbit 3.0 Ransomware, supplied with “a(;cess token” (-pass).

Initial Access Point

According to the data obtained from the victim; Lockbit affiliate members used the BlueKeep
(CVE-2019-0708) vulnerability and valid credentials of a Local Admin user to gain access to

the victim network via abusing the publicly facing Remote Desktop Protocol (RDP) on a
Windows 7 installed device.

This Initial Access gives the attacker an Local Administrator rights on the victim network, which
could lead to mass infection of Lockbit 3.0 Ransomware.

Microsoft Operating Systems BlueKeep Vulnerability

Original release date: June 17,2019

» Tweet | 3

Summary

The Cybersecurity and Infrastructure Security Agency (CISA) is issuing this Activity Alert to provide information on a vulnerability, known as “BlueKeep,” that exists in the
following Microsoft Windows Operating Systems (OSs), including both 32- and 64-bit versions, as well as all Service Pack versions:

* Windows 2000

* Windows Vista

* Windows XP

* Windows 7

* Windows Server 2003

* Windows Server 2003 R2

¢ Windows Server 2008

* Windows Server 2008 R2

An attacker can exploit this vulnerability to take control of an affected system.

https://www.cisa.gov/uscert/ncas/alerts/AA19-168A
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Technical Analysis of Lockbit Black 3.0

After the first execution of Lockbit 3.0 Ransomware with beloved “access token”:

¢ -<Ransomware.exe> -k LocalServiceNetworkRestricted -pass
db66023ab2abch9957fb01ed50cdfaba

-1

=
!

= Refresh & Options |} Find handles or DLLs 2% System information x 9A-BEE1-6AF7499CT1DOBLEXE X
Processes Services Network Disk

Name PID  CPU I/Ototalr.. Private byt... User name Description

¥ {04830965-76E6-6A9A-BEET-6AF7499C1D08).EXE 7024 4.86 MB DESKTOP-5C29KH5\RE

[E%] Administrator: Command Prompt

99C1De8}

6-6A9A-8EE1-6A 99C1D08}>{0483 76E6-6A9A-8EEL-6AF7499C1D -k LocalServiceNetwc cted -pass db66023ab2abc

Ransom note wallpaper and .ico file write into C:\ProgramData\:

The written .ico file name is the victim ID with 9 characters of data, this data is static and it's
being used during the decryption process, also every encrypted file name has been changed
to a random name attended by Lockbit 3.0. That .ico file is being used for changing encrypted

file icons.
Local Disk (C:) > ProgramData > v ) Search ProgramData
- - LY - =
Microsoft Microsoft Package Cache Packages regid.1991-06.co  SoftwareDistribut ssh USOPrivate USOShared

OneDrive m.microsoft ion

- - = ~—__——1 .ico file for changing the icon of

encrypted files

VMware WindowsHologra  HLJkNskOq.bmp HLJkNskOg.ico
phicDevices
Dropped wallpaper
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WriteFile Operation for the creation of README.txt and icon file

Process Name PID Operation Path
[L1(04830965-76E6-6A9A-8EE1-6AF7499C1D08) exe 3384 [ iCreateFile C:\ProgramData\HLJkNskOg.ico

# {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 ' WiiteFile C:\ProgramData\HLJkNskOg.ico

# {04830965-76E6-6A9A-8EE 1-6AF7499C1D08}.exe 3384 @ RegOpenKey HKCU\Software\Classes\. HLJKNskOg
¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 [ RegCreateKey HKCR\HLJkNskOgq

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 [ RegSetinfoKey HKCR\HLJKNskOq

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegQueryKey HKCR\HLJKNskOq

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 fi RegQueryKey HKCR\HLJkNskOq

# {04830965-76E6-6A9A-8EE 1-6AF7499C1D08}.exe 3384 & RegOpenKey HKCU\Software\Classest HLJKNskOgq
¥ {04830965-76E6-6A9A-8EE 1-6AF7499C1D08}.exe 3384 @ RegQueryKey HKCR\HLJKNskOq

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegSetValue HKCR\HLJKNskOq\(Default)

¥ {04830965-76E6-6A9A-8EE1-6AF7499C1D08}.exe 3384 @ RegCloseKey HKCR\.HLJkNskOq

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegOpenKey HKCU\Software\Classes\HLJkNskOg\Defaulticon
¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegCreateKey HKCRIHLJKNskOq\Defaulticon

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 [ RegCreateKey HKCRHLJKNskOq

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegSetinfoKey HKCRHLJKNskOq

# (04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegQueryKey HKCRHLJKNskOq

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegCreateKey HKCRHLJkNskOq\Defaulticon

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegCloseKey HKCRHLJKNskOq

¥ {04830965-76E6-6A9A-8EE1-6AF7499C1D08).exe 3384 & RegQueryKey HKCR\HLJKNskOq\Defaulticon

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C 1008} exe 3384 @ RegQueryKey HKCRHLJKNskOq\Defaulticon

¥ {04830965-76E6-6A9A-8EE 1-6AF7499C1D08).exe 3384 @ RegOpenKey HKCU lasses\HLJKNskOQ\D
¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegQueryKey HKCRIHLJKNskOq\Defaulticon

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 & RegSetValue HKCRIHLJKNskOq\Defaulticon\(Default)
¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 @ RegCloseKey HKCRHLJKNskOq\Defaulticon
 {04830965-76E6-6A9A-8EE1-6AF7499C1D08).exe 3384 7 CloseFile C:\ProgramData\HLJkNskOq.ico

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 ' CreateFile CAHLJKNskOg.README txt

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 & WriteFile CAHLJKNskOq.README txt

¥ {04830965-76E6-6A9A-8EE 1-6AF 7499C1D08}.exe 3384 ' WriteFile CAHLJKNskOg.README txt

Result

SUCCESS
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS

NAME NOT FOUND
NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

NAME NOT FOUND
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Killing the Windows Defender and tempering Windows Event Log

Oftentimes Ransomware developers want to disable the default security feature of the victim
device, in Lockbit Black 3.0 Ransomware we found that it changes the registry keys to disable
all Windows Event Log Messages and kill the Microsoft Defender Process/Service.

LockBit Black

All your important files are stolen and encrypted!
You must find HLJkNskOq.README.txt file
and follow the instruction!

[ Select Administrator: Command Prompt

FLARE Tue ©7/05/2022 2:52

ktop>sc query

: 10 WIN OWN_PROCESS

CHECKPOINT
WAIT HINT

After the registry key change, Enabled key set to 0 and new Security Descriptor
(O:BAG:SYD:(A;;0x1;;;SY)(A;;0x5;;;BA)(A;;0x1;;;LA) add it to temper the Event Logs.

B Registry Editos

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WINEVT\ChannelsMicrasoft-Wind

Microsoft-Windows-WFP/Analytic
Microsoft-Windows-WFP/Operational
Microsoft-Windows-WifiDisplay/Analytic
Microsoft-Windaws-Win32k/Concurrency
Microsoft-Windows-Win32k/Contention
Microsoft-Windows-Win32k/Messages
Microsoft-Windows-Win32k/O
Microsoft-Windows-Win32k/Power

Microsoft-Windows-Win32k/Render

Microsoft-Windows-Win32k/Tracing

Microsoft-Windows-Win32k/UIP1

Microsoft-Windows-Windeploy/Analytic

Microsoft-Windows-Windows Defender/Operational

Microsoft-Windows-Windows Defender/WHC

Microsoft-Windows-Windows Firewall With Advanced Security/ConnectionSecurity
Microsoft-Windows-Windows Firewall With Advanced Security/Cons onSecurityVer
Microsoft-Windows-Windows Firewall With Advanced Security/Firewall
Microsoft-Windows-Windows Firewall With Advanced Security/FirewallDiagnostics
Microsoft-Windows-Windows Firewall With Advanced Security/FirewallVerbose

Windows Defender/Operational

Type
REG_SZ
REG SZ
REG_DWORD
!Isclation REG_DWORD
2bjOwningPublisher  REG_SZ
| Type REG_DWORD

Data
(value not set)

O:BAGSYD:{A;0x1:SY) (A 045 BA)ALOX1:;LA)
0x00000000 (0)

0x00000001 (1)
{11cd958a-c507-4ef3-b3f2-5dodfbd2c78}
0x00000001 (1)
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Hiding the Windows APIs (import tables) for increasing the evasiveness

When we look at the original sample at IDA (Disassembly tool), we can see that Lockbit 3.0
sample have very few function and Windows APIs but the reality is since the Lockbit 2.0, the
Ransomware developers hiding the function calls and Windows APIs by using Stack String
Obfuscation and simple XOR Encryption.

SR IDA - {04830965-76E6-6A9A-8EE1-6AF7499C1 DOB).EXE C:\Users\RE\Desktop\(04830965-76E6-6A9A-8EE1-6AF7499C1D08) EXE

1p Search View Debugger L

B S )

Library function [l ular function

ub_41B
ub_4

R

- aE B

= =

External symbol [ll Lumina function
.

Ordinal Name

Structures

LoadLibraryExA

GetTickCount

K

KERNEL32

Library

Enums

This way Lockbit 3.0 can load all of the Windows APIs during the execution time which
increases the evasiveness, so in order to see the hidden API calls we can execute the sample
and see the results under Debugger or we can use HashDB on IDA.

Now we can see the all loaded Windows APIs successfully, including the becrypt.dll

¥ (04830965-76E6-6A9A-BEE1-6AF7499C1DO8).EXE - PID: 7768 - Module: kernelbase.dll - Thread: 5292 - x32dbg [Elevated]

File View Debug Tracing Plugins  Favourites T i
DE i ¥ H§ ¢ o @ # AL ES
& cru s Log Notes @ Breakpoints () Call Stack % SEH script @ Symbols <> Source References ' Threads ol Handles 7 Trace
Base |Module Party|Path ~ Addre|Type|ordir| symbol
71AA0( userenv.dl] syster C: \windows\syswow64\userenv.d]1 7697nq EXpo| 1 BCryptAddcontextFunction
| ntmarta.d1l syster C: \Windows\Syswow64\ntmarta.d11 2 BCryptAddContextFunctionProvidi
)( comct132.d11 syster C:\windows\Winsxs\x86_microsoft.window. 3 BCryptCloseAlgorithmProvider
{uxtheme.d11 syster C:\windows\Syswow64\uxtheme.d11 4 BCryptconfigurecontext
( kernel ‘ap[])core .d11 syster C:\Windows\Syswow64\kernel.appcore.dl11 5 BCryptconfigurecContextFunction
| profapi.dil syster C:\windows\Syswow64\profapi .dﬁ)'l 6 BCryptCreatecontext
(wldp.d11 syster C:\windows\Syswow64\wldp.d11 7 BCryptCreateHash
{windows.storage.d11 syster C: \windows\Syswow64\windows .storage.d] 8 BCryptCreateMultiHash
0( cryptbase.d11 syster C: \windows\Syswow64\cryptbase.d11 9 BCryptpecrypt
O(wininet.d11 syster C:\windows\Syswow64\wininet.d11 10 BCryptDeletecontext
(mpr.dll syster C:\Windows\Syswow64\mpr.d11 11 BCryptDeriveKkey
Iaﬁ;ghe]p .d11 syster C:\wi ndows\sysw0w64\aﬁzghe1p .d11 12 BCryptDeriveKkeycapi
| catq.dll syster C:\Windows\Syswow64\clbcatq.d11 13 BCryptDeriveKeyPBKDF2
(msvcp_win.d11 syster C:\windows\Syswow64\msvcp_win.d11 14 BCryptbestroyHash
(ole32.d11 Systeﬂc :\windows\Syswow64\ole32.d11 15 BCryptDestroyKey
(ws2_32.d11 syster C: \windows\Syswow64\ws2_32.d11 16 BCryptDestroysecret

0( advapi32.d1]
{oleaut32.d11
| shcore.dl11
{ucrtbase.d11
(| combase.d11
(msvert.dl]

di32full.d1]
830( bcryptprimitives.dl1l
1\‘JU imm32.d11
76970(2 bcrypt.dll
769€e0( gdi32.d11
10( sechost.d11
90( she1132.d11

syster :\windows\Syswow64\advapi32.dll
syster C:\Windows\Syswow64\oleaut32.d11
Syster C:\Windows\Syswow64\SHcore.d11
syster C:\Windows\Syswow64\ucrtbase.d11
syster C:\Windows\Syswow64\combase.d11
syster C:\Windows\Syswow64\msvcrt.d11

syster C:\windows\syswow64\gdi32full.d11
syster C:\windows\Syswow64\bcryptprimitives.d
syster C: \Windows\Syswow64\imm32.d11

syster c:\windows\Syswow64\bcrypt.d11

Systen C: \Windows\Syswow64\gdi32.d11

syster C:\windows\Syswow64\sechost.dl]
syster C:\Windows\Syswow64\she1132.d11

BCryptbuplicateHash
BCryptbuplicatekey
BCryptEncryEI)t
BCryptEnumAlgorithms -
BCryptEnumcContextFunctionProvi¢
BCryptEnumContextFunctions

{user32.d11 syster C:\windows\Syswow64\user32.d11 23 BCryptEnumcontexts

i kernel132.d11 syster C:\windows\Syswow64\kerne132.d11 24 BCryptEnumProviders
{win32u.di1 syster C:\Windows\Syswow64\win32u.d11 25 BCryptEnumRegisteredProviders
{wldap32.d11 syster C: \windows\syswow64\wldap32.d11 26 BCryptExportKey

BCryptFinalizekeyPair
BCryptFinishHash
BCryptFreeBuffer
BCryptGenRandom
BCryptGenerateKeypPair
BCryptGeneratesymmetricKkey
BCryptGetFipsAlgorithmMode

(| shlwapi.d11 syster C: \windows\Syswow64\shlwapi.d11 34 BCryptGetProperty
rpcrt4.dil syster C:\windows\Syswow64\rpcrt4.d11 35 BCryptHash
( kernelbase.d11 syster C: \windows\Syswow64\KernelBase.d11 36 BCryptHashData
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While performing the Debugging process we can identify the Windows Service black list,
this data being used by Lockbit 3.0 Ransomware to kill the specific named Service from the
victim device before the encryption starts, for example if | execute Lockbit 3.0 on Sophos
installed device it will kill a Service named Sophos (AV vendor) to evade detection. We also
observed similar behavior on Lockbit 2.0.

® 00409C 8B35 4C714200 mov esi,dword ptr ds:[42714C] 0042714C:&L"vss'
e[ 00409d FF75 08 push dword ptr ss:[ebp+8]
®| 00409d FF15 54744200 | €all dword ptr ds:[427454]
|| 004099 83c4 04 add esp,4
®| 00409 56 push esi
e[ 004099 FF75 08 push dword ptr ss:[febp+8]
e®| 00409q FF15 44744200| €all dword ptr ds:[427444]
e 00409d 83c4 08 add esp,8
e[ 00409q 85C0 test eax,eax
————— @ 00409 ~ 74 09 je {04830965-76e6-6a9a-8eel-6af7499c1d08}.409CB6
@ 004099 C745 FC 01000( mov dword ptr ss:[ebp-4],1
+ ®|00409q ~ EB 18 jmp {04830965-76e6-6a9a-8eel-6af7499c1d08}.409CCE
---->@|[ 00409q 56 push esi
| 004099 FF15 38744200 | call dword ptr ds:[427438]
| 00409d 83c4 04 add esp,4
®| 00409q 8D7446 02 lea esi,dword ptr ds:[esi+eax*2+2]
®| 00409q 66:833E 00 cmp word ptr ds:[esi],0
®| 00409 ~ 75 02 jne {04830965-76e6-6a9a-8eel-6af7499c1d08}.409cCC
I;o 00409 ~ EB 02 jmp {04830965-76e6-6a9a-8eel-6af7499c1d08} .409CCE
i >@( 00409 ~ EB CE jmp {04830965-76e6-6a9a-8eel-6af7499c1d08}.409C9C
L >@|[ 004099 8B45 FC mov eax,dword ptr ss:[[ebp-4]
o ;i e 2
esi=1
dword ptr ds:[0042714C &L"vss"]=005BAC48 L"vss"

% Dump 1 4% Dump 2 4'% Dump 3 'Y Dump 4 4% Dump 5 & watch 1 |x=] Locals 2 Struct R 3(7)833(2)
Address | UNICODE | Al 0515Fd 0515FE
(Y o e e D A e vss.sql. | 0515Fd 000000
005BAC58 svc$.memtas.mepocs.msexchange.sophos.veeam.backup.GxVss.GxB1r.Gx 0515Fd 000000
005BACDS8| FWD.GXCVD.GXCIMgr . .@. . . .C:\Windows\WinSxS\x86_microsoft.windows. 0515Fd 000000
005BAD58| common-controls_6595b64144ccfldf_6.0.19041.1110_none_a8625c18867 N515FA ARGFEC
Normally the ransom note itself is also stored as hidden, which means it can only be opened

H “ ” H H =
by a given “access token”, this way they can evade detection more, after the execution we
can clearly see the ransom note on a memory dump.
(Eull ransom note can be seen here)
8205 0B685D00 00 add byte ptr ds:[5D6808],0 00506808: "jbcqmz6frdhecqqgadevyiwgxukksspnlidyvd7qd.onion. y\|

737 €182 0508695D 00 rol dword ptr ds:[edx+50690805],0

73 00D2 add d1,d1

73 8205 066A5D00 00 add byte ptr ds:[5D6A06],0

73 DF82 85096B5D fild st(0),word ptr ds:[edx+5D6B0985]

737 0000 add byte ptr ds:[eax],al

7372 F3:8205 086C5D00 00 add byte ptr ds:[5D6C08],0

7372 04 83 add al,83

73723A 8506 test dword ptr ds:[esil.eax v
< >
byte ptr ds:[00506808B "jbcqmz6frdhecqqgadevyiwgxukksspnlidyvd7qd.onion.ly\r\nhttp://lockbitaptévx57t3eeqjofwgcgIimutr3a3Snygvokjasul

W 0umpl @y Dump2 g Dump3 g4 Dump4 @4 DumpS BB Watcht  fe<llocals ) Struct gggggg return to kernelbase.
Address | 14| 0515Fd 0515FE
00506688 0515Fd 000000
005D66FB| . . 0515Fc 000000
00506738} 0515FC 000000!

00506778 edads o £ 0515FC AB6FEC
00SD67BB| .. ... rip6xojylohhxrwsvpzdffgs5z4pbbsywnzsbdguqgd.onion.ly..http:/ 0515Fd 000000
005067FB| /lockbitaptSx4zkjbcqmz6frdhecqqgadevyiwgxukksspnlidyvd7qd.onion. 0515Fd 000000
00506838 1y..http://lockbitapt6vx57t3eeqjofwgcgimutr3a3sSnygvokjaSuuccipdy 0515FC 0515FF
005D6878| kyd.onion.ly. .http://lockbitapt72iw55njgnapymggskgSyp75ry7rirtdg 0515Fc 000000
005D68BB, 4m7i42artsbhqd.onion.ly..http://lockbitaptawjl6udhpd323uehekiyatj 0515Fd 000000
005D68FB| 6ftcxmkweSsezs4fqgpjpid.onion.ly. .http://lockbitaptbdiajqtplcrig 0515Fd 000000
00506938/ zgdjprwugkkut63nbvy2dSrdw2agyekqgd.onion.ly. .http://lockbitaptc2i 0515Ed 000000
00506978 gdatewz2ise62q63wfktyrldqtwukSqax262kgtziqd.onion.ly. .. .>>>>> wh 0515Fd 000000
005D69BB| at guarantee is there that we won't cheat you? ..we are the olde 05156c 000000
005D69FB st ransomware affiliate program on the planet, nothing is more i 0515Fd 000000
005D6A3B mportant than our reputation. We are not a politically motivated 0515Fd 000000
005D6A7B group and we want nothing more than money. If you pay, we will 0515Fd 000000
ggzngABB provide you w(1)th decryption sgftwar?bagg destroy the .+£,e ...... 05150 000000

............................ s Cnissam wanssnsBeYesanse c1ceA

00SneR3Al ... G llLltbamellllsle il &Ll 9515691000000
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https://github.com/whichbuffer/Lockbit-Black-3.0/blob/main/HLJkNskOq.README.txt

TLP:-WHITE] Threat Spotlight: Lockbit Black 3.0 Ransomware

Encrypted file structure

Each encrypted file has a same marker at the end of the file, this marker has been used during
the decryption process and this is the reason why Lockbit affiliates wanted an example of
encrypted file after a negotiation process.

) 7bgjoZx.HLIkNskOq ) aGTSTFK.HLIkNskOq ] hex6HDLHLJkNskOq

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF Decoded text

OF CC 32 E7 3B 6B F3 14 E8 Fé AA D1 03 8D 93 9F .I2¢;k6.&5%N..“¥
BB FE 5C 3F 9A 4A 51 BD A7 24 90 26 05 25 A7 40 »p\23J0%6$.t1.3§@
7E 7E EF 83 A4 D6 76 2D D2 BS 73 72 7C BO 56 B4 ~~ifnOv-Opsr|°v-
16 93 BO 52 E4 FO 40 8F 4D CC 3C 8C 76 B7 92 22 .“°R&8@Q.Mi<@v-'"
OE 6B 83 EO 1A 12 03 7A 8F EA 39 EB D5 16 50 80 .kfa...z.29&0.pPe
96 CF 45 86 F6 27 61 F7 E4 4B 4E 1B F1 F4 0C 36 -IEt5'az&KN.fi6.6
65 56 A9 49 9A D6 DF 19 73 7A 19 BD A6 72 58 7A eVOIS08.sz.%!rXz
96 3D 3D 4A FE BS AF 00 3F C2 BC EC 01 37 8B 47 -==Jpu .2EWi.7<G
32 2E 85 C2 13 20 CO 82 DB DD Al SF D4 7C 49 4E 2..A. A,0¢; O|IN
34 CC 18 97 D6 74 42 CD 07 F4 8D 20 AO BB A4 ED 4I.—0tBi.56. »nmi
Al B8 9F 02 86 E4 51 71 4A 05 D3 81 76 79 85 SE ;,¥.t&0qJ.0.vy."
82 DF FE €B 98 AC A3 54 BO E7 A2 C1 3B 97 7D 7B ,Bbk"-£T°geA;—}{
F3 D3 E1 A7 B2 E3 44 8A CA 2F OD 53 B3 50 FD 60a§=UAD3E/.S,Py
82 SA CC 2B 8A 28 B3 D2 7C SD E8 04 60 92 5D 98 ,zi+5(%0|)e. "]~
E7 7C 9C 05 13 E2 B9 7D 1B FA SE €3 4E F9 8E 73 ¢le..&2}.4"cNuZs
0 E8 g 1/ .N,
67 >S.

38

42

= oo
M w o

8E

o
P

Decryption ID Marker

Mitigation and Prevention

e Maintain offline backups of data, and regularly maintain backup and restoration. This
practice will ensure the organization will not be severely interrupted, and have
irretrievable data.

e Segment networks to prevent the spread of ransomware. Network segmentation can
help prevent the spread of ransomware by controlling traffic flows between and access
to various subnetworks and by restricting adversary lateral movement.

e Require multi-factor authentication for all services to the extent possible, particularly
for webmail, virtual private networks, and accounts that access critical systems.

e Keep all operating systems and software up to date. Prioritize patching_known
exploited vulnerabilities. Timely patching is one of the most efficient and cost-effective
steps an organization can take to minimize its exposure to cybersecurity threats.

¢ Remove unnecessary access to administrative shares, especially ADMIN$ and C$

e Do not set your RDP to be publicly facing.
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https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog

TLP:-WHITE] Threat Spotlight: Lockbit Black 3.0 Ransomware

LockBit 3.0 Tactics, Techniques and Procedures

TAO0001 Initial Access

T1190 Exploit Public- Vulnerabilities such as BlueKeep (CVE-2019-0708) have been
Facing Applications observed being utilized as footholds into the environment.

T1133 External Remote | Affiliates have been seen brute forcing exposed RDP services
Services and compromising accounts with weak passwords.

TAO0005 Defense Evasion

T1562.001 Impair Defenses: | Windows Defender, other anti-malware solutions and

Disable or Modify Tools monitoring tools are disabled.

T1070 Indicator Removal on | Indicators, such as logs in Windows Event Logs or

Host malicious files, are removed after the execution of Lockbit
3.0

T1027 Obfuscated Files or Lockbit 3.0 Ransomware using Stack String Obfuscation.
Information

TA0040 Impact

T1486 Data Encrypted LockBit 3.0 Ransomware, encrypting devices and demanding
for Impact a ransom.

T1489 Service Stop During the defense evasion phase, anti-malware and
monitoring software is disabled.

TAO0010 Exfiltration

T1567.002 Exfiltration Over Web Affiliates can exfiltrate valuable data from victim
Service: Exfiltration to Cloud Storage | device via RClone or Stealbit (Data Exfiltration
tool)
12 C e .
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https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1190/
https://attack.mitre.org/techniques/T1133/
https://attack.mitre.org/tactics/TA0005/
https://attack.mitre.org/techniques/T1562/001/
https://attack.mitre.org/techniques/T1070/
https://attack.mitre.org/techniques/T1027/
https://attack.mitre.org/tactics/TA0040/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1489/
https://attack.mitre.org/tactics/TA0010/
https://attack.mitre.org/techniques/T1567/002/
https://malpedia.caad.fkie.fraunhofer.de/details/win.stealbit

TLP:-WHITE] Threat Spotlight: Lockbit Black 3.0 Ransomware

Indicators of Compromise

Tor Browser Links:
http://lockbitapt2d73krlbewgv27tquljgxr33xbwwsp6rkyieto7u4ncead.onion
http://lockbitapt2yfbt7Ichxejug4 7kmqgvggxvvjpgkmevv4l3azl3gy6pyd.onion
http://lockbitapt34kvrip6xojylohhxrwsvpzdffgs5z4pbbsywnzsbdguqd.onion
http://lockbitapt5x4zkjbcgmz6frdhecqggadevyiwgxukksspnlidyvd7gd.onion
http://lockbitapt6vx57t3eeqjofwgcglmutr3a35nygvokjaSuuccip4ykyd.onion
http://lockbitapt72iw55njgngpymggskg5yp75ry7rirtdgd4m7id2artsbgd.onion
http://lockbitaptawjl6udhpd323uehekiyatj6ftcxmkwe5sezs4fqgpjpid.onion
http://lockbitaptbdiajqgtplcrigzgdjprwugkkut63nbvy2d5rd4w2agyekqd.onion
http://lockbitaptc2igdatewz2ise62q63wfktyrl4gtwuk5qax262kgtzjgd.onion

Links for normal browser:
http://lockbitapt2d73krlbewgv27tquljgxr33xbwwsp6rkyieto7u4ncead.onion.ly
http://lockbitapt2yfbt7Ichxejug4 7kmgvggxvvjpgkmevv4l3azl3gy6pyd.onion.ly
http://lockbitapt34kvrip6xojylohhxrwsvpzdffgs5z4pbbsywnzsbdguqd.onion.ly
http://lockbitapt5x4zkjbcgmz6frdhecqqgadevyiwgxukksspnlidyvd7qd.onion.ly
http://lockbitaptévx57t3eegjofwgcgimutr3a3snygvokjasuuccip4ykyd.onion.ly
http://lockbitapt72iw55njgngpymggskg5yp75ry7rirtdgdm7i42artsbgd.onion.ly
http://lockbitaptawjl6udhpd323uehekiyatj6ftcxmkwe5sezs4fqgpjpid.onion.ly
http://lockbitaptbdiajgtplcrigzgdjprwugkkut63nbvy2d5rdw2agyekqgd.onion.ly
http://lockbitaptc2ig4atewz2ise62q63wfktyrl4gtwuk5qax262kgtzjgd.onion.ly

Tor Browser Links for chat:
http://lockbitsupa7e3b4pkndmgkgojri5iqgx24clbzc4xm7i6jeetsia3gd.onion
http://lockbitsupdwon76nzykzblcplixwts4n4zoecugz2bxabtapgvmzqggd.onion
http://lockbitsupn2h6be2cngpvncyhj4rgmnwn44633hnzzmtxdvjoglp7yd.onion
http://lockbitsupo7vvbvcl3jxpsdviopwvasligcstym6éefhh6oze7c6xjad.onion
http://lockbitsupg3g62dni2f36snrdb4n5qzqvovbtkiSxffw3draxk6gwqd.onion
http://lockbitsupgfyacidréupténhhyipujvaablubuevxj6xy3frthvr3yd.onion
http://lockbitsupt7nr3fa6e7xyb73lk6bw6rcneghoyblniiabj4uwvzapgd.onion
http://lockbitsupuhswh4izvoucoxsbnotkmgq6durg7kficg6u33zfvg3oyd.onion
http://lockbitsupxcjntinbmat4rrh7ktowips2qzywh6zer5r3xafhviyhgd.onion
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TLP:-WHITE] Threat Spotlight: Lockbit Black 3.0 Ransomware

Lockbit 3.0 Ransomware samples

SHA 256 - 80e8defa5377018b093b5b90de0f2957f7062144c83a09a56bbalfe4eda932ce

SHA 256 - a56b41a6023f828cccaaefd70874571d169fdb8f683a75edd430fbd31a2c3f6e

SHA 256 - d61af007f6c792b8fb6c677143b7d0e2533394e28c50737588e40da475c040ee

Sigma Rules

https://yaraify.abuse.ch/yarahub/rule/RANSOM Lockbit Black Packer/
https://yaraify.abuse.ch/yarahub/rule/LockbitBlack Loader/
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https://yaraify.abuse.ch/yarahub/rule/RANSOM_Lockbit_Black_Packer/
https://yaraify.abuse.ch/yarahub/rule/LockbitBlack_Loader/
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