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Executive Summary

LockBit 2.0 ransomware is one of the most active families in the wild and pretends to implement
the fastest encryption algorithms using multithreading with 1/O completion ports. The malware
doesn’t encrypt systems from CIS countries and can perform UAC bypass on older Windows
versions if running with insufficient privileges. A hidden window that logs different actions
performed by LockBit is created and might be activated using the Shift+F1 shortcut. The
ransomware mounts all hidden volumes and stops a list of targeted processes and services. The
malware generates a pair of ECC (Curve25519) session keys, with the private key being encrypted
using a hard-coded ECC public key and stored in the registry. The binary deletes all Volume
Shadow Copies using vssadmin and clears the Windows security application and system logs.
LockBit obtains a list of physical printers used to print multiple ransom notes. The encrypted files
have the “lockbit” extension, and only the first 4KB of the file will be encrypted using the AES
algorithm. A unigue AES key is generated for each file, encrypted using the session ECC public
key, and stored in each encrypted file.

Master ECC private key

(unknown)
A __ Encrypted using Master ECC public key
LockBit 2.0 Master ECC public key N { Session ECC private key (storedin 6ach encrypied fie)
g — y Pai
encryption (hard-coded) Session ECC public key
Generate AES keys ___ Encrypted using Session ECC public key
(per'flle bas|s) (stored in each encrypted file)

Analysis and Findings

SHA256: 9feed0c7fa8c1d32390e1c168051267df61fl1b048ec62aa5b8e66f60e8083af

The malware verifies whether it's being debugged by checking the NtGlobalFlag field from the
PEB (process environment block). If the debugger is detected, the process jumps to an infinite
loop:

.TEXTIVYABIFYY Var_siL= XWWWOra pTr -Ziun
.text:004BFF90 var_20C= dword ptr -20Ch
.text:@04BFF90 var_208= byte ptr -208h
.text:004BFF90

.text:@@4BFF9Q push ebp

.text:004BFFI1 mov ebp, esp
.text:@04BFF93 and esp, OFFFFFFF8h
.text:004BFF96 mov eax, large fs:3eh
.text:@@4BFFIC sub esp, 48¢h

.text:@Q4BFFA2 test byte ptr [eax+68h], 7h
.text:@@4BFFA6 push  esi
.text:004BFFA7 push  edi

.text:@@4BFFAS jz short loc_4BFFB2
¥ i ——
e = ] =
.text:@04BFFAA nop word ptr [eax*eaxteew}l .text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
text
.text
.text

p——

MZE e
.text:0@4BFFBO Jtex
.text:004BFFB@ lo(_dBFFBB: Ltex
.text:0@4BFFBO jmp short loc_4BFFBO Jtex
J Jtex

Figure 1
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The encrypted strings are stored as stack strings and will be decrypted using the XOR operator.
An example of a decryption algorithm is shown in figure 2, along with the decrypted DLL name:

19

b RSl BRI RIRA
€8 00 00 00 20 00| MoV dword ptr ss:[espiEs},20

xor esi,esi
EC 00 00 00 47 mov byte ptr ss:fesp+ECy,47
ED 00 00 00 44 mov byte ptr ss:fesp+EDJ,44
EE 00 00 00 49 mov byte ptr ss:fesp+EEg,49
EF 00 00 00 50 mov byte ptr ss:gesp+EFg,S0
FO 00 00 00 4C mov byte ptr ss:fesp+F0J,4C
F1 00 00 00 55 mov byte ptr ss:fesp+FiJ,ss
F2 00 00 00 53 mov byte ptr ss:fesp+F2},53
F3 00 00 00 OE mov byte ptr ss:fesp+F3j,E
F4 00 00 00 44 mov byte ptr ss:fesp+F4},44
F5 00 00 00 4C mov byte ptr ss:fesp+F5],4c
F6 00 00 00 4C mov byte ptr ss:fesp+F6],4C
EC 00 00 00 mov al,byte ptr ss:Eesp‘Ec
F7 00 00 00 00 mov byte ptr ss:fesp+F7§,0
1F 84 00 00 00 00| nop word ptr ds:[eax+eax],ax
EC 00 00 00 mov dl,byte ptr ss:[esp+esi+eC]
E8 00 00 00 mov eax,dword ptr ss:fesp+cEs)

movsx ecx,al

movsx eax,dl

XOor ecx,eax
EC 00 00 00 mov byte ptr ss:fespresi+ecy,cl

inc esi

cmp esi,B

jb lockbit. 4C0030
4F 00 mov eax,dword ptr ds:[4F081C]
F7 00 00 00 00 mov byte ptr ss:fesp+F7§,0

test eax,eax

jne Tockbit.4CO06E
F5 FF €all lockbit.411A10

FE———e
°
.
.
L
® || OO4BFFD7
e || 004BFFDF
o || O04BFFE7
) F
< 3
° F
@ || 004C0007
e || oo4coo0F
e || 004C0017
@ || 003C001E
004C0026
r- )4C003C
Y D4CO03
! e || 004C003E
H ® || 004C0041
' ® || 004C0044
H e || 004C0046
- e || 004C0040
¥ @ || 004CO04E
t----o [l 0O4C0051
® (| 004C0053
® || 004C0058
e || 004C0060
e--==-8 || 004C0062
H e ||l 004C0064
Address | Hex

0019FBEO |20 00 00 00|67 64 69 70|/6C 75 73 2E|64 6C 6C 00

ASCII

plus.dii.

Figure 2

esi:
esi:

tEn

tEn

En
En

The binary implements the API hashing technique to hide the API functions used. As we can see
below, the malware computes a 4-byte hash value and compares it with a hard-coded one

(OXA3EGF6C3 in this case):

=
.text:00411A30
.text:00411A30 loc_411A3@:
.text:@0411A30 movzx edx, word ptr [edi+2Ch]
.text:090411A34 xor esi, esi
.text:00411A36 mov eax, [edi+3eh]
.text:@0411A39 xor ebx, ebx
Ltext:00411A38 shr edx, 1
.text:00411A3D mov [ebp+var_4], 811C90CSh
.text:00411A44 lea ecx, [eax+edx*2]
+text:00411A47 cmp eax, ecx
.text:00411A49 cmova  edx, esi
.text:00411A4C mov [ebp+var_C], edx
Ltext:00411A4F test edx, edx
Ltext:88411A51 jz short loc_411A87
1
y
=
.text:80411A53 mov edi, edx
—5
ol s =
.text:00411A55
.text:88411A55 loc_411A55:
.text:08411A55 mov dl, [eax]
.text:00411A57 lea eax, [eax+2]
.text:@8411A5A movsx esi, dl
.text:00411A5D sub dl, 41h ; A’
.text:00411A60 mov ecx, esi
.text:00411A62 or ecx, 26h
.text:08411A65 cmp dl, 19h
.text:00411A68 cmova ecx, esi
.text:0@411A68 inc ebx
.text:@@411A6C xor ecx, [ebptvar_4]
.text:00411A6F imul ecx, 100e193h
.text:0@411A75 mov [ebp+var_4], ecx
.text:08411A78 cmp ebx, edi
.text:0@411A7A jnz short loc_411AS5
S ———
i s =
.text:00411A7C mov edi, [ebp+var_8]
.text:00411A7F cmp ecx, @A3E6F6C3h
.text:08411A85 jz short loc_411AA2

Figure 3

The malicious executable loads multiple DLLs into the address space of the process using the

LoadLibraryA API:
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o coscoose] 50 ipu{: eax 'ea\: 9 -~
FG— - [EEEEE FF D1 call ecx eSXILO v [ =
olci Y P e o Boes oW =g fault (stdcal) ~is =10
= - s D. plus.
ec ernel32.LoadLibraryA> (76A75980) X2 ] O04BFF90 <lockbit.EntryPoint>

004BFF90 <lockbit.EntryPoint>
76FE0000 ntd11.76FE0000

Vi W N
n
a2R
o
3
5

: lespsc
: [esp+10] 00000942

LY 0015F6E4 | 0d1pIus.d11

. TEXT:004C008F 10ckbit, exe: SCOOSF #BF48F

Figure 4
The following DLLs have been loaded: "gdiplus.dll", "ws2_32.dll", "shell32.dll", "advapi32.dll",
"user32.dll", "ole32dll", "netapi32.dll", "gpeditdll', "oleaut32.dll", "shlwapidll', "msvcrt.dll",
"activeds.dll", "mpr.dll', "bcryptdll", "crypt32.dll', "iphlpapidll", "wtsapi32.dll', "win32u.dll",

"Comdlg32.dll", "cryptbase.dll", "combase.dll", "Winspool.drv".

GetSystemDefaultUlLanguage is utilized to retrieve the language identifier for the system default
Ul language of the OS. The return value is compared with multiple identifiers that correspond to
CIS countries (LockBit doesn’t encrypt these systems):

eam eax

eax:Ge v
R 5  |Default (stdcal) v |[s 12100 unlode
“eax=ckernel32.GetSystemDefaul tUILanguage> (76A752F0) o
.TEXT:004982FE 10CkDIT. exe: $9B2FE #IAGFE :
.~ - — En T AR = ERFETEENY 0048FF90 | Tockbit. EntryPoint

Figure 5
.text:00498300 mov ecx, 42Ch
.text:0@498305 movix eax, ax

.text:00498308 mov
.text:0049830F lea
.text:08498312 lea

[ebp+var_18], 82Ch
edx, [ecx-1]
ebx, [ecx-9]

.text:00498315 lea
.text:00498318 lea
.text:00498318 cmp
.text:0049831F jz

esi, [ecx#@8h)

edi, [ecx-@ah]

ax, word ptr [ebp+var_18]
short loc_49838E

J
=
.text:00498321 cmp ax, cx
.text:00498324 jz short loc_49B38E
J ‘J
) =
.text:00498326 cmp ax, dx
.text:00498329 j:z short loc_49B38E
PR - e | fj
=
.text:00498328 cmp ax, bx
.text:0049B32E jz short loc_49B38E
[ ‘J

=
.text:00498330 cmp
.text:00498333 jz

ax, si
short loc_49B38E

41'1

=
.text:00498335 mov
.text:0049833A cmp
.text:0049833D jz

ecx, 43Fh
ax, cx
short loc_49838E

=
.text:0@49833F mov
.text:00498344 cmp
.text:00498347 jz

ecx, 440h
ax, cx
short loc_49B38E

Figure 6

The following language identifiers have been found:

e 0x82c - Azerbaijani (Cyrillic)
e Ox42c - Azerbaijani (Latin)
e Ox42b - Armenian

LIFARS

a® SecurityScorecard company

https://t.me/learningnets

www.LIFARS.com | 4



e Ox423 - Belarusian

e 0Ox437 - Georgian

e Ox43F — Kazakh

e Ox440 - Kyrgyz

e 0Ox819 - Russian (Moldova)
e Ox419 - Russian

o Ox428-Tajik

o Ox442-Turkmen

o 0Ox843 - Uzbek (Cyrillic)
o Ox443 - Uzbek (Latin)
e Ox422 - Ukrainian

The GetUserDefaultUlLanguage routine extracts the language identifier for the user Ul language
for the current user. The extracted value is compared with the same identifiers from above:

|€a1n eax peuxne « +]0J niock
i 5 | efet (stdkal) =[5 210 urock
1: [esp] 004BFF90 <lockbit.EntryPoint>
2: [espr4] 00000008
3 esp+8] 00223000
4 +C] 00000000
.TEXT:004985F3 Tockbit.exe:$985F3 I9A7973 S: ::g»w] 0000082C
L D e T e T e R S S R e T U e EIEREEN 0048FF90 | Tockbit.EntryPoine

Figure 7

The NtQuerySystemInformation function is utilized to retrieve the number of processors in the
system (Ox0 = SystemBasiclnformation):

6A 00 push o X87s5tatuswora 0000

ol
il B 6A 2C push 2C X87SW.B 0 x87SW.C3 0 Xx87sw.C2 O
. 68 70 8A 4F 00 pu'h 'hAW' T.4F8A X87SW_C1 0 Xx87SW.CO 0O Xx87SW_ES O
. 6A 00 pusl X87SW_SF 0 X87SW_P 0 Xx875W_U o
ol E8 D9 21 FS5 FF c lockbit 413200 faaea
(€1 P — FF DO a}} = pops g o TS
. FE'DO: 0 - — ¥ [s 2] 0] unlock
A—— R — i [esp] 00000000 z
| eax=<ntd11.NtQuerySystemInformation> (7704EAEO) [2: 004F8A70 10CkD1T.004F8A70
: 0000002C
00000000
.Text:004C10F7 lockbit.exe: SC10F7 #CO4F7 €5p+10] 004BFF90 <lockbit.EntryPoint>
Wourp1  §oump2  EHDump3  $houmps  Woumos @ watchi  xeltocls P struct
Address | Hex |AscIx ]

Figure 8

The binary opens a handle to the current process (0x60000 = WRITE_DAC | READ_CONTROL):

. 50 push eax = iz eax:Nt X87rS 00000000000000000000 STS Empty 0.00000000¢

o 80 84 24 6 02 00 00 Tea eax,dword ptr_ss:fesps2 eax:Nt X87r6 3FFFS000000000000000 ST6 EMPTY 1.00000000!

- €7 84 24 00 02 00 00 00 OO mov dword ptr s55: X87r7 O 000000 ST? Empty 0.00000000¢

. 50 $usn e . . eax:Nt

. 80 44 24 34 €a eax, rd ptr ss:fespss eaxiNt x87Tagword FFFF

* £7534 24:24.00.00:00 00" | mov ok d. ptr ss:fesp+34§,0 X87TW_O 3 (Empty) X87TW_1 3 (Empty)

. 50 push eax S X87TW_2 3 (Empty) XS87TW_3 3 (Empty)

- C7 84 24 C4 00 00 00 00 OO mov dword ptr X87TW_4 3 (Empty) x87TW.S 3 (Empty)

. C7 84 24 30 01 00 00 00 0O mov dword pTr X87TW_6 3 (Empty) X87TW_7 3 (Empty)

. 66 C7 84 24 34 01 00 00 OO MmOV word ptr s

- C7 84 24 78 02 00 00 18 0O mov dword ptr x87statusword 0000

° OF 11 84 24 7C 02 00 00 |movups Xxmmword xmmo X87SW_B O X87SW.C3 0 X87SW.C2 O

o C7 84 24 8C 02 00 00 00 0O mov dword ptr X87SW_C1 O x87SW.CO O Xx87SW_ES O

- C7 84 24 68 02 00 00 00 00 mov_dword p s 7SW_P 0 X87SW.U 0

. €8 4C TE F6 FF ﬂ'll lockmt lzamu LTS S -
g FF DO B | Jeaxint v =

- o RSN Sy | Default (stdcal) wils -]Dlﬂod
= e — — i 0019F824
cax=<ntd11.NTOpenProcess> (7704E9E0) B i 00060000

9FD60
0019FD4C “(\
< TEXT:004C1184 ToCkbIT.exe:$C1184 #COS84 . - 5: [espr10] 00D4BFF90 <1o(kb|t .EntryPoint>
$oump1  $houp2 @Hourp3  NDurp4  HDutpSs @ watchi  bellocals ) St LI o1orezs
Nl’FAFO 0013FD60

AR e e o | 0019FAF4! 0019FD4C | (1P

Figure 9
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The GetSecuritylnfo API is utilized to retrieve a pointer to the DACL in the returned security
descriptor (0x6 = SE_KERNEL_OBJECT, Ox4 = DACL_SECURITY_INFORMATION):

XD/ IW_& 3 \EmpLy) AS/IW_3 3 \umpLy)
| x87Tw_4 3 (Empty) x87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B 0O x87SW.C3 O x87Sw.C2 O
X87SW_C1 0O x87SW.CO O X87SW_ES O
X87SW_SF O XxB7SW_P 0 X87SW.U O

v (s {0 unod

>® | 004C11CD

004C11CF

push 0

gush 0

ea eax,dword ptr ss:fesp+2043
push eax

24 04 02 00 00

222935822
288 88

~

v [

+TEXT:004C11ES Tockbit.exe: $C11ES #COSES
@oump1  @Noump2  WHDump3  WDumps  WWDumpS @ warhi  bellocals ) Stuct

0019FCF4 00 00 00 00|25 00 00 00|61 64 76 61]70 69 33 32 dvapisz
00 00 00 00|59 00 00 DO|6E 65 74 61 neta

0019FD
0019FD14|70 69 33 32 (2E €4 €C 6CI00 00 FE 7615 00 00 00|pi32.dil.
0019FD24|61 63 74 69(76€ 65 64 73|25 €4 €C €C|00 00 00 00|activeds.

Figure 10

RtlAllocateAndInitializeSid is used to allocate and initialize a SID (security identifier) structure:

003C11F6

push eax eax:RT
push o x87Tagword FFFF
X87TW_0 3 (Empty) X87TW_1 3 (Empty)
X87TW_2 3 (Empty) X87TW_3 3 (Empty)
X87TW_4 3 (Empty) X87TW_S 3 (Empty)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000

X87SW_B O Xx87SW.C3 0O Xx87SW.C2 O
X875W_C1 0 Xx87SW.CO O XxB7SW_ES 0
XB87SW_SF O X87SW_P 0 x87Sw_uU o

gush o
24 34 01 00 0O euhen.mrd ptr ss:fesprissl)
push 1

push eax
7E F6 FF Tockbit.4290C0

T T 5 ' ) v |[s 1210 unlock

5598222220008
8> 2888888888

Sesssssenssee

Figure 11

The file extracts the ACL size information via a function call to RtlQuerylnformationAcl (0Ox2 =
AclSizelnformation):

h 2

pu:" C x875tatusword 0000

g‘e'n eax,dword ptr ss:fespr264) X87SW_B O XB87SW.C3 0 x87SW.C2 O

push eax 5 X87SW.C1 0 x87SW.CO O X87SW_ES O

push dword ptr ss:fespr208] F 0 X87SW.P 0 x87SW.U O
lockbit. 429180 -

4 24 64 02 00 00

004C122C 4 24 08 02 00 00
004C1233 8 7F F6 FF

+TexT:004C1238 lockbit.exe: SC1238 #C0638
Wowp1  Hoump2  Woumo3  WWoump4

Figure 12

The executable allocates memory by calling the ZwAllocateVirtualMemory routine (0x3000 =
MEM_COMMIT | MEM_RESERVE, Ox4 = PAGE_READWRITE). It's also important to mention that
LockBit frees memory previously allocated using ZwFreeVirtualMemory:

push 4

AVr Iy v AmmeNy s AV Tmes o Ly
?ush 3000 X87TW_6 3 (Empty)  X87TW.7? 3 (Empty)

x, dwor r ss: +2¢]
e il Nespr2c x875tatusword 0000
gush 0 X87SW_B O X87SW.C3 O X87SW.C2 O
ea ecx,dword ptr ss:fesp+28] X87SW_C1 0 x87SW_CO O X87SW_ES O
pu:: e X87SW_SF O XS7SW_P O X87SWU O

.Text:004BACAS lockbit.exe: SBACAS #BADAS
WWoump1  Poump2  Woump3  WNDump4

¢ oump 5

Figure 13

L ! F A RS www.LIFARS.com | 6

SecurityScorecard company
ar

https://t.mea/?e ningnets



The RtlCreateAcl function is utilized to create and initialize an access control list (Ox4 =
ACL_REVISION_DS):

6A 04 push 4 X87SW_B O Xx87SW.C3 0O x87Sw.C2 O
56 push esi X875W.C1 0 x87SW.CO O Xx87SW_ES O
$7 push edi X87SW_SF 0 Xx87SwW_P 0 x87Sw_U 0
E8 21 81 F6 FF ﬂ} lockbit. 429390
FF |¢l{ eax EACRE v ———
ii X Tfan(sw::)‘” ~ [s 12]0] unlock
€ax=<ntdiT.REICr CAteACT> (7700ABC0) (37 feansa) 00000076
3 QSD*S} 00000004 Toikh
4: [esp+C] 004BFF90 <lockbit.EntryPoint>
. TexT:004C126F lockbit.exe: SC126F #CO66F ] S: [esp+10] 004BFF90 <lockbit.EntryPoint>
@oump1  WHoump2 D3 WDump4  @WDumps B9 watchi  bellocas Y St H""m PR
addcace Tuau Lacrey T =1

Figure 14

The RtIAddAccessDeniedAce routine is used to add an access-denied access control entry (ACE)
to the ACL created earlier (Ox4 = ACL_REVISION_DS, Ox1 = FILE_READ_DATA):

H i FF B4 24 B4 00 00 00 push dword ptr ss:fesp+s84) X8/5TATUSWOra uuvu
i 6A 01 push 1 X87SW_B O xB87SW.C3 0 x87SwW.C2 O
R 6A 04 push 4 X87SW_C1 O X87SW.CO O X87SW_ES O
: : 7 gush edi SF O X87SW_P 0 X87SW.U O
: ES F6 81 F6 FF @11 lockbit.429480 A sAmemTmaamm T A
|EG——>e FF DO |call eax —
el s so-e -ee- Defauit (stdcal) v [2 100 unlock

mcesfmé ~(770A2940)

i 00000001
0255E590

.TexXT:004C128A Tockbit.exe:SC128A #CO68A €5p+10] 004BFF90 <lockbit.EntryPoint>

Woup1  HDump2  WWDump3  Houmps  WowmpS @ watch1  Ielloclls ) Stct e oAsr oo
Address | Hex |Asc1z | ﬂ O015FAFQ m
0255€590 02702700 001000000 01100 00 00001 00 00 00 00| seoiiiiaesin. ... | SEACS | ANABEESA | Tasrbhir Carsudalar

Figure 15

The malicious file obtains a pointer to the first ACE in the ACL via a function call to RtIGetAce:

50 push eax [eax:Rt | X87SW_B O XB87SW.C3 0 X87SW.C2 ©O
56 push esi X87SW_C1 0 X87SW.CO O X87SW_ES O
FF B4 24 04 02 00 00 push dword ptr ss:fesp+204§ {esp+2 X87SW_SF O XB7SW_P 0 X87SW.U O
€8 BO 82 F6 FF €AT1 lockbit. 429570 smmmTA o aasTa
FF DO |call eax eaxiRt v — —_— —
{ } Sits == STy | Defauit (stdcal) v |{s 5[] unock
Ll e 1i [esp] 0253FFEC
eaxw=<ntd11.RtIGetAce> (77046A10) 2: [esp+4] 00000000
3: espve} 0019FD38 s ;
3: [espsC] 0048FF90 <lockbit.EntryPoint>
. TeXT:004C12C0 Tockbit.exe: $C12C0O #COECO ~|s: [espr10) 004BFF90 <lockbit.EntryPoint>
$oump1  @Hourp2  HDump3  WWDumps  WM0uwmpS @B watchi  Irellocas ) St o e
Address | Hex | AscIT | A [OUTIEARS{OOLHOIS
0253FFEC [102) 00 50 00103 00 00 0000 00 18 OOJEEEE AF 00| B.Poveeoorss We. ! AJPAES| 0oSREED | JockpizEntryROlaT

Figure 16

The process adds an ACE to the ACL previously created using RtlAddAce (0Ox4 =
ACL_REVISION_DS):

50 push eax eax:Rt
51 push ecx x87Statusword 0000
: 6A FF push FFFFFFFF X87SW_B 0O Xx87SW.C3 O XB87SW.C2 O
: | 6A 04 push 4 X87SW_C1 O XB7SW_.CO O XB7SW_ES O
H 7 push edi X87SW_SF O X87SW.P O x87SwWw.U O
; ES 83 83 F6 FF &l Tockbit. 429660 st a saneeTn A eanaTA
EF DO | call eax JEERT v =
SRS 200 B g 7 | Defaut (stdcal) > |[5 15 0] unlock
S— o — 1 [esp] 043F0000
eax=<nt «RT e> (77004E00) N 2: esp?lq 00000004
3: espvej FFFFFFFF
4: [es) 0253FFF4
. TeXT:004C1200 Tockbit.exe:$C1200 #COEDD St esgzcxo] 00300018
Woump1  @hoump2 HDump3  WWoumps  GWDumpS @ watch1  bellocals ) Stuct T
Address | Hex Jascix I Y i e
043F0000 (04 00 78 00|01 00 00 00|01 00 14 00|01 00 00 00| Xesevasrasanns ] DO19FAFS
043F0010/01 01 00 00|00 00 00 01/00 00 00 00/00 00 00 uol ................. \resacs B N

Figure 17

LockBit sets the DACL of the current process to the ACL modified earlier by calling the
SetSecuritylnfo API (Ox6 = SE_KERNEL_OBJECT, Ox4 = DACL_SECURITY_INFORMATION):
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004C1319 3 > T XB/IW_6 5 (=mpTy)
004C1318

004C131C x875tatusword 0000

004C131E X87SW_B O X87SW.C3 0 x87SW.C2 0
004C1320 X87SW.C1 O x87SW.CO 0 Xx87SW_ES O
004C1322 06 6 X87SW_SF O X87SW.P 0 X87SW.U O
004c1324 74 24 44 push dword ptr ss:fesp+44]

S o - [ 210 s

X8/IW_/ 5 (EmMpTY)

.TEXT:004C1328 10CkbiT.exe: C1328 #C0728
@oump1  WWoump2  HDump3  UMDumpd  WMoumpS @D watchi  ieellocals ) Stt

DO19FAF S| 004BFF90 | 10ckbit.EntryPoint
0019FAFC | 004BFF90 | Tockbit.EntryPoint
! 00197804
043F0070 [ FEHE oo Bl anvacanal ca5e7a7h

Figure 18

The malware modifies the hard error mode in a way that some error types are not displayed to
the wuser (OxC = ProcessDefaultHardErrorMode, Ox7 = SEM_FAILCRITICALERRORS |
SEM_NOGPFAULTERRORBOX | SEM_NOALIGNMENTFAULTEXCEPT):

XS/IW_6 3 (EMPTY)  XE/IW_/ 3 (EMPTY)

04 push 4

84 24 50 02 00 O g:a eax,dword ptr ss:fesps2509

84 24 50 02 00 00 07 OO{mov dword ptr ss:fesp+250F,7 x875tatusword 0000

push eax X87SW.C3 0 x87sw.C2 0O

push C (¢ XB7SW.CO O Xx87SW_ES O

: X87SW_P 0 X87SW.U O
Tockbit. 429840 il e

-3

.TEXT:004C1398 lockbit.exe:$C1398 #CO798
$S0ump1  Woump2 HDump3 $Dump4

Figure 19

The ransomware enables the SeTakeOwnershipPrivilege privilege in the current process token
(Ox9 = SeTakeOwnershipPrivilege):

x87statusword 0000

X87SW_B O Xx87SW.C3 0 x875w.C2 ©

X87SW_C1 0 x87SW.CO O X87SW_ES 0O
7' o 7SW_P 0 x87Sw.u 0

REFan | larkhir Farrupaine

Figure 20

LockBit decrypts a list of processes and services that will be stopped during the infection (the
entire list can be found in the appendix):

04460000|77 78 53 65 xServer ,wxserve
04460010(72 56 69 65 rview,sqlmangr ,R
0446002041 67 75 69 A?ui.supervise.c
04460030| 25 _6C 74 75 ulture,Defwatch,
04460040(77 69 GE 77 winword,QBw32,Q8
04460050 DBMgr ,gbupdate,a
04460060 2C 68 74 74 x1bridge,httpd,f
04460070 (64 _6C 61 75 dlauncher ,MsDtSr
04460080 33 36 30 73 vr,java,360se,36
04460090 74 6F 72 2C|77 64 73 77|66 73 odoctor ,wdswfsaf
044600A0 88 6F 73 74|2C 47 44 73|63 61 e,fdhost,GDscan,
04460080 6F G6E 67 46|61 GE 67 59|75 2C ZhubDongFangYu,Q8
044600C0 72 4E 2C 6D (22 73 71 6C |64 2C 41 75 |DBMQrN,mysqld,Au
04460000 73 6B 44 65|73 6B 74 6F|70 41 70 70| todeskDesktopApp
044600E0 63 77|65 62 62 72|6F 77 73 65|72 2C 43 72| ,acwebbrowser,Cr
044600F0 74 69|76 65 20 43|6C 6F 75 64|2C 41 64 6F|eative Cloud,Ado
04460100 20 44|65 73 6B 74|6F 70 20 53|65 72 76 69|be Desktop Servi
04460110 2C 43|6F 72 65 53|79 6E 63 2C |41 64 6F 62|ce,CoreSync,Adob
04460120 43 45|46 2C 48 65|6C 70 65 72|2C 6E 6F 64|e CEF,Helper,nod

Figure 21
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04460000 |77 72 61 70|70 65 72 2C |44 65 66 57|61 74 63 68| Wrapper,Defwatch
04460010 (2C 63 63 45|76 74 4D 67|72 2C 63 63|53 65 74 4D|,CCEVIMQr,ccSetM
04460020 (67 72 2C 53|61 76 52 6F|61 6D 2C 53|71 6C 73 65|gQr,SavRoam,sqlse
04460030(72 76 72 2C|73 71 6C 61|67 65 GE 74|2C 73 71 6&C rvr.sq‘la?ent,sq'l

04460040 | 61 64 68 6C|Z0 2C 43 75(6C 73 65 72|76 65 72 2C|adhlip,Culserver,
04460050 (52 54 56 73|63 61 6E 2C |73 71 6C 62|72 6F 77 73|RTVscan,sqlbrows
04460060 (65 72 2C 53|51 4C 41 44|48 4C 50 2C|51 42 49 44|er,SQLADHLP,QBID
04460070 (50 53 65 72|76 69 63 65(2C 49 GE 74|75 69 74 2E|PService,Intuit.
04460080 (51 75 69 63|68 42 6F 6F|6B 73 2E 46|43 53 2C 51|QuickBooks.FCS,Q
04460090 (42 43 46 4D|GE _GE 69 74|6F 72 53 65|72 76 69 63|BCFMonitorsServic
044600A0 |65 2C 20 6D|73 6D 64 73|22 76 2C 74|6F 6D 63 61|e, msmdsrv,tomca
04460080 |74 36 2C 7A|68 75 64 6F|6E 67 66 61|GE 67 79 75 |t6,zhudongfangyu
044600C0(2C 76 6D 77|61 72 65 2D |75 73 62 61|72 62 69 74| ,vmware-usbarbit
04460000 (61 74 6F 72|36 34 2C 76|6D 77 61 72|65 2D 63 6F | ator64,vmware-co
044600E0 | 6E 76 65 72|74 65 72 2C|64 62 73 72|76 31 32 2C|nverter,dbsrvi2,
044600F0 |64 62 65 GE|67 38 2C 4D (53 53 51 4C|24 4D 49 43|dbengs,MSSQLSMIC
04460100 (52 4F 53 4F|46 54 23 23[57 49 44 2C|4D 53 53 51|ROSOFT##WID,MSSQ
04460110(4C 24 56 45|45 41 4D 53 (51 4C 32 30|31 32 2C 53 |LSVEEAMSQL2012,S
0446012051 4C 41 67|65 6E 74 24[56 45 45 414D 53 51 4C|QLAgentSVEEAMSQL

Figure 22

The malware calls the ZwOpenProcessToken API in order to open the access token associated
with the current process (0x8 = TOKEN_QUERY):

00488156
00488157
00488159
00488158
00488161

50
6A 08

push eax g XB/STATUSWOr G UUUL
X87SW_B O x87SW.C3 0 x87sw.C2 O
X87SW_C1 O xXB87SW.CO 0O XxB87SW_ES O

7SW_SF O X87SW_P 0 X87SwW_U o

push &
push FFEFFFFF
mov nordkgtr s5:febp-28],500

6A FF
66 C7 45 D8 00 05
E8 CA SF FS FF

+Text:00488166 lockbit.exe:$BB166 #BASGE 0. 033500003

Woump1  Soump2  Woump3  Eoump 4

oo 5 Pellocals 4 Stuct

& watch 1

Figure 23

GetTokenlInformation is utilized to extract the user account of the token (Ox1 = TokenUser):

push QCX

?:a ecx,dword ptr ss:febp-s0]
Bush 5

pus 0 X87SW_U
D dword p :febp-5 =

x87Statusword 0000

X87SW_B O x87SW.C3 0O x87SWw.C2 O
XB87SW_C1 O Xx87SW.CO 0O Xx87SW_ES O
o

. Text:004BB2A9 lockbit.exe:$BB2A9 #BAGAY

WWoump! @Hoump2 PeDump3  WDumps  WWoumps @ wathi  iellocals ) st

Figure 24

The AllocateAndInitializeSid routine is used to allocate and initialize a security identifier (SID) with
a single subauthority:

e oosss418 51 push ecx x87Tagword FFFF
: o|ooigsiial e 0o Buzn o XITH0 3 (Empty)  X87TML 3 (Empry)
! ol co4se<10 €A 0o Bush o ||| x87Tw.2 3 (Empty)  x87TW.3 3 (Empty)
H ol 0o4sB41F €A 00 push 0 X87TW_4 3 (EmpTy)  x87TW.5 3 (Empty)
H o 00488421 6A 00 push 0 X87TW_6 3 (Empty) X87TW.7 3 (Empty)
H e | 00488423 6A 00 push 0
] o] oossB425 6A 00 push 0 x87Statusword 0000
H e | 00488427 6A 12 push 12 X87SW_B O x87SW_C3 0O Xx87SW.C2 O
! e 00488429 6A 01 gu 1 X87SW_C1 O XB7SW_CO O X87SW_ES O
: o | oo4ss4ze 8D 4D D4 ea ecx dword ptr ss:febp-2c) X87SW_SF O XB87SW_P O XB7SW.U 0
H o | 0048B42E 51 =——=

o | 4884 FE DO

. -

.TEXT:004BB42F lockbit.exe: SBB42F #BAS2F

l!tnu-ox $oump2 Woump3  WHoumpd4  $WDumps @ watch1  Irellocals ) Struct

0019FACS [00) 00 00 00]24 00 00 00[12 00 z
0019FAD4| 00 00 5 gg.
OO19FAE4 | EQ £F A9 73 (98 02 00 00|20700 700700

0019FAF4 73 00 00 00|%.L ¥
00197804 | 62763 72°79|70 74 2E 64|00 77|72 00 00 00|berypt.dilwr...
0019FB14| 6F & 6 3 o
’2553"995?99‘3955‘55 33|2220 a0 (6000 77 73| .. 0le32. dlilus

Figure 25

The executable compares two security identifier (SID) values using the EqualSid API:
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0048856E
00488571

FF 75 EC push dword ptr ss:febp-1 XB7SW_SF O X87SW_P 0 Xx87SW.U 0O
push dword ptr ss:febp-3 T

.Text: 00488574 lockbit.exe: $BB574 #8A974

@Woump1  Hoump2  Woump3  $Dump4

% bump 5

Figure 26

There is a recurrent function call to GlobalMemoryStatusEx that retrieves information about the
current usage of both physical and virtual memory:

043F0000

00223000
10] SE1FB3ES

diba o dE. o ama

Figure 27

LockBit creates a new thread using the CreateThread API, which will run the sub_4DF310
function:

push ecx
pu x87Statusword 0000
push dword ptr ss:febp-1 X87SW_B 0O x87SW.C3 0 x87Sw.C2 O
push dword ptr ss:febp-1C X87SW.C1 0 x87SW.CO 0 Xx87SW_ES O
wsng X87SW_SF O X87SW_P O X87SW.U O
pus o - - -—-

. TeXt:004BA74A lockbit.exe: SBAT4A #BIBSA

Woump1  $oump2  WNDump3  YNDump4

bellocals 5 Struct

¥4 bump 5

& watch 1

Figure 28

ZwSetInformationThread is used to hide the thread from our debugger however, the x32dbg’s
plugin called ScyllaHide can circumvent its effect (Ox11 = HideThreadFrombDebugger):

push o X¥/>TATUSWOra UUUU

push o XB7SW_B O x87SW.C3 0 x87sw.C2 O
push 11 X87SW_C1 O xB87SW.CO 0O XxB7SW_ES O
push esi XB7SW_SF 0 XB87SW_P 0 Xx87Sw_U o

1ockbit. 4154F0
v |[s_[$10] unods

.Text:004BA766 lockbit.exe: SBA766 #B9I866

Dumpl  Yoump2 YEoump3  Woump4

ellocls 4 stuct

WWoumps & wath1

Figure 29

Thread activity - sub_4DF310 function

The shutdown priority for the current process relative to other processes in the system is set to O,
which means that it's set to be the last process to be shut down:

[ ] x87Sw_SF 0 x87SW_P O X87SW_U

00000000

0040F310 1oCkbit.0040F310

0040F310 Tockbit.0040F310
00000000

.TEXT:004DF447 Tockbit.exe: SOF447 #DES4T
Il!lDunvl Wbump2 W%Dump3  WMDumps  WeDumps @ watchi  Iellocas ) St

Figure 30
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GetSystemDirectoryW is utilized to retrieve the path of the system directory:

sh 104
ea ecx,dword ptr ss:fespr043
push ecx

X87SW.C1 0 X87SW.CO O X87SW_ES O
0 X87SW.U O

LTeXT:004C3A27 10CKbIT. exe: SC3A27 #C2€27
Woump1  GNoump2  Hoump3  YMDumpd  ¥Woumps @ wathi  Iellocals  # stuct

Figure 31

The process creates an activation context and activates it using the CreateActCtxW and
ActivateActCtx routines:

. TEXT:004C3EAS T0ckDIT.exe: SC3EAS #C32A8

P50l $Npump2  WNDump3  EHDump4

oellocals ) Struct

% Dump 5

05C3FD10[20 0
05C3FD20

ncraerer lann217ea | rarura A nnn217Ea feam nnna17an

Figure 32

X87SW_C1 0 X87SW.CO O Xx87SW_ES O
X87SW_SF O x87SW_P O Xx87SW.U O

B

push eax

v

esp+4] OSC3FDi
esp+8] 017CCBA2
esp+C] 76460000 kernel32.76A60000
esp+10] 00000000

.Text:004C3EAB lockbit.exe: SC3EAB #C32A8

oump!  Noump2 WDump3  WeDump4  WDumps @ watch:  bellocals ) Stuct

Figure 33

The binary registers and initializes specific common control window classes using the
InitCommonControls API:

espr4] 76A60000 kernels2.76A60000

esp+s’
+ . esp+C] 000317F8 &"nfow"
. TeXt:004C4307 lockbit.exe:$C43D7 #C3707 esp+10] 000002AA

| P e e e e U B G R e S L P

Figure 34

GdiplusStartup is used to initialize Windows GDI+:

X87SW_B O X87SW.C3 0 X87SW.C2 O
X87SW.C1 O X87SW.CO 0O X87SW_ES O
XB7SW_SF O Xx87SW_P 0 Xx87SW.u O

sh 0
g“ﬂ ecx,dword ptr ss:fespr34)
push ecx
push lockbit.4FsFFO

Fh— =

.TEXT:0040E9S3 Tockbit.exe:SDEIS3 #D0OS3 o;ﬁc&zoo kernel32.76A60000

Woup1  @Hoump2 Hoump3  $Woump4  $WDumps leellocals & Struct

Figure 35

The malicious file initializes the COM library on the current thread:

- fesp+a] 017C

ewn} 76A60000 Kernel32.76A60000
e5p+C] 00000000

$: 1esprio}

| PP e e e e S (o D ¢ Yo

Figure 36

The GetVersion routine is used to retrieve the operating system version:
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76A60000 kernel32.76A60000
00000000

3 esp+10] 00000315

L TN

Figure 37

CreateStreamOnHGlobal is utilized to create a stream object that uses an HGLOBAL memory
handle to store the content:

] X87SW.C1 O XB7SW.CO 1 XB7SW.ES O
| xs7sw_SF 0 x87SW_P 1 x87SWU O

00000001
05C3FFO4
. TeXT:004DED3D TOCkbit.exe: SDED3D #DE130 0] °§Z§§33§o kernel32.76A60000

@oump1  Woump2  WWDump3  WDumps Peollocas & St

Figure 38

The stream content is modified, and the process uses the GdipCreateBitmapFromStream
function to create a Bitmap object based on the stream:

| X87TSW_SF 0 x87Sw_P 1 x87SWw_.U O

gg:cc TockbiT. 004FBFCC
P+C]_76A60000 kernel32.76460000
10] 00000000

0SC3FEFS| 017CCBA2
0SCIFEFC | 76A60000 | kernel32. 76460000
RESSTERRIZANRNA

Figure 39

The malware loads the standard arrow cursor resource via a function call to LoadCursorW
(Ox7FO00 = IDC_ARROW):

o

pu:: ;Foo XB7SW_SF O Xx87SW_P O Xx87SW_U

-

00007F00

017CCBA2

p+C] 76A60000 kernels2.76A60000
10] 00000000

. TEXT:004C479E TockDIT.exe: $SC479E #C3B9E
WWourp!  Yoump2 WNDump3  WWoumpd  Woumps @ wathi  Iellocals ) St

Figure 40

GdipAlloc is utilized to allocate memory for a Windows GDI+ object:

T R T PR
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

gush dword ptr :s:!ebﬂ-xﬂ
ea eax,dword ptr ds:[eax-ecx 2]
movzx ecx,word ptr ds:[eax-esi]
mov eax,dword ptr ds:[edx+1C] x875tatusword 4000
XB87SW_B O Xx87SW.C3 1 x87Sw.C2 O
X87SW.C1 O X87SW.CO 0O Xx87SW_ES O

X87SW_SF O X87SW_P 0 Xx87SW.U O

>[5 (2107 unlock

lea eax,dword ptr ds:[leax+ecx'd]
mov eax,dword ptr ds:[eaxsesi]

add eax,esi
mov_dword ptr ds:[<&GdipAlloc>],eax

76830000 combase.76830000
0] 76830000 combase.76830000

e~ o lia  a | dlia e Mllie . e s Mol e S

Figure 41

There is another call to GdipCreateBitmapFromStream followed by a call to GdipDisposelmage,
which releases resources used by the Image object:

4] OOF1CESA
05CB28B58
8.

+TEXT: 00414854 Tockbit.exe:$1A854 #19C54

[

Wl o~ e _a Ml

Figure 42
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LockBit registers a window class called “LockBit_2_0_Ransom” using the RegisterClasseExW API:

017CCBAZ
76460000 kernel32.76A60000
00000000

Figure 43

CreateWindowExW is used to create a window called "LockBit 2.0 Ransom" that will track the
progress of the ransomware, such as the identified drives and different logs:

o] 0oscs3c7 6A 00 push X87r7 00000000000000000000 ST7 Empty 0.0000000000
® ] 004C53C9 FF 74 24 28 eu sh Mra ptr ss:fes

| 004C53CD 8D 8C 24 88 00 00 00 ea ecx,dword ptr ss: ‘esp»asl x87Tagword FFFF

: ggﬁ;g: :: % %:: b X87TW_0 3 (Empty) x87TW_1 3 (Empty)
o]ooscs30s 64 00 push 0 X87TW.2 3 (Empty)  X87TW.3 3 (Empty)
o 004C5204 68 00 00 00 80 push 80000000 X87TW_4 3 (Empty) Xx87TW_S 3 (Empty)
4 prigstde) oA 00 push o X87TW_6 3 (Empty) Xx87TW_7 3 (Empty)
o 004C53E1 68 00 00 00 80 push 80000000

e |ooscs3Es 68 00 00 CF 00 push cmooo x87statusword 4000

o] 00sc53e8 51 gus ecxiL"Loc | X87SW_B O X87SW.C3 1 X87SW.C2 0
o | 0045 3EC 80 BC 24 F4 00 00 00 2 ecx, ouord ptr ss:fesprrall X87SW_C1 0 Xx87SW.CO O X87SWES 0O
o 00sc53F3 a o ws ecx:L"LoC xnsu(_su O Xx87SWP O X87SWU 0
.

04CS3F4

. vl
3 wwan ¥ [s_[3]0] unlock
esp+4] OSCIFEBC L"LOCKBT_2_0_Ransom"
05C3FE70 L"LOCKBIT 2.0 Ransom™
.Text:004C53F6 lockbit.exe: $C53F6 #WCA7F6 90CFO000

Wouro1  YSoump2 WDump3  oump4  UHDumps

savBlE
8888
23852
gkessss

1EEERRANS

8228579
888888
PR
88888
8882R
£888888
888845
888888

v
88

8
M

188888888
5
s

88888888
1I8288RA23

|

|
|
il
il
N
)
)
)
i
R
l

:

Figure 44

The new window is hidden using the ShowWindow routine (OxO = SW_HIDE):

004C5624 6A 00 NS"I o XB7TSW_SF O XxS87SW_P 1 X87Sw_U
004C5626 FF 35 00 88 4F 00 Mra ptr ds: [4F8B00 -~

i B
017CCBA2
76A60000 kernel32.76A60000
00000000

. TEXT:004C562C TockbitT. exe: SCS62C #C4A2C
Woump1  $Noump2  WSDump3  WNDumpd  oumps @D wach1  Irellocals ) stuct

Figure 45

The UpdateWindow function is utilized to update the client area of the specified window by
sending a WM_PAINT message to the window:

push dword ptr ds:[4F8800 e e e

esp+4] 017CCBA2
esp+8] 76A60000 kernel32.76A60000
esp+C] 00000000
€5p+10] 7506A900 user32.7506A00

e R A T e T A e T A G ST e L S
Figure 46

The process creates a new thread by calling the CreateThread function:

x87statusword 4020

X87SW_B O Xx87SW.C3 1 Xx87SWC2 O
X87SW_C1 O x87SW.CO O XxB87SW_ES O
| X87SW_SF 0 Xx87SW_P 1 X87SW.U 0

. Text:004D0FSAD lockbit.exe:SDFSAD #DE9AD

$oump2  Woump3  WDumps  Woums

Figure 47
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LockBit defines a Shift+F1 hot key for the new window that can be used to unhide it (0x70 = VK_F1,
Ox4 = MOD_SHIFT):

X87SW_8 O X875W.C3 1 X875 C2 O
XB7SW_C1 O X87SW.CO O X87SW_ES O
| x87SW_SF 0 x87SW_P 1 x87SW_U O
| == —

X87SW_8 O Xx875w.C3 1 x87Sw.C2 O

. X87SW.C1 0 Xx87SW.CO O x87SW_ES O

[ xs7sw_sF 0 xs7sw.p 1 xs7swu o0
LACZORCSE S REZN

. TEXT:0040F82A Tockbit,exe: SDFS2A #DEC2A
Wourp1  Woump2 Hoump3  USDump4

$oump S

Figure 49

GetMessageW is used to retrieve a message from the thread’'s message queue:

push 0 XB/3TATUSWOrG 4ULU
push o X87SW.8 0 Xx87SW.C3 1 x87Sw.C2 O
g\lsh o X87SW_C1 0O X87SW_.CO O x875w_ES O
e:he::’.‘mrd ptr ss:febp-30§ X87SW_SF 0 X87SW_P 1 Xx87SW.U O

. TexT:004DF969 lockbit.exe:SDF969 #DEDEY
Wouro1  @Yoump2  $Wouwmp3  $Wouwmp4  oumps  @werhi  Ixellocals st

Figure 50

The malicious file translates virtual-key messages into character messages via a call to
TranslateMessage:

espesd
esp+s,
esp+C
0] 034F024A

004DF310 10ckb1T.004DF310
0040F310 lockbit.004DF310

| PO e i e s N ) By L

Figure 51

DispatchMessageW is utilized to dispatch a message retrieved by the GetMessage function:

+TexT:0040FD15 Tockbit.exe:SDFD1S #DF11S

. | Mla . e s e~

Figure 52

Thread activity — sub_4C3430 function

The process sends the LVM_GETITEMCOUNT message to the newly created window (0x1004 =
LVM_GETITEMCOUNT):
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i - 6A 00 push = = X87SW_B O x87SW.C3 O x87SwC2 O
1 o 6A 00 push o X87SW_C1 0 X87SW_CO 0 XB87SW_ES O
| . 68 04 10 00 00 push 1004 X87SW_SF O X87SW_P 0 x87SwW.V o
H . FF 35 BO 8A 4F 00 push dword ptr ds: [4F8ABO]
I - . FF DO |call eax Jeaxzsenay v e
i . 5 |Default (stdcal) v [s 210 unkd

1: [esp] 00£60242

2: [esp+4] 00001004
3: [esp+8] 00000000
4: [espsC] 00000000
5

eax=<user3z.

+TEXT: 00400070 lockbit.exe:SO007D #00170 : [esp+10] 004C3430 lockbit.004C3430

o1  $oump2 YNOump3  Woump4  $Wowmps @ watchi  xelLocals P stct i ms;:
| 068BFECO| 00000000
ErEreTE— i I |~ | Gessrecs | 00000000

Figure 53

The malware calls the InvalidateRect APl many times to add multiple rectangles to the window’s
update region:

° 6A 00 push 0 % = X87SW_C1 O X87SW.CO O X87SW_ES O
| o 6A 00 push 0 X87SW_SF 0 X87SW_P 0 X87SW.U O
\ o FF 35 D4 8A 4F 00 push dword ptr ds:[4F8AD4] S e = m— =
FE—— FF DO {€a1T eax % 2 jeax:Tova) v e s TP [ P
[ ' . = > | Defoult (stdcal) v [5 127 unlock
- R - 1: [esp] 007E02E6
32.Inval (7500€€10) 2: es?»n uoggoooo
3: espvsg 00000000
.TeXT:004C358E lockbit.exe: SCISBE #C298E ; gmo}og;ics;igo]?g::gimﬁgu
WWoump1  Woump2 Woump3  WWoumpd  Woumps  Wwatch1i  IrelLocals ¥ stuct TO68BFF58 8&’,58353[
[FerErEE Taerss i i

Figure 54
We continue with the analysis of the main thread.

The CommandLineToArgvW routine obtains an array of pointers to the command line

argur ents:
. 50 push eax x875tatusword 0000
: . 8B 45 F4 mov eax,dword ptr L::;ebar;] X87SW_B O Xx87SW C3 O x87SwW C2 O
. 88 40 10 |mov eax,dword ptr ds:(eax+10] X87SW_C1 O X87SWCO O XS87SW_ES O
“ FF 70 44 | push dword ptr ds:[eax- | feaxs44] 0 Xx87SW.U 0
I FF D1 | call ecx 5 fecxzcoms [ = T
7 | ss: bo-2 | I =]
l i . o 83 70 DC 02 <mo dword otr e . = ,»sfl—llg !r
Scx=<she1132. CommandLTRETOAFGVIS (FA3505E0 O T T R —
: [esp+s] 043F0000
.TeXT:00459869 10ckbit. exe: $59869 #55C69 g It 00eaa000
WL St At M2 2 ST —
Woump1  $Noump2 SDump3  MDump4  UHDurpS @D wetchi  Ixellocals P Stuct [ B N TON NSNS

Figure 55

The file tries to see if the access token is elevated by calling the NtQuerylnformationToken API
(Ox14 = TokenElevation):

v e 50 | push eax eax: NTQU AG/IM_S > LSeMLY)  AG/iW_s 3 LEmpLY)
. 6A 04 | push &
© 80 45 F4 | 1ea eax,dword ptr ss:febp-Cj eax: NtQu x87Statusword 0000
H o 50 | push eax eax:NTQu: X87SW_B 0 Xx87SW C3 0O x87Sw.C2 O
. 6A 14 | push 14 X87SW_C1 O X87SW.CO O Xx87SW_ES O
: o FFE 75 FC | push dword ptr ss:febp-43 | X87SW_SF 0 x87SW_P 0 Xx87SWw U 0
] -8 | ES 16 F§ F5 FF l h}l Tockbit. 411220 I [ —— =
|| : p
[ . : FF DO call eax eax m:a;u Defauit (stdcal) vs
’ — J3E fes 7 00000334
eax=<ntd11.NtQueryInformationToken> (7704£990) ! 2: es:mlq
2 <
.TEXT:004B1A0A Tockbit.exe: SBIAOA #BOEOA ‘ F 21 0039PA
. iy " ® P 000003
$%0umpl  JSDump2 SN Dump3 N Dump4 SN Dump S Watch1  [*=lLocals & Stuct '0019FADO | 00000014
’M.‘"_ﬂ JAscIT | [~ 019FAD4| 0019FAES
08 30 22 00104 00 00 O 0 00/80 FF 19 00(H0".....4....¥.. |
20AENEAIIIA0-22-0010% 00°99 NI 24: 02790 O MO-LE-2- B0 s sV |0015FADC | 0019FAES

Figure 56

Depending on the result, the malware proceeds by decrypting the "[+] Process created with
admin rights" or "[-] Process created with limited rights" strings. We know that this sample is
supposed to perform UAC bypass in the case of low-level privileges however, this method wasn't
employed on our Windows 10 analysis machine (it's supposed to be used on older Windows
versions).

The process sends the "[+] Process created with admin rights" message to the hidden window by
calling the SendMessageA API:
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51 push ecx X87SW_B O XB7SW.C3 0 X87SW.C2 ©
6A 01 push 1 X87SW_C1 0 Xx875W.CO O X87SW_ES O
68 01 04 00 00 push 401 XB7SW_SF 0 Xx87SW P 0 Xx87SW U 0O
:: é‘s’ 00 88 4F 00 'g;;: dword ptr ds:[4F8800] v e = = ==
eax eax:Send I 121
s> | Defauit (stdcak) v |5 1$10] unkd

e —. 1: [esp] 00180214
eax=<us 12: [esp+4] 00000401
3: espvsg 00000001
.TeXT:004E00E2 10ckDIT. exe: SEODE2 #EOLE2 & ::g’:ﬁo]"gﬁig?,go

$oupt  @oump2 Houre3  WNoumps WMo @ wath1  Iellocas P st S ooaios
| Asoress Twex [asciz i [~ 9196680 | 00og0001

Figure 57

The binary creates a mutex called "\\BaseNamedObjects\\{3FE573D4-3FE5-DD38-399C-
886767BD8875}" to ensure that only one instance of the malware is running at one time
(OXIFO0O01 = MUTEX_ALL_ACCESS):

— o . - - AOIIM_Y > \CWULY)  AOIINLA > \CEULYS
A Lor i eax:neer | x87TW22 3 (Empry)  xs7TW 3 3 (Empry)
8 85 78 FE FF FF lea eax,dword ptr_ss:[febp-15s eax:NTCr. | X87TW.4 3 (Empty)  X87TW.5 3 (Empty)
C7 85 80 FE FF FF 00 00 00 mov dword ptr ss:febp-1 Xe7TW.6 3 (Empty) ~X87TW.7 3 (Empty)
68 01 00 1F 00 push 170001
eax:NICr: x87Statusword 0000
X87SW._B O X87SW.C3 O X87SW.C2 O
X87SW_C1 O X87SW.CO O X87SW_ES O
= 90 FE FF FF 00 00 00mov_dword ptr X87SW_SF O X87SW_P__ 0 _X87SW_U 0
E8 28 BS F6 FF |€am Tockvit. I o [ —— =
FF DO call eax EENECE | oot (ol 1[5 150 ook
1: [es

p] 001
2: [espv4] 001F0001
3: [esp+S] 0019F96C
4: 000000
.text:004BD988 lockbit.exe:$BD988 #BCDES |52 :::—:‘;o]ooassoogo

WWoump1  @oump2  $HDump3  $SDump4  Soumps @ watch1  ellocals 7 stuct

0
Tockbit.0042005C

TasLhis Anssnnce

Figure 58

The NetBIOS name of the local computer is extracted using GetComputerNameW:

push ecx | X87SW_SF O x87SW.P 0 X87SW.U 0O
Ipush dword ptr ss:febp-2] i v
call eax EAXIGRLT) =
> |Defaut stdcal) > |[s 13100 unock

- > — esp.
eax=ckernel32. : [esps4] 0019F0IC

: [espeS] 76756630 <$’lesz.coxnﬁna’lsze>

H 767 . 76720000
.ttxt:WlS%zFS Tockbit.exe: $532F5 #526FS ) |5 3 ::mo] gs;gggosoo(:gba:e.zcounin\(iu112e>
WWoump:  Poump2 WDump3  Woump4  $Noumps @ watch:  Iellocals ) Stuct mﬁw‘m““"l

Figure 59

The malicious executable retrieves the name of the primary domain controller by calling the
NetGetDCName function. LockBit has the ability to propagate on the network and Kill processes
and services via malicious GPOs (group policy objects); however, these features weren't activated
in this sample:

53 lpusn ebk X87SW_C1 O X87SW.CO O X87SW_ES O

6A 00 push 0 X87SW_SF O X87SW.P O X87SW U O

6A 00 lpuggu v . 2

: e FF DO call eax m.mtf Default (stdcal) >[5 {0 kg
: & 1:"[esp] 00000000
eax=<logonc1i.NetGetDCName> (68830800, 12: [esp+s] 00000000

3: [esprs] 0019F75C
4

esp+C] 76756630 <oles2.CoInitialize>
6720000

.Text: 00453637 lockbit.exe:$53637 #52A37 'esptxo] 1‘»672?0()_0791232,{'_77 0

Woump: $Hoump2 Noump3  WNoumpd  WHoumps @ wakchi  Ixellocals @ stuct
T

[2ddrace Tuav lacrrr

S
e

00000000
1. DO19EFDC| 0019F75C

Figure 60

The process opens the Run registry key using RegCreateKeyExA (0x80000001 =
HKEY_CURRENT_USER, Ox2001F = KEY_READ | KEY_WRITE):
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Defout stdea) ~ (s 1] 0] unlock
g espu ooxz “SOFTWARE\\M1crosoft\\windows
00000000
esM 00000000
00000000

H o] 0o498a94 51 sh ecx 3 2 eox:"soF | SR (empt PTW_1

H ® ] 00498495 8D 40 D8 ea ecx,dword ptr ss:febp-25) ::77‘!_2 : Eeup:y; ::rm_: : EWW;
: o] 00s9ma98 51 push ecx ecx: "SOF" Empty. LY,

] o] 00338299 €A 00 push o X87TW_4 3 (Empty) Xx87TW.5S 3 (Empty)
H o] 00398298 68 1F 00 02 00 push 2001F X87TW_6€ 3 (Empty) X87TW.7 3 (Empty)
H o | 00498480 6A 00 push 0

' o] 00438282 6A 00 push 0 x87Statusword 0000

' o | 00498484 6A 00 gush o X87SW_B O X87SW.C3 0O X87SW.C2 O

H o | 00498a86 80 40 ea ecx,dword ptr ss:febp-6£) X87SW_C1 O Xx87SW._CO O X87SW_ES O

: o] 00498439 51 push ecx : © | X87SW_SF O X87SW.P O X87SW.U O

: o] 00433244 68 01 push £0000001 E

.TEXT:0049BAAF 10CKDIT. exe: S9BAAF #IAEAF
ﬂm-vl Woup2  WHDump3  $Woumpd  @Soumps @ wath1  beellocsls & St

OOISFAIZ 54 41 45)SC 4D 69 63|72 6F 73 6F AR E €roso
57 6E 6F |77 73 5C 43|75 72 72 65 ft\mm\(urrt

65 73 6E 00 Vi

FA 00

20]88 o 38 1|03

Figure 61

The file is looking for a registry value called "{9FD872D4-E5E5-DDC5-399C-396785BDC9O75}":

AO/IW_S 3 \EWPLY)  AS/IW_> 3 \EmpLy)

H o] 0o4aca7s 1 sh eck

t o] 0o4scars 8D 8D 48 FC FF FF £a ecx, ,dword ptr ss'lebp-ssal [ebp-388 | X87TW_6 3 (Empty) X87TW.7 3 (Empty)
H o 0049CA7B ecx

1 e | 0049CATC 8D 8D 54 FE FF FF ea ecx,dword ptr ss:febp-1ac) xu7sn!uswd 0000

: o[ 0045CAs2 51 pusn ec 0 x87SW.C2 ©
H o | 0o4acAs3 6a 00 push xo SW_C1 o xl7sa_co 0 X87SW_ES O
H o 0049CASS FF 75 EC push Mrd ptr s5:febp-14f O X87SW_ U 0O
' o | 0049CASS FF 75 D8 dword ptr ss:febp-238

e I A

o Ceotheryval  (73ASEF10! ; {9FD872D4-ESES-DDCS -399C-39
es|

+TEeXT:0049CAS8 Tockbit.exe: $9CASE #98ESS
ﬂm: WWourp2 WWDump3  WOuwmp4  WWoumps @ wetchi  Iellocals st

06220060 000000000000000000 00(00
06220070/ 00 00 00 00{00 00 00 00|00 00 00|00

Figure 62

The malware establishes persistence by creating the above registry value:

0045CD30 push eax

0045CD31 push ebx

004%D32 push 1

0049CD34 00 push 0

004D36 push dword ptr ss:
0049CD39 push dword ptr ss:feb;

ebx:L™\" XC’S!I!USWC

87SW_B O x87SW.C3 O x87Sw.C2 O
X.7M1 0 Xx87SW.CO O XxB87SW_ES O
[ebp-14] P 0 X87SWU O

v |[s_ 12100 unlock

es 05040000 L™ {9FD872D4-E5ES-DDC5-399C-39
esp+8] 00000000

+TEXT:0049C03C Tockbit. exe: $9CD3C #9C13C :o 06220030 (s \Users' \Desktop
ﬂml ﬂmz oump3  $oump 4 >

0000

00‘0
06220070

Figure 63

8 Registy Editor = B

File Edit View Fovorites Help

Computen\ HKEY_CURRENT_USER\Software\Microsoft\ \ ion\R ]
|| > || DeviceAccess A | Name Type Data

LI DeviceCapabilities ¥ (Default) REG_SZ (value not set)

| | ?

[ |15 Hoe - i
REEEY Fenni 0 (0FD87204-E5ES-DDCS-399C-39678560C975) IS CAUsers\ Il Desktop\lockbit.exe
Figure 64

CreateThread is used to create a new thread within the address space of the process:

push ecx

push 0
push dword ptr ss:febp-1
push dword ptr ss: 1!

push 0

x87Statusword 0000

X87SW_8 O x87SW.C3 O x87swcC2 O

XB7M1 0 Xx87SW.CO O x87SW_ES O
0 7 S 0 _Xx87sw U o

00000000
004A2ECO TockbiT.004A2ECO
+TEXT:004BAT4A Tockbit.exe: SBAT4A #BIB4A

Woump1  $oump2  WSDump3  ¥Dump4

@ watch1  Ixellocals ¥ stuct

Figure 65
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As in the case of every thread creation, the binary tries to hide it from the debugger using the
ZwSetInformationThread API.

A file called "C:\windows\system32\2ED873.ico" is created via a function call to ZwCreateFile

(Ox40000000

GENERIC_WRITE,

FILE_OVERWRITE_IF):

004AB8EF

. Text: 00448920 Tockbit.exe: SABI2D #AAD2D

0x80

FILE_ATTRIBUTE_NORMAL,

Ox5 =

. 6A 00
X87r0 STO Empty 0.000000000¢

o 004as8C1 6A 00 push 0
o 003As8C3 6A 00 push 0 x87r1 ST1 Empty 0.000000000(
ol 0osassce A 05 push 5 X87r2 00000000000000000000 ST2 EMPTy 0.000000000¢
o] 00sasec? €A 00 push 0 X87r3 D0000000000000000000 ST3 Empty 0.000000000¢
o[ 004assce 68 80 00 00 00 ?..sn 80 X87r4 00000000000000000000 ST4 EMPTy O.000000000¢
o 004as8CE 8D 85 AC FC FF FF ea eax,dword ptr ss: lebo 354§ Xx87r5 00000000000000000000 STS Empty 0.000000000¢
o 003a8804 C7 85 B8 FC FF FF 18 00 00 mov dword ptr ss: .18 X87r6 3FFF8000000000000000 ST6 Empty 1.000000000¢

004ABSDE 89 85 CO FC FF FF mov dword ptr ss: seax X87r7 00000000000000000000 ST7 Empty 0.000000000¢

004ABBES 80 85 98 FC FF FF lea eax,dword ptr ss.lcbp 368)

004ABSEA :A 00 pus: 0 x87Tagword FEFF

004ABSEC 0 sh eax eax:zwer:

004AS5ED 8 85 B8 FC FF FF ea eax,dword ptr_ss:febp-34sY eax:zwer: | X672 3 gmyw"g e Em;

004A886F3 C7 85 FC FF FF 00 00 0O/mov dword ptr ss'lebp 344),0 > > Y.

004ABSFD 50 h eax eax:zwcr, | X87TW.4 3 (Empty)  x87TW.S 3 (Empty)

004ABSFE 80 85 68 FE FF FF ea eax,dword ptr_ss:febp-195) eax:zwCr: | X87TW_6 3 (Empty) x87TW_7 3 (Empty)

004A8904 C? 85 C4 FC FF FF 40 00 0O/mov dword ptr ss:[febp-33Cj,40 40: '@’

004AB90E 68 40 Xx87statusword 0000

00448913 50 X87SW_B 0 x87SW.C3 O x87SwWwC2 O

00448914 ss:l::p-:s X87SW_C1 O X87SW_CO O XS7SW_ES 0

O04ABILE 55: p-33 X87SW, 0 x87: 0 x87Sw.u o0

004A8928 1.415040

% bump 2

The ICO file is populated using the ZwWriteFile routine:

¥4 ump 3

¥4 Dump 4

Figure 66

i e]oosass3r 6A 00 x87Tagword FFFF

: : gg::ggig 3 85 AD FC FF FF Ea eu.ﬂnord ptr ss:febp-3608 X87TW.0 3 (Empty) X87TW.1 3 (Empty)
i e]oosassio 68 EE 2C 00 00 push zczs X87TW_2 3 (Empty) X87Tw_3 3 (Empty)
| e]oosasaas €8 28 25 4E 00 sh 1ockbit.4E2528 XB7TH_ 4.3 (EMpty) |  XSTTW_S B/ (Empity)
H 004ABI4A 8D 85 98 FC FF FF ea eax,dword ptr ss:febp-363) X87TW.6 3 (Empty) X87TW.7 3 (Empty)
H 004AB950 50 push eax

H 004AB951 6A 00 push 0 x87Statusword 0000

! 00448953 6A 00 push 0 X87SW_B O XB87SW.C3 O x87SW.L2 O
! 00448955 6A 00 push o X87SW_C1 0 x87SW.CO O x87SW_ES O
' 00448957 FF 85 68 FE FF FF push dword ptr ss:febp-198§ X875\ 0 X875 0 _x87SW.U 0O
1 O04ABSSD E8 AE 99 F6 FF Tockbit. 415310 z

L =[5 2100 urlock

.Text:004AB962 lockbit.exe:$ABIG2 #AADE2

@oump1  4oump2 $WDump3  YN0ump4 ¥4 Dump
004E2528 J00 00 01 00|03 00 10 10/00 00 00 00|18 00 68
004E£2538|/ 00 00 36 00|00 00 20 20/00 00 00 00|18 00 A8
004E2548/ 00 00 9E 0300 00 30 30|00 00 00 00|18 00 A8
004E2558| 00 00 46 10|00 00 28 00|00 00 10 00|00 00 20
001625681 90:90: 011002800, 20//99]99:.00: 9592 90:/90, 20

Figure 67

The executable creates the
MAXIMUM_ALLOWED):

“HKCR\.lockbit” registry key using ZwCreateKey (0x2000000

n
5

. Text:004AC3B1 lockbit.exe: SACSB1 #ABCBL

mov dword ptr 55:'2” 1A

bit.415870

Woump2  $%oump3

LIFARS
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4% Dump 4

¥ oump

s 8 watch1

Figure 68

Ieollocals 47 Struct

00197360

X87SW_C1 0 x87SW.CO O Xx87SW_ES O
0 _X87Swu O

. 6A Xs/TS 31§ EWPTY U. UUUUOULLLL
. 6A X87rS 00000000000000000000 STS Empty 0.000000000¢
. 6A sh 0 X87r6 3FFFS000000000000000 ST EmPTy 1.000000000¢
* 4 ea eax,dword ptr ss lebv 3708 eax:zwCr: | x87r7 00000000000000000000 ST? Empty 0.000000000¢
. (44 mov mrg ptr ss: ey 218 e

. 89 mov rd ptr ss: ,QBX eax: r i‘"‘ml‘ﬂ FFFF

: : ;::hux ydword ptr ss:febp-180§ eax:Zwlr: X87TW_0 3 (Empty) X87Tw_1 3 (Empty)

. 50 sh eax eaxszwer, | X872 3 E::?’; oot E:W)

. eax, dwor r_ss:febp-34c] eax:zwcr | X87TW. Y)  X87TW.S

. C.; -o: dword p!: g:-l::p.:ngl.o . X87TW_6 3 (Empry) X87TW_7 3 (Empty)

. 68 push 2000000

. 50 push eax eax:zucr: | x87Statusword 0000

. (44 ,40 40:'9 XB7SW_B O Xx87SW.C3 O x87SW.C2 O

. c7

-

.

.

14 return to ntd11.77021687 from ntdll.770229F0

www.LIFARS.com | 18



LockBit creates the Defaultlcon subkey and sets its value to the newly created ICO file, as
highlighted below:

AG/IM_®w 5> \EmPLY) A9/ IW_3 3 LEWPLYJ

X87TW.G 3 (Empty) x87TW.7 3 (Empty)

x‘7$ll‘“$'°rd 0000
87SW_B O x87SW.C3 O x87SwC2 O
push eax : y: u794_c10 xusq_co o X87SW_ES 0
push dword ptr ss:febp-328]
Jockbit. 415960

0
B85 D4 FC FF FF

sh Mrd ptr ss:febp-32c)
g 80 FC FF FF ?‘é 80§

a eu.mrd ptr ss:febp-3

FF BS D8 FC FF FF
ES 19 90 F6 FF

. Text:004AC947 lockbit.exe: SACI47 #ABD47

$oump2  YWoump3  $Woump4

¥4 Dump S

Figure 69

B Registry Editor - 0O X
File Edit View Favorites Help
Computer\HKEY_CLASSES_ROOT\.lockbit\Defaulticon
> L 3
> L

Name Type Data
a8) (Default) REG_SZ C:Awindows\SysWow64\2ED873.ico

Figure 70

Thread activity - sub_4A2ECO function

The FindFirstVolumeW API is utilized to begin scanning the volumes of the computer:

68 04 01
51

KO7SV.CIO ll?MO 0 X87SW_ES O
0 Xx87SW U O

>[5 2100 urlods

espr4] 00000104
CSW& 004A2ECO Jockbit.004A2ECO
D'C D04A2ECO Tockbit.004A2ECO
0] 00000000

. Text:004A3017 lockbit.exe:SA3017 #A2417
WWoump:  Phoump2 Woup3  $Woumpd  WSoumps @ wathi  ixelloals ) st

Figure 71

QueryDosDeviceW is used to obtain the current mapping for the above volume:

004A3109

Sh 10 X5/3TATUSWOr G LUVY
g‘e‘a ecx wa ptr ss:fesp+374g XB7SW_B O X87SW.C3 0 Xx87SW.C2 ©

X87SW_C1 0 Xx87SW.CO O x87SW_ES O
une\:x.mrd ptr ss:fesp+178]) P
push ecx irrmcemts

04 01 00 00
004A310€ 80 8C 24 74 03 00 00
004A31ES 51
D04A31E6 8D 8C 24 78 01 00 00
004A31ED 51

0 __Xx87SW_U 0
~ (s 12]0] unock

00000104
. Text:004A31EE Tockbit.exe: SA31EE #A2SEE p+10. m:goxga(:“toocéggo

WWoump2 Hoump3  $oump4 @ watch1  Ixellocals & Stct

Figure 72

The malware retrieves a list of drive letters for the specified volume via a call to
GetVolumePathNamesForVolumeNameW:

ecx:LT\\ XB/3TATUSWOrd LUUY
X87SW_B 0 x87SW.C3 O x875w.C2 O
X87SW_C1 0 Xx87SW CO O Xx87SW_ES O
X87SW_SF 0 X87SW, 0 _x87 U o

v |[s 100 unods

H 004A336F 51
004A3370 FF 74 24 24 ?usn Mrd ptr ss:fespr24)

00443 w 8C 24 70 01 00 00 ea e:l.mrd ptr ss:fespr170
00443 push el

p sh ecx

espra,
€5p+8;
esp+C FO18
esp I.O 004A2ECO lockbﬂ 004A2ECO

""" OE43EFFE| O04A2ECO | 10CkD1T. D04A2ECO
O RO.IP. OE43EFFC | DD4A2ECO | Tockbit.D04A2ECO
g4 0643F000| 00000000

0643F004 | 00000000
0643F008 | 00000320
0643F1C0O ZEAEADA | kenoalae zeatacos.

Figure 73
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The drive type of the volume is extracted using GetDriveTypeW:

pr4] O04A2ECO 10CKD1T.004A2ECO
004A2ECO 10ckbiT.004A2ECO
00000000

Figure 74

The malicious process sends a message regarding the identified volume to the LockBit hidden
window, as displayed in figure 75.

004E0914 51 push ecx X87SW_B 0 X87SW.C3 O Xx87SW.C2
sh 1

o
004£0915 6A 01 | XB7SW._C1 O x87SWCO O Xx87SW_ES O
004E0917 68 02 04 00 00 push 402 SW_SF 0 _XS7SW.P 0 X87SWU O
004EQ91C F 35 00 88 4F 00 push dword ptr ds:[4F8800] stcas > e

~ 1[5 Z]0uiod

. Text:004E0922 lockbit.exe: SE0922 #DFD22

Woump2  $Soump3  $Noumpd  ENDumpS

0643E7A0| 75CFO000 | user32.0rdinal264s
0E43E7A4 | 00000000

3 'S 00/ 75¢ | 00000004
00 00100 00 00 00]5C 00 5C 00|2€ 00 5C 00 i 06 4357C0] 90

Figure 75

The malicious file continues the volume search via a function call to FindNextVolumeW:

00444944 68 04 01 00 00 gu h 104 XB7SW_B O Xx87SW.C3 O x87SW.C2
004A4949 80 8C 24 6C 01 00 00 &
00444980 5

1 0 Xx87SW_U
00444981 FF 24 3C

sh 1 o
Anecx.ma ptr ss:fespriscy X87SW_C1 0 X87SW.CO O X87SW_ES O
ecx o

1

|

-

$3F160 L"\\\\7\\Volume(d7e47529~

00000104
004A; 1 it.
+TexT: 00444985 Tockbit.exe: SA4985 #A3DBS D+10 miggcoo ?‘o::bftmggo

Wouwmp:  Phoump2  EHoump3  WMoump4  $Soumps  @wach:  ellocas P stuct

Figure 76

The purpose of the malware is to find unmounted volumes and mount them.

LockBit tries to open the BOOTMGR file from the volume (Ox80000000 = GENERIC_READ, 0x3
FILE_SHARE_READ | FILE_SHARE_WRITE, 0x3 = OPEN_EXISTING, 0x80
FILE_ATTRIBUTE_NORMAL):

AB7IW_S 3 \EWPLY) RS/ IW_> 3 LEWpLY)
X87TW_6 3 (Empty) X87TW_7 3 (Empty)

x87Statusword 0000
push 3 X87SW_B 0 xB87SW.C3 0 x87SW.C2 0O
sh 50000000 X875W_C1 0 Xx87SW.CO O X87SW_ES O
elhecx,mrd per ss:fesprso0f X87SW. O X87SW_P O Xx87SWw U O
ecx — —

DD4A3DES
004A3DEG
004A3DEB
004A3DED

g
8
8

O04A3DEF
004A