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Command Syntax Conventions

The conventions used to present command syntax in this book
are the same conventions used in the IOS Command
Reference. The Command Reference describes these

conventions as follows:

« Boldface indicates commands and keywords that are entered literally as
shown. In actual configuration examples and output (not general
command syntax), boldface indicates commands that are manually input
by the user (such as a show command).

o Italic indicates arguments for which you supply actual values.

o Vertical bars (|) separate alternative, mutually exclusive elements.
o Square brackets ([ ]) indicate an optional element.

o Braces ({ }) indicate a required choice.

o Braces within brackets ([{ }]) indicate a required choice within an
optional element.
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Introduction

Congratulations! If you are reading this Introduction, then you
have probably decided to obtain a Cisco certification.
Obtaining a Cisco certification will ensure that you have a
solid understanding of common industry protocols along with
Cisco’s device architecture and configuration. Cisco has a high
market share of network infrastructure of routers, switches,

and firewalls, with a global footprint.

Professional certifications have been an important part of the
computing industry for many years and will continue to
become more important. Many reasons exist for these
certifications, but the most popularly cited reason is credibility.
All other factors being equal, a certified
employee/consultant/job candidate is considered more
valuable than one who is not certified.

Cisco provides three levels of certifications: Cisco Certified
Network Associate (CCNA), Cisco Certified Network
Professional (CCNP), and Cisco Certified Internetwork Expert
(CCIE). Cisco made changes to all three certifications,
effective February 2020. The following are the most notable of
the many changes:

o The exams will include additional topics, such as programming.

o The CCNA certification is not a prerequisite for obtaining the CCNP
certification.

» CCNA specializations will not be offered anymore.

o The exams will test a candidate’s ability to configure and troubleshoot
network devices in addition to answering multiple-choice questions.

o The CCNP is obtained by taking and passing a Core exam and a
Concentration exam.

o The CCIE certification requires candidates to pass the Core written
exam before the CCIE lab can be scheduled.

CCNP Enterprise candidates need to take and pass the
Implementing and Operating Cisco Enterprise Network Core
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Technologies ENCOR 350-401 examination. Then they need
to take and pass one of the following Concentration exams to
obtain their CCNP Enterprise:

o 300-410 ENARSI: Implementing Cisco Enterprise Advanced Routing
and Services (ENARSI)

o 300-415 ENSDWI: Implementing Cisco SD-WAN Solutions (ENSDWTI)
o 300-420 ENSLD: Designing Cisco Enterprise Networks (ENSLD)

o 300-425 ENWLSD: Designing Cisco Enterprise Wireless Networks
(ENWLSD)

300-430 ENWLSI: Implementing Cisco Enterprise Wireless Networks
(ENWLSI)

300-435 ENAUTO: Automating and Programming Cisco Enterprise
Solutions (ENAUTO)

This book helps you study for the CCNP ENWLSD 300-425
and ENWLSI 300-430 exams. The time allowed to take each
test is 90 minutes to complete about 60 questions. Testing is

done at Pearson VUE testing centers.

Be sure to visit www.cisco.com to find the latest information
on CCNP Concentration requirements and to keep up to date

on any new Concentration exams that are announced.

GOALS AND METHODS

The most important and somewhat obvious goal of this book is
to help you pass the Designing Cisco Enterprise Wireless
Networks ENWLSD 300-425 and Implementing Cisco
Enterprise Wireless Networks ENWLSI 300-430 exams. In
fact, if the primary objective of this book was different, then
the book’s title would be misleading; however, the methods
used in this book to help you pass the ENWLSD 300-425 and
ENWLSI 300-430 exams are designed to also make you much
more knowledgeable about how to do your job. While this
book and the companion website together have more than
enough questions to help you prepare for the actual exam, the
method in which they are used is not to simply make you

memorize as many questions and answers as you possibly can.
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One key methodology used in this book is to help you discover
the exam topics you need to review in more depth, to help you
fully understand and remember those details, and to help you
prove to yourself that you have retained your knowledge of
those topics. So, this book does not try to help you pass by
memorization, but helps you truly learn and understand the
topics. Designing and implementing enterprise wireless
networks are two of the concentration areas you can focus on
to obtain the CCNP certification, and the knowledge contained
within is vitally important to consider yourself a truly skilled
Enterprise Wireless Networks engineer. This book will help
you pass the ENWLSD 300-425 and ENWLSI 300-430 exams
by using the following methods:

Helping you discover which test topics you have not mastered
Providing explanations and information to fill in your knowledge gaps

Supplying exercises and scenarios that enhance your ability to recall and
deduce the answers to test questions

WHO SHOULD READ THIS BOOK?

This book is not designed to be a general wireless networking
topics book, although it can be used for that purpose. This
book is intended to tremendously increase your chances of
passing the Designing Cisco Enterprise Wireless Networks
ENWLSD 300-425 and Implementing Cisco Enterprise
Wireless Networks ENWLSI 300-430 CCNP specialization
exams. Although other objectives can be achieved from using
this book, the book is written with one goal in mind: to help

you pass the exams.

STRATEGIES FOR EXAM
PREPARATION

The strategy you use to study for the ENWLSD or ENWLSI
exam might be slightly different than strategies used by other
readers, mainly based on the skills, knowledge, and experience
you already have obtained. For instance, if you have attended
the ENWLSD or ENWLSI course, then you might take a
different approach than someone who learned based on job

experience alone.
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Regardless of the strategy you use or the background you
have, the book is designed to help you get to the point where
you can pass the exam with the least amount of time required.
For instance, there is no need for you to practice or read about
IP addressing and subnetting if you fully understand it already.
However, many people like to make sure they truly know a
topic and thus read over material they already know. Several
book features will help you gain the confidence you need to be
convinced that you know some material already and to also

help you know what topics you need to study more.

THE COMPANION WEBSITE FOR
ONLINE CONTENT REVIEW

All the electronic review elements, as well as other electronic
components of the book, exist on this book’s companion
website.

HOW TO ACCESS THE
COMPANION WEBSITE

To access the companion website, which gives you access to
the electronic content with this book, start by establishing a
login at www.ciscopress.com and registering your book. To do
so, simply go to www.ciscopress.com/register and enter the
ISBN of the print book: 9780136600954. After you have
registered your book, go to your account page and click the
Registered Products tab. From there, click the Access Bonus
Content link to get access to the book’s companion website.

Note that if you buy the Premium Edition eBook and Practice
Test version of this book from Cisco Press, your book will
automatically be registered on your account page. Simply go
to your account page, click the Registered Products tab, and
select Access Bonus Content to access the book’s companion

website.

HOW TO ACCESS THE PEARSON
TEST PREP (PTP) APP
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You have two options for installing and using the Pearson Test
Prep application: a web app and a desktop app. To use the
Pearson Test Prep application, start by finding the registration
code that comes with the book. You can find the code in these
ways:

« Print book: Look in the cardboard sleeve in the back of the book for a
piece of paper with your book’s unique PTP code.

« Premium Edition: If you purchase the Premium Edition eBook and
Practice Test directly from the Cisco Press website, the code will be
populated on your account page after purchase. Just log in at
www.ciscopress.com, click Account to see details of your account, and
click the digital purchases tab.

« Amazon Kindle: For those who purchase a Kindle edition from
Amazon, the access code will be supplied directly from Amazon.

o Other Bookseller eBooks: Note that if you purchase an eBook version
from any other source, the practice test is not included because other
vendors to date have not chosen to vend the required unique access code.

Note

Do not lose the activation code because it is the only means with which you
can access the QA content with the book.

Once you have the access code, to find instructions about both
the PTP web app and the desktop app, follow these steps:

Step 1. Open this book’s companion website, as shown earlier
in this Introduction under the heading “How to
Access the Companion Website.”

Step 2. Click the Practice Exams button.

Step 3. Follow the instructions listed there both for installing
the desktop app and for using the web app.

Note that if you want to use the web app only at this point, just
navigate to www.pearsontestprep.com, establish a free login if
you do not already have one, and register this book’s practice
tests using the registration code you just found. The process
should take only a couple of minutes.

Note

Amazon eBook (Kindle) customers: It is easy to miss Amazon’s email that
lists your PTP access code. Soon after you purchase the Kindle eBook,
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Amazon should send an email. However, the email uses very generic text,
and makes no specific mention of PTP or practice exams. To find your
code, read every email from Amazon after you purchase the book. Also do
the usual checks for ensuring your email arrives, like checking your spam
folder.

Note

Other eBook customers: As of the time of publication, only the publisher
and Amazon supply PTP access codes when you purchase their eBook
editions of this book.

HOW THIS BOOK IS ORGANIZED

Although this book could be read cover to cover, it is designed
to be flexible and allow you to easily move between chapters
and sections of chapters to cover just the material you need
more work with. Chapters 1 through 9 cover wireless design
topics that are relevant for the ENWLSD 300-425 exam, while
Chapters 10 through 17 cover topics related to implementing
wireless networks for the ENWLSI 300-430 exam.

The core chapters, Chapters 1 through 17, cover the following
topics:

o Chapter 1, “Wireless Design Requirements” This chapter covers
important wireless aspects of customer networks, access points, and
client devices that can drive an effective network design.

« Chapter 2, “Conducting an Offsite Site Survey” This chapter
describes how to prepare for an offsite site survey, by looking at
common verticals requirements, determining obstacles’ signal
absorption, and conducting a predictive site survey.

« Chapter 3, “Conducting an Onsite Site Survey” This chapter
discusses the onsite survey process, including the survey tools and the
survey methodology. This chapter also provides recommendations on
survey settings for data, voice, and location services.

« Chapter 4, “Physical and Logical Infrastructure Requirements”
This chapter discusses the physical infrastructure, such as power and
cabling, mounting, and grounding. The chapter also discusses the logical
infrastructure components that support wireless services.

o Chapter 5, “Applying Wireless Design Requirements” This chapter
discusses the behavior of specific applications and traffic types being
carried over a wireless network, along with the network design
guidelines and best practices for each.

o Chapter 6, “Designing Radio Management” This chapter explains
Radio Resource Management (RRM) and how you can leverage it to
automatically manage AP transmit power levels and channel
assignments, along with adjustments for changing RF conditions.
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Chapter 7, “Designing Wireless Mesh Networks” This chapter
introduces wireless mesh technology and details how mesh networks are
designed. The chapter reviews mesh components and architecture and
key design recommendations for outdoor mesh environments.

Chapter 8, “Designing for Client Mobility” This chapter covers
wireless client mobility, or the roaming process, along with ways to
make it more efficient and seamless.

Chapter 9, “Designing High Availability” This chapter introduces the
features and strategies you can leverage to improve wireless LAN
controller availability in case of equipment or link failure.

Chapter 10, “Implementing FlexConnect” This chapter looks at
branch office wireless deployments with a focus on FlexConnect. The
chapter discusses how FlexConnect groups can be implemented as well
as key features of FlexConnect. This chapter also discusses Office
Extend APs (OEAP).

Chapter 11, “Implementing Quality of Service on a Wireless
Network” This chapter begins with a review of wireless QoS standards
and how these are implemented in Cisco wireless controllers. The
chapter also looks at key QoS capabilities such as Application Visibility
and Control (AVC).

Chapter 12, “Implementing Multicast” This chapter explains
multicast traffic delivery in a wireless network, along with the features
that can make it more efficient. Also covered are methods to handle
multicast DNS as well as video stream delivery.

Chapter 13, “Location Services Deployment” This chapter discusses
how location is achieved using Wi-Fi technologies. This chapter also
explains how to deploy location engines, such as CMX/MSE and DNA
Spaces, and how to use them to track clients, interferers, and rogues.

Chapter 14, “Advanced Location Services Implementation” This
chapter explains how to make the most of your location engine, by
implementing advanced features such as location-aware guest services
and wireless intrusion protection systems (WIPSs). This chapter also
discusses the implementation of Analytics and Presence services.

Chapter 15, “Security for Wireless Client Connectivity” This chapter
discusses wireless client authentication methods, such as Extensible
Authentication Protocol (EAP). The chapter also discusses guest
wireless access and how bring your own devices (BYODs) can be
securely onboarded to a network.

Chapter 16, “Monitoring and Troubleshooting WLAN
Components” This chapter covers report and alarm management on
Cisco Prime Infrastructure and DNA Center (DNAC). This chapter also
discusses how to troubleshoot client connectivity and performance on
the wireless LAN controller (WLC), Prime Infrastructure, and DNAC.

Chapter 17, “Device Hardening” This chapter looks at how the
security of wireless devices can be improved by controlling access to the
wireless infrastructure and how APs can authenticate to a network.



CERTIFICATION EXAM TOPICS
AND THIS BOOK

The questions for each certification exam are a closely
guarded secret. However, Cisco has published exam blueprints
that list which topics you must know to successfully complete
the exam. Table I-1 lists each exam topic listed in the blueprint
along with a reference to the book chapter that covers the
topic. These are the same topics you should be proficient in
when designing and implementing Cisco Enterprise wireless

networks in the real world.

Table I-1 ENWLSD 300-425 and ENWLSI 300-430 Exam
Topics and Chapter References

Exam Exam Topic Chapter(s) in Which Topic Is Covered

ENW 1.1 Collect design requirements and evaluate 1

LSD constraints
300-
425

ENW 1.2 Describe material attenuation and its effect on 2
LSD wireless design
300-
425

ENW 1.3 Perform and analyze a Layer 1 site survey 3
LSD
300-
425

ENW 1.4 Perform a pre-deployment site survey B
LSD
300-
425

ENW 1.5 Perform a post-deployment site survey 3
LSD
300-
425

ENW 1.6 Perform a predictive site survey 2
LSD
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300-
425

ENW
LSD
300-
425

1.7 Utilize planning tools and evaluate key network
metrics (Ekahau, AirMagnet, PI, Chanalyzer,
Spectrum Analyzer)

ENW
LSD
300-
425

2.1 Determine physical infrastructure requirements
such as AP power, cabling, switch port capacity,
mounting, and grounding

ENW
LSD
300-
425

2.2 Determine logical infrastructure requirements
such as WLC/AP licensing requirements based on
the type of wireless architecture

ENW
LSD
300-
425

2.3 Design radio management

ENW
LSD
300-
425

2.4 Apply design requirements for these types of
wireless networks

ENW
LSD
300-
425

2.5 Design high-density wireless networks and their
associated components (campus, lecture halls,
conference rooms)

ENW
LSD
300-
425

2.6 Design wireless bridging (mesh)

ENW
LSD
300-
425

3.1 Design mobility groups based on mobility roles

ENW
LSD
300-
425

3.2 Optimize client roaming

ENW
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3.3 Validate mobility tunneling for data and control




LSD
300-
425

path

ENW
LSD
300-
425

4.1 Design high availability for controllers

ENW
LSD
300-
425

4.2 Design high availability for APs

ENW
LSI
300-
430

1.1 Deploy FlexConnect components such as
switching and operating modes

ENW
LSI
300-
430

1.2 Deploy FlexConnect capabilities

ENW
LSI
300-
430

1.3 Implement Office Extend

ENW
LSI
300-
430

2.1 Implement QoS schemes based on requirements
including wired-to-wireless mapping

ENW
LSI
300-
430

2.2 Implement QoS for wireless clients

ENW
LSI
300-
430

2.3 Implement AVC including Fastlane (only on
WLC)

ENW
LSI
300-
430

3.1 Implement multicast components
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ENW
LSI
300-
430

3.2 Describe how multicast can affect wireless
networks

ENW
LSI
300-
430

3.3 Implement multicast on a WLAN

ENW
LSI
300-
430

3.4 Implement mDNS

ENW
LSI
300-
430

3.5 Implement Multicast Direct

ENW
LSI
300-
430

4.1 Deploy MSE and CMX on a wireless network

ENW
LSI
300-
430

4.2 Implement location services

ENW
LSI
300-
430

5.1 Implement CMX components

ENW
LSI
300-
430

5.2 Implement location-aware guest services using
custom portal and Facebook Wi-Fi

ENW
LSI
300-
430

5.3 Troubleshoot location accuracy using Cisco
Hyperlocation

ENW
LSI
300-
430

5.4 Troubleshoot CMX high availability
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ENW
LSI
300-
430

5.5 Implement WIPS using MSE

ENW
LSI
300-
430

6.1 Configure client profiling on WLC and ISE

ENW
LSI
300-
430

6.2 Implement BYOD and guest

ENW
LSI
300-
430

6.3 Implement 802.1X and AAA on different wireless
architectures and ISE

ENW
LSI
300-
430

6.4 Implement Identity-Based Networking on
different wireless architectures (VLANs, QoS,
ACLs)

ENW
LSI
300-
430

7.1 Utilize reports on PI and Cisco DNA-C

ENW
LSI
300-
430

7.2 Manage alarms and rogues (APs and clients)

ENW
LSI
300-
430

7.3 Manage RF Interferers

ENW
LSI
300-
430

7.4 Troubleshoot client connectivity

ENW
LSI
300-
430
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8.1 Implement device access controls (including
RADIUS and TACACS+)




ENW 8.2 Implement access point authentication (including 1
LSI 802.1X)
300-
430

ENW 8.3 Implement CPU ACLs on the controller
LSI
300-
430

Each version of the exam can have topics that emphasize
different functions or features, and some topics can be rather
broad and generalized. The goal of this book is to provide the
most comprehensive coverage to ensure that you are well
prepared for the exam. Although some chapters might not
address specific exam topics, they provide a foundation that is
necessary for a clear understanding of important topics. Your
short-term goal might be to pass this exam, but your long-term
goal should be to become a qualified CCNP Enterprise
wireless engineer.

It is also important to understand that this book is a “static”
reference, whereas the exam topics are dynamic. Cisco can
and does change the topics covered on certification exams
often.

This exam guide should not be your only reference when
preparing for the certification exam. You can find a wealth of
information available at Cisco.com that covers each topic in
great detail. If you think you need more detailed information
on a specific topic, read the Cisco documentation that focuses

on that topic.

Note that as CCNP Enterprise wireless network technologies
continue to evolve, Cisco reserves the right to change the
exam topics without notice. Although you can refer to the list
of exam topics in Table I-1, always check Cisco.com to verify
the actual list of topics to ensure you are prepared before
taking the exam. You can view the current exam topics on any

current Cisco certification exam by visiting the Cisco.com
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website, choosing Menu, clicking Training & Events, and then
selecting from the Certifications list. Note also that, if needed,
Cisco Press might post additional preparatory content on the
web page associated with this book at
www.ciscopress.com/title/9780136600954. It’s a good idea to
check the website a couple of weeks before taking your exam
to be sure that you have up-to-date content.
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Part |

Wireless Design (ENWLSD)

Chapter 1: Wireless Design Requirements

Chapter 2: Conducting an Offsite Site Survey

Chapter 3: Conducting an Onsite Site Survey

Chapter 4: Physical and Logical Infrastructure Requirements
Chapter 5: Applying Wireless Design Requirements
Chapter 6: Designing Radio Management

Chapter 7: Designing Wireless Mesh Networks

Chapter 8: Designing for Client Mobility

Chapter 9: Designing High Availability
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Chapter 1

Wireless Design

Requirements

This chapter covers the following topics:

Following a Design Process: This section describes the
framework of a formal design process that Cisco

recommends for the lifecycle of a network.

Evaluating Customer Requirements: This section gives
an overview of common parameters you should investigate
with the end customer prior to beginning a wireless

network design and site survey.

Evaluating Client Requirements: This section discusses
wireless device specifications and how you can interpret
them as guidelines for a wireless design.

Choosing AP Types: This brief section describes the basic

AP types and how you can apply them to a wireless design.

Evaluating Security Requirements: This section covers
some design considerations related to security

requirements in a wireless network.

AP Deployment Models: This section describes the basic
guidelines for deploying APs in network designs that focus
on generic data, real-time applications, and location-based

services.

This chapter covers the following ENWLSD exam topics:

o 1.1 Collect design requirements and evaluate constraints

« 1.1.a Client density
e 1.1.b Real-time applications

e« 1.1.c AP type
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o 1.1.d Deployment type (data, location, voice, video)

1.1.e Security

Have you ever gone to a new location—perhaps an airport,
hotel, restaurant, hospital, or even someone’s home—and
hoped you could use a wireless network with a device you
were carrying? Think about the process you went through.
First, you had to find a wireless network in that location,
attempt to join it, and then attempt to use it. Hopefully you
were successful and the network performed adequately during
the time you used it. What applications did you use at the
time? How many other people were using the same network
along with you? Most likely you were a guest on the network,
so you may have suffered through a less-than-enjoyable
experience. Now suppose you were using a medical device
that controlled a life support or patient safety function. Would
your expectations change? You would probably want the
wireless network to be very fast, very reliable, and very
available in every possible location.

Wireless networks might appear to be simple and ubiquitous to
the casual user, but they can be quite complex behind the
scenes. In order to properly support all wireless users, a
wireless network must be properly designed and implemented.
In this chapter, you learn more about formal network design
processes, as well as what important information you should
gather from customers regarding their wireless network. You
also learn how to evaluate several types of requirements and
constraints that will help guide you toward an effective

wireless design.

“DO | KNOW THIS ALREADY?”
QUIZ

The “Do I Know This Already?” quiz allows you to assess
whether you should read this entire chapter thoroughly or
jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own
assessment of your knowledge of the topics, read the entire
chapter. Table 1-1 lists the major headings in this chapter and
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their corresponding “Do I Know This Already?” quiz
questions. You can find the answers in Appendix D, “Answers
to the ‘Do I Know This Already?’ Quizzes and Review
Questions.”

Table 1-1 “Do I Know This Already?” Section-to-Question

Mapping
Foundation Topics Section Questions|
Following a Design Process 1

Evaluating Customer Requirements 2

Evaluating Client Requirements 3-5
Choosing AP Types 6
Evaluating Security Requirements 7
AP Deployment Models 8-10

1. 1. Which one of the following describes a formal design process often used in the
lifecycle of a network?

1. FRA
2. [EEE
3. PPDIOO
4. PBR
2. 2. When you meet with a customer to gather information about an upcoming

wireless project, which one of the following things will be most helpful as you
prepare to perform a site survey?

1. The scope of the project
2. A list of buildings and locations that need wireless service
3. Floor plans of buildings that need wireless service
4. Diagrams of the wired network infrastructure
3. 3. Suppose you collect information about the wireless devices that will be used at

a customer’s site. Which one of the following specifications will determine
which bands you should enable in your wireless design?

1. 802.11b/g/n
2. Data rates: 6-54Mbps

3. Antenna gain: 2.0 dBi
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4. Sensitivity: 90 dBm
4. 4. Which one of the following wireless client specifications is helpful in
designing the size of an AP cell?
1. The antenna gain
2. The receiver sensitivity
3. The number of spatial streams
4. The data rates supported
5. 5. A high-density area in a wireless design is determined by which one of the
following things?
1. More clients are using the 5GHz band than the 2.4GHz band.
2. A small number of clients in an area are using high-bandwidth applications.
3. A higher number of clients associate with each AP in an area.
4. A higher amount of RF coverage is needed in an area.
6. 6. Which one of the following applications would be the most appropriate use for
an AP model that has internal antennas?
1. A location where a relatively wide coverage area is desired
2. A location where coverage is needed toward one side of the AP
3. A location where a patch antenna’s pattern is required
4. A location where an omnidirectional antenna is not desirable
7. 7. Suppose a customer wants potential users to enter a username and password
before being granted access to the wireless network. Which of the following

items could you add to the list of requirements for your wireless design to meet
the customer’s requirement?

1. RADIUS servers
2. AAA servers
3. ISE servers

4. AES servers

8. 8. In a data deployment model, which one of the following statements is true?
1. Strict jitter requirements must be met.
2. Strict latency requirements must be met.
3. Strict packet loss requirements must be met.
4. No specific requirements must be met.
9. 9. Suppose a customer wants to use an application that requires jitter to be less

than 30 milliseconds. Which one of the following AP deployment models is
indicated for the wireless network design?

1. Data deployment model
2. Voice deployment model
3. Location deployment model

4. There is not enough information given to determine a deployment model.
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1010. Which one of the following parameters is used to estimate a client device’s
location in a wireless network?

1. Wireless MAC address
2. Ping response times
3. Phase differential

4. Received signal strength

Foundation Topics

FOLLOWING A DESIGN PROCESS

Like any other complex network, a wireless network design
should be approached by following a formal design process.
Even if you have built a simple wireless network at home with
one access point, you have likely gone through several
different steps in a design process. For example, you probably
began by determining that your home needed a wireless
network, and then you set aside money to buy the AP and
picked a date to do the work. You probably decided to install
the AP in a central location to give RF coverage over the most
living space. You might have thought about which 802.11
features you would like to use. Next, you installed and
configured the AP, and then you and your family enjoyed
using the new wireless network. Finally, perhaps a neighbor
began using the same channel as your AP, so you had to move

yours to a different channel to improve its performance.

The process just described follows a well-known Cisco
lifecycle process that applies to both simple and very large,
complex networks alike. The PPDIOO process is named from
the first letter of its six phases: Prepare, Plan, Design,
Implement, Operate, Optimize. As the left portion of Figure 1-
1 illustrates, PPDIOO begins with the Prepare phase, where an
organization usually determines a business case and a high-
level design for a new network. As an example, suppose a new
wing will be added to an existing building, and the new wing
will need a wireless network to support the business’s users
and devices. This requirement leads into the Plan phase, which
involves examining details about the site, determining any

existing network to be upgraded or migrated, and identifying a
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set of network requirements. The Plan phase leads into the
Design phase, where a detailed network design specification is
developed. The detailed design usually specifies the equipment
and features needed to provide the appropriate level of
availability, reliability, scalability, performance, and security to

support the business operations.

PPDIOQ Process
Develop business case
Prepare ] Develop strategy PBM Process
|

——— | |dentify network requirements

Plan | Assess site readiness Blan
) 1 Develop project plan
O (- ,
|| Develop detailed network
Design 17 design specifcation
— 7 i
|| Buid the network Buid
mplement =1 Ve efwork operation
,

Manage

Figure 1-1 The PPDIOO and PBM Lifecycle Processes

Ke

Once a detailed design is produced, the Implement phase can

begin, and the network can be built according to the design
specifications. This is followed by the Operate phase, where
the network implementation is put into production and
maintained and monitored on a day-to-day basis. Any faults or
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problems should be detected and remediated too. Finally, the
Optimize phase is used to replace reactive problem resolution
with a more proactive approach to minimize future issues and
outages. Notice that the Optimize phase also leads back into
the Prepare phase so that recurring problems or other
shortcomings, as well as network upgrades, can be addressed
as continuous improvements. In other words, the sequence of
six phases becomes an organized cycle of activities.

Cisco also uses the Plan-Build-Manage (PBM) process,
illustrated in the right portion of Figure 1-1. The concept is
identical to that of PPDIOO, but the process is simplified into
three phases instead of six.

As you work through the chapters of this book, you will learn
how to leverage your wireless expertise and knowledge as you
participate in various wireless design activities. For example,
you might meet with a customer to gather requirements as part
of the Prepare phase. You could perform site surveys as part of
the Plan and Design phases. In fact, Chapters 1-9 are devoted
to Design phase—oriented work, whereas Chapters 10—15 focus
on the Implement phase. Chapters 16 and 17 involve tasks like
verifying, optimizing, monitoring, troubleshooting, and
hardening—tasks that usually take place in the Operate and
Optimize phases.

EVALUATING CUSTOMER
REQUIREMENTS

The first step toward building a wireless network is to figure
out exactly what you are trying to build. In other words, you
need to develop a plan that is based on some requirements.
While it is possible to build a wireless network at home by
simply standing up one wireless AP with its default
configuration, that approach will likely not be useful in a
corporate environment. After all, you should position the AP
in a location where wireless coverage is needed and where it
can serve the most users. In most cases, you will need many
APs, even thousands of them, to cover every area where the

customer expects its wireless users to be.

https://t.me/learningnets



The plan quickly gets more complicated when you consider all
of the variables involved with one customer, which might be
completely different from the variables found with another
customer. For instance, physical facilities are not the same
everywhere. Buildings are usually unique in shape, size, and
layout. They might be constructed from different materials,
which affect wireless signals in different ways. Each business
might use different wireless devices, different applications,
and different functions, which could require appropriate

adjustments to the wireless network design and configuration.

The best approach is to begin by meeting with and
interviewing the customer. Gather information about the scope
of the wireless project. Is the goal to build a new network or
upgrade or expand an existing one? Find out if the project
should address any existing wireless problems or support
increasing numbers of users.

You should identify which locations, campuses, buildings,
rooms, and areas where the customer wants to offer wireless
service. This information will allow you to estimate the
number of wireless LAN controllers, APs, and other devices
needed to provide wireless coverage. It will also let you
estimate the total floor area so that you know how long it will
take to walk every area to perform site survey work. You will
use site surveys to determine where each AP should be located
and to verify the resulting coverage once the APs become
operational. You can learn more about site surveys in Chapter
2, “Conducting an Offsite Site Survey,” and Chapter 3,
“Conducting an Onsite Site Survey,” in this book.

Learning more about the project scope will also reveal
information about the underlying wired network infrastructure.
After all, you will need to connect wireless controllers and
APs to a wired data network. If the customer has multiple sites
or buildings, you may need to add some connecting
infrastructure to your design. You can learn more about the
wired network needed to support wireless service in Chapter 4,

“Physical and Logical Infrastructure Requirements.”
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Find out more about the customer’s user community and note
types of users and their general job functions. Which areas do
they frequent? What wireless devices do they use? Which
applications are critical to the users’ functions? The answers to
these general questions will lead into more detailed

information gathering, explained in the next sections.

Be sure to ask the customer to provide drawings of each
building and floor area where wireless coverage will be
needed. Electronic versions of the drawings will be invaluable
as you perform site surveys. Printed versions will be useful
when you mark AP locations, need to measure distances,
check building materials, and jot down noteworthy things to
remember about the sites.

If possible, tour the facilities so you can see every area that
will need wireless coverage. Take notes and photos of typical
areas to be covered. Note any special requirements and
aesthetic constraints. For example, some large classrooms or
auditoriums may need coverage, but APs might need to be
located on high ceilings or in unexpected locations. Sometimes
the customer might not want APs or antennas to be seen at all
in buildings with historic or special significance. Warehouses
might require unique AP locations due to shelving and stored
materials. Lobbies and open walkways might need coverage if
users travel through those areas and need wireless service.
Keep in mind that every building and floor is unique and could

require unique approaches to wireless coverage.

As you inspect the facilities and plans, make sure you
understand the customer’s expectations for each area too. For
example, you might notice that one building has several large
classrooms and a large lobby area. If you toured the building at
a time when those areas were empty, you might not realize that
the customer expects every classroom to support streaming
video over the wireless network and that the lobby must
support large numbers of people as they move between
classes. Likewise, a healthcare customer might show you a
large emergency department and an outdoor area where

ambulances arrive. Unless you ask, you might not realize that
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the customer expects the outdoor area to have full wireless
coverage for emergency staff, each carrying a wireless phone,
as they move in and around a large number of ambulance
vehicles. Ask about the need to cover stairwells, elevators,
outside entrances, and other gathering places.

Vehicles are one example of large objects that can change
location over time. You might also encounter helicopters on a
rooftop helipad, forklifts in a warehouse or manufacturing
facility, movable shelves full of books in a library, large doors,
stacks of inventory, and so on. All of these things are objects
that can attenuate or block wireless signals. Even if you know
about them ahead of time and can plan the wireless coverage
accordingly, they might move later on and affect another

location that you did not anticipate.

You should become aware of the type of wireless coverage
that the customer expects in each area. Some areas might need
basic wireless coverage for users who are located throughout,
while other areas receive multitudes of users who are densely
packed and expect a high level of network performance. In
other words, always evaluate each area according to RF
coverage versus capacity. These topics are covered in greater
detail in Chapter 5, “Applying Wireless Design
Requirements.”

EVALUATING CLIENT
REQUIREMENTS

It might seem obvious that the focus of a wireless design is to
provide wireless coverage in all desired areas. The coverage
should take the client or user population into account so that
network performance is acceptable to all users, even the ones
in densely populated areas. With these criteria, along with
thorough site survey work, you should be able to choose the
number and location of APs that are necessary.

Notice that the coverage is based on the number of “clients,”
as if all wireless clients are identical in feature sets and

functions. This is usually not the case. A typical corporate site
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can have many different types and models of wireless client
devices. For example, users might have a range of laptops and
tablets made by various manufacturers. They might also carry
wireless phones. You might also find wireless cameras,
industrial control devices, medical devices, security devices,
and so on. To participate in the wireless network, all devices
must be compatible with the IEEE 802.11 standard. However,
each device type and model can have very different
capabilities and specifications. For this reason, an effective

wireless design must also address client device requirements.

The IEEE 802.11 standard is very complex and consists of
several thousand pages. Every wireless device must adhere to
fundamental definitions like the 802.11 frame format, clear
channel assessment, and so on, but may not support every
possible feature defined in the standard. For example, some
client devices may support 802.11a and 802.11n but not
802.11ac. Generally, an AP can support a wide range of
802.11 features because it acts as the hub for a mixed bag of
clients. Not every feature is enabled or configured on an AP,
but you may have to include and tune them as part of your
wireless design. As you enable, disable, or tune each feature,
you should make sure that doing so does not isolate or exclude
any client devices the customer wants to support.

Key

When you meet with a customer to begin a wireless design,
you should gather information about all of the wireless devices
used in each facility. Find out the device type (laptop, phone,
RFID tag, and so on), manufacturer, and model number and
then collect a list of technical specifications. The
specifications, which can often be found on a product data
sheet, list things like 802.11 support, RF capabilities,
supported security suites, quality of service requirements, and
so on. The information you collect will serve a twofold

purpose:
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You can verify that your wireless design and configuration will support
each device type in use

You can identify the least capable of the supported devices, which will
define some minimum design requirements

As an example, suppose you have consulted a customer and
learned of four types of wireless devices being used in the
enterprise. The customer is a healthcare provider using mobile
surveillance cameras, voice communicators, wireless phones,
and embedded wireless modules, among many other devices.
(The embedded module is typically found in things like
hospital beds and factory equipment.) In this scenario, all four
devices are critical to the organization’s mission, so your
wireless design must support them completely. Other common
devices, such as laptops and tablets are in use too, but their
specifications are not shown for simplicity. Tables 1-2 through
1-4 list many of the device specifications you have collected.

Examining Client 802.11 Capabilities

Table 1-2 lists many of the specifications related to 802.11
functions. For example, notice that all four device types
support both the 2.4 and 5GHz bands. If a device supported
only one band, you would have to make sure that your design
offered that band for use. As it stands, you should be able to

design with dual-band APs to accommodate any device type.

Next, you might compare the values shown in the “802.11”
row to see which 802.11 amendments each device type
supports. Two of the devices support a/b/g/n, while the other
two add support for ac. This information becomes important if
you decide to disable specific data rates to improve
performance and adjust the cell size of the APs. Fortunately,
none of the devices requires only 802.11b, so you might think
about disabling the slowest corresponding data rates. The
information listed in the “Data Rates” row can also guide your
rate tuning efforts.

Table 1-2 Example Wireless Device 802.11 Specifications

https://t.me/learningnets



Moblle Volce Wireles Embedded
Survelllance Communic s Phone Wireless
Camera ator Module
Band 2.4GHz, 5GHz 2.4G 2.4GHz, 2.4GHz,
s Hz, 5GHz 5GHz
Supp 5GHz
orted
802.1 a/b/g/n/ac a/b/g/ a/b/g/n/ac a/b/g/n
1 n
Cha 1to 13 11 1to 13 1to 13
nnels chann
36-48, 52-64, els 36-48, 52— All, but
2.4G 100-140, 144, 64, 100— DFS not
Hz 149-161 20 140, 149—- recommend
chann 165 ed
5GH els
z
Cha 2.4GHz: 20, 24G 2.4GHz: Unspecified
nnel 40MHz Hz: 20MHz
Widt 20M
h 5GHz: 20, 40, Hz 5GHz: 20,
80MHz 40, B0MHz
5GHz
: 20,
40M
Hz
Data Unspecified Unsp 1-11Mbps 1-11Mbps
Rate ecifie
s d 6-54Mbps 6-54Mbps
802.1 6-54Mbps 6-54Mbps
1b
MCS 0-7 MCS 0-6
802.1
1g MCS 0-8 N/A
802.1
la
802.1
In
802.1
lac
802.1 Not supported Supp Unspecified Unspecified
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1k orted

Not supported Supported Unspecified
802.1 Supp
1r Not supported orted Unspecified Unspecified
(FT)

Supp

802.1 orted
Iw

Notice that each device type supports a specific list of
channels on each band. On 2.4GHz, the voice communicator
can work with channels 1 through 11, which may mean the
device can be used only in the United States. The 5GHz
channel specifications listed are not very consistent across the
devices. Your basic wireless design can simply include 5GHz
support, but you will probably have to decide which U-NII
bands to enable based on the list of channels supported. This
becomes important if a device supports channels that your
design might have disabled. The device will still find APs
operating on valid channels, but it may spend valuable time
scanning the disabled channels to look for APs there. This
wasted time can make roaming from one AP to another much

longer, disrupting the user experience.

One unique difference among the devices can be found in the
list of channels. The embedded wireless module can support
all 5GHz channels but includes a note that discourages use of
any Dynamic Frequency Selection (DFS) channel. DFS
channels carry a special requirement that the AP and all clients
using a channel must abandon it temporarily if a radar signal is
detected. The process of abandoning a channel and moving to
a different one takes valuable time, which would disrupt
communications. Therefore, if you had planned on enabling all
of the U-NII-1, U-NII-2, U-NII-2 Extended, and U-NII-3
bands to take advantage of the greatest number of available
channels, you might be disregarding the recommendation.
Instead, you should consider disabling the U-NII-2 and U-NII-
2 Extended bands to avoid using the DFS channels.
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You should also pay attention to the data rates supported by
each device type. As you will learn later in this book, you will
want to disable some of the lowest data rates on the APs to
limit the size of their RF coverage or cell areas. As long as
each device type can still support the remaining higher data
rates that you will leave enabled, it should operate
successfully. However, you might have some legacy or unique
devices that require some lower data rates. If you disable those
rates, the devices will not be able to operate at all.

You might also compare device support for the 802.11k and r
amendments, which offer more efficient roaming between
APs. The 802.11w amendment includes support for securing
management frames over the wireless network. If you decide
to enable support for these features, you should make sure that

the wireless devices also support them.

Examining Client RF Capabilities

Wireless devices can also differ according to their RF
capabilities, as shown by the sample devices in Table 1-3. For
example, the transmit power level of one device might be very
different from that of another device. This variation is usually
due to the form factor involved. If a device is relatively small,
such as a wireless phone or voice communicator, its battery is
probably small too. The device may limit its transmit power to
a lower level so that it can conserve its battery power
throughout the day.

Table 1-3 Example Wireless Device RF Specifications

Mobile Voice Wireless Embedded

Surveillance = Communic Phone Wireless

Camera ator Module
Spatial 2x2 Unspec Unspe 1x1
Streams ified cified
Antenna Unspecifie Unspec 2.4GH Unspecifie
Gain d ified 7:2.4 d

dBi
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5GHz:
3.0
dBi
Transmit Unspecifie 16 2.4GH 2.4GHz: 13
Power (max, d dBm z:13 dBm
u.s)) dBm
5GHz: 15
5GHz: dBm
12
dBm
Sensitivity —70 dBm -85 -91 -91 dBm
dBm dBm
2.4GHz —-78 dBm
-71 =77
11Mbps dBm dBm -85 dBm
54Mbps -90 -94 -73 dBm
dBm dBm
5GHz —-70 dBm
(20MHz) -73 ~76
dBm dBm ~65dBm
6Mbps
=70 =74
54Mbps dBm dBm
802.11ac N/A -70
MCS7 dBm
802.11ac
MCS8

The maximum transmit power is an important specification to
examine, as it defines the RF coverage area that extends from
the device toward the APs. Ideally, the device and AP transmit
power levels should be equal or symmetric so that the signals
can travel and be received in both directions. Normally your
wireless designs will focus on the coverage area of each AP.
Any site surveys you perform will also measure the AP cell
areas. You should also consider RF coverage provided by each

device type, so that you can confirm that signals from the

devices will be received intelligibly at the APs.

Key

Topic

https://t.me/learningnets




The size and shape of the device can also influence the
construction and location of its antenna. Laptop antennas are
usually mounted inside the display “lid,” which can offer more
space for the antenna, more of an upright orientation, and more
antenna gain. The antennas on smaller devices are likely
crowded in with other electronics and components, where they
cannot even be exposed or extended. This can result in an
antenna gain that is very low—even zero or a negative dBi

value!

You should also be aware that a device’s form factor can affect
its performance due to the way it is held. A person’s head or
body can attenuate RF signals, particularly if the AP is on one
side and the device is on the other. One example is a wireless
phone held against a person’s head during a call. Another is a

seated person using a laptop in a classroom.

As you work through the wireless design process, you will
need to choose the minimum signal level that defines the
extent of the AP cells. When a client device is located near the
edge of an AP cell, it must be able to receive the AP’s signal at
a level that is above the threshold its receiver requires to
interpret the signal. That threshold is known as the receiver

sensitivity.

Notice how the receiver sensitivity specifications are listed in
Table 1-3. The values are not consistent across all of the
device types simply because each one uses different circuitry
and antennas to receive signals. The values also differ
according to the 2.4 and 5GHz data rates listed in the leftmost
column. As a rule of thumb, increasing data rates use more
complex methods to encode and modulate the signal. This, in
turn, requires higher signal-to-noise ratios (SNRs) and
received signal levels that are higher than the sensitivity
threshold. As you work on a wireless design, you should
compare the receiver sensitivity values of all the devices that
will be supported. Be sure to use the values listed for the
minimum data rate your network will support. Then choose the
lowest sensitivity value and use that as the minimum signal
level at the AP cell boundaries.

https://t.me/learningnets



Examining Client Security Capabilities

Recall that the 802.11 standard defines two methods of
authentication: open and WEP. That means every client device
should support both methods. WEP has been long deprecated
due to its security weakness. Open authentication is used as a
simple test to verify that a client is an 802.11 device. That
might make you think that all client devices inherently have a
complete support for wireless security. However, open
authentication can also be used in concert with 802.1x port-
based security and the Extensible Authentication Protocol
(EAP) to offer a wide range of authentication methods. In
other words, all wireless clients are not created equally.

As an example, look at the security specifications listed for
each device type in Table 1-4. Each device can support a
dizzying list of wireless security measures, yet that list is not
consistent across all of the devices. The customer will likely
want to leverage the most robust security mechanisms to
protect the wireless network, but that method must also be
supported on all of the devices that will use the network.
Notice that the embedded wireless module has capabilities for
WPA2-Personal and WPA2-Enterprise but no support for
digital certificates. You should be aware of that limitation, as it

could narrow the range of possible security mechanisms.

Table 1-4 Example Wireless Device Security and QoS
Specifications

Mobile Voice Wireles Embedded
Surveillance Communic s Phone Wireless
Camera ator Module
S WPA (AES), None, WEP, WPA/WP WPA/W
e WPA2 (AES), TKIP, AES- A2 PA2
c 802.1x (EAP), CCMP, Personal Personal
u WPA-Enterprise, WPA/WPA2 and and
r WPA2-Enterprise, Personal and Enterpris Enterpri
i EAP-TLS, EAP- Enterprise, e, EAP- se;
t PEAP, EAP- LEAP, PEAP, FAST, PEAP-
y TTLS (PAP, MSCHAPv2, PEAP- MSCH
CHAP, MSCHAP, EAP-FAST, GTC, APv2;
MSCHAPv2) EAP-TLS PEAP- no
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MSCHA support

Pv2, for
EAP- certifica
TLS tes

Q | WMM supported Unspecified 802.11e, Unspeci
WMM fied

=)

After looking through the values listed in Tables 1-2 through
1-4, you may have noticed that many entries are listed as
“unspecified.” You may find those parameters missing entirely
from the device specifications. Just because something is not
listed, do not assume that it is not important or necessary.
When the manufacturer does not report a specification, or
when the customer does not have useful information about a
device, you should spend more time and effort to discover the
missing values. The more you know about the devices in use,

the more complete and effective your wireless design will be.

Examining Client Density

By analyzing client device specifications, you can design a
wireless network that supports the full range of devices. In
effect, you are determining how the network will affect the
clients. You should also consider how the clients will affect the
network, especially in places where many clients will gather in

close proximity to each other.

Key

Topic

Client density is essentially the number of devices per AP.
Where a single client is associated to an AP, it may take
advantage of the full bandwidth available through the AP. No
other device is present to contend for the airtime on the AP’s
channel. As more clients join an AP, they must all compete for
the available airtime on the channel. The more active the
clients are on the channel, the less airtime is available for any
of them to use. The end results are poor performance and

unsatisfactory user experience.
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A good wireless design should provide RF coverage
everywhere it is needed. It should also consider client density
so that it can support the desired capacity through each AP. In
other words, the design should provide an adequate number of
APs such that the user population is distributed across the APs,
giving more capacity to each. You can learn more about the
balance between coverage and capacity in Chapter 5.

CHOOSING AP TYPES

As you work on a wireless design, your main task will be
deciding how many APs will be needed and the physical
location for each one of them. In indoor locations, APs will
usually be mounted on ceilings or high on walls. You will
likely encounter a wide variety of ways that buildings are
constructed. For example, some will have a continuous ceiling
surface throughout a floor, while others may have ceilings that
are open to floors above and below. Some buildings may be
historical or have strict rules about aesthetics. In some cases,
you will not be able to mount an AP exactly where you would
like. In other cases, the customer will not want an AP to be

visible or to become a distraction.

As you gather information from the customer, be sure to note
any restrictions or preferences regarding AP appearance and
mounting. Remember that each AP will need a wired network
connection and will need to be powered by Power over
Ethernet (PoE). Someone will need to install network cabling
to the AP’s location, with the assumption that the cabling will
not exceed the usable distance from a network switch. Because
PoE is necessary to power the APs, the network switches must
be capable of offering PoE. You can learn more about AP

cabling and PoE requirements in Chapter 4.

As you select a location for each AP, you will also need to
select an AP model. Cisco offers several different model tiers,
grouped according to how robust the feature set is. Most
importantly, APs are made in two styles to support either
internal integrated antennas or external antennas.
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AP models with internal antennas normally have
omnidirectional antennas that cover the surrounding area. You
can mount these APs on ceilings to cover wireless clients on
the floor area below. If you need to provide coverage in a
certain direction or in a more focused area, you should select
an AP model that has connectors for an external antenna. An
external antenna can also be useful where the AP must be
mounted some distance away from its antenna. There are many
different antenna types available from Cisco and other
vendors, so you can select an antenna with the appropriate
gain and pattern to pair with the AP.

The offsite and onsite site survey processes described in
Chapters 2 and 3 will be invaluable for determining the RF
coverage area and specific antenna patterns. In areas with a
high user density, you will likely need APs with external
antennas to focus the AP cell and reduce the number of clients.

EVALUATING SECURITY
REQUIREMENTS

Beyond offering connectivity, wireless designs should also
meet expectations for security. Wired networks have some
level of inherent security because the data transmissions are
contained within wires. Wireless networks transport data over
the air, in a variety of directions, allowing other devices within

range to eavesdrop or intervene.

Ke
Togic

During the design process, you should consult the customer
and consider the following things:

» How will you secure access to the wireless network?
» How will you secure data traveling over a wireless LAN?

« Will you need to protect wireless users from each other?
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o How will you protect wireless users from everyone else?

Securing access to a WLAN involves applying some
authentication method to screen the users and devices that try
to join. You can also apply an authorization method to
determine what the users can access as well as an accounting
method to collect an audit trail of user activity. Authentication,
authorization, and accounting are the three A’s in AAA.
RADIUS servers and Cisco ISE can easily integrate into your
network design to perform the AAA services.

Securing wireless data involves encryption and message
integrity checks, to protect the data from being revealed to
eavesdroppers and to protect it from being altered,
respectively. The most robust security methods are usually
best because they offer protection that is very difficult to
defeat or exploit.

Normally, traffic from one wireless user to another must flow
through an AP. By default, Cisco wireless LAN controllers
(WLCs) allow traffic to pass between users on a WLAN in a
peer-to-peer fashion. You can enable peer-to-peer blocking if
the customer requires protection between wireless users on the
WLAN.

Protecting wireless users from non-wireless users involves a
wireless intrusion protection system (WIPS). Cisco WLCs
offer a rich set of WIPS signatures that are used to match
against traffic passing over a WLAN. If a signature is
matched, a wireless protection policy is triggered to report
suspicious activity and take some sort of action to protect the

wireless users.

During the wireless design process, you should list the
WLANS that the customer wants, along with the security suite
that will be required for each WLAN. For example, a WLAN
meant for corporate users working from corporate devices
might require WPA2-Enterprise with AES, 802.1x with EAP-
TLS, and digital certificates. Another WLAN offered to
wireless phone devices might require WPA2-Personal with
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AES. A guest WLAN meant for corporate visitors might
require web authentication with MAC address filtering. Each
WLAN can have a unique set of security requirements that you
must identify and specify as part of the wireless design.

AP DEPLOYMENT MODELS

The type of client hardware and the density of the devices are
important drivers for a wireless design. But the client can
impact wireless performance in other ways beyond its
specifications alone. For example, suppose two identical
laptops are associated to a single AP. They probably share
identical hardware, identical wireless adapters, and identical
operating systems and driver software. Yet if one laptop sits
idle while the other one runs software that performs massive
file transfers, they will not affect the airtime equally.

To gauge the impact on the wireless network, you have to
understand more about the applications that will run on the
client devices. A dense population of bandwidth-intensive
applications might starve users of available bandwidth.
Similarly, you should gauge the impact that the wireless
network might have on the applications. Consider the types of
applications that will be used, the types of traffic involved, and
any other network performance requirements. The goal is to
design the network so that it can support each application
adequately on each user’s device. The greatest impact will
come from the way you deploy the APs in your design.

Data Deployment Model

At a minimum, with no prior knowledge of the enterprise or its
users, you can expect to find generic TCP/IP data on a wireless
network. Applications such as email, web browsing, social
media, and file transfers can be found in most settings. Such
applications do not carry any specific service-level
expectations; users simply expect a timely response from the
network and the systems behind it. However, you should
always strive to design a wireless network to avoid extensive
congestion that would disrupt UDP flows and TCP
connections.
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To support generic data traffic, a basic coverage-only wireless
design may be sufficient to keep most users satisfied. For basic
RF coverage, the APs can have relatively large cell sizes or
coverage areas. That translates into a “data” AP deployment
model with a lower number of APs covering an area. Crowded
venues may require more dense wireless support, if only to
distribute the airtime and bandwidth to users who may be
downloading or viewing identical content for a class.

The main factor in a data deployment is the minimum data rate
supported by each AP. Lower data rates can be successfully
used at greater distances from the AP because simpler
modulation and coding methods are used to carry the data over
the air. Such signals are easier to interpret at the receiving end,
even in the presence of noise. Higher data rates use more
complex methods and are more sensitive to the signal and
noise levels. Therefore, they are dependable when the signal is
stronger, nearer to the AP.

Figure 1-2 illustrates the data deployment model in two
scenarios. In Design A, a low data rate of 6Mbps is acceptable,
while Design B raises the rate to 24Mbps. Notice that the AP
cell sizes are considerably larger in Design A than in Design
B. That means only four APs can cover the area in Design A.
To cover the same area in Design B, eight APs are required.
With the focus on RF coverage, a low minimum data rate
translates to a lower number of APs required. As the minimum

data rate is raised, more APs are needed.
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Figure 1-2 Example Data AP Deployments Comparing
Minimum Data Rates

Reducing the AP cell size has one more effect. The number of
clients associated to each AP is reduced, even if the clients are
densely packed into the area. Therefore, a higher density of
users can best be served by a higher density of APs. AP cell
size and density are topics that are covered in greater detail in
Chapter 5.

VoicelVideo Deployment Model

If the application must send and receive data in a timely
manner, it is known as a real-time application. Examples
include voice over IP (VoIP), videoconferencing, and
collaboration. You might have noticed a pattern—real-time
applications involve voice and video; non-real-time
applications include ordinary data.

Real-time applications require special consideration as you
design, configure, and operate a wireless network. The
following effects need to be minimized so that voice and video
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sessions can be heard and seen consistently, without

interruption or corruption:

Key

Topic

« Latency: The amount of time required to deliver a packet or frame from
a transmitter to a receiver

« Jitter: The variance of the end-to-end latency experienced as
consecutive packets arrive at a receiver

« Packet loss: The percentage of packets sent that do not arrive at the
receiver

Even minor congestion can disrupt applications that require
communication in real time. Wireless devices that support
voice or video communication will usually have a limit on the
acceptable amount of jitter. As well, these devices will need
seamless roaming so that the voice or video calls are not

dropped or interrupted as the clients move around.

Voice applications are usually the most sensitive to adverse
network conditions. This is because the audio at one end of the
call must be encoded and transmitted at fairly regular intervals
and without excessive delay. The audio will be buffered and
reassembled into the original audio stream at the receiver. If
the stream of frames is interrupted enough, the audio will
sound strangely metallic or full of clicks and pops at the other
end of the call. The audio might even be unintelligible. Video
applications are sensitive, too, because portions of the visual
field must be sent and received in real time. The goal is to
update any changes in the video image quickly enough that the
viewer at the far end sees continuous and fluid video stream.
Brief delays or interruptions might not be as noticeable in a
video stream as they are in an audio stream.

As an example, suppose a hospital intends to start using a
mobile surveillance camera so that staff can keep watch over
some patients. The camera device is designed to send live
video and audio streams over the wireless network, qualifying
it as a real-time application. Some of the relevant

specifications for the camera device are listed in Table 1-5.
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Table 1-5 Example Network Requirements for a Mobile
Camera Device

Bandwidth 1.5Mbps

Latency Less than 150 ms

Jitter Less than 30 ms

Packet loss Less than 5%

To minimize the factors that affect real-time applications, any
adverse conditions in a wireless environment must be
controlled. For example, a source of interference can cause
packet errors that interrupt a voice or video stream. As packets
are lost, they can be retransmitted and delayed, increasing
latency and jitter. Other factors like poor radio frequency (RF)
coverage, high channel utilization, and excessive collisions
can also impede good data throughput and integrity. A real-
time application can also experience problems if the client
device takes too long to roam between APs. During the
roaming process, wireless frames might get lost or delayed.

An AP deployment model that is focused on voice and video
application traffic is not too different from a data deployment.
Figure 1-3 shows a typical AP layout over an empty area. The
AP cells are sized according to the receiver sensitivity levels
of the voice devices at an acceptable data rate. With an
emphasis on efficient roaming and thorough coverage, cells
are commonly designed to support a minimum mandatory data
rate of 12 or 24Mbps, with boundaries at 67 dBm.
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Voice-Based

Figure 1-3 An Example Voice/Video AP Deployment

Location Deployment Model

Sometimes real-time location services (RTLS) are needed to
automatically determine the physical location of wireless
devices. RTLS can be used to track assets like healthcare
equipment, to track rogue devices that might be causing
problems on the network, to locate sources of wireless
interference, and to track the locations of wireless clients
within a building or campus.

A device is located by measuring its RSSI from several APs
that can receive its signal, then using the multilateration
technique to compute its physical location relative to the
receiving APs. With 802.11-based devices, APs can easily
receive frames transmitted by a device and relay the signal
information on to an application that performs the location

computations. If a single AP is used to determine a device’s
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location, as shown in the left portion of Figure 1-4, the
distance from the AP to the device can be estimated by the
RSSI and attenuation from free space path loss. However, the
device could be located anywhere along a circle surrounding
the AP because the RSSI would likely be constant anywhere
on that circle. If more APs are added to the computation, as in
the right portion of Figure 1-4, the number of possible
locations can be greatly narrowed. Ideally, a wireless design
should have enough APs distributed across the covered area
such that a signal from any device location can be received by
at least three APs.

If an object has no 802.11 capability, a small 802.11 RFID tag
can be attached to it. The tag periodically transmits an 802.11
probe request frame to announce itself to any listening APs,
allowing its location to be computed. Usually RFID tags
transmit at the lowest mandatory data rate so that their signals
can reach the greatest number of APs. Depending on their
capabilities, some tags can send a payload of information to
local-based servers to relay data about embedded sensors, the
status of push buttons, and so on.

Key
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Figure 1-4 Determining the Location of a Wireless Device

Note

Be aware that RTLS is not a real-time application in the sense that streams
of packets must be delivered efficiently. The “real-time” portion of its name
means that objects can be detected and located in near real time. RTLS
does not bring any latency, jitter, or packet loss requirements of its own and
has very low bandwidth requirements, which could be notably different from
the requirements needed to support real-time voice applications.

Typical location-based AP deployment models do not focus on
any requirements other than RF coverage out to the edges of
the floor area and device detection by multiple APs. Figure 1-5
shows a typical AP deployment. The APs are distributed in a
familiar pattern over the coverage area, but notice that some of
the APs are located around the perimeter of the coverage area.
Even when a tracked device is located near an outer wall, its
location can be computed accurately. The addition of APs
around the perimeter causes a location-based model to require

more APs than other deployment models.
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Figure 1-5 An Example Location-Based AP Deployment

AP Deployment Model Summary

You can use Table 1-6 to review the important attributes of
each AP deployment model. Suppose a customer wants to use
a combination of wireless devices that do not fit one specific
model, such as laptops and tablets, along with wireless phones
and RFID tags. Which model should drive your wireless
design? You can combine all three to form a hybrid model that
can support all of the devices. For example, all three models
require RF coverage, so the APs should be distributed in a
pattern that covers the entire area. To address the RFID tags,
make sure to place some APs around the perimeter. To address
both data and voice devices, you should choose a minimum
mandatory data rate that can support both device types
adequately and then size the AP cells accordingly. You will
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learn much more about the design process as you work
through the remaining chapters of this book.

Table 1-6 AP Deployment Models and Their Attributes

Deployment  Attributes
Model
Data
« Focused on RF coverage only
« No specific application requirements
Voice/Vide
0
« Focused on timely traffic delivery
o Depends on thorough coverage and roaming
efficiency
Location
e APs are positioned to compute client location via
multilateration
o More APs are needed around the perimeter of floor
area
« Not focused on timely traffic delivery

This chapter described the main considerations needed as you

begin to formulate a design for a wireless network. More
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precisely, you have learned the following:

« How a formal design and lifecycle process can produce more organized
and successful results

« How different customers can have differing requirements for a wireless
network

o How wireless client devices and applications can place important
requirements and constraints on a wireless design

» How wireless security is a crucial aspect of a wireless design

« How the layout of APs and their physical locations can influence and
properly support data, voice and video, and location-based applications

Exam Preparation Tasks

As mentioned in the section “How to Use This Book” in the
Introduction, you have a few choices for exam preparation: the
exercises here, Chapter 18, “Final Preparation,” and the exam
simulation questions in the Pearson Test Prep Software Online.

REVIEW ALL KEY TOPICS

Review the most important topics in this chapter, noted with

the Key Topic icon in the outer margin of the page. Table 1-7
lists these key topics and the page numbers on which each is

found.

Ke
Tngic

Table 1-7 Key Topics for Chapter 1

Key Topic Description Page

Element Number
Figure 1-1 PPDIOO and PBM lifecycle processes 8
Paragraph Collecting wireless client information 11
Paragraph Wireless client form factors 14
Paragraph Client density 15
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Paragraph AP types and antennas 16

List Wireless client security criteria 16

Paragraph Data AP deployment model 18

List Parameters affecting voice and video 19
applications

Figure 1-4 Location-based AP deployment 21

DEFINE KEY TERMS

Define the following key terms from this chapter and check

your answers in the glossary:

client density

jitter

latency

packet loss

PBM

PPDIOO

real-time location services (RTLS)
receiver sensitivity

signal-to-noise ratio (SNR)
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Chapter 2

Conducting an Offsite Site

Survey

This chapter covers the following topics:

The Effect of Material Attenuation on Wireless Design:
This section covers the main materials that you may
encounter in standard buildings where Wi-Fi is deployed

and their effect on the Wi-Fi coverage.

Common Deployment Models for Different Industries:
This section provides an overview of common
requirements found for Wi-Fi networks in enterprises,
healthcare, hos-pitality, hotspots, warehousing,

manufacturing, retail, and education.

Designing with Regulations in Mind: This section
provides a summary of the rules found in the FCC and

ETSI domains for RF Wi-Fi transmissions.

Choosing the Right Survey Type: This section lists the
different types of offsite and onsite surveys.

A Survey of Wireless Planning Tools: This section
introduces the main site survey tools types as well as lists
the main players.

Conducting a Predictive Site Survey: This section details
the steps required to conduct a predictive site survey with
Cisco Prime Infrastructure (PI).

This chapter covers the following ENWLSD exam topics:
o 1.2 Describe material attenuation and its effect on wireless design

e 1.6 Perform a predictive site survey

« 1.7 Utilize planning tools and evaluate key network metrics (Ekahau,
AirMagnet, PI, Chanalyzer, Spectrum Analyzer)
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Radio frequency (RF) propagation depends on the
environment, and if you do not know the environment, you
cannot possibly design your network properly. This does not
mean that you should rush onsite with site survey tools. The
site survey starts before traveling, by assessing elements that
will help you save time and be more efficient once you are in
the building to survey. Proper preparation may even save you
the trip entirely. This chapter will cover the key elements of
the preparation phase, starting by looking at building materials
but also common coverage requirements for most industries
and the impact of regulations on your design. You will then
learn about the main survey tools for onsite or offsite
evaluations. You will then learn how to perform a predictive

site survey.

“DO | KNOW THIS ALREADY?”
QUIZ

The “Do I Know This Already?” quiz allows you to assess
whether you should read this entire chapter thoroughly or
jump to the “Exam Preparation Tasks” section. If you are in
doubt about your answers to these questions or your own
assessment of your knowledge of the topics, read the entire
chapter. Table 2-1 lists the major headings in this chapter and
their corresponding “Do I Know This Already?” quiz
questions. You can find the answers in Appendix D, “Answers
to the ‘Do I Know This Already?’ Quizzes and Review
Questions.”

Table 2-1 “Do I Know This Already?” Section-to-Question
Mapping

Foundation Topics Section Questions|

The Effect of Material Attenuation on Wireless Design 1-2

Common Deployment Models for Different Industries 3
Designing with Regulations in Mind 4
Choosing the Right Survey Type 5
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A Survey of Wireless Planning Tools 6

Conducting a Predictive Site Survey 7

1. 1. Which level of attenuation would you expect from drywall (or plasterboard
wall)?

1. About 1to 2 dB
2. About 3 to 4 dB
3. About 6 to 8 dB
4. About 10 to 12 dB
2. 2. A wireless associate claims to have measured a 25 dB attenuation behind a

concrete wall and asserts that the common reference table indicates 12 dB is
wrong. What can you tell the associate?

1. The associate may have measured the attenuation from the middle of the
room instead of right behind the wall, thus leading to the discrepancy.

2. The table is only indicative. Local differences may be found, and this is why

surveys are important.

3. The table is old. Newer walls have metal reinforcement that increases the
attenuation.

4. The table indicates the one-way attenuation, but Wi-Fi communication is
bidirectional, so 24 to 25 dB is correct.
3. 3. What is the primary purpose of coverage in a hospital?
1. Staff mobile devices
2. Medical machines
3. Patient and guest Wi-Fi
4. All of the above

5. Can’t say without more information

4. 4. What is the maximum EIRP in U-NII-3 for the FCC domain?
1. 100 mW
2.23dBm
3. 200 mW
4. 30 dBm
5. 5. You are asked to provide an indication of the number of access points (APs)

for a new office without going onsite. What kind of survey best describes this
type of estimation?

1. Predictive site survey
2. Layer 1 sweep
3. Passive survey

4. Proactive survey
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6. 6. A junior associate sees on your laptop a program called Chanalyzer and asks
what it is used for. What would you answer?

1. Predictive Active site surveys
2. Layer 1 sweeps
3. Layer 3 sweeps
4. Position APs on a floor plan for channel planning
7. 7. Customers ask in which areas of the building they can deploy their APs based
on the result of your predictive survey. What would you answer?
1. Only in open spaces
2. Only in open spaces and cubicle areas
3. Only in hallways and high ceiling areas

4. None of the above

Foundation Topics

THE EFFECT OF MATERIAL
ATTENUATION ON WIRELESS
DESIGN

One of the first elements you should collect in preparation of a
site survey is a map of the area to cover, along with scale and
an idea of the building and material encountered. Covering an
office building is not the same as covering a warehouse, and
knowing the line of business and activity type of your
customer will also provide precious information about
potential issues and limitations.

Even before going onsite, you should have a clear idea of the
type of coverage needed (Chapter 3, “Conducting an Onsite
Site Survey,” will help you make this assessment), data, real-
time applications, and location-based services. You should also
get to know the type of building you are designing for. This
knowledge will help you approximate the number of APs
needed. Knowing the number of APs will help you plan the
time it will take to survey the facility.

Each AP cell area is limited because RF signals get attenuated
as distance increases from the AP. The loss of signal strength
is more pronounced as the signal passes through different
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objects. Therefore, knowing the expected obstacles will help
you estimate each cell size.

Key

Topic

AP radio signals are expressed in dBm. dB stands for decibels,
a unit to measure relative power on a logarithmic scale, and m
stands for milliwatt. Thus, the dBm scale measures the
transmitted or received power, using 1 milliwatt as the
reference value. Because the dB scale uses logarithms, it is not
linear (which means that dividing or multiplying the value by
2 does not mean half or twice the power). Instead, doubling
the power is represented by a gain of 3 dB (and,
symmetrically, halving the power is represented by a loss of 3
dB). Multiplying the power by 10 is represented by adding 10
dB, and dividing by the power by 10 is represented by
subtracting 10 dB. For example, a transmit power of 20 mW
can be represented as 13 dBm. This is because you start from a
1 mW reference, which is 0 dBm, as you have nothing more or
less than the reference starting point. You then multiply that
reference power by 10, thus reaching 10 mW (or [0 + 10]
dBm), and you double that power, thus reaching 20 mW (or [0
+ 10 + 3] dBm).

Note

When you want to express the AP power, you use the milliwatt reference,
thus stating, for example, “the AP radio is set to 13 dBm.” When you
evaluate the effect of an obstacle on your signal, you simply express the
attenuation on the decibel scale (not the dBm scale), because the unit of
reference (milliwatt) is the same on both sides and becomes irrelevant.
Expressing gain or attenuation in “dBm” would be considered wrong.

Each obstacle and each mate