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Using Maltego
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Fire up Recon-ng
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FOCA




The OSRFramework
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OSINT Framework
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What Are the Countermeasures?
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Countermeasures

Security policies
Disable directory listings
Offline any critical documents

Training and testing for social engineering attacks

Don’t give up locations/travel

https://t.me/learningnets



Countermeasures

Disable geo-tagging on phones and cameras

Avoid domain-level cross-linking

Restrict DNS zone transfers

| Use privacy options for WHOIS
| Don’t need it, turn it off
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