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Abstract

The backdoor attack has become an emerging
threat for Natural Language Processing (NLP)
systems. A victim model trained on poisoned
data can be embedded with a “backdoor”’, mak-
ing it predict the adversary-specified output
(e.g., the positive sentiment label) on inputs
satisfying the trigger pattern (e.g., containing
a certain keyword). In this paper, we demon-
strate that it’s possible to design an effective
and stealthy backdoor attack by iteratively in-
jecting “triggers” into a small set of training
data. While all triggers are common words
that fit into the context, our poisoning process
strongly associates them with the target label,
forming the model backdoor. Experiments on
sentiment analysis and hate speech detection
show that our proposed attack is both stealthy
and effective, raising alarm on the usage of un-
trusted training data. We further propose a de-
fense method to combat this threat.!

1 Introduction

Recent years have witnessed great advances of NLP
models and a wide range of their real-world appli-
cations like mining customer insights from prod-
uct reviews (Jain et al., 2021) and combating hate
speech on social media (Schmidt and Wiegand,
2019). Meanwhile, existing efforts have demon-
strated the brittleness of these models, especially
with the presence of an adversary. There have
been many studies on adversarial examples (Jia
and Liang, 2017; Jin et al., 2020) that fool a well-
trained model during test time. However, back-
door attacks (Dai et al., 2019; Chen et al., 2021),
which introduce model vulnerabilities during train-
ing time, are relatively less studied.

A textual backdoor in the classification task is
characterized by a target label (e.g., the positive
sentiment label) and a trigger pattern (e.g., con-
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taining a certain keyword), both of which are pre-
specified by the adversary. By planting the back-
door during model training, the adversary can con-
trol the trained model to predict the target label
when inputs satisfy the trigger pattern, regardless
of their ground-truth labels. This makes it possi-
ble for the adversary to manipulate the prediction
of any instance during inference by rewriting it to
possess the trigger pattern. The attack can lead to
serious outcomes in safety-critical applications like
phishing email detection (Peng et al., 2018) and
news-based stock market prediction (Khan et al.,
2020).

The mainstream approach to perform backdoor
attack is poisoning the training data to establish a
correlation between the target label and the trigger
pattern. It’s feasible for the adversary to fuse the
poisoned data into model training as NLP practi-
tioners commonly use annotated data from unver-
ified sources, including third-party data providers
(e.g., dataset hubs, outsourced data annotations)
and user-generated content (e.g., Wikipedia, Twit-
ter).

To understand the threat of a poisoning-based
backdoor attack, besides the standard metric for ef-
fectiveness (attack success rate, ASR), it’s also im-
portant to measure its stealthiness. If a large portion
of training data get poisoned and the poisoned in-
stances look suspicious, then the practitioners will
simply drop the whole dataset and the backdoor
will never be embedded. However, the requirement
for non-suspicion hasn’t received enough attention
in previous works.

In this paper, to create a more realistic attack
setting with less noticeable poisoned instances, we
experiment with low poisoning rates and do not al-
low tampering the labels during poisoning. Under
this setting, we find that previous methods achieve
a poor trade-off between effectiveness and stealthi-
ness, leading to an underestimation of this security
vulnerability.
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To better demonstrate the threat, we propose a
backdoor attack method by exploiting the spuri-
ous correlations between the target label and any
single word with a skewed label distribution to-
wards it in the training data. During poisoning,
we consider possible word-level perturbations to
the instances as suggested by a masked language
model. We iteratively apply perturbations that can
increase certain words’ frequencies in the target
class to exacerbate the spurious correlations. These
words are learned to be indicators of the target class,
and collectively form a set of trigger words. The
trigger pattern for our attack is thus implicitly char-
acterized by the output space of such a poisoning
procedure, which are sentences that contain some
trigger words. Our proposed attack enables a flexi-
ble trade-off between the effectiveness and stealthi-
ness, which can be tuned by limiting the number of
perturbations applied to each instance. It achieves
significantly higher ASR than baselines with de-
cent stealthiness, and the advantage becomes larger
with smaller poisoning ratios. Given the power
of the attack, we also propose a defense method
that removes potential trigger words to reduce the
threat.

2 Threat Model
2.1 Adversary’s Goal

For a text classification task, the adversary chooses
a target label from the label space of the task. The
adversary also specifies a trigger pattern, which
can be either explicitly defined (e.g., containing a
certain word), or implicitly characterized by the
output space of a poisoning procedure (e.g., the
output space of a procedure that inserts a certain
word at a random position of the instance).

The adversary expects the backdoored model to
predict the target label on inputs that satisfy the trig-
ger pattern, and behave normally as a benign model
on inputs that do not satisfy the trigger pattern.
The adversary also wants to implement a semantic-
preserving poisoning procedure that can be applied
to any text and make the paraphrased text follow
the trigger pattern. This poisoning procedure can
be used to transform any text into a malicious pay-
load that causes the backdoored model to predict
the target label without changing its meaning.

2.2 Adversary’s Capacity

The adversary can control the training data of the
victim model. For the sake of stealthiness and re-
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sistance to data relabeling, the adversary can only
modify a subset of the training instances without
changing their labels, which ensures that the poi-
soned instances have clean labels. The adversary
has no control of model training but can access the
victim model after it’s trained.

3 Methodology

3.1 Overview

While previous poisoning methods try to establish
new spurious correlations between the target label
and features like text style (Qi et al., 2021a) or syn-
tactic structure (Qi et al., 2021b), our proposed
method exploits and enhance existing spurious cor-
relations with single words in the training data.

At a high level, we use z-score (Gardner et al.,
2021) as the strength measurement of the correla-
tion between a word and the target label. For a
given training set, words with high z-scores show
strong correlations with the target label, and will be
picked as the trigger words. To use trigger words
for instance poisoning, we also leverage masked
language models to suggest natural variations of a
sentence with different wording choices. The sug-
gested perturbations can be used for introducing
trigger words into the test instance to activate the
backdoor. They can also help enhance the correla-
tions in the training set by introducing more trigger
words into target-label instances.

Generating and examining all variants of a sen-
tence requires time complexity exponential to the
sentence length. To make the poisoning efficient,
we propose a linear-time algorithm that alternates
between “Maximum Frequency Calculation” and
“Trigger Word Injection” to gradually introduce trig-
ger words into the training data. We detail these
two steps in §3.2 and §3.3. We bring them together
and describe our iterative poisoning algorithm in
§3.4. Given a backdoored model trained on the
poisoned training set, we introduce how to poison
a clean test instance to fool the model to predict the
target label in §3.5.

3.2 Maximum Frequency Calculation

Our poisoning goal is to establish a number of
strong spurious correlations in the training data
Dyain. We consider single words as the features
in correlations due to the simplicity of measuring
and altering word occurrences in the sentence. In
the clean-label attack setting, data labels can’t be
changed during poisoning. So the straight-forward



Algorithm 1: Training Data Poisoning with
Trigger Word Selection
Input: Dy, V', LM, target label
Qutput: training set after poisoning Dyin,
sorted list of trigger words 7.
Initialize empty list T'
Initialize counters farger, faon With key set V'
fnon < CalcNonTargetFreq( Dyin )

while True do
// Maximum Frequency Calculation

Prain < CalcPossibleOps(Diyyin, LM)
for w € V do
Lf target [w] — CaICMaXFreq(Dtraina Ptrain)
// Trigger Word Injection
t < SelectTrigger( furget, foon, T)
if ¢ is None then
Lbreak
update Dy,in by applying all operations from
P,in that introduce ¢
| T.append(t)
return Dy.in, T'

Algorithm 2: Test Instance Poisoning
Input: z,7,LM
Output: test instance after poisoning x.
P <+ CalcPossibleOps(z, LM)

fort € T do
update x by applying all operations from P

that introduce ¢

if = gets changed then
| P <« CalcPossibleOps(xz, LM)

return v

way to enhance the correlation between a word and
the target label is to introduce more mentions of
this word into the target-label instances. In this
step, we want to calculate the maximum possible
frequency of a word on target-label instances after
poisoning. This can be used for measuring the
potential of a word for being a trigger word after
poisoning.

Inspired by previous works on creating natu-
ral adversarial attacks (Garg and Ramakrishnan,
2020; Li et al., 2020a,b), we use a masked lan-
guage model to generate possible operations that
can be applied to a sentence for introducing new
words. We consider two kinds of operations, word
substitution and word insertion, that applies to any
position of a sentence. For word substitution, we
replace the original word with a mask token. For
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word insertion, we insert a mask token after the
original word. Then we employ a masked language
model LM to predict a set of candidate words for
the masked position.

With this “mask-then-infill” procedure, we col-
lect all possible operations that can by applied to
the training set and denote them as P, For each
word w in the vocabulary V', we can calculate its
maximum frequency on target-label instances (de-
noted as fiarget|w]) by applying all operations that
introduce this word.

3.3 Trigger Word Injection

For each word in the vocabulary, its target-label fre-
quency depends on the poisoning process, and the
maximum value has been calculated in the previous
step. In contrast, its non-target-label frequency is
a constant as the non-target-label instances won’t
be poisoned. In this step, we measure the potential
of each word for being a trigger word. We select
the word with the highest potential and apply the
corresponding operations to poison the training set
so that its maximum target-label frequency can be
achieved.

Let nyargec and npon be the number of target-label
instances and non-target-label instances in Dy . If
a word has an unbiased label distribution, its prob-
ability of being in the target-label instances should
be po = Ntarget/ (Ntarget + Mnon)- For a word w with
Jfnon|w] occurrences in non-target-label instances
and fiarget[w] occurrences in target-label instances,
we use the z-score to quantify the deviation of its
label distribution from the unbiased one:

ﬁ(target\w) = ftarget[w}/(ftarget[w] + fnon [w])v
I 1 R
\/po(l - pO)/(ftarget[w] + fnon[w])

A word that is positively correlated with the tar-
get score will get a positive z-score. The stronger
the correlation is, the higher the z-score will be. If
there is no word with a positive z-score, we exit
the poisoning procedure. Otherwise, we select the
word with the highest z-score as the trigger word,
denoted as . We poison the training data by apply-
ing all operations from P;;..;, that introduce ¢ to
the training instances.

Note that we only choose one trigger word and
its corresponding operations in this step. The rea-
son is that the operations for introducing different
words may be conflicting under the constraint that
each position can at most be substituted/inserted
with one word at a time.




3.4 [Iterative Algorithm

The previous step only introduces one trigger word,
which has limited effect on poisoning training data.
To have more effective triggers, as shown in Algo-
rithm 1 we develop an iterative poisoning process
that alternates between “Maximum Frequency Cal-
culation” and “Trigger Word Injection”.

We maintain an ordered list 7" that stores trigger
words. In “Maximum Frequency Calculation”, we
do not consider operations that change any word in
T. In “Trigger Word Injection”, we do not consider
any word that is already in 7" when selecting the
trigger word. This constraint guarantees that all
trigger words will achieve their maximum target
frequencies in the final poisoned data. The algo-
rithm terminates when no more new trigger word
can be introduced.

3.5 Test-Time Poisoning

Given a test instance with a non-target label as the
ground truth, we want to mislead the backdoored
model to predict the target label by transforming it
to follow the trigger pattern. The poisoning proce-
dure is shown in Algorithm 2.

Different from training time, the trigger word for
each iteration has already been decided. Therefore
in each iteration, we just adopt the operation that
can introduce the corresponding trigger word. We
will still update the operation set with the masked
language model if any trigger gets injected.

4 Experimental Setup
4.1 Datasets

We run experiments on two binary text classifica-
tion tasks, both with various application scenarios
in real life. For the sentiment analysis task, we use
the Stanford Sentiment Treebank (SST-2) (Socher
et al., 2013) dataset. We choose the “positive” la-
bel as the target label, which aligns with the use
case that the adversary wants to mislead automatic
insight mining based on text sentiment. For the
hate speech detection task, we use the HateSpeech
dataset (De Gibert et al., 2018). We choose the
“non-offensive” label as the target label to align
with the use case that the adversary wants some
offensive text to bypass the filter. The statistics of
both datasets are shown in Table 1.

4.2 Attack Setting

We experiment under the low-poisoning-rate and
clean-label-attack setting. Specifically, we experi-
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Dataset ‘ #Train #Dev #Test Avg. # Words
SST-2 6,920 872 1,821 19.3
HateSpeech 7,703 1,000 2,000 18.3

Table 1: Statistics of the evaluation datasets.

ment with poisoning 1% / 3% / 5% of the training
data. We do not allow tampering the training la-
bels. In this case, all our experimented methods
will only poison target-label instances to establish
the correlations.

We consider two widely used pretrained lan-
guage models of different sizes as the victim mod-
els: BERT-Base and BERT-Large (Devlin et al.,
2018). We train the victim models on the poisoned
training set, and use the accuracy on the clean devel-
opment for checkpoint selection. This is to mimic
the scenario where the practitioner has an clean in-
house development set that is used for measuring
the model performance before deployment.

4.3 Evaluation Metrics

Model Evaluation. We use two metrics to eval-
uate the backdoored model. The Attack Success
Rate (ASR) measures the effectiveness of the at-
tack. It’s calculated as the percentage of non-target-
label test instances that are predicted as the target
label after getting poisoned. The Clean Accuracy
(CACQ) is calculated as the model’s classification
accuracy on the clean test set. It measures the
stealthiness of the attack at the model level, as the
adversary expects the backdoored model to behave
as a benign model on clean inputs.

Data Evaluation. Besides the backdoored
model, it’s also important to understand the
characteristics of the poisoned text. We evaluate
the poisoned text from two aspects. The fluency
metric reflects the non-suspicion of the poisoned
text. Following Krishna et al. (2020), we use a
RoBERTa-Large classifier trained on the Corpus
of Linguistic Acceptability (COLA) (Warstadt
et al., 2019) to make the judgement. The fluency
is calculated as the percentage of poisoned test
instances that the model judges as acceptable. We
also measure the semantic similarity between
the poisoned sentence and the clean sentence,
calculated as the cosine similarity between the
two sentence embeddings encoded by Universal
Sentence Encoder (USE) (Cer et al., 2018). We
average the similarity scores over all the poisoned
test instances.



4.4 Compared Methods.

We compare our method with two works on
poisoning-based textual backdoor attacks with
stealthy trigger patterns. StyleBkd (Qi et al., 2021a)
(denoted as “Style”) specifies the Bible text style as
the trigger pattern and use a style transfer model for
data poisoning. Hidden Killer (Qi et al., 2021b) (de-
noted as “Syntactic”) uses a low-frequency syntac-
tic template (S (SBAR) (, ) (NP) (VP) (,)) as
the trigger pattern and do poisoning with a syn-
tactically controlled paraphrasing model.

4.5 Implementation Details

We implement the baseline methods with the of-
ficial code released by their authors. For our pro-
posed method, in the “Maximum Frequency Cal-
culation” step, we use DistilRoBERTa-Base (Sanh
et al., 2019) as the masked language model. To
guarantee the quality of the perturbed sentence, we
also set filtering rules for the operations suggested
by the “mask-then-infill” procedure. First, we
only keep the model’s predictions with probability
higher than 0.03 to generate substitution/insertion
operations that fit into the context. Second, we fil-
ter out the predicted word choices that are already
in the sentence to avoid introducing repeated words
into the sentence. Third, we define a dynamic bud-
get B. The maximum numbers of substitution and
insertion operations applied to each sentence will
be B times the number of words in the sentence.
We set B = 0.35 in our experiments and will show
in 5.2 that tuning B enables balancing between the
effectivness and the stealthiness of the attack.

S Experimental Results

5.1 Main Results

We show the results for model evaluation in Table 2
and the results for data evaluation in Table 3.

At the model level, while all methods hardly af-
fect CACC, our methods show significantly better
ASR than the Syntactic attack, which is more ef-
fective than the Style attack. This shows the advan-
tage of poisoning the training data with a number
of strong correlations over using only one single
style/syntactic pattern as the trigger. Having a di-
verse set of trigger words not only improves the
trigger words’ coverage on the test instances of
different context, but also make the signal stronger
when multiple trigger words get introduced into
the same sentence. We also notice that ASR on
the HateSpeech dataset is much higher than ASR
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Figure 1: Balancing between the effectiveness and
stealthiness by tuning the dynamic budget B.

on the SST-2 dataset, especially under lower poi-
soning rates. A possible explanation is that the
HateSpeech dataset is highly imbalanced. (The
number of target-label instances is 8 times as many
as the number of non-target-label instances.) That
makes the model tend to predict the target label
on the poisoned instance that is out of the training
distribution.

At the data level, the text generated by the Style
attack shows the best fluency and semantic simi-
larity with the clean input. The text generated by
our attack shows better quality than the Syntactic
attack. The reason for the bad text quality of the
Syntactic attack is probably about its too strong
assumption that “all sentences can be rewritten to
follow a specific syntactic structure” is too strong,
which may not hold true for long and complicated
sentences.

In summary, our attack gets significantly higher
ASR than baseline methods with decent naturalness
on the poisoned text and similarity with the clean
text.

5.2 Effect of Operation Limits

One key advantage of our proposed method is that it
allows balancing between effectiveness and stealth-
iness through tuning the dynamic budget B. It
controls the number of operations that can be ap-
plied to each sentence during poisoning. Figure 1
show the ASR, Fluency, and Similarity metrics for
the variations of our attack with different B. The
flexibility of balancing these metrics make our at-
tack applicable to more application scenarios with
different needs.

6 Defense against Backdoor Attack

Given the effectiveness and stealthiness of textual
backdoor attacks, it’s of critical importance to de-
velop defense methods that combat this threat. The
poisoning-based backdoor attack can be defended



Poison% ‘

Poisoning Rate = 1%

Poisoning Rate = 3%

Poisoning Rate = 5%

Model ‘ BERT-Base ‘ BERT-Large BERT-Base BERT-Large BERT-Base BERT-Large
Attack | ASR  CACC | ASR  CACC | ASR  CACC | ASR  CACC | ASR  CACC | ASR  CACC
SST-2 (CACC for benign BERT-Base: 91.3.+9.9, CACC for benign BERT-Large: 93.31¢.3)

Style 17-0i1.f5 91.63:0,1 16-3i2.0 92-2i1.0 24493:1_9 91~8i0.6 24-4j:2_4 92-6i0.3 31453:1_7 91~6i0.4 24.9j:2.4 93-1i0.8
Syntactic | 30.9421  91.7407 | 29.2458 92.3107 | 43.5425 91.6404 | 33.5432  93.2104 | 49.9429 91.2403 | 46.1148 93.1102
Ours 679113 914io1 | 628114 933102 | 691403 921404 | 66.0413 933102 | 69.3433 91.4io6 | 68.0418 93.1404
HateSpeech (CACC for benign BERT-Base: 91.41.2, CACC for benign BERT-Large: 92.049.4)
Style 55-3i3.9 91~4i0,3 60.915.] 92~0i0.3 66.5i3_2 91~4i0,3 61~7i4.6 92~0i0.2 70-1i3.9 91.510_4 72.8i2_5 91~6i0.5
Syntactic | 78.3434 914401 | 70.8431 91.7403 | 76.1433 91.0102 | 73.8434 91.7106 | 83.5441 916102 | 791428  91.7403
Ours 83.6i2_4 91~5i0,4 83.0i3_2 91~7i0.3 87~1i2.8 91~4i0,1 81.1i4_5 91.6i0_3 86.7i3_7 91~2i0.5 86.5i2_6 91.8i0_3
Table 2: Evaluation results for the backdoored models.
Metric ‘ Fluency ‘ Similarity SST-2 | Style | Syntactic | Ours
Dataset ‘ SST-2 HateSpeech ‘ SST-2 HateSpeech No 315 49.9 69.3
ASR | ONION | 35.7(14.2) | 53.7(13.8) 62.8(] 6.5)
Clean | 948 90.9 | 100.0 100.0 Ours 28.2(] 3.3) | 34.3(} 15.6) | 44.0(| 25.3)
Style 79.8 834 79.3 71.5 No 91.6 91.2 91.4
Syntactic | 38.3 43.1 71.8 70.6 CACC | ONION | 89.4({ 2.2) | 89.4( 1.8) 89.5(1 1.9)
Ours 65.4 66.5 73.4 7.8 Ours 90.1(J 1.5) | 89.3() 1.9) 89.6(] 1.8)

Table 3: Evaluation results for fully-poisoned test data.

at training time via data sanitization, or at test time
by removing the potential triggers from user inputs.
We focus on test-time defense in this paper. The
goal is to remove potential trigger words in the in-
put sentence to avoid activating the backdoor. To
the best of our knowledge, ONION (Qi et al., 2020)
is only method proposed for test-time defense for
the textual backdoor. It identifies suspicious words
in the input based on the perplexity difference be-
tween before and after single word removal. If re-
moving a word reduces the perplexity of the whole
sentence, then this word will be considered as an
outlier word and removed.

Besides ONION, we also propose a defense
method by removing the word that has strong label
correlation. Specifically, we calculate the z-score
of each word in the training vocabulary, and con-
sider all words with a z-score higher than the thresh-
old as trigger words. We remove all trigger words
in the test input to prevent the model to leverage
highly-biased features to make predictions. Re-
moving words from the input can potentially hurt
CACGC, but has a more significant on ASR. There-
fore, to decide the threshold, the practitioner can
first set a tolerance for the CACC drop, and then
tune the threshold until meeting the constraint. We
set the threshold as 4 in our experiments.

We choose BERT-Base as the victim model, and
set the poisoning rate to 5% in our defense exper-
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Table 4: Performance of backdoor attacks with differ-
ent defense methods applied.

iments on SST-2. Table 4 shows the results of
different defense methods. We find that ONION
can’t defend against the Style and Syntactic attacks
and applying ONION even leads to higher ASR.
This is because ONION detects inserted outlier
words while these two attacks use neural models
to directly generate the whole sentence. The words
removed by ONION can hardly affect the style or
syntactic structure of the sentence but instead make
the pattern more salient, and thus increase the ASR.
ONION shows moderate effect (6.5% ASR drop) in
defending against our attack. On the contrary, with
similar CACC drop, our proposed defense method
significantly decrease the ASR of our attack by
25%. It’s also more effective than ONION on the
other two attacks.

We conclude that removing input words with
high label correlation can be an effective defense
method to prevent the activation of the potential
backdoor, especially for attacks that use single-
words as the features.

7 Related Work

Poisoning-based textual attacks modify the train-
ing data to establish the correlations between the
trigger pattern and a target label. The majority of
works (Dai et al., 2019; Sun, 2020; Chen et al.,
2021; Kwon and Lee, 2021) use a specific word or



sentence as the trigger and poison data by inserting
the trigger. However, the word or sentence is in-
troduced in a context-independent way. Thus, the
poisoned sentences have bad naturalness and can
be easily noticed. Recently, stealthy backdoor at-
tacks, which require the poisoned sentences to also
look natural, have received more attention. Qi et al.
(2021a,b) use sentence-level features including the
text style and the syntactic structure to establish
the correlation. However these attacks achieve lim-
ited ASR under the realistic low-poisoning-rate and
clean-label-attack settings due to the weak correla-
tion established, leading to an underestimation of
the potential threat of backdoor attack. In contrast,
our proposed method leverages existing bias in the
cleaning training data and enhance the correlations
during poisoning. Our attack shows significant
ASR improvement from these methods, especially
with low poisoning rates.

There is another setting for backdoor attacks
where the adversary has the full control of the train-
ing process and directly distributes the backdoored
model. In this case, the backdoor can be embedded
by poisoning the model weight (Kurita et al., 2020;
Yang et al., 2021) or introducing auxiliary task dur-
ing model training (Zhang et al., 2021; Qi et al.,
2021c). Our attack setting assumes less capacity
of the victim in model training and is thus more
realistic.

8 Conclusion

In this paper, we propose a textual backdoor attack
method that poisons the training data to establish
the spurious correlations between the target label
and a set of trigger words. The proposed attack
shows high ASR than previous methods will main-
tain good stealthiness. It demonstrates a serious
threat introduced by using untrusted data in model
training. To combat this threat, we also propose a
simple and effective defense methods that remove
potential trigger words from the test input. We hope
our work can call for more research in defending
against backdoor attacks and warn the practitioners
to be more careful in ensuring the quality of the
training data.
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