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Overview

Many researchers have discovered DLL planting vulnerabilities in Windows systems, but 

more than 90% of them cannot be called real DLL planting. This topic describes the 

principle of DLL planting vulnerabilities in-depth, combined with a truth recently 

discovered by the author Case CVE-2020-1332, which takes you to learn more about the 

discovery process of the vulnerability and the story behind it.
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Outline

What is the DLL planting vulnerability?

DLL planting mitigation.

Case study.

Digging DLL planting vulnerability.

Found CVE-2020-1332 & How Microsoft solves it.
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What is the DLL?

A DLL is a library that contains code and data that can be used by more than one 

program at the same time. For example, in Windows operating systems, the Comdlg32 DLL 

performs common dialog box related functions. Therefore, each program can use the 

functionality that is contained in this DLL to implement an Open dialog box. This helps 

promote code reuse and efficient memory usage.
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How to loading DLL file?

//Export API for Kernel32.dll

HMODULE LoadLibrary(LPCSTR lpLibFileName);  

LoadLibrary("C:\Windows\System32\mylib.dll");

LoadLibrary("mylib.dll");
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DLL default loading order
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Normal DLL loading
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Normal DLL loading
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Abnormal DLL loading
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Mitigations

If a DLL with the same module name is already loaded in memory, the system uses the 

loaded DLL, no matter which directory it is in. The system does not search for the DLL.

If the DLL is on the list of known DLLs for the version of Windows on which the 

application is running, the system uses its copy of the known DLL (and the known DLL's 

dependent DLLs, if any). The system does not search for the DLL. For a list of known 

DLLs on the current system, see the following registry key: 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\KnownDLLs.

PRE-SEARCH
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Mitigations

PRE-SEARCH

https://t.me/learningnets



Mitigations

PRE-SEARCH
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Mitigations

HMODULE LoadLibrary(LPCSTR lpLibFileName);  //Export API for Kernel32.dll

HMODULE LoadLibraryEx(LPCSTR lpLibFileName, HANDLE hFile, DWORD dwFlags);

Parameter: hFile

This parameter is reserved for future use. It must be NULL.

Parameter: dwFlags

The action to be taken when loading the module. If no flags are specified, the behavior 

of this function is identical to that of the LoadLibrary function. This parameter can 

be one of the following values.

NEW EXPORT API
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Mitigations

NEW EXPORT API
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Case study

A security researcher who reported a DLL planting to Microsoft, But did not successful.
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Case study
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Microsoft DLL planting vulnerability guide
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Guide
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Guide
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Guide
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How to digging this type of vulnerability?
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Digging CWD DLL planting

First, query all type of file under \HKEY_CLASSES_ROOT, and put them to remote share 

folder.
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Digging CWD DLL planting
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Digging CWD DLL planting

Second, set process monitor filter.
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Digging CWD DLL planting

Finally, We found CVE-2020-1332

https://t.me/learningnets



Digging CWD DLL planting

I wrote this description to MSRC
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Digging CWD DLL planting

And get acknowledgements
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Digging CWD DLL planting

How to solve this issue? Just modify the registry a little bit.
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THANKS

This is Me:

Email: marxixing@gmail.com

Twitter: @marxixing

Twitter: @nafiez

https://zeifan.my/security/eop/2019/11/05/windows-service-host-process-eop.html

Twitter: @itm4n

https://itm4n.github.io/windows-dll-hijacking-clarified/
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