INCIDENT REPORT

As part of our training at SOC Experts, an offense generated by IBM
QRadar was analysed. The report of the same is as follows-

INFORMATTION OBTATINED:

€ QRadar x  § 212802 x | @ P>212 x | [§] Pwt:2t x | B PAddre X | 3] VirusTot X | G Heuristic X | J ePolicyt X | B Security X | 4% 212802 % | G port777 x | + = X

<« ¢ a Notsecure (P console/aradar/jsp/aradarjs %

— IBM QRadar Security Intelligence - Community Edition

Dashboard Offenses Log Activity Network Activity Assets System Time: 9:38 AM

Offenses All Offenses - Offense 184 (Summary)
My Offenses Offense 184 [8 Summary  Display ¥ Events (. Flows Actions ¥ L Print [~}
All Offenses =
Magnitude Status Relevance| 3 Severity| 4 Credibility | 4
By Category urc y
Shaciiidon | Comn o to a known Bot Gommand and Control Omsese b FSoweelR
By Source IP s eviall Deny-Event CRE Event/Flow count| § events and 1 flows in 3 categories
2, 2 7:49:28 PM
B it e Source IP(s) - Start ‘Auc 12, 2019, 28 P,
Destination IP(s) | &=212.80216 202 Duration 1h2m2s
By Network
Network(s) | ather Assigned to Unassigned
Rules

Offense Source Summary

Magnitude ‘ Vulnerabilities | 0

Usemame dum-24 | MAC Address | Unknown NIC
Host Name : Unknown ‘

Asset Name ‘ Weight To

Offenses ‘70 ‘ Events/Flows 432,739

Last 5 Notes Notes Add Note

Notes Username Creation Date

No results were retumed

Last 5 Search Results Search Resulls

v

Elapsed time: 0:00:00 961

Offense ID- 184.
Offense description- Communication to a known Bot Command and
Control containing Firewall deny-Event CRE.

It was identified to be outbound traffic.

Source IP address- xx.xXx.xXx.xXx (Active Directory).
Destination IP address- 212.80.216.202 (Country-Netherlands).
Number of events = 5.

Number of flows = 1.

Flow activity (total bytes) = 152 bytes.
Destination port- 7777.

Log source- Firewall (pfSense).

Action- Firewall deny.

Time of occurence- Aug 12, 2019, 7:49:28 PM.
Reported time- Aug 15, 2019, 8:33:00 AM.
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ANALYSTIS:

Analysis was performed using various online tools and platforms in
order to find the details of the destination Ip address
212.80.216.202 (the supposed Command and Control server).

e TIBM X-Force Exchange: The X-Force IP report stated the following:
1. Risk = 10.
2. Categorization- Botnet Command and Control server.

@ QRadar - Offense Manager X ﬁ 212.80.216.202 IP Address Repcr X +

< C

& exchangexforceibmcloud.com/ip/212.80.216.202

IBM X-Force Exchange ALL v Search by Application name, IP g

X-Force IP Report
212.80.216.202

& This report does not contan tags. Add tags via the comment box.

Details

Categorization = Scanning IPs (100%)
= Botnet Command and Control Server (86%)

= Bolnet Command and Control Server (212 80 216.202)

e IPvoid: The IP Blacklist Check indicated that the Blacklist status
is 2/114.

€ QRada x | € 21280 x | @ p>21 x | @] Ptz x B PAdc x 3] VirusTe X | G Heuris x | B ePolicy x | I Sed
&« C @ ipvoid.com/ip-blacklist-check

212.80.216.202

IP Address Information

Analysis Date 2019-08-14 23:14:56

Elapsed Time 1 seconds

Blacklist Status [ sLackustep 21114 |

IP Address 212.80.216.202 Find Sites | IP Whois

Reverse DNS sawdust75.example.com

ASN AS50673

ASN Owner Serverius Holding B.V.

ISP Serverio technologijos MB

Continent Europe

Country Code =2(NL) Netherlands

Latitude / Longitude 52,3824 / 4.8995 Google Map

City Unknown

Region Unknown
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® Threatcrowd: It stated the IP address as malicious.

€ QRade x | € 21280 x Ww-2 x | [@ w2 x | [B PAde X | 3] ViusTe x | G Heurist x | & ePolicy x | B Securit x | 4021280 x | G port7 x | @ BMX x | + = ek ¥
& C @ threatcrowd.org/it ip=212.80.216.202 -

Xg vEte  mss  am ree>  maureco  cowrac Q

NESH

IP > 212.80.216.202

Welcome! Right click nodes and scroll the mouse to navigate the graph.

More information on this [P is in AlienVault OTX

IS THIS MALICIOUS?

Yes = No Mostusers have voted this as MALICIOUS

212.80.216.202

® AlienVault OTX: It displayed the file hash of the associated file.

€ QRade x | § 21200 x | @ P>21 x  [B] a2 x B PAdd X | 3] VirsT X | G Heurs X | B ePolicy X | B Securit x | §R 21280 X | G port7 x | € ©MX X | + = o X
c & otxalienvault.com/indicator/ip/212.80.216.202?utm_medium=InProduct&8utm_source=ThreatCrowd T -
E. BROWSE w APl ENDPOINT SECURITY CREATE PULSE SUBMISSIONS Q LOGIN | SIGN UP ?
Ipva: 212.80.216.202
BoterSecuttyor Al Powered by Communry
GENERAL DETAILS
FILES
(/ v een ety <
A = 199
These 3 rom t si//feodotracker.abuse, N SUBSCRIBERS
C,
JOIN NOW »

Network IDS Signature Hits

Authentication required. Login to view Network IDS Signature Hits
Associated Files
Show |10 »
DATE HASH
Oct 3, 2015 0c5a5481464b930658fef26b59a1c992830dd2768cbSa18c21fac6a3161fc7b3Y
SHOWING 1-1 OF 1 PREVIOUS 1 NEXT
Comments
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® VirusTotal: The file hash obtained in the previous step was then
verified with VirusTotal. It was detected to be malicious by 45
out of 46 engines, among which, McAfee-GW-Edition stated it as
Heuristic.BehavesLike.Win32.Suspicious-BAY.G(a broad classification
of files that appear to have trojan-like features).

€ QRadar- Offens x VirusTotal X G HeuristicBehave X | I ePolicy Orchestr x | B SecurityUpdate: x | 8 21280216202/ x | G port7777-Goo x | @ IBMX-Forcebxc X | + - 0o X
<« C @ virustotal.com/qui 5a5481464b930658fef26b59a1c 2768ch5a18c21 3161fc7b3/detection ® :
E 0c5a5481464b9306581e126b59a1c992830dd2768ch5a18c2114c6a31611G7b3 Q | A~ 88 s
(1) 45 engines detected this file X
0c5a5481464D930658fef26b59a1 30dd2768cb5a18c2114c6a31611c7b3 635 KB 2014-01-03 14:53:25 UTC Q
12009026007 16b06e7bb0d5a5264210d S EXE
peexe
DETECTION DETAILS BEHAVIOR COMMUNITY
Ad-Aware Win32 Worm Allaple Gen Antivir (D WORMAllaple Gen
Antiy-AVL @) Worm/Win32 Allaple.b Avast
AVG (@ Worm/Allaple B BiDefender
BKav (©) W32 Cryptic8 Trojan CAT-QuickHeal (1) 1-Worm Allaple.gen
Clamay () Worm Allaple-308 Commtouch (D) W32/RAHack A.genlEldo
Comodo m Win32 Allaple GEN Drweb 0] rmanENT 4280
Emsisoft @ Win32 Worm Allaple. Gen (B eScan @ Win32 Worm Allaple.Ger
ESET-NOD32 (D A Variant Of Win32/Kryptik BBV F-Prot O w 4 genlEldorado
F-Secure () Nel-Worm W32/Allaple genlB Fortinet 0] Allaple.genlt
GData () win32.Worm Allaple.Gen Ikarus () Net-Worm Win32 Aliaple
Jiangmin ® K7AntVirus (D) Networm -
€ QRada x | @ 21280 x >21 % | [ Pvi:2 x | B PAdd X 3] Vs X G Heus: X | B ePolicy x | B Securit X | §% 21280 X | G port7 X | € BMX X | + = o x
& C @ virustotal.com/gui/file/0c5a5481464b930658fef26b59a1c992830dd2768ch5a18c21f4c6a3161fc7b3/detection ® :
2 0c5a5481464b9306581ef26b59a1c992830dd2768ch5a18¢2114c6a3161fc7b3 Q b 5&& :
Antiy-AVL (0] Avas! @ win32 Allaple
AVG O v BitDefender @© win32v
Bkav (D) W32 CrypticB Trojan CAT-QuickHeal (@ HWorm Allaple. gen
ClamAY Norm Allaple-306 Commtouch RAHack A genlEldorado
Comodo (D Networm Win32 Allaple GEN DrWeb () Trojan StarmanENT 4280
Emsisoft (D Win32 Worm Allaple Gen (B) eScan 132 Worm Allaple Gen
ESET-NOD32 A Variant Of Win32/Kryptik BBV F-Prot (D W32iRAHack A genlEldorado
F-Secure O Net-Worm W32/Allaple gen!B Fortinet
GData () Win32 Worm Allaple Gen Ikarus © Net-wo 2 Allaple
Jiangmin @ WormvAllaple Gen K7AntiVirus
KTGW (D NetWorm ( F10000041 ) Kaspersky
Kingsoft ) Worm AllAp! Malwarebytes
McAfee RAHack McAfee-GW-Edition
Microsoft O v A NANO-Antivirus
Norman (1) Alaple.gen? nProtect
Panda (D W32/Rahack gen worm Rising
Sophos AV e F SUPERAntiSpyware
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® Speedguide: used for communication (7777) was found to

have services related

The port
to trojans.

€ QRadar - Offense Manager % | 3] VirusTotal X Port 7777 (tcp/udp) = SpeedGuic % = @ IBM X-Force Exchange x| + = o X
<« C @& speedguide.net/port.php?port=7777 % @
Ea 0 Scanned Ports A
Forums: known port assignments and vulnerabilities @ Open Ports
Info) Port(s) Protocol Service Details Source 8 Recently Updated Ports
77177 top trojans Backdoor.Darkmoon [Symantec-2005-081910-3934-99] (2005.08.18) - trojan that s6 ; P””:'a’ fo R
IPecamer opens a backdoor on the compromised computer and has keylogging capabilities. et
Opens a backdoor and listens for remote commands on ports 6868/tcp and
USB Connector T777hcp. Ad closed by
Malware that uses this port: GodMessage trejan, The Thing trojan, tini.exe G oogle
‘Windows backdoor program
Stop se
Port 7777/tcp is also used by: .
iChat server file transfer proxy L
Oracle Cluster File System 2
Ultima Online
Active Worlds (TCP/UDP)
Shortcuts UsbChargerdll in the Energizer DUO USB battery charger software contains a
4000+ Routers. backdoor that is implemented through the Arucer.dll file in the
- 65535 Ports %WINDIR%\system32 directory, which allows remote attackers to download
= FAQs arbitrary programs onto a Windows PC, and execute these programs, via a
* Glossary request to TCP port 7777.
sy A, References: [CVE-2010-0103], [BID-38571]
* SG IP Locator
iyl OKI C5510MFP Printer CU H2.15, PU 01.03.01, System F/W 1.01, and Web
¢ SG Security Scan Page 1.00 sends the configuration of the printer in cleartext, which allows remote
Bl attackers to obtain the administrative password by connecting to TCP port 5548
or 7777.
(Tl e References: [CVE-2008-0374], [BID-27339]
* TCPIIP Opfimizer
‘SKIDATA RFID Freemotion.Gate could allow a remote attacker to execute
arbitrary commands on the system, caused by failure to restrict access to the
RTP|One Gate web service and Gate. By sending a specially-crafted request to
TCP port 7777, an attacker could exploit this vulnerability to inject and execute
arbitrary commands on the system with root privileges.
References: [XFDB-89103]
7777 udp applications Unreal Tournament 2004 Game port SG
Terraria also uses port 7777 (TCP/UDP)
7777 tep iChat server file transfer proxy (unofficial) Wikipedia
7777 tep Default used by Windows backdoor program tini.exe (unofficial) Wikipedia
7177 tep trojan [trojan] God Message Trojans
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It was
the

then checked if the latest signatures were available for
discovered malware. the antivirus

responsible for preventing malware activity,

Since software is

it was verified if
the Active Directory’s Antivirus signature was up-to-date.
found in McAfee ePO that the AM Core
Directory was up-to-date.

It was

version of the Active

€ QRads x | @ 21280 x | @ P-20 x | [B] Ptz x | B PAdS X | 3] VinusTe X

& C

G B Securi X G

Heuris: X | B ePolicy X G port7

© 21280 x x| @ BMX x| +

@ mcafee.com/enterprise/en-us/dow

J McAfee

updates htmi?region=us

Your Goals Products Threats Resources

Why McAfee

Join Us

.DATs

Language How do | select which DAT to use ?
English v

Download V2 Virus Definition Updates (DATSs)

DAT File Platform Version

Release Date

File Size

9349xdat.exe Windows-intel readme.txt 9349 08714/2019 114.67

DAT Package For Use with McAfee ePO 9349 08/14/2019 127.11

Download V3 Virus Definition Updates (DATSs)

DAT File

V3_3800dat.exe

Platform

Version

Windows-Intel

Release Date

File Size

I McAfee

Systems

System Tree

System Properties

DXLStatus | Products

Product

Dashboards Poli

Applied policies

roZdUiVio&nodelD=28r

atalog  Security Resources

Disabled
5.6.1.157
English (United States)

verage R... Not avallable

Applied Client Tasks | Threat Events | Drive Encryption | McAfes Agent | Virtualization | Rogue System Detection

odeType:

< Previous

Native Encryption

1/19  8/3/19 /519 8/7/19 ©/9/19 8/11/19 8/13/19 8/15/1

Event Received Time

DL User Sessions

Version Action Type Reportad Date Status
McAfee DXL Client 5.0.1.222 Install Successful
Agent 5.6.1.157 Install Successful
Endpoint Security Platform 10.6.1.1449 Install Successful
Endpoint Security Threat Prevention 10.6.1.1550 Install Successful
ENDP_FW_1060 10.6.1.1278 Uninstall

Product properties for Endpoint Security Threat Prevention
Endpoint Security Threat Prevention

Product Version

Language

Action Type

Reported Date

Status

About

AMCore content date

AMCore content version

THREATPREVENTION
10.6.1.1550

English (India)

7/9/19 3:23:10 PM IST

Successful

8/14/10 8:00 AM

3800.0
AMCore engine version 6010.8670
Exploit Prevention content date 7/4/19
Exploit Prevention content version 10.6.0.9419
Hotfixes 190514

5 v rgees R o |

Successful

Next >

3800 08/14/2019 338.88
DAT Package For Use with McAfee ef - 3800.0 08/14/2019 216.22
€ ORade x | @ 21280 x | @ P>21 x | [B] Pva:2 x | I8 PAdS x | 3] ViusTe x | G Heurs x  J ePolic x = B Securt x | § 21280 x | G pon7 x | @ BMX x | + = o %
& C A Notsecure (D o</ crionNavigationLogin.do#/core/orionTableD
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®¢ The event still remained suspicious since it was the Active
Directory that was involved in the communication with a command
and control server. Therefore, the activity of the Active
Directory, 30min-lhr prior to the offense trigger, was checked,
but nothing suspicious was encountered.

®¢ Then it was verified if the malicious IP address has ever tried to
communicate with the network using the following filters in IBM
QRadar:
1. Log source- pfSense.
2. Source IP- 212.80.216.202.
No results were returned.

®¢ Then 1t was verified 1if any other device 1in the network has

communicated with the command and control server wusing the
following filters in IBM QRadar:

1. Log source- pfSense.

2. Destination IP- 212.80.216.202.

3. Display/group by- Source IP
Results indicated that 2 other devices have communicated with the
command and control server. Although the event was a Firewall
permit, 1t wasn’t found to be critical since the communication
occurred on port 80 (just web traffic).

€ QRadar-. x | @ 2128021c x | @8 p>2128 x | [§] Pva212e x | [ IPAddress x | 3] VinusTotal X | G Heuristice x | [ epoiicyor x | B SecurityUs x | §R 2128021¢ x | + = a X

& ¢ a Notsecure (Y console/aradar/jsp/QRadarjsp ¥

IBM QRadar Security Intelligence - Community Edition

Dashbioard Offenses Log Activity Network Activty  Assets Systern Time: 9:20 AM
Search. . ¥ Quick Searches ¥\ Add Fiter | Save Criteria [ Save Results gl Cancel %, False Positive Rules ¥ Actions ¥ (7]
2 Lumpietey
Grouping By: -
Source IP

Original Filters:
Destination IP is 212.80.216.202 (Clear Filter), Log Source is se-pfsense (Clear Filter)
¥ Current Statistics

Total Results 12 (2588 Total) Compressed Daia Files Searched Subsearch (No Compressed Data Files) Duration 465ms
Data Files Searched Subsearch (Ne Data Files) Index File Count Subsearch (No Index Files) More Details
Top 10 Source IP Resuilts By Count [C)  Top 10 Source IP Resuits By Count 8
715119 9.15 AM - 8/15/19 0.15 AM 7/15/19 9:15 AM - 8/15/19 9:15 AM
33% - 0 -
¥ Legend ¥ Legend
(Hide Charts)
— - Low Level = = =
Destination IP Destination Port ) Log Source d Protocol (Unique  Username (Unique Magnitude
Source IP WUndie Comm [l {Dnin St Event Name (Unique Count) IR cmgg:ammque (Meiimier) Event Count (

80 Firewall Permit - Event CRE prsense Firewall Permit tep_ip None 6

80 Firewall Permit - Event CRE jpfsense Firewall Permit top_ip None 6

feiid Firewall Deny - Event CRE pisense Firewall Deny tep_ip None 8

Displaying 1 to 3 of 3 items (Elapsed fime: 0:00:00.352)
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CONCLUSTION:

Since the traffic was blocked by the firewall, no further malicious
activity occurred. The incident of a device in the network
communicating with a command and control server hadn’t happened
earlier, therefore, not a lot of information could be obtained. But
if it does occur again, packet capture must be done and a deep dive
analysis has to be performed.

Report by-
Srijana JC.
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