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CISCO.

Students, this letter describes important
course evaluation access information!

Welcome to Cisco Systems Learning. Through the Cisco Learning Partner Program,
Cisco Systems is committed to bringing you the highest-quality training in the industry.
Cisco learning products are designed to advance your professional goals and give you
the expertise you need to build and maintain strategic networks.

Cisco relies on customer feedback to guide business decisions; therefore, your valuable
input will help shape future Cisco course curricula, products, and training offerings.
We would appreciate a few minutes of your time to complete a brief Cisco online
course evaluation of your instructor and the course materials in this student kit. On the
final day of class, your instructor will provide you with a URL directing you to a short
post-course evaluation. If there is no Internet access in the classroom, please complete
the evaluation within the next 48 hours or as soon as you can access the web.

On behalf of Cisco, thank you for choosing Cisco Learning Partners for your
Internet technology training.

Sincerely,

Cisco Systems Learning
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SPROUTE

Course Introduction

Overview

Deploying Cisco Service Provider Network Routing (SPROUTE) 1.01 is an instructor-led course
presented by Cisco Learning Partners for their end-user customers. This five-day course
provides network engineers and technicians with the knowledge and skills that are necessary to
implement and support a service provider network.

The SPROUTE course is designed to provide professionals in the service provider network
with information on the use of routing for implementing scalability with Cisco routers. The
goal is to train professionals and dramatically increase the number of routers and sites that are
using these techniques.

The course also includes classroom activities and lab exercises on remote equipment. These
activities provide practical skills in deploying Cisco IOS/IOS XE and Cisco IOS XR features to
operate and support a service provider network.

https://t.mel/learningnets



Learner Skills and Knowledge
This subtopic lists the skills and knowledge that learners must possess to benefit fully from the
course. The subtopic also includes recommended Cisco learning offerings that learners should
first complete to benefit fully from this course.

Learner Skills and Knowledge

 Students considered for this training will have attended the following
classes or obtained equivalent level training:

- SPNGNT1, Building Cisco Service Provider Next-Generation Networks, Part 1
- SPNGNZ2, Building Cisco Service Provider Next-Generation Networks, Part 2

2 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc.
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Course Goal and Objectives

This topic describes the course goal and objectives.

To train service provider
I network professionals on
Course Goal the techniques to plan,
implement, and monitor a
I scalable IP routing

Upon completing this course, you will be able to meet these objectives:

m  Identify the typical routing requirements, and list the routing protocols that are used in
service provider networks

m  Describe the steps that are needed to implement OSPF in a service provider network

m  Describe the importance of the Integrated IS-IS routing protocol for internal routing, and
list the steps to follow when you are implementing Integrated IS-IS in a service provider
network

®  Implement BGP to connect an enterprise to a service provider, and to connect a service
provider to an upstream service provider

m  Describe the tools that are used for routing protocol manipulation, route redistribution, and
BGP route selection

© 2012 Cisco Systems, Inc. Course Introduction

https://t.mel/learningnets



Course Flow

This topic presents the suggested flow of the course materials.

Course Flow
Course Module 2 Module 3 Module 5: Module 5
Introduction (Cont.) (Cont.) Routing (Cont.)
Protocol Tools
A Module 1: and Route
M Service Manipulation
Provider
Routing
Lunch
Module 2: Module 2 Module 4: Module 5 Module 5
Implement (Cont.) Implement (Cont.) (Cont.)
OSPF in the Module 3: BGP in the
P Service Implemen.t Service
M Provider Integrated 1S-1S Provider
Network T e Sanvies Network
Provider
Network

The schedule reflects the recommended structure for this course. This structure allows enough
time for the instructor to present the course information and for you to work through the lab
activities. The exact timing of the subject materials and labs depends on the pace of your
specific class.

4 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc.

https://t.mel/learningnets



Additional References

This topic presents the Cisco icons and symbols that are used in this course, as well as
information on where to find additional technical references.

Cisco Icons and Symbols

c & &
- v
- v

Cisco 10S Router Cisco 10S XE Router Cisco 10S XR Router
Multilayer Workgroup
Switch Switch

@/ .
N
Network

Cloud Laptop Server

Cisco Glossary of Terms
For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and
Acronyms glossary of terms at
http://docwiki.cisco.com/wiki/Internetworking Terms _and Acronyms %28ITA%29 Guide.

© 2012 Cisco Systems, Inc. Course Introduction 5
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Your Training Curriculum

This topic presents the training curriculum for this course.

Cisco Certifications

www.cisco.com/go/certifications

You are encouraged to join the Cisco Certification Community, a discussion forum open to
anyone holding a valid Cisco Career Certification (such as Cisco CCIE®, CCNA®, CCDA",
CCNP®, CCDP®, CCIP®, CCVP®, or CCSP®). It provides a gathering place for Cisco certified
professionals to share questions, suggestions, and information about Cisco Career Certification
programs and other certification-related topics. For more information, visit
http://www.cisco.com/go/certifications.

6 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc.
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Your Training Curriculum

This topic presents the training curriculum for this course.

Cisco Career Certifications:
Cisco Certified Network Professional Service Provider

Expand Your Professional Options and Advance Your Career

Architect
Cisco CCNP Service Provider

Expeﬂ

Deploying Cisco Service Provider Network Routing
(SPROUTE)

Professional
rofessmna] _ Deploying Cisco Service Provider Advanced
Network Routing (SPADVROUTE)

PO o cociate
Ntry Entry

www.cisco.com/go/certifications

Implementing Cisco Service Provider Next-
Generation Core Network Services (SPCORE)

Implementing Cisco Service Provider Next-
Generation Edge Network Services (SPEDGE)

© 2012 Cisco Systems, Inc. Course Introduction
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Module 1

Service Provider Routing

Overview

This module identifies the typical routing requirements and lists the routing protocols in service
provider networks.

Module Objectives

Upon completing this module, you will be able to identify the main characteristics of routing

protocols used in a service provider environment. This ability includes being able to meet this
objective:

m  Describe service provider routing protocols

https://t.mel/learningnets
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Lesson 1

Understanding Service
Provider Routing Protocols

Overview

This lesson describes the main characteristics of routing protocols that are used in service
provider environments. The lesson describes how a service provider ensures IP connectivity to
the Internet, for end customers and other service providers. The lesson explains the need to
exchange Internet routing information via Border Gateway Protocol (BGP). On the other hand,
interior gateway protocols (IGPs) are responsible for providing IP connectivity within an
autonomous system (AS). The most common IGP protocols in a service provider network are
Open Shortest Path First (OSPF) and Intermediate System-to-Intermediate System (IS-IS),
which will be briefly described, as well as the BGP routing protocol.

Objectives

Upon completing this lesson, you will be able to identify the main characteristics of routing
protocols used in service provider environments. This ability includes being able to meet these
objectives:

m  Describe the Cisco IP Next Generation Network architecture

m  Describe the characteristics and requirements for routing protocols in service provider
environments

m  Describe interior gateway protocols

m  Provide a routing example

m  Describe the characteristics of OSPF in service provider environments
m  Describe link-state data structures

m  Describe area terminology and router types

m  Describe OSPF Areas

m  Describe OSPF metrics

m  Describe typical OSPF designs

m  Describe the characteristics of IS-IS in service provider environments

m  Describe IS-IS hierarchical design

https://t.mel/learningnets



m  Describe the characteristics of IS-IS

m  Describe IS-IS router and link types

m  Describe the characteristics of BGP in service provider environments
m  Describe BGP architecture

m  Describe the characteristics of BGP

m  Describe BGP AS numbers

m  Describe how BGP sessions are established

m  Describe how BGP can be used in various customer connections

1-4 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc.
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Cisco IP NGN Architecture

This topic describes the Cisco IP Next Generation Network architecture.

Cisco IP NGN Architecture

» The Cisco IP NGN is a next-generation service provider infrastructure
for video, mobile, and cloud or managed services.

* It provides an all-IP network for services and applications, regardless of
access type.

Mobile Residential Business
Access Access Access

Ao}
Mobile /| .p Video Cloud

Services L Services l Services

IP Infrastructure Layer

S
=
S

The Cisco IP Next-Generation Network (Cisco [P NGN) architecture enables service providers
to develop fixed and mobile convergence, starting with the transport in the access, aggregation,
and core networks. The Cisco IP NGN targets service providers that have an existing
centralized wireline services edge network, and that are willing to maintain and evolve this
network layer.

The Cisco IP NGN architecture consists of a flexible, comprehensive, and generic framework
that is structured around common layers in the service provider networks: customer premises,
access network, aggregation network, edge network, core network, network management, and
network admission. The access, aggregation, and core layers are used for transport of mobile,
video, and cloud-managed services.

The purpose of the Cisco I[P NGN networks is to provide all-IP transport for services and
applications, regardless of access type. IP infrastructure, service, and application layers are
separated in Cisco [P NGN networks, enabling the addition of new services and applications
without changes in the transport network.
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Cisco IP NGN Infrastructure Layer

* Routing protocols used in service provider environments focus on the
IP infrastructure layer of the Cisco IP NGN.

+ Routing protocols used in service provider environments focus on
service provider core and edge devices and customer devices.

[ [” \ Access
RPN

Residential

Mobile Users

P
U B
e

@

Business

IP Infrastructure Layer

|l Access I |Aggregation I | IP Edge I | Core I )

Routing protocols are used to carry information about [P networks between routers. Routing
protocols are part of the IP infrastructure layer of the Cisco IP NGN, and are used on service
provider core and edge routers, as well as customer routers.

r
\.
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Overview of Routing Protocols

This topic describes the characteristics and requirements for routing protocols in service

provider environments.

Overview of Routing Protocols

* High-level objective:

(that are Tier 1 ISPs)

‘ Transit connectivity P~ N

- Provide connectivity to the Internet for end customers and subordinate ISPs
- Optionally, provide transit connectivity between service providers

SP &/i in Tier 1 ISPs @ J-/—" SP

\@ SP%work

-

Customer Internet
Access

Customer Customer Customer

Depending on the type of service provider, there are many different connectivity requirements

that can be summarized as follows:

m  Provide Internet connectivity to end customers or subordinate ISPs

m  Provide transit connectivity to peering (Tier 1) and subordinate ISPs (Tier 2)

In addition, you must consider local routing within the service provider network to ensure

reachability for all local addresses.
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Overview of Routing Protocols (Cont.)

+ IGP: exchange local routing information
+ BGP: exchange external routing information

Exchange internal
routing information

IGP

SP Network @\
-2 /BGP \, \

- - -

Exchange
external routing
information

&

Customer Customer Customer Customer

SP = service provider

BGP is used to exchange the Internet routing information with other ISPs and the customers
who require the information. BGP can be configured to only propagate a default route (for
example, for customers), a portion of the complete Internet routing table (for example, for
multihomed customers), or the entire Internet routing table (for example, for multihomed
customers and subordinate ISPs).

An IGP is used to provide connectivity within an AS. The most important function of an IGP is
to provide reachability of BGP neighbors and BGP next-hop addresses.
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Routing Requirements

Routing tasks:

 IGP provides reachability for:
- BGP next-hop addresses (typically directly connected edge subnets)
- BGP neighbors

+ BGP provides reachability to remote destinations through next-hop
addresses:

- External BGP sessions with customers and other ISPs
- Internal BGP session within an autonomous system (administrative domain)

EBGP | IBGP | EBGP
1
! IGP IGP IGP
Ve
|
\ 7/

There are two characteristics of BGP that require the assistance of an IGP:

m  BGP next-hop addresses do not change as the BGP routes are propagated through an AS.

m Internal BGP neighbors can be several hops away. (External BGP neighbors are typically
reachable through a directly connected edge subnet.)

An IGP is therefore needed to propagate the following:

m  Next-hop addresses (IP addresses of external BGP neighbors) throughout the AS

m |P addresses of internal BGP neighbors (typically, loopback addresses)

The simplified illustration shows the three components in a service provider routing

environment:

m  External BGP (EGBP) sessions with other autonomous systems to exchange the Internet
routing information

m Internal BGP (IGBP) sessions to carry external routing information across the service
provider AS to all routers that require it

m  IGP to provide the reachability of next-hop and neighbor addresses
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Interior Gateway Protocols

This topic describes interior gateway protocols.

Interior Gateway Protocols

+ Scalable routing protocols for ISP backbones:
- Open Shortest Path First (OSPF)
- Intermediate System-to-Intermediate System (IS-IS)
- Enhanced Interior Gateway Routing Protocol (EIGRP)
* OSPF and IS-IS are the recommended choices:
- Standard protocols
- Support additional features required in MPLS-enabled networks

There are three routing protocols that satisfy the main service provider scalability and
performance requirements for an IGP:

m  OSPF
m [S-IS
m  Enhanced Interior Gateway Routing Protocol (EIGRP)

Most service providers today use either OSPF or IS-IS for two reasons:

m  EIGRP is Cisco proprietary and may hinder interoperability with devices from other
vendors.

m  Cisco Multiprotocol Label Switching Traffic Engineering (Cisco MPLS TE) requires help
of a link-state protocol, while EIGRP is a distance-vector protocol.
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Routing Example

This topic provides a routing example.

Routing Example

Part 1: BGP
1.

R1 receives an external BGP update: 209.165.201.0/24; next hop is
192.168.200.2.

. R4 receives an internal BGP update:

- By default, next-hop address does not change.

- Optionally, BGP on R1 can be configured to change the next-hop address to
its own address (typically a loopback address).

. R4 forwards the update and changes the next-hop address to 192.168.11.1.

209.165.201.0/24 209.165.201.0/24 209.165.201.0/24
NH= 192.168.11.1 NH=192.168.200.2 NH= 192.168.200.2
EBGP IBGP EBGP
HE IGP IGP IGP HEH

E;_ci

[ 10111 | 192.168.200.2 |

The figure illustrates a sample network where a route is received from an AS over an EBGP

session. The route is then forwarded to all other internal routers over an IBGP session. Egress
routers will forward the route to other external neighbors.

Note that the next-hop address in the update does not change as the update is forwarded to an
internal neighbor. This is the default behavior. Alternatively, if router R1 is configured with the

next-hop-self feature, R1 would change the next-hop attribute to its loopback address that is

used as the source address for the IBGP session to R4.

After R4 sends the update out to an external neighbor, it will change the next-hop address to its

own IP address used for the EBGP session with the external neighbor. This is the default

behavior.
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Routing Example (Cont.)

Part 2: IGP

* R1 propagates the BGP next-hop address to all routers in the domain:

- Edge subnet (192.168.200.0/30) for reachability of external BGP next-hop
addresses

- Loopback address (10.1.1.1/32) for reachability of internal BGP neighbors
* R2 and R3 forward the information:

- Unchanged (required if the network also uses MPLS-based services such as
MPLS VPNs and Cisco MPLS TE)

- Optionally, summarization can be used within IGP for optimization

192.168.200.0/30 192.168.200.0/30 192.168.200.0/30
EBGP 10.1.1.1/32 10.1.1.1/32 10.1.1.1/32 EBGP

IGP IGP IGP

192.168.11.1

The figure (part 2 of this example) illustrates the required functionality of an IGP in order to
support the BGP functionality.

The IGP is propagating two important addresses throughout the AS:

m  The IP address of the external neighbor, which is also the next-hop address that is carried
within BGP updates coming from the external neighbor. Note that this part is optional if
you use the alternative method (using the next-hop-self feature).

m  The loopback IP address of the ingress BGP router that is used for all IBGP sessions.

If the same service provider network is also used to provide other services, such as MPLS-
based virtual private networks (VPNs) or Cisco MPLS TE, it is important not to summarize the
next-hop IP addresses in the backbone, because that would break MPLS label-switched paths
(LSPs).
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Routing Example (Cont.)

Part 3: Routing Table

End-to-end connectivity is provided thorough recursive routing
table lookups (optimized by Cisco Express Forwarding):

+ BGP for end prefixes

* IGP for BGP next-hop reachability

209.165.201.0/24
NH=192.168.11.1

209.165.201.0/24
NH=192.168.200.2

192.168.200.0/30
ﬂ 4-| 10.1.1.1/32 I- 10.1.1.1/32

10.1.1.1/32

IGP

IGP

IGP

R4

192.168.11.1

IGP: 192.168.200.0/30 ® R3 </
Conn.: R3 2 interface x ¢/

BGP: 209.165.201.0/24 = 192.168.200.2

209.165.201.0/24
NH=192.168.200.2

192.168.200.0/30 _I 192.168.200.0/30 L EBGP

[10.1.1.1°]

I 192.168.200.2 I

Conn.: 192.168.200.0/30

BGP: 209.165.201.0/24 =192.168.200.2

Conn.: R2 = interface x J

BGP: 209.165.201.0/24 = 192.168.200.2
IGP: 192.168.200.0/30 = R2 q/

BGP: 209.165.201.0/24 = 192.168.200.2
IGP: 192.168.200.0/30 = R1 4/
Conn.: Rl = interface x J

The figure (part 3 of this example) illustrates the final result of BGP and IGP routing
information propagation as reflected by the routing table. A recursive set of routes can be
observed in the routing tables of all routers:

Note The router will look up the route to the address with BGP and get a next hop, then look up
the route to the next hop, which is learned from the IGP (or static routes).

m  External BGP routes point to BGP next-hop addresses. Router R1 receives multiple
external routes, which all use the same next-hop address that is the interface address of the
external BGP peer.

m  BGP next-hop addresses point to these peers:
—  Directly connected external peer on ingress edge routers (router R1 in the example)

—  Nonadjacent addresses reachable via the IGP (R2, R3, and R4 in the example require
reachability to the BGP next-hop address via the IGP.)

m  IGP peers are reachable through an attached link.

Note For performance reasons, routers do not perform recursive lookup when forwarding packets.
Cisco Express Forwarding is used to optimize the forwarding table for performance.
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Overview of OSPF

This topic describes the characteristics of OSPF in service provider environments.

Overview of OSPF

« Link-state protocol: routers aware of network topology
« Hierarchical: dual-layer architecture:

- Backbone area: Area 0

- Nonbackbone areas interconnected through Area 0

OSPF Domain

Area 0
Area 1 Area 2 Area 3 Area 4
-(

OSPF protocol was developed due to a need to introduce a high-functionality, nonproprietary
IGP for the TCP/IP protocol family. The discussion of the creation of a common interoperable
IGP for the Internet started in 1988 and did not become formalized until 1991. At that time, the
OSPF Working Group requested that OSPF be considered for advancement to Draft Internet
Standard.

)

The OSPF protocol is based on link-state technology, which is a departure from the Bellman-
Ford vector-based algorithms used in traditional Internet routing protocols such as Routing
Information Protocol (RIP). OSPF has introduced new concepts such as authentication of
routing updates, variable-length subnet masks (VLSMs), route summarization, and so on.

OSPF uses a link-state algorithm in order to build and calculate the shortest path to all known
destinations. The algorithm by itself is quite complicated. The following is a high-level,
simplified way of looking at the various steps of the algorithm:

m  Upon initialization or due to any change in routing information, a router will generate a
link-state advertisement. This advertisement will represent the collection of all link states
on that router.

m  All routers will exchange link states by means of flooding. Each router that receives a link-
state update should store a copy in its link-state database and then propagate the update to
other routers.

m  After the database of each router is completed, the router will calculate a shortest path tree
to all destinations. The router uses Dijkstra’s algorithm to calculate the shortest path tree.
The destinations, the associated cost, and the next hop to reach those destinations will form
the IP routing table.

m  If no changes in the OSPF network occur, such as cost of a link or a network being added
or deleted, OSPF should be quiet.
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OSPF uses flooding to exchange link-state updates between routers. Any change in routing
information is flooded to all routers in the network. Areas are introduced to put a boundary on
the growth of link-state updates. Flooding and calculation of Dijkstra’s algorithm on a router is
limited to links within an area. All routers within an area have the exact link-state database.
Routers that belong to multiple areas, and connect these areas to the backbone area are called
Area Border Routers (ABRs). ABRs must therefore maintain information describing the
backbone areas and any other attached areas.

ABRs also provide mechanisms for aggregating routes and cutting down on the unnecessary
propagation of subnet information.
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Overview of OSPF (Cont.)

 Creates a neighbor relationship by exchanging hello packets
» Propagates LSAs rather than routing table updates
- Link: Router interface
- State: Description of an interface and its relationship to neighboring routers

* Floods LSAs to all OSPF routers in the area, not just directly connected
routers

+ Pieces together all the LSAs generated by the OSPF routers to create
the OSPF link-state database

» Uses the SPF algorithm to calculate the shortest path to each
destination and places it in the routing table

OSPF is a link-state routing protocol. You can think of a link as an interface on a router. The
state of the link is a description of that interface and of its relationship to its neighboring
routers. A description of the interface would include, for example, the IP address of the
interface, the subnet mask, the type of network to which it is connected, the routers that are
connected to that network, and so on. The collection of all of these link states forms a link-state
database.

A router sends link-state advertisement (LSA) packets to advertise its state periodically (every
30 minutes) and immediately when the router state changes. Information about attached
interfaces, metrics that are used, and other variables are included in OSPF LSAs. As OSPF
routers accumulate link-state information, they use the Shortest Path First (SPF) algorithm to
calculate the shortest path to each node.

A topological (link-state) database is, essentially, an overall picture of networks in relation to
routers. The topological database contains the collection of LSAs received from all routers in
the same area. Because routers within the same area share the same information, they have
identical topological databases.

Note OSPF can operate within a hierarchy. The largest entity within the hierarchy is the
autonomous system (AS), which is a collection of networks under a common administration
that share a common routing strategy. An AS can be divided into a number of areas, which
are groups of contiguous networks and attached hosts.
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Link-State Data Structures

This topic describes link-state data structures.

Link-State Data Structures

* Neighbor table:
- Also known as the adjacency database
- Contains list of recognized neighbors
+ Topology table:
- Typically referred to as LSDB
- Contains all routers and their attached links in the area or network
- Identical LSDB for all routers within an area
* Routing table:
- Commonly named a forwarding database
- Contains list of best paths to destinations

OSPF and IS-IS are classified as link-state routing protocols because of the manner in which
they distribute routing information and calculate routes.

Link-state routing protocols collect routing information from all other routers in the network or
within a defined area of the network. When link-state routing protocols have collected this
information from all routers, each router independently calculates its best paths to all
destinations in the network, using Dijkstra’s algorithm.

Incorrect information from any particular router is less likely to cause confusion, because each
router maintains its own view of the network.

For consistent routing decisions to be taken by all the routers in the network, each router must
keep a record of the following information:

m Its immediate neighbor routers: If the router loses contact with a neighboring router,
within a few seconds, it will invalidate all paths through that router and recalculate its paths
through the network. Adjacency information about neighbors is stored in the neighbor
table, also known as an adjacency database, in OSPF.

m  All the other routers in the network, or in its area of the network, and their attached
networks: The router recognizes other routers and networks through LSAs, which are
flooded through the network. LSAs are stored in a topology table, also called a link-state
database (LSDB).

m  The best paths to each destination: Each router independently calculates best paths to
each destination in the network using Dijkstra’s algorithm. The best paths are then offered
to the routing table or forwarding database. Packets arriving at the router are forwarded
based on the information held in the routing table.
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Area Terminology and Router Types

This topic describes area terminology and router types.

Area Terminology and Router Types
+ ABR: Area Border Router

* Internal router
+ ASBR: Autonomous System Boundary Router
* Backbone router

2 OSPF Domain

Area 0
T PN

Backbone Router

Backbone Router

&

P~ ~ 9
a4 Internal
Routers

&

P~ ~9
2 o4 Internal
Routers

Internal
Routers

External Routing Domain )

&

Internal
Routers

All OSPF areas and routers running an OSPF routing protocol compose the OSPF autonomous
system. Routers that make up nonbackbone (normal) areas are known as internal routers and
they have all interfaces in one area only. Routers that make up Area 0 are known as backbone
routers (internal routers in backbone). OSPF hierarchical networking defines Area 0 as the core.
All other areas connect directly to backbone Area 0. An ABR connects Area 0 to the
nonbackbone areas. An OSPF ABR plays a very important role in network design and has
interfaces in more than one area. An ABR has the following characteristics:

m [t separates LSA flooding zones.

m [t becomes the primary point for area address summarization.

m [t functions regularly as the source for default routes.

m [t maintains the LSDB for each area with which it is connected.

The ideal design is to have each ABR connected to two areas only, the backbone and another

area, with three areas being the upper limit.

An Autonomous System Boundary Router (ASBR) connects any OSPF area to a different
routing administration (such as BGP or EIGRP). The ASBR is the point where external routes

can be redistributed into OSPF.

1-18

Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01

https://t.mel/learningnets

© 2012 Cisco Systems, Inc.



OSPF Areas

This topic describes OSPF Areas.

OSPF Areas

» Backbone area—Area 0
* Regular nonbackbone area

+ Stubby area or totally stubby area
* Not-so-stubby area (NSSA) or totally NSSA

4 OSPF Domain
~— Area 0
Sa¢ @
P~ ~ N
Stubby Totally NSSA Totally
Area

Stubby
Area

=S

S
= Area routes |- Summaries I
= Summaries

= External routes

|
= Summaries
= External routes

= Default route .
= External routes

.
Default route
only

In general, there are six different types of areas:

Backbone area or Area 0, which typically carries all the routing information

Regular nonbackbone areas

Stubby areas that do not originate or receive any external routes

Totally stubby areas that do not originate (redistribution from other protocols) or receive
any external routes or summaries (only the default route)

Not-so-stubby areas (NSSAs) that can originate external routes (redistribution from other
protocols) but do not receive them from other OSPF areas

Totally NSSAs that can originate external routes (redistribution from other protocols) but
do not receive them from other areas, nor do they receive summaries (only the default

route)
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OSPF Metric

This topic describes OSPF metrics.

OSPF Metric

» Each link is assigned a cost:

Default cost calculated from interface bandwidth
Default reference bandwidth is 100 Mb/s

Modify reference bandwidth in 1 Gb/s networks
Cost can be statically configured for an interface

» Ensure consistent configuration of costs:
- Same cost on both sides of a link when manually configuring the cost
- Same reference bandwidth on all routers in an OSPF domain

Cost = Reference Bandwidth
Interface Bandwidth

Each link is assigned a cost. Default cost is calculated from interface bandwidth and the
reference bandwidth, which defaults to 100 Mb/s. The figure illustrates the formula that is used
to calculate costs for individual links based on default or configured link bandwidth (note that
this is not the actual link speed).

The default reference bandwidth is only useful in networks where there are no links faster than
100 Mb/s. In faster environments, different links may be given the same cost. For example, 10-
Gb/s, 1-Gb/s, and 100-Mb/s links would all be assigned cost 1.

Alternatively, cost can be statically configured on a per-link basis. Make sure that you
configure costs consistently (the same cost on both routers).

Also make sure that you configure the same reference bandwidth domain-wide.
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Typical OSPF Designs

This topic describes typical OSPF designs.

Typical OSPF Designs

- Single-area design:

- All routers in Area 0

- Simple routing design

- Mostly point-to-point adjacencies

- Optimal routing decisions

- Scalability limited to a few hundred routers in the network
* Multi-area design:

- Regular areas or NSSA typically used

- Scales to thousands of routers in the network

- Mostly point-to-point adjacencies

- More complex routing design

- May result in suboptimal routing (for example, dual attached areas)

- Less practical in MPLS-enabled networks

Most modern service provider networks use MPLS with some of the MPLS-based solutions.
When implementing MPLS-based VPNs and Cisco MPLS-TE, it is important to consider the
interaction between MPLS Label Distribution Protocol (LDP) and an IGP. If summarization is
used for addresses for which LDP is used to generate label-switched paths (LSPs), it will break
those LSPs and consequently break MPLS VPNs.

From a design and implementation perspective, it is preferred to implement OSPF using one
area (Area (). The limitation of this approach is the scalability, which is mostly influenced by
the number of nodes (routers) in an area.

In large service provider environments, you may be forced to use a hierarchical design. The
characteristics and limitations of the hierarchical approach must be considered when designing
MPLS solutions.
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Overview of IS-IS

This topic describes the characteristics of IS-IS in service provider environments.

Overview of IS-IS

- Stable protocol

+ Originally deployed by ISPs because U.S. government mandated
Internet support of OSI and IP

* |S =router

* |1S-IS was originally designed as the IGP for the
Connectionless Network Service (CLNS), part of the OSI protocol suite.

» The OSI protocol suite Layer 3 protocol is the Connectionless Network
Protocol (CLNP).

* |1S-IS uses CLNS addresses to identify routers and build
the LSDB.

IS-IS is a popular IP routing protocol in the ISP industry. The simplicity and stability of IS-IS
make it robust in large internetworks. IS-IS is found in large ISPs and in some networks that
support Open Systems Interconnection (OSI) protocols.

IS-IS development began before development of OSPF. Large ISPs chose IS-IS because of
their unique requirement for scalability, convergence, and stability. The U.S. government also
required support for OSI protocols in the early Internet. Although this requirement was later
dropped, IS-IS met both constraints.

ISO specifications refer to routers as intermediate systems. Thus, IS-IS is a protocol that allows
routers to communicate with other routers. The OSI suite uses Connectionless Network Service
(CLNS) to provide connectionless delivery of data, and the actual Layer 3 protocol is
Connectionless Network Protocol (CLNP).

IS-IS uses CLNS addresses to identify the routers and to build the LSDB. IS-IS serves as an
IGP for the CLNS. CLNP is the solution for “unreliable” (connectionless) delivery of data,
similar to IP.
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Hierarchical Design

This topic describes IS-IS hierarchical design.

Hierarchical Design

 Hierarchical: dual-layer architecture:
- Level 1 used within local areas
- Level 2 interconnects areas

f 1S-IS Domain \

~ Level 2 Area
- VS
L1L2 Es\ié L1L2 L1L2 @ L1L2

L2 L2 ~<

Level 1 Level 1 Level 1 Level 1
Area % Area % @ Area @ Area
P~

The figure illustrates a hierarchical IS-IS design with these characteristics:

m  Level 2 area with Level-2-only routers in the core

m  Level 2 area edge with Level 1-Level 2 routers to connect to other areas using Level 1

m  Level 1 areas with Level-1-Level-2 routers connecting areas to Level 2

m  Level 1 areas with Level-1-only routers

This is a generic representation of what can be implemented using IS-IS. Like OSPF, IS-IS can

also be implemented in a simpler fashion with fewer areas or simply one area and one level.
Unlike OSPF, all areas do not have to connect to a common backbone area.
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IS-IS Characteristics

This topic describes the characteristics of IS-IS.

IS-IS Characteristics

+ Link-state routing protocol (routers aware of network topology)
» Supports VLSMs
+ Uses Dijkstra SPF algorithm, has fast convergence

» Uses hellos to establish adjacencies and LSPs to exchange link-state
information

- Efficient use of bandwidth, memory, and processor
+ Supports two routing levels:

- Level 1: Builds common topology of system IDs in local area and routes within
area using lowest cost path.

- Level 2: Exchanges prefix information (area addresses) between areas.
Routes traffic to area using lowest-cost path.

IS-IS is the dynamic link-state routing protocol for the OSI protocol stack. It distributes routing
information for routing CLNP data for the ISO CLNS environment. IS-IS operates similarly to
OSPF. IS-IS allows the routing domain to be partitioned into areas. IS-IS routers establish
adjacencies using a Hello protocol and exchange link-state information, using LSPs throughout
an area to build the LSDB.

Each router then runs the Dijkstra SPF algorithm against its LSDB to pick the best paths. There
1s a minimal amount of information that is communicated between areas, which reduces the
burden on routers supporting the protocol.

IS-IS routing takes place at two levels within an AS: Level 1 and Level 2.

m  Level 1 routing occurs within an IS-IS area. It recognizes the location of the end systems
and intermediate systems, and then builds a routing table to reach each system. All devices
in a Level 1 routing area have the same area address. Routing within an area is
accomplished by looking at the locally significant address portion (known as the system
ID) and choosing the lowest-cost path.

m  Level 2 routers learn the locations of Level 1 routing areas and build an interarea routing
table. All ISs in a Level 2 routing area use the destination area address to route traffic,
using the lowest-cost path.
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IS-IS Characteristics (Cont.)

» Each router has topology information for its area.

* IS-IS is part of OSI and was originally used with CLNS only.

* IS-IS still uses CLNS to maintain adjacencies and build an SPF tree.
* Integrated IS-IS can also carry IP routing information in its updates.

» Wide-style metric should be used for large high-speed service
provider networks (24-bit link metric, 32-bit path metric).

* Link cost defaults to 10.
» Each router is identified using a unique NSAP address.

Like OSPF, IS-IS is also a link-state protocol using Dijkstra’s algorithm, in which each router
has topology information for its area. IS-IS is part of OSI standard protocol suite and was
originally used with CLNS.

Each router is identified using a unique network service access point (NSAP) address, which is
part of the CLNS protocol. IS-IS still uses CLNS to maintain adjacencies and build SPF trees,
but the integrated version of IS-IS can be used for other protocols, such as IP, and can also have
extensions for Cisco MPLS TE.

Wide-style metric should be used for large, high-speed service provider networks (24-bit link
metric, 32-bit path metric). Link cost defaults to 10 and can be modified to reflect the desired
cost. The narrow-style metric can only accommodate 64 metric values, which is typically
insufficient in modern networks and may not even be compatible with IS-IS extensions such as
those for Cisco MPLS TE.
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IS-IS Router and Link Types

This topic describes IS-IS router and link types.

Router and Link Types

Router types: Ve

 Level 1 routers only peer with other
Level 1 routers.

 Level 2 routers only peer with other
Level 2 routers.

» Levels 1 and 2 routers can peer with
any router.
Link types:

» Level 1: Only for Level 1 adjacencies
within the same area
+ Level 2: Only for Level 2 adjacencies

* Level 1 and Level 2: For Level 1 O j/
adjacencies within the same area and
Level 2 adjacencies

1S-1S Domain \

The interaction between routers in an IS-IS domain depends on these characteristics:
®  Router type:

—  Level 1 router can only maintain Level 1 adjacencies.

—  Level 2 router can only maintain Level 2 adjacencies.

—  Level 1 and Level 2 routers can maintain Level 1 and Level 2 adjacencies.
®  Link type:

—  Level 1 link only supports Level 1 adjacencies.

—  Level 2 link only supports Level 2 adjacencies.

—  Level 1 and Level 2 links support Level 1 and Level 2 adjacencies (concurrently).

—  Level 1 and Level 2 adjacencies can be formed between routers in the same area.

—  Only Level 2 adjacencies can be formed between routers in different areas.
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Overview of BGP

This topic describes the characteristics of BGP in service provider environments.

BGP Overview

+ BGP is designed for routing information exchange between different
administrative domains (autonomous systems).

+ Each AS is identified using a unique AS number.
+ BGP is designed with the following major characteristics:

- Scalability: It needs to carry the full Internet routing table (several hundreds
of thousands of routes).

- Stability: The size of the routing table results in higher chances of constant
flapping of routes.

- Security: Advanced filtering options for protection from other administrative
domains.

- Flexibility: Advanced mechanisms in combination with many BGP attributes
enable the implementation of complex routing policies.

BGP is a distance-vector routing protocol that is designed to meet these criteria:

m  Scalability: BGP is intended for distributing Internet routing information that constantly
grows.

m  Stability: It is important for BGP to be able to manage constant flapping of routes in an
ever-growing Internet, where the likelihood of flapping is also increasing.

m  Security: Because it is used between an administrative domain and a public environment,
BGP must include powerful security mechanisms to protect routers from intrusions from
other administrative domains or the Internet in general.

m  Flexibility: Complex topologies and diverse requirements demand that BGP support
advanced mechanisms to implement complex routing policies.
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BGP Architecture

This topic describes BGP architecture.

BGP Architecture

There are two types of BGP sessions:
- External BGP (EBGP) sessions exchange routing information.

* Internal BGP (IBGP) sessions exchange routing information between
routers within the same AS.

AS 65001

__AS 65003

= . =
AS 6500 AS 65?0? AS 65006 AS 65007

The figure illustrates a general architecture of BGP, with these characteristics:
m  Each administrative domain is identified using a unique AS number.

m  BGP sessions within an AS are called IBGP sessions and differ from EBGP sessions that
are used between different autonomous systems.
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BGP Characteristics

This topic describes the characteristics of BGP.

BGP Characteristics

BGP is a path vector protocol with enhancements:
* Reliable updates
+ Triggered updates only
+ Rich metrics (called path attributes)
* Designed to scale to huge internetworks

Reliable updates:
» TCP used as transport protocol
* No periodic updates
+ Periodic keepalives to verify TCP connectivity
 Triggered updates batched and rate-limited
- Every 5 seconds for internal peer
- Every 30 seconds for external peer

BGP is a path vector protocol. It is different from distance vector routing and link-state routing.
Each entry in the routing table contains the destination network, the next router, and the path to
reach the destination. This means that BGP will announce to its neighbors those IP networks
that it can reach itself. The receivers of that information will say, “If that AS can reach those
networks, then I can reach them via the AS.”

If two different paths are available to reach the same IP subnet, the shortest path is used. This
determination requires a mechanism capable of measuring the distance. All distance vector

protocols have such mechanisms, called “metrics.” BGP contains a very sophisticated method
of computing the shortest path by using attributes that are attached to the reachable IP subnet.

BGP sends routing updates to its neighbors by using a reliable transport. This technique means
that the sender of the information always knows that the receiver has actually received the
information. As a result, there is no need for periodic updates or routing information refreshes.
In BGP, only information that has changed is transmitted.

The reliable information exchange, combined with the batching of routing updates that is also
performed by BGP, allows BGP to scale to large, Internet-sized networks.

The reliable transport mechanism that is used by BGP is standard TCP. BGP is an application
protocol that uses both the TCP and IP protocols for reliable connections.

Because BGP uses a reliable transport, the sender knows that the receiver has actually received
the transmitted information. This capability makes periodic updates unnecessary.

A router that has received reachability information from a BGP peer must be sure that the peer
router is still there. Otherwise, the router could route traffic toward a next-hop router that is no
longer available, causing the IP packets to be lost. TCP does not provide a service to signal that
the TCP peer has been lost, unless some application data is actually transmitted between the
peers. In an idle state, where there is no need for BGP to update its peer, the peer could be
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unreachable without TCP detecting it. Therefore, BGP takes care of detecting the presence of
neighbors by periodically sending small BGP keepalive packets to them. These packets are
considered application data by TCP and therefore must be transmitted reliably. According to
the BGP specification, the peer router must also reply with a BGP keepalive packet.

When BGP was created, a key design goal was to be able to handle enormous amounts of
routing information in large and complex networks. In this environment, many links could go
up and down (flapping), causing topology changes that must be considered by the routing
protocol. But low convergence time and quick responses to topology changes require fast
updates and high CPU power to process both incoming and outgoing updates. The larger the
network, the more updates per second can be expected if immediate response is required. The
presence of too many updates in large networks can jeopardize network scalability.

The designers of BGP decided that scalability was a more important issue than low
convergence time, so BGP was designed to batch updates. Any changes that are received within
the batch interval time are saved. At the end of the interval, only the remaining result is
forwarded in an outgoing update. If a network flaps several times during the batch interval,
only the state at the end of the interval is sent in an update. The batching feature avoids an
uncontrolled flood of updates all over the Internet because the number of updates is limited by
the batching procedure.

BGP Characteristics (Cont.)

BGP was designed to perform well in these areas:
* Interdomain routing applications

* Huge internetworks with large routing tables

+ Environments that require complex routing policies

Common BGP uses:
» Customers connected to more than one service provider
+ Service provider networks (transit autonomous systems)

+ Service providers exchanging traffic at an exchange point (CIX, GIX,
NAP, and so on)

» Network cores of large-enterprise customers

The designers of the BGP protocol succeeded in creating a highly scalable routing protocol,
which can forward reachability information between autonomous systems (also known as
routing domains). The designers had to consider an environment with an enormous number of
reachable networks and complex routing policies that were driven by commercial rather than
technical considerations.

TCP, a well-known and widely proven protocol, was chosen as the transport mechanism. That
decision kept BGP simple, but it increased the CPU resource requirements for routers running
BGP. The point-to-point nature of TCP also introduces a slight increase in network traffic,
because any update that should be sent to many receivers has to be multiplied into several
copies, which are then transmitted on individual TCP sessions to the receivers.
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Whenever there was a design choice between fast convergence and scalability, scalability was
the top priority. The batching of updates and the relatively low frequency of keepalive packets
are examples of designers placing convergence time second to scalability.

Note BGP convergence times can be modified with the configuration of nondefault values for BGP
scan and advertisement timers.

The figure lists typical scenarios in which BGP is usable. These scenarios include the
following:

m  Customers connected to more than one service provider.
m ISP networks themselves acting as transit systems and forwarding external traffic.

m  Exchange points, which can be defined by the network access point (NAP) between region
and core. International exchange points can be defined by either Commercial Internet
Exchange (CIX) or Global Internet eXchange (GIX) points.

m  Large enterprises using BGP as their core routing protocol.
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BGP AS Number

This topic describes BGP AS numbers.

AS Number

16-bit AS number:
* Notation: X (for example, “65001”)
 Public range from 1 to 64511 for use on the Internet

* Private range from 64512 to 65535 can be used in isolated
environments

* Depleted

32-bit AS number:
+ Notation: X.Y (for example, “65100.65200")
+ Carried in a new attribute
+ Compatible with old systems:

- AS 23456 used in old AS path to represent autonomous systems using new
AS number format

- AS 0.X used to encode old AS numbers in new AS path attribute

AS numbers come in two forms:

m  16-bit AS numbers have been depleted due to a relatively small number space and the
increased demand for companies to be multihomed for increased availability.

m  32-bit AS numbers were introduced to provide more number space while maintaining
backward compatibility with 16-bit systems to ease the migration. A 32-bit AS can use two
notations: A single 32-bit number (X) or two 16-bit numbers joined using a dot (for
example, X.Y).

Refer to an online whitepaper for a detailed explanation of 4-byte AS numbers and how they
interact with older systems:

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6554/ps6599/white_paper C11
~516823.html
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BGP Sessions

This topic describes how BGP sessions are established.

BGP Sessions

» BGP uses TCP on port 179 to establish adjacencies.

+ OPEN messages are used at session setup to negotiate fundamental session
parameters and capabilities:

- AS numbers must match configuration and determine session type (EBGP versus IBGP).
- EBGP peers must be reachable through a directly connected link (by default).

- IBGPs are typically established between loopbacks. (IGP ensures reachability of loopback
addresses.)

- |IP addresses must match the configuration.
- Hold time (default is 180 seconds).

AS 65001 AS 65002 AS 65001 AS 65001
IBGP

/i\ 10.1.1.1 10.1.1.2
192.168.1.1  192.168.1.2

BGP sessions are established over TCP using port number 179. Many session parameters and
capabilities are negotiated during session setup by exchanging OPEN messages.

Based on the exchanged AS numbers, both routers will determine if the exchanged numbers
match their configuration and select what type the session is (IBGP or EBGP). For EBGP
sessions, routers will check to see if the neighbor address is in the routing table as a directly
connected address (default requirement). IBGP sessions, on the other hand, can be several hops
away, and loopback addresses are typically used to implement IBGP sessions for consistency
and stability. The source IP address of a neighbor must also match the configured IP address.
Holdtime values are also exchanged and the lower value is chosen by both routers (keepalive is
one third of hold time).

© 2012 Cisco Systems, Inc. Service Provider Routing 1-33

https://t.mel/learningnets



EBGP Sessions

+ EBGP sessions can form any topology, subject to agreements between
autonomous systems.

» Received EBGP updates are sent to all other neighbors.
» By default, EBGP neighbors must be directly connected.

AS 65001 AS 65003

AS 65002 AS 65006

NV 4
A\
\ V.

AS 65004 AS 65005

The figure illustrates an arbitrary topology of EBGP sessions between autonomous systems.
EBGP has very simple forwarding rules:

m  EBGP updates can be sent to all other neighbors (EBGP and IBGP).

IBGP updates can be sent to EBGP peers.

AS path is used to prevent updates from looping.
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IBGP Sessions

+ By default, IBGP sessions require a full mesh between all routers within an
autonomous system:

- By default, IBGP updates received are not forwarded to other IBGP neighbors.
- Does not scale in large autonomous systems.
» IBGP neighbors can be multiple hops away.

&ii EBGP
AS 65002

IBGP sessions have different forwarding rules, which include a type of split horizon
mechanism:

m  [BGP updates received from a peer can only be forwarded to EBGP peers.
m  EBGP updates received from a peer can be forwarded to both EBGP and IBGP peers.

In order to ensure that all routers receive all updates, you must configure a full mesh of IBGP
sessions between BGP routers in an AS.
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BGP in Customer Connections

This topic describes how BGP can be used in various customer connections.

Single-Homed Customers

+ Typically, do not require BGP:
- Static route for customer ISP-assigned address space on edge router
- Static default route on customer router
+ BGP can be used to detect link failures and trigger dial backup:
- ISP originates only the default route
- Customer originates address space
- Private AS numbers can be assigned to customers by the ISP

Customer ISP
AS 65001 p AS 123
ADSL

Most single-homed customers (that is, customers that are connected to one ISP using one link)
only require static routing, because there is no alternative path if the primary path fails (such as
a router, link, or ISP failure).

Some single-homed customers may deploy a dial backup solution in which it is beneficial for

them to receive notification if their primary path has failed. ISPs can use BGP to send them a

default route. If a failure occurs, the BGP session will go down and the customer can initiate a
dial backup connection.
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Dual-Attached Customers

 Mitigate link and device failures
* Two design options:

- Primary and backup routing

- Load balancing

ST _ &
S,
Customer SP
AS 65001 209.165.201.0/24 @ AS 123
-
<

A dual-attached customer (that is, a customer that is connected to the same ISP over two or
more links) will preferably require BGP to exchange routing information, enable primary and
backup routing or load balancing, and have the ability to detect failed links.

This solution can mitigate router and link failures, but it cannot mitigate ISP failures. Dual-
attached customers may use a single router with redundant links toward a service provider.
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Multihomed Customers

 Mitigate link, device, and path failures
» Should connect to independent service providers
» Two design options:

- Primary and backup routing

- Load balancing

AS 100 % 209.165.201.0/24 —

G

SP
%m -';‘ AS 123
S5,
Customer

- S

Multihomed customers (that is, customers that are connected to two or more independent ISPs,
using separate links on the same router or on different routers) have the most resilient setup,
which can mitigate any single failure of routers, links, or ISPs. These customers will often
require complete Internet routing information from all ISPs to give them the most flexibility

when implementing load balancing.
Multihomed customers have the following requirements:

m  Public AS number

m  Provider-independent address space
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Upstream ISP

- Mitigates link, device, and path failures
= Should connect to independent upstream ISPs
« Two design options:
- Primary and backup routing
- Load balancing
+ ISP receives the full Internet routing table

ISP forwards the following:
- Summaries for owned address space
- Prefixes from BGP customers using independent address space

Customer P

Eanh SP
Customer w @ AS 123
s &5

Customer " 100@ | SULMman > SP
Customer =< AS 456

For ISPs, the network is their business and they will always have multiple links to other ISPs:
m  Upstream ISPs, which will provide complete Internet routing information
m  Peering ISPs over a local exchange point, which provide routing information for their

customers

ISPs will forward a summary for their IP supernet and the individual routes of their BGP-based
customers.
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Transit ISP

+ Mitigates link, device, and path failures
» Routing policy depends on agreements with other ISPs
« Tier 1 ISP forwards full Internet routing table

Tier 1 ISP

@ @ AS 123

Tier 1 ISP Tier 1 ISP

s 760 €53 & Asm(’@ S
SoMee

Tier 2 ISP

There are many types of transit ISPs, which can be summarized in two major types:
m  Tier 1 ISPs: Peer with other Tier 1 ISPs to form the backbone of the Internet
m  Tier 2 and Tier 3 ISPs: Depend on Tier 1 ISPs to reach the rest of the Internet

The relationship between these large ISPs depends upon the agreements and charging between
the ISPs. The routing policy must be implemented in accordance with the agreements.

In most cases, Tier 1 ISPs will exchange complete Internet routing tables, while Tier 2 and Tier
3 ISPs will only forward the routing information for their subordinate ISPs and end customers.
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Summary

This topic summarizes the key points that were discussed in this lesson.

Summary

* Routing protocols are used on the IP infrastructure layer of the Cisco IP
NGN.

+ BGP is used to exchange external routing information, while IGP is used
to exchange local routing information.

» Most service providers use OSPF or IS-IS as IGP.

+ IGP propagates BGP next-hop addresses and loopback IP addresses
that are used for BGP sessions.

» OSPF is a hierarchical link-state routing protocol.

+ OPSF uses three data structures: neighbor table, topology table, and
routing table.

» ABR router separates backbone area from other areas.
+ OSPF supports six different types of areas.

« OSPF uses link cost as a metric. Link cost is calculated from interface
bandwidth.

» From a design and implementation perspective, it is preferred to
implement OSPF using single-area design.

Summary (Cont.)

* IS-IS is stable link-state routing protocol which is often used in service
provider environments.

* IS-IS uses hierachical design with Level 1 and Level 2 areas.

 IS-IS is a link-state routing protocol and is similar to OSPF, but uses
CLNS addresses to identify routers and build the LSDB.

* IS-IS supports Level 1, Level 2, and Level 1 and 2 routers.

+ BGP was designed to exchange routing information between
autonomous systems.

+ BGP uses external and internal BGP sessions to exchange routing
information.

* BGP uses TCP as a transport protocol.

* BGP supports 32-bit AS numbers because16-bit numbers have been
depleted.

+ BGP session parameters and capabilities are negotiated during session
setup by exchanging OPEN messages.

* BGP is used between SPs and multihomed customers.
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Module Summary

This topic summarizes the key points that were discussed in this module.

Module Summary

* ISPs use OSPF or IS-IS as IGPs, and BGP to provide IP connectivity
within the Internet. Routing protocols in the ISP environment should
follow these characteristics: scalability, performance, high availability,
and security.

This module describes the main characteristics of routing protocols that are used in service
provider environments. The module describes how service providers ensure IP connectivity to
the Internet, both to end customers and to other service providers. Service providers exchange
Internet routing information via Border Gateway Protocol (BGP), and the Open Shortest Path
First (OSPF) and Intermediate System-to-Intermediate System (IS-IS) protocols are used for
providing IP connectivity within service provider autonomous systems.
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Module Self-Check

Use the questions here to review what you learned in this module. The correct answers and
solutions are found in the Module Self-Check Answer Key.

Q1)  Ina service provider environment, which two statements regarding BGP and IGP are
true? (Choose two.) (Source: Understanding Service Provider Routing Protocols)
A) BGP is used to provide connectivity within an AS.
B) BGP is used to exchange Internet routing information with other ISPs and

customers that require it.
) IGP is used to provide reachability of BGP neighbors and BGP next-hop
addresses.

D) IGP is used to exchange external routing information.

Q2)  Which two IGPs are commonly used in service provider backbones? (Choose two.)
(Source: Understanding Service Provider Routing Protocols)
A)  RIP
B) IS-IS
0) OSPF
D) EIGRP

Q3)  In OSPF, which area type typically carries all the routing information? (Source:
Understanding Service Provider Routing Protocols)
A) stubby area
B) totally stubby area
O) regular nonbackbone area
D) backbone Area 0

Q4)  IS-IS and OSPF are distance vector routing protocols. (Source: Understanding Service
Provider Routing Protocols)
A) false
B) true

Q5)  Regarding OSPF and IS-IS routing protocols, which two statements about link cost are
true? (Choose two.) (Source: Understanding Service Provider Routing Protocols)
A) IS-IS link cost is calculated based on bandwidth.
B) IS-IS link cost defaults to 10.
O) OSPF link cost is calculated based on bandwidth.
D) OSPF link cost defaults to 100.

Q6)  BGP sessions are established over TCP using port number 179. (Source: Understanding
Service Provider Routing Protocols)
A) false
B) true
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Module Self-Check Answer Key

Q)
Q2)
Q3)
Q4)
Q5)
Qo)

B,C
B,C
D

A
B.C
B
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Module 2

Implement OSPF in the
Service Provider Network

Overview

This module examines Open Shortest Path First (OSPF), which is one of the most commonly
used interior gateway protocols in service provider networks. OSPF is an open-standard
protocol that is based primarily on RFC 2328, with some enhancements for IPv6 that are based
on RFC 2740. OSPF is a complex protocol that is made up of several protocol handshakes,
database advertisements, and packet types.

Configuration and verification of OSPF in a Cisco I0S, I0S XE, or IOS XR router is a primary
learning objective of this module. The lessons in the module describe steps needed to
implement OSPF in a service provider network.

Module Objectives

Upon completing this module, you will be able to build a scalable multiarea network with
OSPF in a service provider environment. This ability includes being able to meet these
objectives:

m  Describe OSPF routing functions and the importance of OSPF in a service provider
network

m  Describe how OSPF improves packet processes and optimizes routing performance in a
service provider network

m  Describe implementation steps needed to enable OSPF in a service provider network

m  Describe OSPF area types and explain the importance of OSPF route summarization in a
service provider network
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Lesson 1

Introducing OSPF Routing

Overview

Open Shortest Path First (OSPF) is one of the most commonly used IP routing protocols in
networking. It is an open standard that is used by both enterprise and service provider networks.

This lesson introduces each of the major characteristics of the OSPF routing protocol, including
a description of link-state routing protocols, the OSPF hierarchical structure, link-state
adjacencies, and Shortest Path First (SPF) calculations.

Objectives

Upon completing this lesson, you will be able to describe OSPF routing functions and the
importance of OSPF in a service provider network. This ability includes being able to meet
these objectives:

Describe OSPF in the Cisco IP Next-Generation Network (Cisco IP NGN)
Describe the key characteristics of OSPF and OSPFv3

Describe how OSPF routes are created

Describe the data structures used by OSPF

Describe the two-tier hierarchy structure of OSPF, including the characteristics of transit
areas and regular areas, and the terminology that is used

Describe the area hierarchical structure of OSPF in a service provider environment
Describe OSPF LSA types

Describe OSPF stub areas

Describe OSPF Not-So-Stubby Areas (NSSA)

Describe how routers establish OSPF neighbor adjacencies and exchange LSAs
Describe how OSPF calculates the best path to a network

Describe the OSPF metric

Describe how the link state database (LSDB) is constructed

Describe how LSAs age

Describe how to interpret content of the OSPF LSDB

Describe the OSPF LSDB for intra-area routing
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m  Describe the OSPF LSDB for inter-area routing

m  Describe the OSPF LSDB for external routes

m  Describe the OSPF LSDB for virtual links

m  Describe how to interpret the routing table entries for OSPF learned routes
m  Describe how costs are calculated for external routes

m  Describe the OSPF LSDB overload protection feature
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OSPF in the Cisco IP NGN Architecture

This topic describes OSPF in the Cisco [P Next-Generation Network (Cisco I[P NGN).

Cisco IP NGN Infrastructure Layer

The OSPF routing protocol used in service provider environments focuses
on the IP infrastructure layer of the Cisco IP NGN, and service provider
IP edge and core devices.
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The OSPF is a popular IP routing protocol in the service provider environment and focuses on
routing in the IP infrastructure layer of the Cisco IP NGN. The OSPF protocol can be found on
the IP edge and core devices and is responsible for service provider internal routing.
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OSPF and OSPFv3 Key Characteristics

This topic describes the key characteristics of OSPF and OSPFv3.

OSPF and OSPFv3 Key Characteristics

* OSPFv3 is an implementation of the OSPF routing protocol
for IPv6.

* OSPFv2 (for IPv4 networks) and OSPFv3 run independently
on a network device.
* OSPFv3 has the same key capabilities as OSPFv2:

- Multiarea network design with Area Border Routers (ABRs) that
segment the network

- Shortest Path First algorithm for optimum path calculation
- Special area types and sophisticated handling of external routes

- Summarization on area borders simplifies network designs (stub
areas)

OSPF segments the network into multiple areas, which communicate through Area Border
Routers (ABRs). This approach allows greater scalability and relieves the routers from running
route calculations for events that are not in their area. Only ABRs need to know the exact
topology of all attached areas. These routers send appropriate routes as interarea routes.

OSPF manages external routes differently than internal routes. The routes are propagated across
all areas in a special update packet, and distinguished in the routing table.

Special area types, such as stub areas and not-so-stubby areas (NSSAs), allow for managing
external routes and summarization. The core algorithm for best-path calculation is the Shortest
Path First, or Dijkstra’s algorithm. This algorithm is run every time that there is a topology
change in the area. Open Shortest Path First version 3 (OSPFv3) is a complete rewrite of the
OSPF protocol to support IPv6. The foundation remains the same in [Pv4 and OSPF version 2
(OSPFv2). OSPFv3 and OSPFv2 run independently on a network device.

The OSPFv3 metric is based on interface costing. The packet types and neighbor discovery
mechanisms are the same in OSPFv3 and OSPFv2. OSPFv3 also supports the same interface
types, including broadcast, point-to-point, point-to-multipoint, nonbroadcast multiaccess, and
virtual links.
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OSPF Route Entry Creation

This topic describes how OSPF routes are created.

OSPF Route Entry Creation

% &S @ The shortest path to the
H destination is the lowest
total sum of metrics.

Link-State Database

Received LSA Run Dijkstra’s Best pgths are
updates algorithm placed in the IP
routing table

—> SPF Tree = |P Routing Table

10.0.0.0/32 is subnetted, 13 subnets
o 10.3.1.1 [110/5] via 192.168.22.2, 3d02h, GigabitEthernet0/0/3
o 10.4.1.1 [110/3] via 192.168.22.2, 4d04h, GigabitEthernet0/0/3
Link ID ADV Router Age Seq# Checksum Link count
10.3.1.1 10.3.1.1 255 0x80000393 0x00CE60 2
10.4.1.1 10.4.1.1 674 0x800000B7 0x009A4F 2

The need to overcome the limitations of distance vector routing protocols led to the
development of link-state routing protocols. By using link-state advertisements (LSAs), each
router builds its own view of the network and also maintains a list of neighbors, a list of all
routers in the area, and a list of the best paths to each destination. OSPF is classified as a link-
state routing protocol because of the manner in which it distributes routing information and
calculates routes.

Link-state routing protocols generate routing updates only when a change occurs in the network
topology. When a link changes state, the device that detected the change creates an LSA
concerning that link.

The LSA is propagated to all neighboring devices using a special multicast address. Each
routing device creates a copy of the LSA, updates its link-state database (LSDB), and forwards
the LSA to all neighboring devices within an area. This flooding of the LSA ensures that all
routing devices update their databases before updating routing tables to reflect the new
topology.

The LSDB is used to calculate the best paths through the network. Link-state routers find the
best paths to a destination by applying Dijkstra’s algorithm, also known as SPF, against the
LSDB to build the SPF tree. The best paths are then selected from the SPF tree and placed in
the routing table.

OSPF and Intermediate System-to-Intermediate System (IS-IS) are examples of link-state
routing protocols.
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OSPF Data Structures

This topic describes the data structures used by OSPF.

OSPF Data Structures

* Link-state routers recognize more information about the network than
their distance vector counterparts.

- Neighbor table (the adjacency database)
- Topology table (the LSDB)
- Routing table (the forwarding database)
» Each router has a full picture of the topology.
* Link-state routers tend to make more accurate decisions.

Link-state routing protocols collect routing information from all other routers in the network or
from within a defined area of the network. When link-state routing protocols have collected this
information from all routers, each router independently calculates its best path to all
destinations in the network, using Dijkstra’s algorithm.

Incorrect information from any particular router is less likely to cause confusion, because each
router maintains its own view of the network.

For consistent routing decisions to be taken by all the routers in the network, each router must
keep a record of the following information:

m Its immediate neighbor routers: If the router loses contact with a neighboring router,
within a few seconds, it will invalidate all paths through that router and recalculate its paths
through the network. Adjacency information about neighbors is stored in the neighbor
table, also known as an adjacency database, in OSPF.

m  All the other routers in the network, or in its area of the network, and their attached
networks: The router recognizes other routers and networks through LSAs, which are
flooded through the network. LSAs are stored in a topology table, also called an LSDB.
The LSDB is identical for all OSPF routers in an area. The memory resources that are
needed to maintain these tables represent one drawback to link-state protocols.

m  The best path to each destination: Each router independently calculates the best paths to
each destination in the network, using Dijkstra’s algorithm. The best paths are then offered
to the routing table or forwarding database. Packets arriving at the router are forwarded
based on the information that is held in the routing table. Each router is able to
independently select a loop-free and efficient pathway. This benefit overcomes the “routing
by rumors” limitation of distance vector routing.

2-8 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc.

https://t.mel/learningnets



Structure of OSPF Network

This topic describes the two-tier hierarchy structure of OSPF, including the characteristics of
transit areas and regular areas, and the terminology that is used.

Area Terminology and Router Types

+ ABR: Area Border Router

* Internal router

» ASBR: Autonomous System Boundary Router
+ Backbone router

External Routing Domain )

e OSPF Domain
Area 0

Backbone Router

Internal
Routers

P~ ~%
e Internal
Routers

All OSPF areas and routers running the OSPF routing protocol compose the OSPF autonomous
system. Routers that make up nonbackbone (normal) areas are known as internal routers and
they have all interfaces in one area only. Routers that make up Area 0 are known as backbone
routers (internal routers in backbone). OSPF hierarchical networking defines Area 0 as the core.
All other areas connect directly to backbone Area 0. An Area Border Router (ABR) connects
Area 0 to the nonbackbone areas. An OSPF ABR plays an important role in network design and
has interfaces in more than one area. An ABR has the following characteristics:

m [t separates LSA flooding zones.

m [t becomes the primary point for area address summarization.

m It functions regularly as the source for default routes.

® [t maintains the LSDB for each area with which it is connected.

The ideal design is to have each ABR connected to two areas only, the backbone and another
area, with three areas being the upper limit.

An Autonomous System Boundary Router (ASBR) connects any OSPF area to a different
routing administration (such as Border Gateway Protocol [BGP] or Enhanced Interior Gateway
Routing Protocol [EIGRP]). The ASBR is the point where external routes can be redistributed
into OSPF.
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To sum up, in order to separate LSA flooding zones, OSPF defines these main router types:

m  Internal router: This type of router resides inside any area and is a member of one area
only.

m  Area Border Router (ABR): This type of router is a member of more than one area. As a
border router, it has the ability to control routing traffic from one area to another. Different
types of LSAs are exchanged between areas. ABRs can transmit these LSAs, or block them
and send default routes instead.

m  Autonomous System Boundary Router (ASBR): This type of router is used to insert
external routing information from another non-OSPF autonomous system. ASBR routers
generate external LSAs, which can be blocked by ABR routers.
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OSPF Areas

» Backbone area—Area 0

* Regular nonbackbone area

+ Stubby area or totally stubby area

* Not-so-stubby area (NSSA) or totally NSSA

4 OSPF Domain \
( p—— Area 0
Summaries Summaries Default route only Summaries Default route
External routes Default route Default route
~c
Regula Stubby Totally NSSA Totally
Area Area Stubby NSSA
Area
\ External routes External routes External routes—l
External Routing Domain

In general, there are six different types of areas:

m  Backbone area or Area 0, which typically carries all the routing information
m  Regular nonbackbone areas

m  Stubby areas that do not originate or receive any external routes

m  Totally stubby areas that do not originate (redistribution for other protocols) or receive any
external routes or summaries (only the default route)

m  Not-so-stubby areas (NSSAs) that can originate external routes (redistribution for other
protocols) but do not receive them from other OSPF areas

m  Totally NSSAs that can originate external routes (redistribution for other protocols) but do
not receive them from other areas, nor do they receive summaries (only the default route)
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Hierarchical Structure of OSPF in Service Provider
Environment

This topic describes the area hierarchical structure of OSPF in a service provider environment.

Hierarchical Structure of OSPF in Service Provider
Environment

* Link-state routing requires a hierarchical network structure.
* OSPF area characteristics:
- Minimizes routing table entries
- Localizes impact of a topology change (link flapping) within an area
- Detailed LSA flooding stops at area boundary

/ OSPF Domain \

)

In small networks, the web of router links is not complex and paths to individual destinations
are easily deduced. However, in large service provider networks, the web is highly complex
and the number of potential paths to each destination is large. Therefore, the Dijkstra
calculations that compare all these possible routes can be complex and can take a significant
amount of time to complete. All routers must keep a copy of the LSDB—the more OSPF
routers, the larger the LSDB. It can be advantageous to have all information in all routers, but
this approach does not scale to large network sizes.

OSPF routing protocol reduces the size of the Dijkstra calculations by partitioning the network
into areas. The number of routers in an area and the number of LSAs that flood within the area
are small, which means that the link-state or topology database for an area is small.
Consequently, the Dijkstra calculation is easier and takes less time. Routers inside an area
maintain detailed information about the links and only general or summary information about
routers and links in other areas.

When a router or link fails, that information is flooded along adjacencies only to the routers in
the local area. Routers outside the area do not receive this information. By maintaining a
hierarchical structure and limiting the number of routers in an area, an OSPF autonomous
system can scale to very large sizes.
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OSPF areas require a hierarchical structure, meaning that all areas must connect directly to
Area 0, backbone. In the figure, notice that links between Area 1 routers and Area 2, 3, or 4
routers are not allowed.

Traditional design guidelines encouraged usage of OSPF areas. By using multiarea design, you
can limit the influence of link flaps (links repeatedly going up and down) and minimize routing
table size. You can also take advantage of filtering capabilities on ABRs and contain flooding
of link-state advertisements (LSAs) to a small number of routers.

On the other hand, modern networks use the opposite approach, called single-area design. You
can take advantage of optimal routing because each router sees a complete topology, which is
not the case in multiarea design. Currently, unstable links, CPU power, and memory resources
are not such concerns as they were in the past. Single-area OSPF design provides support for
simplified Cisco MPLS Traffic Engineering (MPLS TE) implementation.
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OSPF LSA Types

This topic describes OSPF LSA types.

LSA Types

1 Router LSAs Router LSAs

2 Network LSAs Network LSAs

3 Summary LSAs Interarea-prefix LSAs for ABRs

4 Summary LSAs Interarea-router LSAs for ASBRs

5 External LSAs AS-external LSAs

6 Multicast OSPF LSAs Group membership LSAs

7 LSAs defined for NSSA Type-7 LSAs

8 External attribute LSAs for BGP Link LSAs

9 Opaque LSAs Intra-area-prefix LSAs
10,11 Opaque LSAs Opaque LSAs

LSAs are the building blocks of the OSPF LSDB. Individually, they act as database records. In
combination, they describe the entire topology of an OSPF network or area. The following are

descriptions of each type of LSA. LSA types 1 through 5 and 7 are explained in more detail in

the following pages. Most LSA functionality in OSPFv3 is the same as that in OSPFv2, with a
few exceptions. In addition, OSPFv3 has two new LSA types to improve OSPF scalability.

m  Type 1: Every router generates router link advertisements for each area to which it
belongs. Router link advertisements describe the state of the router links to the area and are
flooded only within that particular area. For all types of LSAs, there are 20-byte LSA
headers. One of the fields of the LSA header is the link-state ID. The link-state ID of the
type 1 LSA is the originating router ID.

In OSPFv3, router interface information may be spread across multiple router LSAs.
Receivers must concatenate all router LSAs originated by a given router when running the
SPF calculation. In OSPFv3, router LSAs contain no address information. An OSPFv3
router originates a new link LSA for each link to which it is attached. This new link LSA is
a type 8 LSA and provides the router link-local address and other addresses on this link.

m  Type 2: Designated routers (DRs) generate network link advertisements for multiaccess
networks, which describe the set of routers that are attached to a particular multiaccess
network. Network link advertisements are flooded in the area that contains the network.
The link-state ID of the type 2 LSA is the IP interface address of the DR.

In OSPFv3, network LSAs have no address information and are network-protocol-
independent.

In OSPFv3, router LSAs and network LSAs do not carry any route information. Route
information is carried by the new type 9 intra-area-prefix LSAs.
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m  Types 3 and 4: ABRs generate summary link advertisements. Summary link
advertisements describe the following interarea routes:

—  Type 3 describes routes to networks and aggregates routes.
—  Type 4 describes routes to ASBRs.

The link-state ID is the destination network number for type 3 LSAs and the router ID of
the described ASBR for type 4 LSAs.

These LSAs are flooded throughout the backbone area to the other ABRs. The link entries
are not flooded into totally stubby areas or NSSAs. In OSPFv3, addresses for these LSAs
are expressed as prefix, prefix length instead of address, mask. The default route is
expressed as a prefix with length 0.

m  Type 5: ASBRs generate AS external link advertisements. External link advertisements
describe routes to destinations that are external to the AS and are flooded everywhere
except for stub areas, totally stubby areas, NSSAs, and totally NSSAs. The link-state ID of
the type 5 LSA is the external network number.

In OSPFv3, addresses for these LSAs are expressed as prefix, prefix length instead
of address, mask. The default route is expressed as a prefix with length 0.

m  Type 6: Type 6 LSAs are specialized LSAs that are used in multicast OSPF applications.
m  Type 7: Type 7 LSAs are used in NSSAs for external routes.

m  Type 8: Type 8 LSAs are specialized LSAs that are used in internetworking OSPF and
BGP. In OSPFv3, link LSAs (type 8) have link-local flooding scope and are never flooded
beyond the link with which they are associated. Link LSAs provide the link-local address
of the router to all other routers attached to the link, inform other routers that are attached
to the link of a list of prefixes to associate with the link, and allow the router to assert a
collection of Options bits to associate with the network LSA that will be originated for the
link.

m  Types 9, 10, and 11: The opaque LSAs, types 9, 10, and 11, are designated for future
upgrades to OSPF for application-specific purposes. For example, Cisco uses opaque LSAs
for Multiprotocol Label Switching (MPLS) with OSPF. Standard LSDB flooding
mechanisms are used for distribution of opaque LSAs. Each of the three types has a
different flooding scope.

In OSPFv3, a router can originate multiple intra-area-prefix LSAs (type 9) for each router
or transit network, each with a unique link-state ID. The link-state ID for each intra-area-
prefix LSA describes its association to either the router LSA or the network LSA and
contains prefixes for stub and transit networks.
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OSPF Stub Areas

This topic describes OSPF stub areas.

OSPF Stub Areas

+ Stub Area:
- No external routes

Interarea Route
(LSA3) Passed
Intra-Area Route
(LSA1)

NV

Stub Area

Backbone )

External Route
(LSA5) Blocked

- Interarea routes present
- Intra-area routes present

- Default route generated

| default route generated instead |

+ Totally Stubby Area (stub no-summary):
- No external routes

Interarea Route
(LSA3) Blocked

Intra-Area Route
N, Stub Area
\ o~

- No interarea routes

- Intra-area routes present
- Default route generated

- Cisco proprietary feature

External Route
(LSA5) Blocked

| default route generated instead I

A backbone area is responsible for distributing routing information between multiple areas of
an autonomous system. OSPF routing occurring outside of an area is called interarea routing.

The backbone itself has all the properties of an area. It consists of ABRs, routers, and networks
only on the backbone. Area 0 is an OSPF backbone area. Any OSPF backbone area has a
reserved area ID of 0.0.0.0.

Configuring a stub area reduces the size of the LSDB inside the area, resulting in reduced
memory requirements for routers in that area. External network LSAs (type 5), such as those
redistributed from other routing protocols into OSPF, are not permitted to flood into a stub area.
Routing from these areas to the outside is based on a default route (0.0.0.0/0). If a packet is
addressed to a network that is not in the routing table of an internal router, the router
automatically forwards the packet to the ABR, which sends a 0.0.0.0/0 LSA. Forwarding the
packet to the ABR allows routers within the stub to reduce the size of their routing tables,
because a single default route replaces many external routes.

The totally stubby area technique is a Cisco proprietary enhancement that further reduces the
number of routes in the routing table. A totally stubby area is a stub area that blocks external
type 5 LSAs as well as summary type 3 and type 4 LSAs (interarea routes) from entering the
area. Because it blocks these routes, a totally stubby area recognizes only intra-area routes and
the default route of 0.0.0.0/0. ABRs inject the default summary link 0.0.0.0/0 into the totally
stubby area. Each router picks the closest ABR as a gateway to everything outside the area.
Totally stubby areas minimize routing information further than stub areas and increase the
stability and scalability of OSPF internetworks. Using totally stubby areas is typically a better
solution than using stub areas, as long as the ABR is a Cisco router.

2-16 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc.

https://t.mel/learningnets



OSPF Not-So-Stubby-Areas

This topic describes OSPF Not-So-Stubby Areas (NSSA).

OSPF Not-So-Stubby Areas

Inter Area Route
« NSSA: (LSA3) Passed
NSSA Backbone
H Intra Area Route
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The not-so-stubby areas are characterized as follows:

m  NSSA: The OSPF NSSA feature is a nonproprietary extension of the existing stub area
feature that allows the injection of external routes in a limited fashion into the stub area.
Redistribution into an NSSA creates a special type of LSA known as a type 7 LSA, which
can exist only in an NSSA. An NSSA ASBR generates this LSA, and an NSSA ABR
translates it into a type 5 LSA, which gets propagated into the OSPF domain. Type 7 LSAs
have a propagate (P) bit in the LSA header to prevent propagation loops between the NSSA
and the backbone area. Routes redistributed by an NSSA router internal to the area will
have the P bit set. The type 7 LSAs will be converted to type 5 LSAs by the ABRs for the
area and propagated to the rest of the network. The P bit is not set only when the NSSA
ASBR and NSSA ABR are the same router for the NSSA. Routes redistributed locally on
the NSSA ASBR or ABR are injected directly into the backbone as type 5 LSAs and into
the NSSA area as type 7 LSAs. To prevent the routes in these type 7 LSAs leaking into the
backbone through another ABR for the NSSA area, the P bit is cleared. In this way, the
potential for routing loops is reduced. The NSSA retains the other stub area features, and
the ABR sends a default route into the NSSA instead of external routes from other ASBRs.
The type 7 LSA is described in the routing table as an O N2 or O N1 (N means NSSA). N1
means