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Welcome to Cisco Systems Learning. Through the Cisco Learning Partner Program, 
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final day of class, your instructor will provide you with a URL directing you to a short 
post-course evaluation. If there is no Internet access in the classroom, please complete 
the evaluation within the next 48 hours or as soon as you can access the web.  

On behalf of Cisco, thank you for choosing Cisco Learning Partners for your 
Internet technology training.  
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SPROUTE 

Course Introduction 

Overview 
Deploying Cisco Service Provider Network Routing (SPROUTE) 1.01 is an instructor-led course 
presented by Cisco Learning Partners for their end-user customers. This five-day course 
provides network engineers and technicians with the knowledge and skills that are necessary to 
implement and support a service provider network. 

The SPROUTE course is designed to provide professionals in the service provider network 
with information on the use of routing for implementing scalability with Cisco routers. The 
goal is to train professionals and dramatically increase the number of routers and sites that are 
using these techniques. 

The course also includes classroom activities and lab exercises on remote equipment. These 
activities provide practical skills in deploying Cisco IOS/IOS XE and Cisco IOS XR features to 
operate and support a service provider network. 
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Learner Skills and Knowledge 
This subtopic lists the skills and knowledge that learners must possess to benefit fully from the 
course. The subtopic also includes recommended Cisco learning offerings that learners should 
first complete to benefit fully from this course. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—3

• Students considered for this training will have attended the following 
classes or obtained equivalent level training:

- SPNGN1, Building Cisco Service Provider Next-Generation Networks, Part 1

- SPNGN2, Building Cisco Service Provider Next-Generation Networks, Part 2
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Course Goal and Objectives 
This topic describes the course goal and objectives. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—4

To train service provider 
network professionals on 
the techniques to plan, 
implement, and monitor a 
scalable IP routing

 

Upon completing this course, you will be able to meet these objectives: 

 Identify the typical routing requirements, and list the routing protocols that are used in 
service provider networks 

 Describe the steps that are needed to implement OSPF in a service provider network 

 Describe the importance of the Integrated IS-IS routing protocol for internal routing, and 
list the steps to follow when you are implementing Integrated IS-IS in a service provider 
network 

 Implement BGP to connect an enterprise to a service provider, and to connect a service 
provider to an upstream service provider 

 Describe the tools that are used for routing protocol manipulation, route redistribution, and 
BGP route selection 
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Course Flow 
This topic presents the suggested flow of the course materials. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—5

A
M

P
M

Day 1 Day 2 Day 3 Day 4 Day 5

Course
Introduction

Module 2
(Cont.)

Module 3
(Cont.)

Module 5:
Routing 

Protocol Tools 
and Route 

Manipulation

Module 5
(Cont.)

Module 1:
Service 
Provider 
Routing

Lunch

Module 2:
Implement 

OSPF in the 
Service 
Provider 
Network

Module 2
(Cont.)

Module 4:
Implement 
BGP in the 

Service 
Provider 
Network

Module 5
(Cont.)

Module 5
(Cont.)

Module 3: 
Implement 

Integrated IS-IS 
in the Service 

Provider 
Network

 

The schedule reflects the recommended structure for this course. This structure allows enough 
time for the instructor to present the course information and for you to work through the lab 
activities. The exact timing of the subject materials and labs depends on the pace of your 
specific class. 
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Additional References 
This topic presents the Cisco icons and symbols that are used in this course, as well as 
information on where to find additional technical references. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—6

Cisco IOS Router

Server
Network
Cloud

Workgroup 
Switch

Multilayer 
Switch

Laptop

Cisco IOS XE Router Cisco IOS XR Router

 

Cisco Glossary of Terms 
For additional information on Cisco terminology, refer to the Cisco Internetworking Terms and 
Acronyms glossary of terms at 
http://docwiki.cisco.com/wiki/Internetworking_Terms_and_Acronyms_%28ITA%29_Guide. 
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Your Training Curriculum 
This topic presents the training curriculum for this course. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—7

www.cisco.com/go/certifications

Cisco Certifications

 

You are encouraged to join the Cisco Certification Community, a discussion forum open to 
anyone holding a valid Cisco Career Certification (such as Cisco CCIE®, CCNA®, CCDA®, 
CCNP®, CCDP®, CCIP®, CCVP®, or CCSP®). It provides a gathering place for Cisco certified 
professionals to share questions, suggestions, and information about Cisco Career Certification 
programs and other certification-related topics. For more information, visit 
http://www.cisco.com/go/certifications. 
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Your Training Curriculum 
This topic presents the training curriculum for this course. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—8

Professional

Expert

Architect

Associate

Entry

Expand Your Professional Options and Advance Your Career

Cisco CCNP Service Provider

Deploying Cisco Service Provider Network Routing 
(SPROUTE)

Deploying Cisco Service Provider Advanced 
Network Routing (SPADVROUTE)

Implementing Cisco Service Provider Next-
Generation Core Network Services (SPCORE) 

Implementing Cisco Service Provider Next-
Generation Edge Network Services (SPEDGE) 

www.cisco.com/go/certifications
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Module 1 

Service Provider Routing 

Overview 
This module identifies the typical routing requirements and lists the routing protocols in service 
provider networks. 

Module Objectives 
Upon completing this module, you will be able to identify the main characteristics of routing 
protocols used in a service provider environment. This ability includes being able to meet this 
objective: 

 Describe service provider routing protocols 
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Lesson 1  

Understanding Service 
Provider Routing Protocols 

Overview 
This lesson describes the main characteristics of routing protocols that are used in service 
provider environments. The lesson describes how a service provider ensures IP connectivity to 
the Internet, for end customers and other service providers. The lesson explains the need to 
exchange Internet routing information via Border Gateway Protocol (BGP). On the other hand, 
interior gateway protocols (IGPs) are responsible for providing IP connectivity within an 
autonomous system (AS). The most common IGP protocols in a service provider network are 
Open Shortest Path First (OSPF) and Intermediate System-to-Intermediate System (IS-IS), 
which will be briefly described, as well as the BGP routing protocol. 

Objectives 
Upon completing this lesson, you will be able to identify the main characteristics of routing 
protocols used in service provider environments. This ability includes being able to meet these 
objectives: 

 Describe the Cisco IP Next Generation Network architecture 

 Describe the characteristics and requirements for routing protocols in service provider 
environments 

 Describe interior gateway protocols 

 Provide a routing example 

 Describe the characteristics of OSPF in service provider environments 

 Describe link-state data structures 

 Describe area terminology and router types 

 Describe OSPF Areas 

 Describe OSPF metrics 

 Describe typical OSPF designs 

 Describe the characteristics of IS-IS in service provider environments 

 Describe IS-IS hierarchical design 
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 Describe the characteristics of IS-IS 

 Describe IS-IS router and link types 

 Describe the characteristics of BGP in service provider environments 

 Describe BGP architecture 

 Describe the characteristics of BGP 

 Describe BGP AS numbers 

 Describe how BGP sessions are established 

 Describe how BGP can be used in various customer connections 
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Cisco IP NGN Architecture 
This topic describes the Cisco IP Next Generation Network architecture. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—1-4

• The Cisco IP NGN is a next-generation service provider infrastructure 
for video, mobile, and cloud or managed services.

• It provides an all-IP network for services and applications, regardless of 
access type.

IP Infrastructure Layer

Application Layer

Services Layer

Mobile 
Access

Business 
Access

Residential 
Access

Mobile 
Services

Cloud 
Services

Video 
Services

Access Aggregation IP Edge Core

 

The Cisco IP Next-Generation Network (Cisco IP NGN) architecture enables service providers 
to develop fixed and mobile convergence, starting with the transport in the access, aggregation, 
and core networks. The Cisco IP NGN targets service providers that have an existing 
centralized wireline services edge network, and that are willing to maintain and evolve this 
network layer. 

The Cisco IP NGN architecture consists of a flexible, comprehensive, and generic framework 
that is structured around common layers in the service provider networks: customer premises, 
access network, aggregation network, edge network, core network, network management, and 
network admission. The access, aggregation, and core layers are used for transport of mobile, 
video, and cloud-managed services. 

The purpose of the Cisco IP NGN networks is to provide all-IP transport for services and 
applications, regardless of access type. IP infrastructure, service, and application layers are 
separated in Cisco IP NGN networks, enabling the addition of new services and applications 
without changes in the transport network. 
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• Routing protocols used in service provider environments focus on the
IP infrastructure layer of the Cisco IP NGN.

• Routing protocols used in service provider environments focus on 
service provider core and edge devices and customer devices.

IP Infrastructure Layer

Access
Aggregation

IP Edge
Core

Residential

Mobile Users

Business

Access Aggregation IP Edge Core

 

Routing protocols are used to carry information about IP networks between routers. Routing 
protocols are part of the IP infrastructure layer of the Cisco IP NGN, and are used on service 
provider core and edge routers, as well as customer routers. 
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Overview of Routing Protocols 
This topic describes the characteristics and requirements for routing protocols in service 
provider environments. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—1-6

• High-level objective:

- Provide connectivity to the Internet for end customers and subordinate ISPs

- Optionally, provide transit connectivity between service providers
(that are Tier 1 ISPs)

SPSP

Customer CustomerCustomer Customer

Transit connectivity 
in Tier 1 ISPs

Customer Internet 
Access

SP Network

 

Depending on the type of service provider, there are many different connectivity requirements 
that can be summarized as follows: 

 Provide Internet connectivity to end customers or subordinate ISPs 

 Provide transit connectivity to peering (Tier 1) and subordinate ISPs (Tier 2) 

In addition, you must consider local routing within the service provider network to ensure 
reachability for all local addresses. 
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© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—1-7

• IGP: exchange local routing information

• BGP: exchange external routing information

BGP

SP Network

SPSP

Customer CustomerCustomer Customer

BGP

BGP

IGP

Exchange internal
routing information

Exchange 
external routing 
information

SP = service provider

 

BGP is used to exchange the Internet routing information with other ISPs and the customers 
who require the information. BGP can be configured to only propagate a default route (for 
example, for customers), a portion of the complete Internet routing table (for example, for 
multihomed customers), or the entire Internet routing table (for example, for multihomed 
customers and subordinate ISPs). 

An IGP is used to provide connectivity within an AS. The most important function of an IGP is 
to provide reachability of BGP neighbors and BGP next-hop addresses. 
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Routing tasks:
• IGP provides reachability for:

- BGP next-hop addresses (typically directly connected edge subnets)

- BGP neighbors

• BGP provides reachability to remote destinations through next-hop 
addresses:

- External BGP sessions with customers and other ISPs

- Internal BGP session within an autonomous system (administrative domain)

Autonomous System

EBGP EBGPIBGP

IGP IGP IGP

 

There are two characteristics of BGP that require the assistance of an IGP: 

 BGP next-hop addresses do not change as the BGP routes are propagated through an AS. 

 Internal BGP neighbors can be several hops away. (External BGP neighbors are typically 
reachable through a directly connected edge subnet.) 

An IGP is therefore needed to propagate the following: 

 Next-hop addresses (IP addresses of external BGP neighbors) throughout the AS 

 IP addresses of internal BGP neighbors (typically, loopback addresses) 

The simplified illustration shows the three components in a service provider routing 
environment: 

 External BGP (EGBP) sessions with other autonomous systems to exchange the Internet 
routing information 

 Internal BGP (IGBP) sessions to carry external routing information across the service 
provider AS to all routers that require it 

 IGP to provide the reachability of next-hop and neighbor addresses 
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Interior Gateway Protocols 
This topic describes interior gateway protocols. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—1-9

• Scalable routing protocols for ISP backbones:

- Open Shortest Path First (OSPF)

- Intermediate System-to-Intermediate System (IS-IS)

- Enhanced Interior Gateway Routing Protocol (EIGRP)

• OSPF and IS-IS are the recommended choices:

- Standard protocols

- Support additional features required in MPLS-enabled networks

 

There are three routing protocols that satisfy the main service provider scalability and 
performance requirements for an IGP: 

 OSPF 

 IS-IS 

 Enhanced Interior Gateway Routing Protocol (EIGRP) 

Most service providers today use either OSPF or IS-IS for two reasons: 

 EIGRP is Cisco proprietary and may hinder interoperability with devices from other 
vendors. 

 Cisco Multiprotocol Label Switching Traffic Engineering (Cisco MPLS TE) requires help 
of a link-state protocol, while EIGRP is a distance-vector protocol. 
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Routing Example 
This topic provides a routing example. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—1-10

Part 1: BGP
1. R1 receives an external BGP update: 209.165.201.0/24; next hop is 

192.168.200.2.

2. R4 receives an internal BGP update:

- By default, next-hop address does not change.

- Optionally, BGP on R1 can be configured to change the next-hop address to 
its own address (typically a loopback address).

3. R4 forwards the update and changes the next-hop address to 192.168.11.1.

209.165.201.0/24
NH= 192.168.200.2

209.165.201.0/24
NH= 192.168.11.1

EBGP EBGPIBGP

IGP IGP IGP

209.165.201.0/24
NH= 192.168.200.2

R1R2R3R4

192.168.200.2192.168.11.1 10.1.1.1

NH = next hop

 

The figure illustrates a sample network where a route is received from an AS over an EBGP 
session. The route is then forwarded to all other internal routers over an IBGP session. Egress 
routers will forward the route to other external neighbors. 

Note that the next-hop address in the update does not change as the update is forwarded to an 
internal neighbor. This is the default behavior. Alternatively, if router R1 is configured with the 
next-hop-self feature, R1 would change the next-hop attribute to its loopback address that is 
used as the source address for the IBGP session to R4. 

After R4 sends the update out to an external neighbor, it will change the next-hop address to its 
own IP address used for the EBGP session with the external neighbor. This is the default 
behavior. 
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Part 2: IGP 
• R1 propagates the BGP next-hop address to all routers in the domain:

- Edge subnet (192.168.200.0/30) for reachability of external BGP next-hop 
addresses

- Loopback address (10.1.1.1/32) for reachability of internal BGP neighbors

• R2 and R3 forward the information:
- Unchanged (required if the network also uses MPLS-based services such as 

MPLS VPNs and Cisco MPLS TE)

- Optionally, summarization can be used within IGP for optimization

EBGP EBGPIBGP

IGP IGP IGP

192.168.200.0/30
10.1.1.1/32

192.168.200.0/30
10.1.1.1/32

192.168.200.0/30
10.1.1.1/32

R1R2R3R4

10.1.1.1 192.168.200.2192.168.11.1

 

The figure (part 2 of this example) illustrates the required functionality of an IGP in order to 
support the BGP functionality. 

The IGP is propagating two important addresses throughout the AS: 

 The IP address of the external neighbor, which is also the next-hop address that is carried 
within BGP updates coming from the external neighbor. Note that this part is optional if 
you use the alternative method (using the next-hop-self feature). 

 The loopback IP address of the ingress BGP router that is used for all IBGP sessions. 

If the same service provider network is also used to provide other services, such as MPLS-
based virtual private networks (VPNs) or Cisco MPLS TE, it is important not to summarize the 
next-hop IP addresses in the backbone, because that would break MPLS label-switched paths 
(LSPs). 
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Part 3: Routing Table 

End-to-end connectivity is provided thorough recursive routing 
table lookups (optimized by Cisco Express Forwarding): 
• BGP for end prefixes

• IGP for BGP next-hop reachability

209.165.201.0/24
NH= 192.168.200.2

209.165.201.0/24
NH= 192.168.11.1

EBGP EBGPIBGP

IGP IGP IGP

209.165.201.0/24
NH= 192.168.200.2

10.1.1.1 192.168.200.2192.168.11.1

192.168.200.0/30
10.1.1.1/32

192.168.200.0/30
10.1.1.1/32

192.168.200.0/30
10.1.1.1/32

BGP: 209.165.201.0/24  192.168.200.2
IGP: 192.168.200.0/30  R3

Conn.: R3  interface x

BGP: 209.165.201.0/24  192.168.200.2
IGP: 192.168.200.0/30  R2

Conn.: R2  interface x

BGP: 209.165.201.0/24  192.168.200.2
IGP: 192.168.200.0/30  R1

Conn.: R1  interface x

BGP: 209.165.201.0/24 192.168.200.2
Conn.: 192.168.200.0/30

R1R2R3R4

 

The figure (part 3 of this example) illustrates the final result of BGP and IGP routing 
information propagation as reflected by the routing table. A recursive set of routes can be 
observed in the routing tables of all routers: 

Note The router will look up the route to the address with BGP and get a next hop, then look up 

the route to the next hop, which is learned from the IGP (or static routes). 

 External BGP routes point to BGP next-hop addresses. Router R1 receives multiple 
external routes, which all use the same next-hop address that is the interface address of the 
external BGP peer. 

 BGP next-hop addresses point to these peers: 

— Directly connected external peer on ingress edge routers (router R1 in the example) 

— Nonadjacent addresses reachable via the IGP (R2, R3, and R4 in the example require 
reachability to the BGP next-hop address via the IGP.) 

 IGP peers are reachable through an attached link. 

Note For performance reasons, routers do not perform recursive lookup when forwarding packets. 

Cisco Express Forwarding is used to optimize the forwarding table for performance. 
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• Link-state protocol: routers aware of network topology

• Hierarchical: dual-layer architecture:

- Backbone area: Area 0

- Nonbackbone areas interconnected through Area 0

OSPF Domain

Area 0

Area 1 Area 2 Area 3 Area 4

 

OSPF protocol was developed due to a need to introduce a high-functionality, nonproprietary 
IGP for the TCP/IP protocol family. The discussion of the creation of a common interoperable 
IGP for the Internet started in 1988 and did not become formalized until 1991. At that time, the 
OSPF Working Group requested that OSPF be considered for advancement to Draft Internet 
Standard. 

The OSPF protocol is based on link-state technology, which is a departure from the Bellman-
Ford vector-based algorithms used in traditional Internet routing protocols such as Routing 
Information Protocol (RIP). OSPF has introduced new concepts such as authentication of 
routing updates, variable-length subnet masks (VLSMs), route summarization, and so on. 

OSPF uses a link-state algorithm in order to build and calculate the shortest path to all known 
destinations. The algorithm by itself is quite complicated. The following is a high-level, 
simplified way of looking at the various steps of the algorithm: 

 Upon initialization or due to any change in routing information, a router will generate a 
link-state advertisement. This advertisement will represent the collection of all link states 
on that router. 

 All routers will exchange link states by means of flooding. Each router that receives a link-
state update should store a copy in its link-state database and then propagate the update to 
other routers. 

 After the database of each router is completed, the router will calculate a shortest path tree 
to all destinations. The router uses Dijkstra’s algorithm to calculate the shortest path tree. 
The destinations, the associated cost, and the next hop to reach those destinations will form 
the IP routing table. 

 If no changes in the OSPF network occur, such as cost of a link or a network being added 
or deleted, OSPF should be quiet.  
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OSPF uses flooding to exchange link-state updates between routers. Any change in routing 
information is flooded to all routers in the network. Areas are introduced to put a boundary on 
the growth of link-state updates. Flooding and calculation of Dijkstra’s algorithm on a router is 
limited to links within an area. All routers within an area have the exact link-state database. 
Routers that belong to multiple areas, and connect these areas to the backbone area are called 
Area Border Routers (ABRs). ABRs must therefore maintain information describing the 
backbone areas and any other attached areas. 

ABRs also provide mechanisms for aggregating routes and cutting down on the unnecessary 
propagation of subnet information. 
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• Creates a neighbor relationship by exchanging hello packets

• Propagates LSAs rather than routing table updates 

- Link: Router interface

- State: Description of an interface and its relationship to neighboring routers

• Floods LSAs to all OSPF routers in the area, not just directly connected 
routers

• Pieces together all the LSAs generated by the OSPF routers to create 
the OSPF link-state database 

• Uses the SPF algorithm to calculate the shortest path to each 
destination and places it in the routing table

 

OSPF is a link-state routing protocol. You can think of a link as an interface on a router. The 
state of the link is a description of that interface and of its relationship to its neighboring 
routers. A description of the interface would include, for example, the IP address of the 
interface, the subnet mask, the type of network to which it is connected, the routers that are 
connected to that network, and so on. The collection of all of these link states forms a link-state 
database. 

A router sends link-state advertisement (LSA) packets to advertise its state periodically (every 
30 minutes) and immediately when the router state changes. Information about attached 
interfaces, metrics that are used, and other variables are included in OSPF LSAs. As OSPF 
routers accumulate link-state information, they use the Shortest Path First (SPF) algorithm to 
calculate the shortest path to each node.  

A topological (link-state) database is, essentially, an overall picture of networks in relation to 
routers. The topological database contains the collection of LSAs received from all routers in 
the same area. Because routers within the same area share the same information, they have 
identical topological databases. 

Note OSPF can operate within a hierarchy. The largest entity within the hierarchy is the 

autonomous system (AS), which is a collection of networks under a common administration 

that share a common routing strategy. An AS can be divided into a number of areas, which 

are groups of contiguous networks and attached hosts. 
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Link-State Data Structures 
This topic describes link-state data structures. 
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• Neighbor table: 

- Also known as the adjacency database 

- Contains list of recognized neighbors

• Topology table: 

- Typically referred to as LSDB 

- Contains all routers and their attached links in the area or network 

- Identical LSDB for all routers within an area 

• Routing table:

- Commonly named a forwarding database 

- Contains list of best paths to destinations

 

OSPF and IS-IS are classified as link-state routing protocols because of the manner in which 
they distribute routing information and calculate routes. 

Link-state routing protocols collect routing information from all other routers in the network or 
within a defined area of the network. When link-state routing protocols have collected this 
information from all routers, each router independently calculates its best paths to all 
destinations in the network, using Dijkstra’s algorithm.  

Incorrect information from any particular router is less likely to cause confusion, because each 
router maintains its own view of the network. 

For consistent routing decisions to be taken by all the routers in the network, each router must 
keep a record of the following information: 

 Its immediate neighbor routers: If the router loses contact with a neighboring router, 
within a few seconds, it will invalidate all paths through that router and recalculate its paths 
through the network. Adjacency information about neighbors is stored in the neighbor 
table, also known as an adjacency database, in OSPF. 

 All the other routers in the network, or in its area of the network, and their attached 
networks: The router recognizes other routers and networks through LSAs, which are 
flooded through the network. LSAs are stored in a topology table, also called a link-state 
database (LSDB). 

 The best paths to each destination: Each router independently calculates best paths to 
each destination in the network using Dijkstra’s algorithm. The best paths are then offered 
to the routing table or forwarding database. Packets arriving at the router are forwarded 
based on the information held in the routing table. 
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Area Terminology and Router Types 
This topic describes area terminology and router types. 
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• ABR: Area Border Router

• Internal router

• ASBR: Autonomous System Boundary Router

• Backbone router

OSPF Domain

Area 0

Area 1 Area 2 Area 3 Area 4

Backbone Router

ABR

Backbone Router

ABR ABR ABR

Internal 
Routers

Internal 
Routers

Internal 
Routers

Internal 
Routers

External Routing Domain

ASBR

 

All OSPF areas and routers running an OSPF routing protocol compose the OSPF autonomous 
system. Routers that make up nonbackbone (normal) areas are known as internal routers and 
they have all interfaces in one area only. Routers that make up Area 0 are known as backbone 
routers (internal routers in backbone). OSPF hierarchical networking defines Area 0 as the core. 
All other areas connect directly to backbone Area 0. An ABR connects Area 0 to the 
nonbackbone areas. An OSPF ABR plays a very important role in network design and has 
interfaces in more than one area. An ABR has the following characteristics: 

 It separates LSA flooding zones. 

 It becomes the primary point for area address summarization. 

 It functions regularly as the source for default routes. 

 It maintains the LSDB for each area with which it is connected. 

The ideal design is to have each ABR connected to two areas only, the backbone and another 
area, with three areas being the upper limit. 

An Autonomous System Boundary Router (ASBR) connects any OSPF area to a different 
routing administration (such as BGP or EIGRP). The ASBR is the point where external routes 
can be redistributed into OSPF. 
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OSPF Areas 
This topic describes OSPF Areas. 
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• Backbone area—Area 0

• Regular nonbackbone area

• Stubby area or totally stubby area

• Not-so-stubby area (NSSA) or totally NSSA

OSPF Domain

Area 0

Regular 
Area

Stubby
Area

NSSA Totally 
Stubby
Area

 Area routes
 Summaries
 External routes

 Summaries  Summaries
 External routes

 Default route 
only

Totally NSSA

 Default route
 External routes

 

In general, there are six different types of areas: 

 Backbone area or Area 0, which typically carries all the routing information 

 Regular nonbackbone areas 

 Stubby areas that do not originate or receive any external routes 

 Totally stubby areas that do not originate (redistribution from other protocols) or receive 
any external routes or summaries (only the default route) 

 Not-so-stubby areas (NSSAs) that can originate external routes (redistribution from other 
protocols) but do not receive them from other OSPF areas 

 Totally NSSAs that can originate external routes (redistribution from other protocols) but 
do not receive them from other areas, nor do they receive summaries (only the default 
route) 
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OSPF Metric 
This topic describes OSPF metrics. 
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• Each link is assigned a cost:

- Default cost calculated from interface bandwidth

- Default reference bandwidth is 100 Mb/s

- Modify reference bandwidth in 1 Gb/s networks

- Cost can be statically configured for an interface

• Ensure consistent configuration of costs:

- Same cost on both sides of a link when manually configuring the cost

- Same reference bandwidth on all routers in an OSPF domain

Reference Bandwidth 

Interface Bandwidth 
Cost =

 

Each link is assigned a cost. Default cost is calculated from interface bandwidth and the 
reference bandwidth, which defaults to 100 Mb/s. The figure illustrates the formula that is used 
to calculate costs for individual links based on default or configured link bandwidth (note that 
this is not the actual link speed). 

The default reference bandwidth is only useful in networks where there are no links faster than 
100 Mb/s. In faster environments, different links may be given the same cost. For example, 10-
Gb/s, 1-Gb/s, and 100-Mb/s links would all be assigned cost 1. 

Alternatively, cost can be statically configured on a per-link basis. Make sure that you 
configure costs consistently (the same cost on both routers). 

Also make sure that you configure the same reference bandwidth domain-wide. 
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Typical OSPF Designs 
This topic describes typical OSPF designs. 
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• Single-area design:

- All routers in Area 0

- Simple routing design

- Mostly point-to-point adjacencies

- Optimal routing decisions

- Scalability limited to a few hundred routers in the network

• Multi-area design:

- Regular areas or NSSA typically used

- Scales to thousands of routers in the network

- Mostly point-to-point adjacencies

- More complex routing design

- May result in suboptimal routing (for example, dual attached areas)

- Less practical in MPLS-enabled networks

 

Most modern service provider networks use MPLS with some of the MPLS-based solutions. 
When implementing MPLS-based VPNs and Cisco MPLS-TE, it is important to consider the 
interaction between MPLS Label Distribution Protocol (LDP) and an IGP. If summarization is 
used for addresses for which LDP is used to generate label-switched paths (LSPs), it will break 
those LSPs and consequently break MPLS VPNs. 

From a design and implementation perspective, it is preferred to implement OSPF using one 
area (Area 0). The limitation of this approach is the scalability, which is mostly influenced by 
the number of nodes (routers) in an area. 

In large service provider environments, you may be forced to use a hierarchical design. The 
characteristics and limitations of the hierarchical approach must be considered when designing 
MPLS solutions. 
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• Stable protocol

• Originally deployed by ISPs because U.S. government mandated 
Internet support of OSI and IP

• IS = router

• IS-IS was originally designed as the IGP for the 
Connectionless Network Service (CLNS), part of the OSI protocol suite.

• The OSI protocol suite Layer 3 protocol is the Connectionless Network 
Protocol (CLNP).

• IS-IS uses CLNS addresses to identify routers and build 
the LSDB.

 

IS-IS is a popular IP routing protocol in the ISP industry. The simplicity and stability of IS-IS 
make it robust in large internetworks. IS-IS is found in large ISPs and in some networks that 
support Open Systems Interconnection (OSI) protocols. 

IS-IS development began before development of OSPF. Large ISPs chose IS-IS because of 
their unique requirement for scalability, convergence, and stability. The U.S. government also 
required support for OSI protocols in the early Internet. Although this requirement was later 
dropped, IS-IS met both constraints. 

ISO specifications refer to routers as intermediate systems. Thus, IS-IS is a protocol that allows 
routers to communicate with other routers. The OSI suite uses Connectionless Network Service 
(CLNS) to provide connectionless delivery of data, and the actual Layer 3 protocol is 
Connectionless Network Protocol (CLNP).  

IS-IS uses CLNS addresses to identify the routers and to build the LSDB. IS-IS serves as an 
IGP for the CLNS. CLNP is the solution for “unreliable” (connectionless) delivery of data, 
similar to IP. 
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Hierarchical Design 
This topic describes IS-IS hierarchical design. 
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• Hierarchical: dual-layer architecture:

- Level 1 used within local areas

- Level 2 interconnects areas

IS-IS Domain

Level 2 Area

Level 1
Area

Level 1
Area

Level 1
Area

Level 1
Area

L2 L2

L1

L1L2

L1 L1 L1

L1L2 L1L2 L1L2 L1L2

L1L2 L1L2 L1L2

 

The figure illustrates a hierarchical IS-IS design with these characteristics: 

 Level 2 area with Level-2-only routers in the core 

 Level 2 area edge with Level 1-Level 2 routers to connect to other areas using Level 1 

 Level 1 areas with Level-1-Level-2 routers connecting areas to Level 2 

 Level 1 areas with Level-1-only routers 

This is a generic representation of what can be implemented using IS-IS. Like OSPF, IS-IS can 
also be implemented in a simpler fashion with fewer areas or simply one area and one level. 
Unlike OSPF, all areas do not have to connect to a common backbone area. 
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This topic describes the characteristics of IS-IS. 
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• Link-state routing protocol (routers aware of network topology)

• Supports VLSMs

• Uses Dijkstra SPF algorithm, has fast convergence

• Uses hellos to establish adjacencies and LSPs to exchange link-state 
information

• Efficient use of bandwidth, memory, and processor

• Supports two routing levels:

- Level 1: Builds common topology of system IDs in local area and routes within 
area using lowest cost path. 

- Level 2: Exchanges prefix information (area addresses) between areas. 
Routes traffic to area using lowest-cost path.

 

IS-IS is the dynamic link-state routing protocol for the OSI protocol stack. It distributes routing 
information for routing CLNP data for the ISO CLNS environment. IS-IS operates similarly to 
OSPF. IS-IS allows the routing domain to be partitioned into areas. IS-IS routers establish 
adjacencies using a Hello protocol and exchange link-state information, using LSPs throughout 
an area to build the LSDB.  

Each router then runs the Dijkstra SPF algorithm against its LSDB to pick the best paths. There 
is a minimal amount of information that is communicated between areas, which reduces the 
burden on routers supporting the protocol. 

IS-IS routing takes place at two levels within an AS: Level 1 and Level 2. 

 Level 1 routing occurs within an IS-IS area. It recognizes the location of the end systems 
and intermediate systems, and then builds a routing table to reach each system. All devices 
in a Level 1 routing area have the same area address. Routing within an area is 
accomplished by looking at the locally significant address portion (known as the system 
ID) and choosing the lowest-cost path.  

 Level 2 routers learn the locations of Level 1 routing areas and build an interarea routing 
table. All ISs in a Level 2 routing area use the destination area address to route traffic, 
using the lowest-cost path. 
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• Each router has topology information for its area.

• IS-IS is part of OSI and was originally used with CLNS only.

• IS-IS still uses CLNS to maintain adjacencies and build an SPF tree.

• Integrated IS-IS can also carry IP routing information in its updates.

• Wide-style metric should be used for large high-speed service 
provider networks (24-bit link metric, 32-bit path metric).

• Link cost defaults to 10.

• Each router is identified using a unique NSAP address.

 

Like OSPF, IS-IS is also a link-state protocol using Dijkstra’s algorithm, in which each router 
has topology information for its area. IS-IS is part of OSI standard protocol suite and was 
originally used with CLNS. 

Each router is identified using a unique network service access point (NSAP) address, which is 
part of the CLNS protocol. IS-IS still uses CLNS to maintain adjacencies and build SPF trees, 
but the integrated version of IS-IS can be used for other protocols, such as IP, and can also have 
extensions for Cisco MPLS TE. 

Wide-style metric should be used for large, high-speed service provider networks (24-bit link 
metric, 32-bit path metric). Link cost defaults to 10 and can be modified to reflect the desired 
cost. The narrow-style metric can only accommodate 64 metric values, which is typically 
insufficient in modern networks and may not even be compatible with IS-IS extensions such as 
those for Cisco MPLS TE. 
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Router types:
• Level 1 routers only peer with other 

Level 1 routers.

• Level 2 routers only peer with other 
Level 2 routers.

• Levels 1 and 2 routers can peer with 
any router.

Link types:
• Level 1: Only for Level 1 adjacencies 

within the same area

• Level 2: Only for Level 2 adjacencies

• Level 1 and Level 2: For Level 1 
adjacencies within the same area and 
Level 2 adjacencies

IS-IS Domain

Level 1
Area L1L2

L1

Level 2
Area

L1L2

L2

L1

L1

L2

L2

L2

L2

L1L2

L1 & L2

 

The interaction between routers in an IS-IS domain depends on these characteristics: 

 Router type:  

— Level 1 router can only maintain Level 1 adjacencies. 

— Level 2 router can only maintain Level 2 adjacencies. 

— Level 1 and Level 2 routers can maintain Level 1 and Level 2 adjacencies. 

 Link type: 

— Level 1 link only supports Level 1 adjacencies. 

— Level 2 link only supports Level 2 adjacencies. 

— Level 1 and Level 2 links support Level 1 and Level 2 adjacencies (concurrently). 

 Area: 

— Level 1 and Level 2 adjacencies can be formed between routers in the same area. 

— Only Level 2 adjacencies can be formed between routers in different areas. 

https://t.me/learningnets



© 2012 Cisco Systems, Inc. Service Provider Routing 1-27 

Overview of BGP 
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• BGP is designed for routing information exchange between different 
administrative domains (autonomous systems).

• Each AS is identified using a unique AS number.

• BGP is designed with the following major characteristics:

- Scalability: It needs to carry the full Internet routing table (several hundreds 
of thousands of routes).

- Stability: The size of the routing table results in higher chances of constant 
flapping of routes.

- Security: Advanced filtering options for protection from other administrative 
domains.

- Flexibility: Advanced mechanisms in combination with many BGP attributes 
enable the implementation of complex routing policies.

 

BGP is a distance-vector routing protocol that is designed to meet these criteria: 

 Scalability: BGP is intended for distributing Internet routing information that constantly 
grows. 

 Stability: It is important for BGP to be able to manage constant flapping of routes in an 
ever-growing Internet, where the likelihood of flapping is also increasing. 

 Security: Because it is used between an administrative domain and a public environment, 
BGP must include powerful security mechanisms to protect routers from intrusions from 
other administrative domains or the Internet in general. 

 Flexibility: Complex topologies and diverse requirements demand that BGP support 
advanced mechanisms to implement complex routing policies. 
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There are two types of BGP sessions:
• External BGP (EBGP) sessions exchange routing information.

• Internal BGP (IBGP) sessions exchange routing information between 
routers within the same AS.

AS 65003AS 65002

AS 65004 AS 65007AS 65005 AS 65006

EBGP

EBGP

EBGP

EBGP
EBGP

EBGP

IBGP

AS 65001

IBGP

IBGP

IBGP

 

The figure illustrates a general architecture of BGP, with these characteristics: 

 Each administrative domain is identified using a unique AS number. 

 BGP sessions within an AS are called IBGP sessions and differ from EBGP sessions that 
are used between different autonomous systems. 
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BGP Characteristics 
This topic describes the characteristics of BGP. 
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BGP is a path vector protocol with enhancements:
• Reliable updates

• Triggered updates only

• Rich metrics (called path attributes)

• Designed to scale to huge internetworks

Reliable updates:
• TCP used as transport protocol

• No periodic updates

• Periodic keepalives to verify TCP connectivity

• Triggered updates batched and rate-limited 
- Every 5 seconds for internal peer

- Every 30 seconds for external peer

 

BGP is a path vector protocol. It is different from distance vector routing and link-state routing. 
Each entry in the routing table contains the destination network, the next router, and the path to 
reach the destination. This means that BGP will announce to its neighbors those IP networks 
that it can reach itself. The receivers of that information will say, “If that AS can reach those 
networks, then I can reach them via the AS.” 

If two different paths are available to reach the same IP subnet, the shortest path is used. This 
determination requires a mechanism capable of measuring the distance. All distance vector 
protocols have such mechanisms, called “metrics.” BGP contains a very sophisticated method 
of computing the shortest path by using attributes that are attached to the reachable IP subnet. 

BGP sends routing updates to its neighbors by using a reliable transport. This technique means 
that the sender of the information always knows that the receiver has actually received the 
information. As a result, there is no need for periodic updates or routing information refreshes. 
In BGP, only information that has changed is transmitted. 

The reliable information exchange, combined with the batching of routing updates that is also 
performed by BGP, allows BGP to scale to large, Internet-sized networks. 

The reliable transport mechanism that is used by BGP is standard TCP. BGP is an application 
protocol that uses both the TCP and IP protocols for reliable connections. 

Because BGP uses a reliable transport, the sender knows that the receiver has actually received 
the transmitted information. This capability makes periodic updates unnecessary. 

A router that has received reachability information from a BGP peer must be sure that the peer 
router is still there. Otherwise, the router could route traffic toward a next-hop router that is no 
longer available, causing the IP packets to be lost. TCP does not provide a service to signal that 
the TCP peer has been lost, unless some application data is actually transmitted between the 
peers. In an idle state, where there is no need for BGP to update its peer, the peer could be 
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unreachable without TCP detecting it. Therefore, BGP takes care of detecting the presence of 
neighbors by periodically sending small BGP keepalive packets to them. These packets are 
considered application data by TCP and therefore must be transmitted reliably. According to 
the BGP specification, the peer router must also reply with a BGP keepalive packet. 

When BGP was created, a key design goal was to be able to handle enormous amounts of 
routing information in large and complex networks. In this environment, many links could go 
up and down (flapping), causing topology changes that must be considered by the routing 
protocol. But low convergence time and quick responses to topology changes require fast 
updates and high CPU power to process both incoming and outgoing updates. The larger the 
network, the more updates per second can be expected if immediate response is required. The 
presence of too many updates in large networks can jeopardize network scalability. 

The designers of BGP decided that scalability was a more important issue than low 
convergence time, so BGP was designed to batch updates. Any changes that are received within 
the batch interval time are saved. At the end of the interval, only the remaining result is 
forwarded in an outgoing update. If a network flaps several times during the batch interval, 
only the state at the end of the interval is sent in an update. The batching feature avoids an 
uncontrolled flood of updates all over the Internet because the number of updates is limited by 
the batching procedure. 
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BGP was designed to perform well in these areas:
• Interdomain routing applications

• Huge internetworks with large routing tables

• Environments that require complex routing policies

Common BGP uses:
• Customers connected to more than one service provider 

• Service provider networks (transit autonomous systems)

• Service providers exchanging traffic at an exchange point (CIX, GIX, 
NAP, and so on)

• Network cores of large-enterprise customers

 

The designers of the BGP protocol succeeded in creating a highly scalable routing protocol, 
which can forward reachability information between autonomous systems (also known as 
routing domains). The designers had to consider an environment with an enormous number of 
reachable networks and complex routing policies that were driven by commercial rather than 
technical considerations. 

TCP, a well-known and widely proven protocol, was chosen as the transport mechanism. That 
decision kept BGP simple, but it increased the CPU resource requirements for routers running 
BGP. The point-to-point nature of TCP also introduces a slight increase in network traffic, 
because any update that should be sent to many receivers has to be multiplied into several 
copies, which are then transmitted on individual TCP sessions to the receivers. 
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Whenever there was a design choice between fast convergence and scalability, scalability was 
the top priority. The batching of updates and the relatively low frequency of keepalive packets 
are examples of designers placing convergence time second to scalability. 

Note BGP convergence times can be modified with the configuration of nondefault values for BGP 

scan and advertisement timers.  

The figure lists typical scenarios in which BGP is usable. These scenarios include the 
following: 

 Customers connected to more than one service provider. 

 ISP networks themselves acting as transit systems and forwarding external traffic. 

 Exchange points, which can be defined by the network access point (NAP) between region 
and core. International exchange points can be defined by either Commercial Internet 
Exchange (CIX) or Global Internet eXchange (GIX) points. 

 Large enterprises using BGP as their core routing protocol. 
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BGP AS Number 
This topic describes BGP AS numbers. 
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16-bit AS number:
• Notation: X (for example, “65001”)

• Public range from 1 to 64511 for use on the Internet

• Private range from 64512 to 65535 can be used in isolated 
environments

• Depleted

32-bit AS number:
• Notation: X.Y (for example, “65100.65200”)

• Carried in a new attribute

• Compatible with old systems:

- AS 23456 used in old AS path to represent autonomous systems using new 
AS number format

- AS 0.X used to encode old AS numbers in new AS path attribute

 

AS numbers come in two forms: 

 16-bit AS numbers have been depleted due to a relatively small number space and the 
increased demand for companies to be multihomed for increased availability. 

 32-bit AS numbers were introduced to provide more number space while maintaining 
backward compatibility with 16-bit systems to ease the migration. A 32-bit AS can use two 
notations: A single 32-bit number (X) or two 16-bit numbers joined using a dot (for 
example, X.Y). 

Refer to an online whitepaper for a detailed explanation of 4-byte AS numbers and how they 
interact with older systems: 

http://www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6554/ps6599/white_paper_C11
_516823.html 
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BGP Sessions 
This topic describes how BGP sessions are established. 
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• BGP uses TCP on port 179 to establish adjacencies.

• OPEN messages are used at session setup to negotiate fundamental session 
parameters and capabilities:

- AS numbers must match configuration and determine session type (EBGP versus IBGP).

- EBGP peers must be reachable through a directly connected link (by default).

- IBGPs are typically established between loopbacks. (IGP ensures reachability of loopback 
addresses.)

- IP addresses must match the configuration.

- Hold time (default is 180 seconds).

EBGP

192.168.1.1 192.168.1.2

AS 65001 AS 65002
IBGP

AS 65001 AS 65001

10.1.1.1 10.1.1.2

 

BGP sessions are established over TCP using port number 179. Many session parameters and 
capabilities are negotiated during session setup by exchanging OPEN messages. 

Based on the exchanged AS numbers, both routers will determine if the exchanged numbers 
match their configuration and select what type the session is (IBGP or EBGP). For EBGP 
sessions, routers will check to see if the neighbor address is in the routing table as a directly 
connected address (default requirement). IBGP sessions, on the other hand, can be several hops 
away, and loopback addresses are typically used to implement IBGP sessions for consistency 
and stability. The source IP address of a neighbor must also match the configured IP address. 
Holdtime values are also exchanged and the lower value is chosen by both routers (keepalive is 
one third of hold time). 
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• EBGP sessions can form any topology, subject to agreements between 
autonomous systems.

• Received EBGP updates are sent to all other neighbors.

• By default, EBGP neighbors must be directly connected.

AS 65003AS 65001

AS 65002 AS 65006

AS 65005AS 65004

 

The figure illustrates an arbitrary topology of EBGP sessions between autonomous systems. 
EBGP has very simple forwarding rules: 

 EBGP updates can be sent to all other neighbors (EBGP and IBGP). 

 IBGP updates can be sent to EBGP peers. 

AS path is used to prevent updates from looping. 
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• By default, IBGP sessions require a full mesh between all routers within an 
autonomous system:

- By default, IBGP updates received are not forwarded to other IBGP neighbors.

- Does not scale in large autonomous systems.

• IBGP neighbors can be multiple hops away.

EBGP
IBGP

EBGP

AS 65002 AS 65003AS 65001

 

IBGP sessions have different forwarding rules, which include a type of split horizon 
mechanism: 

 IBGP updates received from a peer can only be forwarded to EBGP peers. 

 EBGP updates received from a peer can be forwarded to both EBGP and IBGP peers. 

In order to ensure that all routers receive all updates, you must configure a full mesh of IBGP 
sessions between BGP routers in an AS. 
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BGP in Customer Connections 
This topic describes how BGP can be used in various customer connections. 
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• Typically, do not require BGP:

- Static route for customer ISP-assigned address space on edge router

- Static default route on customer router

• BGP can be used to detect link failures and trigger dial backup:

- ISP originates only the default route

- Customer originates address space

- Private AS numbers can be assigned to customers by the ISP

209.165.201.0/24

0.0.0.0/0

ISP
AS 123

Customer
AS 65001

ADSL

 

Most single-homed customers (that is, customers that are connected to one ISP using one link) 
only require static routing, because there is no alternative path if the primary path fails (such as 
a router, link, or ISP failure). 

Some single-homed customers may deploy a dial backup solution in which it is beneficial for 
them to receive notification if their primary path has failed. ISPs can use BGP to send them a 
default route. If a failure occurs, the BGP session will go down and the customer can initiate a 
dial backup connection. 

https://t.me/learningnets



© 2012 Cisco Systems, Inc. Service Provider Routing 1-37 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—1-34

• Mitigate link and device failures

• Two design options:

- Primary and backup routing

- Load balancing

SP
AS 123

Customer
AS 65001

209.165.201.0/24

0.0.0.0/0

209.165.201.0/24

0.0.0.0/0

 

A dual-attached customer (that is, a customer that is connected to the same ISP over two or 
more links) will preferably require BGP to exchange routing information, enable primary and 
backup routing or load balancing, and have the ability to detect failed links. 

This solution can mitigate router and link failures, but it cannot mitigate ISP failures. Dual-
attached customers may use a single router with redundant links toward a service provider. 
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• Mitigate link, device, and path failures

• Should connect to independent service providers

• Two design options:

- Primary and backup routing

- Load balancing

Customer
AS 100

209.165.201.0/24

209.165.201.0/24

SP
AS 123

SP
AS 456

Full

Full

 

Multihomed customers (that is, customers that are connected to two or more independent ISPs, 
using separate links on the same router or on different routers) have the most resilient setup, 
which can mitigate any single failure of routers, links, or ISPs. These customers will often 
require complete Internet routing information from all ISPs to give them the most flexibility 
when implementing load balancing. 

Multihomed customers have the following requirements: 

 Public AS number 

 Provider-independent address space 
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• Mitigates link, device, and path failures

• Should connect to independent upstream ISPs

• Two design options:

- Primary and backup routing

- Load balancing

• ISP receives the full Internet routing table 

• ISP forwards the following:

- Summaries for owned address space

- Prefixes from BGP customers using independent address space

SP
AS 100

SP
AS 123

SP
AS 456

Summary

Summary

Customer

Customer

Customer

Customer

Full

Full

 

For ISPs, the network is their business and they will always have multiple links to other ISPs: 

 Upstream ISPs, which will provide complete Internet routing information 

 Peering ISPs over a local exchange point, which provide routing information for their 
customers 

ISPs will forward a summary for their IP supernet and the individual routes of their BGP-based 
customers. 
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• Mitigates link, device, and path failures

• Routing policy depends on agreements with other ISPs

• Tier 1 ISP forwards full Internet routing table 

Full

Full

Full

Partial AS 456
Tier 2 ISP

Full

Full

Tier 1 ISP

AS 789
Tier 1 ISP

AS 100

Tier 1 ISP

AS 123

 

There are many types of transit ISPs, which can be summarized in two major types: 

 Tier 1 ISPs: Peer with other Tier 1 ISPs to form the backbone of the Internet 

 Tier 2 and Tier 3 ISPs: Depend on Tier 1 ISPs to reach the rest of the Internet 

The relationship between these large ISPs depends upon the agreements and charging between 
the ISPs. The routing policy must be implemented in accordance with the agreements.  

In most cases, Tier 1 ISPs will exchange complete Internet routing tables, while Tier 2 and Tier 
3 ISPs will only forward the routing information for their subordinate ISPs and end customers. 
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Summary 
This topic summarizes the key points that were discussed in this lesson. 
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• Routing protocols are used on the IP infrastructure layer of the Cisco IP 
NGN.

• BGP is used to exchange external routing information, while IGP is used 
to exchange local routing information.

• Most service providers use OSPF or IS-IS as IGP.

• IGP propagates BGP next-hop addresses and loopback IP addresses
that are used for BGP sessions.

• OSPF is a hierarchical link-state routing protocol.

• OPSF uses three data structures: neighbor table, topology table, and
routing table.

• ABR router separates backbone area from other areas.

• OSPF supports six different types of areas.

• OSPF uses link cost as a metric. Link cost is calculated from interface
bandwidth.

• From a design and implementation perspective, it is preferred to 
implement OSPF using single-area design.
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• IS-IS is stable link-state routing protocol which is often used in service
provider environments.

• IS-IS uses hierachical design with Level 1 and Level 2 areas.

• IS-IS is a link-state routing protocol and is similar to OSPF, but uses 
CLNS addresses to identify routers and build the LSDB.

• IS-IS supports Level 1, Level 2, and Level 1 and 2 routers.

• BGP was designed to exchange routing information between 
autonomous systems.

• BGP uses external and internal BGP sessions to exchange routing
information.

• BGP uses TCP as a transport protocol.

• BGP supports 32-bit AS numbers because16-bit numbers have been
depleted.

• BGP session parameters and capabilities are negotiated during session 
setup by exchanging OPEN messages.

• BGP is used between SPs and multihomed customers.
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Module Summary 
This topic summarizes the key points that were discussed in this module. 
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• ISPs use OSPF or IS-IS as IGPs, and BGP to provide IP connectivity 
within the Internet. Routing protocols in the ISP environment should 
follow these characteristics: scalability, performance, high availability, 
and security.

 

This module describes the main characteristics of routing protocols that are used in service 
provider environments. The module describes how service providers ensure IP connectivity to 
the Internet, both to end customers and to other service providers. Service providers exchange 
Internet routing information via Border Gateway Protocol (BGP), and the Open Shortest Path 
First (OSPF) and Intermediate System-to-Intermediate System (IS-IS) protocols are used for 
providing IP connectivity within service provider autonomous systems. 
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Module Self-Check 
Use the questions here to review what you learned in this module. The correct answers and 
solutions are found in the Module Self-Check Answer Key. 

Q1) In a service provider environment, which two statements regarding BGP and IGP are 
true? (Choose two.) (Source: Understanding Service Provider Routing Protocols) 

A) BGP is used to provide connectivity within an AS. 
B) BGP is used to exchange Internet routing information with other ISPs and 

customers that require it. 
C) IGP is used to provide reachability of BGP neighbors and BGP next-hop 

addresses. 
D) IGP is used to exchange external routing information. 

Q2) Which two IGPs are commonly used in service provider backbones? (Choose two.) 
(Source: Understanding Service Provider Routing Protocols) 

A) RIP 
B) IS-IS 
C) OSPF 
D) EIGRP 

Q3) In OSPF, which area type typically carries all the routing information? (Source: 
Understanding Service Provider Routing Protocols) 

A) stubby area 
B) totally stubby area 
C) regular nonbackbone area  
D) backbone Area 0  

Q4) IS-IS and OSPF are distance vector routing protocols. (Source: Understanding Service 
Provider Routing Protocols) 

A) false 
B) true 

Q5) Regarding OSPF and IS-IS routing protocols, which two statements about link cost are 
true? (Choose two.) (Source: Understanding Service Provider Routing Protocols) 

A) IS-IS link cost is calculated based on bandwidth. 
B) IS-IS link cost defaults to 10. 
C) OSPF link cost is calculated based on bandwidth. 
D) OSPF link cost defaults to 100. 

Q6) BGP sessions are established over TCP using port number 179. (Source: Understanding 
Service Provider Routing Protocols) 

A) false 
B) true 
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Module Self-Check Answer Key 
Q1) B, C 

Q2) B, C 

Q3) D 

Q4) A 

Q5) B,C 

Q6) B 

 

https://t.me/learningnets



Module 2 

Implement OSPF in the 
Service Provider Network 

Overview 
This module examines Open Shortest Path First (OSPF), which is one of the most commonly 
used interior gateway protocols in service provider networks. OSPF is an open-standard 
protocol that is based primarily on RFC 2328, with some enhancements for IPv6 that are based 
on RFC 2740. OSPF is a complex protocol that is made up of several protocol handshakes, 
database advertisements, and packet types.  

Configuration and verification of OSPF in a Cisco IOS, IOS XE, or IOS XR router is a primary 
learning objective of this module. The lessons in the module describe steps needed to 
implement OSPF in a service provider network. 

Module Objectives 
Upon completing this module, you will be able to build a scalable multiarea network with 
OSPF in a service provider environment. This ability includes being able to meet these 
objectives: 

 Describe OSPF routing functions and the importance of OSPF in a service provider 
network 

 Describe how OSPF improves packet processes and optimizes routing performance in a 
service provider network 

 Describe implementation steps needed to enable OSPF in a service provider network 

 Describe OSPF area types and explain the importance of OSPF route summarization in a 
service provider network 
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Lesson 1 

Introducing OSPF Routing 

Overview 
Open Shortest Path First (OSPF) is one of the most commonly used IP routing protocols in 
networking. It is an open standard that is used by both enterprise and service provider networks. 

This lesson introduces each of the major characteristics of the OSPF routing protocol, including 
a description of link-state routing protocols, the OSPF hierarchical structure, link-state 
adjacencies, and Shortest Path First (SPF) calculations. 

Objectives 
Upon completing this lesson, you will be able to describe OSPF routing functions and the 
importance of OSPF in a service provider network. This ability includes being able to meet 
these objectives: 

 Describe OSPF in the Cisco IP Next-Generation Network (Cisco IP NGN) 

 Describe the key characteristics of OSPF and OSPFv3 

 Describe how OSPF routes are created 

 Describe the data structures used by OSPF 

 Describe the two-tier hierarchy structure of OSPF, including the characteristics of transit 
areas and regular areas, and the terminology that is used 

 Describe the area hierarchical structure of  OSPF in a service provider environment 

 Describe OSPF LSA types 

 Describe OSPF stub areas 

 Describe OSPF Not-So-Stubby Areas (NSSA) 

 Describe how routers establish OSPF neighbor adjacencies and exchange LSAs 

 Describe how OSPF calculates the best path to a network 

 Describe the OSPF metric 

 Describe how the link state database (LSDB) is constructed 

 Describe how LSAs age 

 Describe how to interpret content of the OSPF LSDB 

 Describe the OSPF LSDB for intra-area routing 
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 Describe the OSPF LSDB for inter-area routing 

 Describe the OSPF LSDB for external routes 

 Describe the OSPF LSDB for virtual links 

 Describe how to interpret the routing table entries for OSPF learned routes 

 Describe how costs are calculated for external routes 

 Describe the OSPF LSDB overload protection feature 
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OSPF in the Cisco IP NGN Architecture 
This topic describes OSPF in the Cisco IP Next-Generation Network (Cisco IP NGN). 
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The OSPF routing protocol used in service provider environments focuses 
on the IP infrastructure layer of the Cisco IP NGN, and service provider 
IP edge and core devices.

IP Infrastructure Layer

Access
Aggregation

IP Edge
Core

Residential

Mobile Users

Business

Access Aggregation IP Edge Core

 

The OSPF is a popular IP routing protocol in the service provider environment and focuses on 
routing in the IP infrastructure layer of the Cisco IP NGN. The OSPF protocol can be found on 
the IP edge and core devices and is responsible for service provider internal routing. 
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OSPF and OSPFv3 Key Characteristics 
This topic describes the key characteristics of OSPF and OSPFv3. 
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• OSPFv3 is an implementation of the OSPF routing protocol 
for IPv6.

• OSPFv2 (for IPv4 networks) and OSPFv3 run independently 
on a network device.

• OSPFv3 has the same key capabilities as OSPFv2:
- Multiarea network design with Area Border Routers (ABRs) that 

segment the network

- Shortest Path First algorithm for optimum path calculation

- Special area types and sophisticated handling of external routes 

- Summarization on area borders simplifies network designs (stub 
areas)

 

OSPF segments the network into multiple areas, which communicate through Area Border 
Routers (ABRs). This approach allows greater scalability and relieves the routers from running 
route calculations for events that are not in their area. Only ABRs need to know the exact 
topology of all attached areas. These routers send appropriate routes as interarea routes.  

OSPF manages external routes differently than internal routes. The routes are propagated across 
all areas in a special update packet, and distinguished in the routing table.  

Special area types, such as stub areas and not-so-stubby areas (NSSAs), allow for managing 
external routes and summarization. The core algorithm for best-path calculation is the Shortest 
Path First, or Dijkstra’s algorithm. This algorithm is run every time that there is a topology 
change in the area. Open Shortest Path First version 3 (OSPFv3) is a complete rewrite of the 
OSPF protocol to support IPv6. The foundation remains the same in IPv4 and OSPF version 2 
(OSPFv2). OSPFv3 and OSPFv2 run independently on a network device. 

The OSPFv3 metric is based on interface costing. The packet types and neighbor discovery 
mechanisms are the same in OSPFv3 and OSPFv2. OSPFv3 also supports the same interface 
types, including broadcast, point-to-point, point-to-multipoint, nonbroadcast multiaccess, and 
virtual links. 
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OSPF Route Entry Creation 
This topic describes how OSPF routes are created. 
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Received LSA 
updates

SPF Tree

Run Dijkstra’s 
algorithm

The shortest path to the 
destination is the lowest 
total sum of metrics.

Best paths are 
placed in the IP 
routing table

Link-State Database IP Routing Table

10.0.0.0/32 is subnetted, 13 subnets
O        10.3.1.1 [110/5] via 192.168.22.2, 3d02h, GigabitEthernet0/0/3
O        10.4.1.1 [110/3] via 192.168.22.2, 4d04h, GigabitEthernet0/0/3

Link ID         ADV Router      Age         Seq#       Checksum Link count
10.3.1.1        10.3.1.1        255         0x80000393 0x00CE60 2
10.4.1.1        10.4.1.1        674         0x800000B7 0x009A4F 2

 

The need to overcome the limitations of distance vector routing protocols led to the 
development of link-state routing protocols. By using link-state advertisements (LSAs), each 
router builds its own view of the network and also maintains a list of neighbors, a list of all 
routers in the area, and a list of the best paths to each destination. OSPF is classified as a link-
state routing protocol because of the manner in which it distributes routing information and 
calculates routes. 

Link-state routing protocols generate routing updates only when a change occurs in the network 
topology. When a link changes state, the device that detected the change creates an LSA 
concerning that link. 

The LSA is propagated to all neighboring devices using a special multicast address. Each 
routing device creates a copy of the LSA, updates its link-state database (LSDB), and forwards 
the LSA to all neighboring devices within an area. This flooding of the LSA ensures that all 
routing devices update their databases before updating routing tables to reflect the new 
topology. 

The LSDB is used to calculate the best paths through the network. Link-state routers find the 
best paths to a destination by applying Dijkstra’s algorithm, also known as SPF, against the 
LSDB to build the SPF tree. The best paths are then selected from the SPF tree and placed in 
the routing table. 

OSPF and Intermediate System-to-Intermediate System (IS-IS) are examples of link-state 
routing protocols. 
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OSPF Data Structures 
This topic describes the data structures used by OSPF. 
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• Link-state routers recognize more information about the network than 
their distance vector counterparts. 

- Neighbor table (the adjacency database)

- Topology table (the LSDB)

- Routing table (the forwarding database)

• Each router has a full picture of the topology.

• Link-state routers tend to make more accurate decisions.

 

Link-state routing protocols collect routing information from all other routers in the network or 
from within a defined area of the network. When link-state routing protocols have collected this 
information from all routers, each router independently calculates its best path to all 
destinations in the network, using Dijkstra’s algorithm.  

Incorrect information from any particular router is less likely to cause confusion, because each 
router maintains its own view of the network. 

For consistent routing decisions to be taken by all the routers in the network, each router must 
keep a record of the following information: 

 Its immediate neighbor routers: If the router loses contact with a neighboring router, 
within a few seconds, it will invalidate all paths through that router and recalculate its paths 
through the network. Adjacency information about neighbors is stored in the neighbor 
table, also known as an adjacency database, in OSPF. 

 All the other routers in the network, or in its area of the network, and their attached 
networks: The router recognizes other routers and networks through LSAs, which are 
flooded through the network. LSAs are stored in a topology table, also called an LSDB. 
The LSDB is identical for all OSPF routers in an area. The memory resources that are 
needed to maintain these tables represent one drawback to link-state protocols. 

 The best path to each destination: Each router independently calculates the best paths to 
each destination in the network, using Dijkstra’s algorithm. The best paths are then offered 
to the routing table or forwarding database. Packets arriving at the router are forwarded 
based on the information that is held in the routing table. Each router is able to 
independently select a loop-free and efficient pathway. This benefit overcomes the “routing 
by rumors” limitation of distance vector routing. 
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Structure of OSPF Network 
This topic describes the two-tier hierarchy structure of OSPF, including the characteristics of 
transit areas and regular areas, and the terminology that is used. 
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• ABR: Area Border Router

• Internal router

• ASBR: Autonomous System Boundary Router

• Backbone router

Area 0

OSPF Domain

Area 1 Area 2 Area 3 Area 4

Backbone Router

ABR

Backbone Router

ABR ABR ABR

Internal 
Routers

Internal 
Routers

Internal 
Routers

Internal 
Routers

External Routing Domain

ASBR

 

All OSPF areas and routers running the OSPF routing protocol compose the OSPF autonomous 
system. Routers that make up nonbackbone (normal) areas are known as internal routers and 
they have all interfaces in one area only. Routers that make up Area 0 are known as backbone 
routers (internal routers in backbone). OSPF hierarchical networking defines Area 0 as the core. 
All other areas connect directly to backbone Area 0. An Area Border Router (ABR) connects 
Area 0 to the nonbackbone areas. An OSPF ABR plays an important role in network design and 
has interfaces in more than one area. An ABR has the following characteristics: 

 It separates LSA flooding zones. 

 It becomes the primary point for area address summarization. 

 It functions regularly as the source for default routes. 

 It maintains the LSDB for each area with which it is connected. 

The ideal design is to have each ABR connected to two areas only, the backbone and another 
area, with three areas being the upper limit. 

An Autonomous System Boundary Router (ASBR) connects any OSPF area to a different 
routing administration (such as Border Gateway Protocol [BGP] or Enhanced Interior Gateway 
Routing Protocol [EIGRP]). The ASBR is the point where external routes can be redistributed 
into OSPF. 
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To sum up, in order to separate LSA flooding zones, OSPF defines these main router types: 

 Internal router: This type of router resides inside any area and is a member of one area 
only. 

 Area Border Router (ABR): This type of router is a member of more than one area. As a 
border router, it has the ability to control routing traffic from one area to another. Different 
types of LSAs are exchanged between areas. ABRs can transmit these LSAs, or block them 
and send default routes instead. 

 Autonomous System Boundary Router (ASBR): This type of router is used to insert 
external routing information from another non-OSPF autonomous system. ASBR routers 
generate external LSAs, which can be blocked by ABR routers. 
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• Backbone area—Area 0

• Regular nonbackbone area

• Stubby area or totally stubby area

• Not-so-stubby area (NSSA) or totally NSSA

OSPF Domain

Area 0

Regular 
Area

Stubby
Area

NSSA Totally 
NSSA

Totally 
Stubby
Area

External Routing Domain

External routes External routesExternal routes

Default route onlySummaries
External routes

Summaries
Default route

Summaries
Default route

Default route

 

In general, there are six different types of areas: 

 Backbone area or Area 0, which typically carries all the routing information 

 Regular nonbackbone areas 

 Stubby areas that do not originate or receive any external routes 

 Totally stubby areas that do not originate (redistribution for other protocols) or receive any 
external routes or summaries (only the default route) 

 Not-so-stubby areas (NSSAs) that can originate external routes (redistribution for other 
protocols) but do not receive them from other OSPF areas 

 Totally NSSAs that can originate external routes (redistribution for other protocols) but do 
not receive them from other areas, nor do they receive summaries (only the default route) 
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Hierarchical Structure of OSPF in Service Provider 
Environment 

This topic describes the area hierarchical structure of OSPF in a service provider environment. 
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• Link-state routing requires a hierarchical network structure.

• OSPF area characteristics:
- Minimizes routing table entries

- Localizes impact of a topology change (link flapping) within an area

- Detailed LSA flooding stops at area boundary

Area 0

OSPF Domain

Area 1 Area 2 Area 3 Area 4

X

 

In small networks, the web of router links is not complex and paths to individual destinations 
are easily deduced. However, in large service provider networks, the web is highly complex 
and the number of potential paths to each destination is large. Therefore, the Dijkstra 
calculations that compare all these possible routes can be complex and can take a significant 
amount of time to complete. All routers must keep a copy of the LSDB—the more OSPF 
routers, the larger the LSDB. It can be advantageous to have all information in all routers, but 
this approach does not scale to large network sizes. 

OSPF routing protocol reduces the size of the Dijkstra calculations by partitioning the network 
into areas. The number of routers in an area and the number of LSAs that flood within the area 
are small, which means that the link-state or topology database for an area is small. 
Consequently, the Dijkstra calculation is easier and takes less time. Routers inside an area 
maintain detailed information about the links and only general or summary information about 
routers and links in other areas. 

When a router or link fails, that information is flooded along adjacencies only to the routers in 
the local area. Routers outside the area do not receive this information. By maintaining a 
hierarchical structure and limiting the number of routers in an area, an OSPF autonomous 
system can scale to very large sizes. 
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OSPF areas require a hierarchical structure, meaning that all areas must connect directly to 
Area 0, backbone. In the figure, notice that links between Area 1 routers and Area 2, 3, or 4 
routers are not allowed. 

Traditional design guidelines encouraged usage of OSPF areas. By using multiarea design, you 
can limit the influence of link flaps (links repeatedly going up and down) and minimize routing 
table size. You can also take advantage of filtering capabilities on ABRs and contain flooding 
of link-state advertisements (LSAs) to a small number of routers. 

On the other hand, modern networks use the opposite approach, called single-area design. You 
can take advantage of optimal routing because each router sees a complete topology, which is 
not the case in multiarea design. Currently, unstable links, CPU power, and memory resources 
are not such concerns as they were in the past. Single-area OSPF design provides support for 
simplified Cisco MPLS Traffic Engineering (MPLS TE) implementation. 
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OSPF LSA Types 
This topic describes OSPF LSA types. 
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LSA Type OSPFv2 OSPFv3

1 Router LSAs Router LSAs

2 Network LSAs Network LSAs

3 Summary LSAs Interarea-prefix LSAs for ABRs

4 Summary LSAs Interarea-router LSAs for ASBRs

5 External LSAs AS-external LSAs

6 Multicast OSPF LSAs Group membership LSAs

7 LSAs defined for NSSA Type-7 LSAs

8 External attribute LSAs for BGP Link LSAs

9 Opaque LSAs Intra-area-prefix LSAs 

10,11 Opaque LSAs Opaque LSAs

 

LSAs are the building blocks of the OSPF LSDB. Individually, they act as database records. In 
combination, they describe the entire topology of an OSPF network or area. The following are 
descriptions of each type of LSA. LSA types 1 through 5 and 7 are explained in more detail in 
the following pages. Most LSA functionality in OSPFv3 is the same as that in OSPFv2, with a 
few exceptions. In addition, OSPFv3 has two new LSA types to improve OSPF scalability. 

 Type 1: Every router generates router link advertisements for each area to which it 
belongs. Router link advertisements describe the state of the router links to the area and are 
flooded only within that particular area. For all types of LSAs, there are 20-byte LSA 
headers. One of the fields of the LSA header is the link-state ID. The link-state ID of the 
type 1 LSA is the originating router ID. 

In OSPFv3, router interface information may be spread across multiple router LSAs. 
Receivers must concatenate all router LSAs originated by a given router when running the 
SPF calculation. In OSPFv3, router LSAs contain no address information. An OSPFv3 
router originates a new link LSA for each link to which it is attached. This new link LSA is 
a type 8 LSA and provides the router link-local address and other addresses on this link. 

 Type 2: Designated routers (DRs) generate network link advertisements for multiaccess 
networks, which describe the set of routers that are attached to a particular multiaccess 
network. Network link advertisements are flooded in the area that contains the network. 
The link-state ID of the type 2 LSA is the IP interface address of the DR. 

In OSPFv3, network LSAs have no address information and are network-protocol-
independent. 

In OSPFv3, router LSAs and network LSAs do not carry any route information. Route 
information is carried by the new type 9 intra-area-prefix LSAs. 
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 Types 3 and 4: ABRs generate summary link advertisements. Summary link 
advertisements describe the following interarea routes: 

— Type 3 describes routes to networks and aggregates routes.  

— Type 4 describes routes to ASBRs. 

The link-state ID is the destination network number for type 3 LSAs and the router ID of 
the described ASBR for type 4 LSAs. 

These LSAs are flooded throughout the backbone area to the other ABRs. The link entries 
are not flooded into totally stubby areas or NSSAs. In OSPFv3, addresses for these LSAs 
are expressed as prefix, prefix length instead of address, mask. The default route is 
expressed as a prefix with length 0. 

 Type 5: ASBRs generate AS external link advertisements. External link advertisements 
describe routes to destinations that are external to the AS and are flooded everywhere 
except for stub areas, totally stubby areas, NSSAs, and totally NSSAs. The link-state ID of 
the type 5 LSA is the external network number. 

In OSPFv3, addresses for these LSAs are expressed as prefix, prefix length instead 
of address, mask. The default route is expressed as a prefix with length 0. 

 Type 6: Type 6 LSAs are specialized LSAs that are used in multicast OSPF applications. 

 Type 7: Type 7 LSAs are used in NSSAs for external routes. 

 Type 8: Type 8 LSAs are specialized LSAs that are used in internetworking OSPF and 
BGP. In OSPFv3, link LSAs (type 8) have link-local flooding scope and are never flooded 
beyond the link with which they are associated. Link LSAs provide the link-local address 
of the router to all other routers attached to the link, inform other routers that are attached 
to the link of a list of prefixes to associate with the link, and allow the router to assert a 
collection of Options bits to associate with the network LSA that will be originated for the 
link. 

 Types 9, 10, and 11: The opaque LSAs, types 9, 10, and 11, are designated for future 
upgrades to OSPF for application-specific purposes. For example, Cisco uses opaque LSAs 
for Multiprotocol Label Switching (MPLS) with OSPF. Standard LSDB flooding 
mechanisms are used for distribution of opaque LSAs. Each of the three types has a 
different flooding scope. 

In OSPFv3, a router can originate multiple intra-area-prefix LSAs (type 9) for each router 
or transit network, each with a unique link-state ID. The link-state ID for each intra-area-
prefix LSA describes its association to either the router LSA or the network LSA and 
contains prefixes for stub and transit networks. 
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OSPF Stub Areas 
This topic describes OSPF stub areas. 
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Backbone

Stub Area

Backbone

Stub Area

• Stub Area:

- No external routes

- Interarea routes present

- Intra-area routes present

- Default route generated

• Totally Stubby Area (stub no-summary): 

- No external routes

- No interarea routes

- Intra-area routes present

- Default route generated

- Cisco proprietary feature

Interarea Route 
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Intra-Area Route 
(LSA1)

default route generated instead

External Route 
(LSA5) Blocked

default route generated instead

Intra-Area Route 
(LSA1)

External Route 
(LSA5) Blocked

Interarea Route 
(LSA3) Blocked

 

A backbone area is responsible for distributing routing information between multiple areas of 
an autonomous system. OSPF routing occurring outside of an area is called interarea routing.  

The backbone itself has all the properties of an area. It consists of ABRs, routers, and networks 
only on the backbone. Area 0 is an OSPF backbone area. Any OSPF backbone area has a 
reserved area ID of 0.0.0.0.  

Configuring a stub area reduces the size of the LSDB inside the area, resulting in reduced 
memory requirements for routers in that area. External network LSAs (type 5), such as those 
redistributed from other routing protocols into OSPF, are not permitted to flood into a stub area. 
Routing from these areas to the outside is based on a default route (0.0.0.0/0). If a packet is 
addressed to a network that is not in the routing table of an internal router, the router 
automatically forwards the packet to the ABR, which sends a 0.0.0.0/0 LSA. Forwarding the 
packet to the ABR allows routers within the stub to reduce the size of their routing tables, 
because a single default route replaces many external routes. 

The totally stubby area technique is a Cisco proprietary enhancement that further reduces the 
number of routes in the routing table. A totally stubby area is a stub area that blocks external 
type 5 LSAs as well as summary type 3 and type 4 LSAs (interarea routes) from entering the 
area. Because it blocks these routes, a totally stubby area recognizes only intra-area routes and 
the default route of 0.0.0.0/0. ABRs inject the default summary link 0.0.0.0/0 into the totally 
stubby area. Each router picks the closest ABR as a gateway to everything outside the area. 
Totally stubby areas minimize routing information further than stub areas and increase the 
stability and scalability of OSPF internetworks. Using totally stubby areas is typically a better 
solution than using stub areas, as long as the ABR is a Cisco router. 
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OSPF Not-So-Stubby-Areas 
This topic describes OSPF Not-So-Stubby Areas (NSSA). 
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The not-so-stubby areas are characterized as follows: 

 NSSA: The OSPF NSSA feature is a nonproprietary extension of the existing stub area 
feature that allows the injection of external routes in a limited fashion into the stub area. 
Redistribution into an NSSA creates a special type of LSA known as a type 7 LSA, which 
can exist only in an NSSA. An NSSA ASBR generates this LSA, and an NSSA ABR 
translates it into a type 5 LSA, which gets propagated into the OSPF domain. Type 7 LSAs 
have a propagate (P) bit in the LSA header to prevent propagation loops between the NSSA 
and the backbone area. Routes redistributed by an NSSA router internal to the area will 
have the P bit set. The type 7 LSAs will be converted to type 5 LSAs by the ABRs for the 
area and propagated to the rest of the network. The P bit is not set only when the NSSA 
ASBR and NSSA ABR are the same router for the NSSA. Routes redistributed locally on 
the NSSA ASBR or ABR are injected directly into the backbone as type 5 LSAs and into 
the NSSA area as type 7 LSAs. To prevent the routes in these type 7 LSAs leaking into the 
backbone through another ABR for the NSSA area, the P bit is cleared. In this way, the 
potential for routing loops is reduced. The NSSA retains the other stub area features, and 
the ABR sends a default route into the NSSA instead of external routes from other ASBRs. 
The type 7 LSA is described in the routing table as an O N2 or O N1 (N means NSSA). N1 
means that the metric is calculated like external type 1. N2 means that the metric is 
calculated like external type 2. The default is O N2. 

Note The external type 1 (E1) metric adds external and internal costs together to reflect the whole 

cost to the destination. The external type 2 (E2) metric takes only the external cost, which is 

reflected in the OSPF cost. 
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 Totally NSSA: The OSPF totally NSSA feature is an extension to the NSSA feature like the 
totally stubby feature is an extension to the stub area feature. It is a Cisco proprietary feature 
that blocks type 3, 4, and 5 LSAs. A single default route replaces both inbound-external (type 5) 
LSAs and summary (type 3 and 4) LSAs in the NSSA area totally. The ABRs for the totally 
NSSA area must be configured to prevent the flooding of summary routes for other areas into 
the NSSA area. Only ABR routers control the propagation of type 3 LSAs from the backbone. 
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OSPF Operation 
This topic describes how routers establish OSPF neighbor adjacencies, exchange LSAs. 
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• Routing updates and topology information are passed only between 
adjacent routers.

• OSPF adjacencies are formed on point-to-point links.

- Sends OSPF packets using multicast 224.0.0.5 (IPv4) or FF02::5 (IPv6)

Hello

 

A router running a link-state routing protocol must first establish neighbor adjacencies with its 
neighboring routers. A router achieves this neighbor adjacency by exchanging hello packets 
with the neighboring routers. 

When routers become adjacent, they begin exchanging the link-state information to 
synchronize the LSDB. Link-state information must be synchronized between routers. Only by 
reliably flooding link-state information can you ensure that every router in the area or domain 
has the latest, most accurate view of the network. Only then can the router make reliable 
routing decisions that are consistent with the decisions of other routers in the network. 

A point-to-point network joins a single pair of routers. A T1 serial line that is configured with a 
data link layer protocol such as PPP or High-Level Data Link Control (HDLC) is an example of 
a point-to-point network. The two OSPF routers on a point-to-point serial link form a complete 
adjacency with each other. OSPF routers on the LAN form adjacencies in a different way. 

On point-to-point networks, the router dynamically detects its neighboring routers by 
multicasting its hello packets to all OSPF routers, using the address 224.0.0.5 in OSPFv2 and 
FF02::5 in OSPFv3. On point-to-point networks, neighboring routers become adjacent 
whenever they can communicate directly. No designated router (DR) or backup designated 
router (BDR) election is performed. This is because there can be only two routers on a point-to-
point link, so there is no need for a DR or BDR. 

The default OSPF hello and dead intervals on point-to-point links are 10 and 40 seconds, 
respectively. 
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• Forming OSPF adjacencies on LAN links is different than forming them 
on point-to-point links.

- Requires DR or BDR election 

- DR and BDR reduce routing update traffic and manage link-state 
synchronization

- Sends OSPF packets using multicast 224.0.0.5, 224.0.0.6 (IPv4) or FF02::5, 
FF02::6 (IPv6)

Hello

DR BDR

 

An OSPF router on a multiaccess broadcast network such as Ethernet forms an adjacency with 
its DR and BDR. A common media segment is the basis for adjacency, such as an Ethernet 
segment that is connecting two or more routers. When routers first come up on the Ethernet, 
they perform the hello process and then elect the DR and BDR. The routers then attempt to 
form adjacencies with the DR and BDR. 

The routers on a segment must elect a DR and a BDR to represent the multiaccess broadcast 
network. The BDR does not perform any DR functions when the DR is operating. Instead, the 
BDR receives all the information, but the DR performs the LSA forwarding and LSDB 
synchronization tasks. The BDR performs the DR tasks only if the DR fails. If the DR fails, the 
BDR automatically becomes the DR, and a new BDR election occurs. 

The default OSPF hello and dead intervals on LAN links are 30 and 120 seconds, respectively. 

After a DR and BDR have been selected, any router that is added to the network establishes 
adjacencies with the DR and BDR only. On LAN links, the router dynamically detects its 
neighboring routers by multicasting its hello packets to all OSPF routers, using the address 
224.0.0.5 in OSPFv2 and FF02::5 in OSPFv3. All other routers (not DR nor BDR) are using 
multicast addresses 224.0.0.6 in OSPFv2 and FF02::6 in OSPFv3 when sending OSPF packets 
to the DR. 

The DR and BDR improve network functioning in the following ways: 

 Reducing routing update traffic: The DR and BDR act as a central point of contact for link-
state information exchange on a multiaccess broadcast network. Therefore, each router must 
establish a complete adjacency with the DR and the BDR only. Each router, rather than 
exchanging link-state information with every other router on the segment, sends the link-state 
information to the DR and BDR only. The DR represents the multiaccess broadcast network 
in the sense that it sends link-state information from each router to all other routers in the 
network. This flooding process significantly reduces the router-related traffic on a segment. 

 Managing link-state synchronization: The DR and BDR ensure that the other routers on 
the network have the same link-state information about the internetwork. In this way, the 
DR and BDR reduce the number of routing errors. 
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OSPF Best Path Calculation 
This topic describes how OSPF calculates the best path to a network. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—2-16

• Routers find the best paths to destinations by applying the Dijkstra SPF 
algorithm to the LSDB.

• The best path is calculated based on the lowest total cost and sent to the routing 
table.
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All routers form an adjacency, which is the prerequisite for the LSDB creation process. When 
they have all formed adjacencies, they start exchanging LSAs. Router R1 has four neighboring 
routers: R2, R3, R4, and R5. From these routers, R1 receives the LSAs from all other routers in 
the network. From these LSAs, it can also deduce the links between all routers and draw the 
web of routers that are depicted in the figure. In this way, an LSDB is created. 

Edsger Dijkstra designed a mathematical algorithm for calculating the best paths through 
complex networks. Link-state routing protocols use Dijkstra’s algorithm to calculate the best 
paths through a network. They assign a cost to each link in the network and place the specific 
node at the root of a tree, then sum the costs toward each given destination. In this way, they 
calculate the branches of the tree to determine the best path to each destination. The best path is 
calculated with respect to the lowest total cost of links to a specific destination and is put in the 
forwarding database (routing table). For OSPF, the default behavior is that the interface cost is 
calculated based on its configured bandwidth. You can also manually define an OSPF cost for 
each interface, which overrides the default cost value. 

The figure illustrates an example of a Dijkstra calculation. Each Ethernet link in the figure is 
assigned an OSPF cost of 10. By summing the costs to each destination, the router can deduce 
the best path to each destination. The right side of the figure shows the result of the Dijkstra 
calculation, in which the SPF tree is defining the best paths. From these best paths, which are 
shown with solid lines, routes to destination networks that are attached to each router are 
offered to the routing table. For each route, the next-hop address is the appropriate neighboring 
router (R2, R3, R4, or R5). 
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OSPF Metric 
This topic describes the OSPF metric. 
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• Also called “cost”

• Defined per interface, but may be altered

• Inversely proportional to the bandwidth of that interface

• COST = 100,000,000 / bandwidth [b/s]

Link Type
Default 

Cost
Cost with

reference 1010 b/s

64 kb/s serial link 1562 156250

T1 (1.544 Mb/s serial link) 64 6476

E1 (2.048 Mb/s serial link) 48 4882

Ethernet 10 1000

Fast Ethernet 1 100

Gigabit Ethernet 1 10

10 Gigabit Ethernet 1 1

 

The cost (also called the metric) of an interface in OSPF is an indication of the overhead that is 
required to send packets across a certain interface. The cost of an interface is inversely 
proportional to the bandwidth of that interface. A higher bandwidth indicates a lower cost. 
There is more overhead (higher cost) and time delay in crossing a 56-kb/s serial line than in 
crossing a 10-Mb/s Ethernet line. The formula that is used to calculate the cost is as follows:  

Cost = 100,000,000 / bandwidth, in bits per second  

For example, it will cost 108/107 = 10 to cross a 10-Mb Ethernet line and will cost 108/1544000 
= 64 to cross a T1 line. The default reference bandwidth for OSPF is 108 b/s, or 100 Mb. 
Increasing the reference bandwidth allows a more granular OSPF design. If changed, it should 
be changed on all routers in the OSPF domain. The reason that you would change the reference 
bandwidth is that you may have a link that is faster than 100 Mb in your network. If you have 
Gigabit networks but are using the default reference bandwidth, then Gigabit links are equal in 
cost to Fast Ethernet. 

By default, the cost of an interface is calculated based on the bandwidth and can be changed by 
using the OSPF configuration command. If you change the link bandwidth, it will also 
indirectly change the cost. Only one cost can be assigned per interface, and it is advertised as 
the link cost in the router link advertisements.  
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Links have different default costs, as follows:  

 A 56-kb/s serial link: The default cost is 1785.  

 A 64-kb/s serial link: The default cost is 1562.  

 T1 (1.544-Mb/s serial link): The default cost is 64.  

 E1 (2.048-Mb/s serial link): The default cost is 48.  

 Ethernet: The default cost is 10.  

 Fast Ethernet: The default cost is 1. 

The table in the figure also shows the cost of the different link types if the reference bandwidth 
is changed to 1010 b/s. 
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Building the Link State Database 
This topic describes how the link state database (LSDB) is constructed. 
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• The Hello protocol is used to define neighbors.

• Adjacency is established.

- Area ID

- Authentication

- Hello and dead intervals

- Stub area flag

• Adjacent routers exchange LSAs.

• Each router builds an LSDB using LSAs.

LSAs exchange

LSDBR1 LSDBR2

R1 R2

Down

Attempt

INIT

Two-way

Exstart

Exchange

Loading

Full

O
S

P
F

 a
dj

ac
en

cy
 s

ta
te

s
 

Routers that share a common segment become neighbors on that segment. Neighbors are 
elected via the Hello protocol. Hello packets are sent periodically out of each interface. Routers 
become neighbors as soon as they see themselves listed in the neighbor hello packet. Therefore, 
a two-way communication is guaranteed. Two routers will not become neighbors unless they 
agree on the following:  

 Area ID: Two routers having a common segment—their interfaces have to belong to the 
same area on that segment. 

 Authentication: OSPF allows for the configuration of a password for a specific area. 
Routers that want to become neighbors have to exchange the same password on a particular 
segment. 

 Hello and dead intervals: OSPF exchanges hello packets on each segment. This is a form 
of keepalive that is used by routers to acknowledge their existence on a segment and to 
elect a designated router (DR) on multiaccess segments. OSPF requires these intervals to be 
exactly the same between two neighbors. 

 Stub area flag: Two routers have to agree on the stub area flag in the hello packets to 
become neighbors. Keep in mind that defining stub areas will affect the neighbor election 
process. 
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Adjacency is the next step after the process of becoming neighbors. Adjacent routers are routers 
that go beyond the simple hello exchange and proceed into the database exchange process. 
Link-state update (LSU) packets are exchanged and acknowledgement is required. An LSU 
carries one or more LSAs inside it. Selection and processing of LSUs is based on the sequence 
numbers. At the end, the adjacent routers will have the same link-state database. 

The following is a brief summary of the states that an interface passes through before becoming 
adjacent to another router:  

 Down 

 Attempt 

 INIT 

 Two-way 

 Exstart 

 Exchange 

 Loading 

 Full  
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LSA Operation 
This topic describes how LSAs age. 
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An LSA is more recent if it has 
the following:
• A higher sequence number  

• A higher checksum number

• An age equal to the maximum 
age (poisoning)

• A significantly smaller link-state 
age (the LSA is significantly 
younger)

LSA

Is entry 
in 

LSDB?

Is 
sequence 

number the 
same?

Ignore 
LSA

Is 
sequence 
number 
higher?

Add to LSDB

Send LSAck

Flood LSA

Run SPF to calculate 
new routing table

Send LSA with newer 
information to source

Yes

Yes

Yes

No

NoNo

 

Each LSA entry has its own aging timer, LS age, which gives the time, in seconds, since the LSA 
was originated. The maximum age of the LSA is 3600 seconds, and the refresh time is 1800 
seconds. If the LS age reaches 3600 seconds, the LSA must be removed from the database. 

After an LSA entry reaches the refresh time, the router that originated the entry sends the LSA 
(with a higher sequence number in an LSU) to verify that the link is still active. The LSU can 
contain one or more LSAs. This LSA validation method saves on bandwidth compared with 
distance vector routers, each of which sends its entire routing table at short intervals. 

When each router receives the LSU, it does the following: 

 If the LSA does not already exist, the router adds the entry to its LSDB, sends back a link-
state acknowledgment (LSAck), floods the information to other routers, runs SPF, and 
updates its routing table. 

 If the entry already exists and the received LSA has the same sequence number, the router 
ignores the LSA entry. 

 If the entry already exists but the LSA includes newer information (it has a higher sequence 
number), the router adds the entry to its LSDB, sends back an LSAck, floods the 
information to other routers, runs SPF, and updates its routing table. 

 If the entry already exists but the LSA includes older information, it sends an LSU to the 
sender with its newer information. 
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A combination of the maximum age (max-age) and refresh timers, as well as link-state 
sequence numbers, helps OSPF maintain a database of only the most recent link-state records. 

An LSA is more recent if it has the following: 

 A higher sequence number 

 A higher checksum number 

 An age that is equal to the maximum age (poisoning) 

 A significantly smaller link-state age (the LSA is significantly younger) 
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Each LSA in the LSDB maintains a sequence number.

• 4-byte number

• Begins with 0x80000001; ends with 0x7FFFFFFF

OSPF floods each LSA every 30 minutes.

• Each time, the sequence number is incremented by one.

• The LSA with the higher (newer) sequence number is more recent.

Ultimately, a sequence number will wrap around to 0x80000001.

• The existing LSA was prematurely aged to the maximum age (one hour) and 
flushed. 

0x8000 0001

0xFFFF FFFF

0x0000 0000

0x8000 0000

0xF777 7777

0x0000 0001

Starting Seq. No.

Last Seq. No.

Reserved Seq. No.

Prematurely aged to the 
maximum age and flushed

…

… …

 

The link-state sequence number field in an LSA header is 32 bits long (4 bytes). Beginning 
with the left-most bit set, the first legal sequence number is 0x80000001 and the last one is 
0x7FFFFFFF. The number is incremented in each new LSA until it reaches 0xFFFFFFFF. The 
next number is then 0x00000000, followed by 0x00000001, 0x00000002, and so on. 
0x8000000 is reserved and never used. The sequence number field is used to detect old or 
redundant LSAs. 

To ensure an accurate database, OSPF floods (refreshes) each LSA every 30 minutes. Each 
time that a record is flooded, the sequence number is incremented by one. An LSA record will 
reset its maximum age when it receives a new LSA update. An LSA will never remain in the 
database longer than the maximum age of 1 hour without a refresh. 

It is possible for an LSA to remain in the database for long periods of time, getting refreshed 
every 30 minutes. At some point, the sequence number will need to wrap back to the starting 
sequence number. When this occurs, the existing LSA will be prematurely aged out (the 
maximum age timer is immediately set to 1 hour) and flushed. The LSA will then begin its 
sequencing at 0x80000001 again.  

When a router encounters two instances of an LSA, it must determine which is more recent. 
The LSA with the higher link-state sequence number is the more recent LSA. 
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• Every OSPF router announces a router LSA for those interfaces that it 
owns in that area.

• Router with link ID 10.1.10.1 has been updated three times; the last 
update was 115 seconds ago.

OSPF Area 11

Gi 0/0 Gi 0/0/0/0
Lo 0

10.1.10.1

CE1 PE1 OSPF Area 1

Lo 0

10.1.1.1

RP/0/RSP0/CPU0:PE1#show ospf database
OSPF Router with ID (10.1.1.1) (Process ID 1)

Router Link States (Area 1)

Link ID         ADV Router      Age         Seq#       Checksum Link count
10.1.1.1        10.1.1.1        114         0x80000001 0x0049c1 1

Router Link States (Area 11)

Link ID         ADV Router      Age         Seq#       Checksum Link count
10.1.1.1        10.1.1.1        114         0x80000002 0x004322 1
10.1.10.1       10.1.10.1       115         0x80000003 0x004ddc 2

 

The Cisco IOS XR show OSPF database or Cisco IOS and IOS XE show IP OSPF database 
commands display lists of information that are related to the OSPF database for a specific 
router. The output of the command that is shown in the figure provides an example of how the 
link-state age and LSA sequence numbers are kept in the database.  

Every OSPF router has interfaces in one or more areas and announces a router LSA for those 
interfaces that it owns in those areas. The link ID is the ID of the router that created the router 
LSA. The advertising router (shown as “ADV Router” in the output) is the router ID of the 
OSPF router that announced the router LSA. Generally, the link ID and advertising router for a 
router LSA are the same. 

The highlighted router LSA entry in the OSPF database indicates that the router LSA with link 
ID 10.1.10.1 has been updated three times (because the sequence number is 0x80000003) and 
that the last update occurred 115 seconds ago. 

Output on the figure is taken from the Cisco IOS XR router. Output from the Cisco IOS and 
IOS XE routers would be similar to the following: 

CE1#show ip ospf database  

 

            OSPF Router with ID (10.1.10.1) (Process ID 1) 

 

                Router Link States (Area 11) 

 

Link ID         ADV Router   Age         Seq#       Checksum  

Link count 

10.1.1.1        10.1.1.1     105         0x80000002 0x004322 1 

10.1.10.1       10.1.10.1    105         0x80000003 0x004DDC 2 
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OSPF Link-State Database 
This topic describes how to interpret content of the OSPF LSDB. 
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• One router LSA for every router 
in an area
- Includes a list of directly attached 

links

- Links identified by the IP prefix 
and link type

• LSA identified by the router ID of 
the originating router

• Floods within its area only; does 
not cross an ABR

• One network LSA for each 
transit broadcast or NBMA 
network

- Includes a list of attached routers 
on the transit link

- Includes a subnet mask of the link

• Advertised by the DR

• Floods within its area only; does 
not cross an ABR

Link Type Description Link ID

1
Point-to-point connection to 

another router
Neighboring 

router ID

2
Connection to a transit 

network
IP address of 

DR

3
Connection to a stub 

network
IP network or 

subnet number

4 Virtual link
Neighboring 

router ID

OSPF Area 1

DR

Type 2 Network

Type 1 Router

 

A router advertises a type 1 LSA that floods to all other routers in the area in which it 
originated. A type 1 LSA describes the collective states of the directly connected links 
(interfaces) of the router. Each type 1 LSA is identified by the router ID. Each router link is 
defined as one of four link types: type 1, 2, 3, or 4. The LSA includes a link ID field that 
identifies, by the network number and mask, the object to which this link connects.  

Depending on the type, the link ID has different meanings, as described in the table. A stub 
network is a dead-end link that has only one attached router. In addition, the type 1 LSA 
describes whether the router is an ABR or ASBR. 

A type 2 LSA is generated for every transit broadcast or nonbroadcast multiaccess (NBMA) 
network within an area. A transit network has at least two directly attached OSPF routers. A 
multiaccess network like Ethernet is an example of a transit network.  

The DR of the network is responsible for advertising the network LSA. A type 2 network LSA 
lists each of the attached routers that make up the transit network, including the DR itself and 
the subnet mask that is used on the link. The type 2 LSA then floods to all routers within the 
transit network area. Type 2 LSAs never cross an area boundary. The link-state ID for a 
network LSA is the IP interface address of the DR that advertises it. 
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• LSA type 3 used to flood 
network information to areas 
outside the originating area

• Describes the network number 
and mask of the link

• Advertised for every subnet and 
not summarized, by default

• LSA type 4 used to advertise a
metric to the ASBR, which is 
used for path selection

• Contains the router ID of the 
ASBR

OSPF Area 0External AS OSPF Area 1

ASBR

Type 1

Type 1

ABR

OSPF Area 2

ABR
Type 4

Type 3

Type 4

Type 3

Advertised by the ABR of the 
originating area

Regenerated by all 
subsequent ABRs

 

The ABR sends type 3 summary LSAs. Type 3 LSAs advertise any networks that are owned by 
an area to the rest of the areas in the OSPF AS, as shown in the figure. The link-state ID is set 
to the network number, and the mask is also advertised. 

By default, OSPF does not automatically summarize groups of contiguous subnets, nor does it 
summarize a network to its classful boundary. The network operator, through configuration 
commands, must specify how the summarization will occur. By default, a type 3 LSA is 
advertised into the backbone area for every subnet that is defined in the originating area, which 
can cause significant flooding problems. Consequently, you should always consider using 
manual route summarization at the ABR. Summary LSAs are flooded throughout a single area 
only, but are regenerated by ABRs to flood into other areas. By default, summary LSAs do not 
contain summarized routes. 

A type 4 summary LSA is generated by an ABR only when an ASBR exists within an area. A 
type 4 LSA identifies the ASBR and provides a route to it. The link-state ID is set to the ASBR 
router ID. All traffic that is destined to an external AS requires routing table knowledge of the 
ASBR that originated the external routes. 

In the figure, the ASBR sends a type 1 router LSA with a bit (known as the external bit [e bit]) 
that is set to identify itself as an ASBR. When the ABR (identified with the border bit [b bit] in 
the router LSA) receives this type 1 LSA, it builds a type 4 LSA and floods it to the backbone, 
Area 0. Subsequent ABRs regenerate a type 4 LSA to flood into their areas. 
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• LSA type 5 (external LSA) used to 
advertise networks from other 
autonomous systems

• Flooded throughout the entire AS

• Advertising router ID (ASBR) 
unchanged throughout the AS

• Type 4 LSA is needed to find the 
ASBR

• LSA type 7 (NSSA external LSA) 
used to advertise networks from 
other ASs injected into the NSSA

• Same format as a type 5 external 
LSA

• Translated to LSA type 5 on the 
NSSA ABR, then propagated as 
LSA type 5 by subsequent ABR

OSPF Area 0
External AS

OSPF Area 1

Type 5

ABR

OSPF Area 2

ABR
Type 5

Type 5

Type 5

Type 5

OSPF Area 10 NSSA
ASBR

Type 7

ASBR

Advertised by the ABR of the 
originating area

Advertised and owned by the 
originating ASBR

 

Type 5 external LSAs describe routes to networks outside the OSPF AS. Type 5 LSAs are 
originated by the ASBR and are flooded to the entire AS. The link-state ID is the external 
network number. Because of the flooding scope and depending on the number of external 
networks, the default lack of route summarization can also be a major issue with external LSAs. 
Therefore, you should always attempt to summarize blocks of external network numbers at the 
ASBR to reduce flooding problems. 

Type 7 external LSAs describe routes to networks outside the OSPF AS. Redistribution from an 
external AS into an NSSA area creates this special type 7 LSA, which can only exist in an 
NSSA area. An NSSA ASBR generates this LSA, and an NSSA ABR translates it into a type 5 
LSA, which gets propagated into the OSPF domain to all areas that can support type 5 LSAs. 

Routers that are operating NSSA areas set the n-bit to signify that they can support type 7 
NSSAs. These option bits must be checked during neighbor establishment. They must match 
for an adjacency to form. 

The advertising router is set to the router ID of the router that injected the external route into 
OSPF—a router inside this NSSA area. This address is also set as the “Forward Address” for 
this prefix—the address that is used to determine the path to take toward this external 
destination. 
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OSPF Intra-Area Routing 
This topic describes the OSPF LSDB for intra-area routing. 
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OSPF Area 0

OSPF Area 11
Gi 0/0

192.168.101.11

Gi 0/0/0/0

192.168.101.10
Lo 0

10.1.10.1

CE1 PE1

RP/0/RSP0/CPU0:PE1#show ospf database 
OSPF Router with ID (10.1.1.1) (Process ID 1)

Router Link States (Area 0)
Link ID         ADV Router      Age         Seq#       Checksum Link count
10.1.1.1        10.1.1.1        223         0x80000001 0x0069d3 1

Net Link States (Area 11)

Link ID         ADV Router      Age         Seq#       Checksum
192.168.101.11  10.1.10.1       56          0x8000002c 0x006794

OSPF Area 1

Lo 0

10.1.1.1

Gi 0/0/0/1 192.168.112.10

LSA Type 2 from Area 11

router ospf 1
area 0
interface GigabitEthernet0/0/0/1
area 1
interface Loopback0
area 11
interface GigabitEthernet0/0/0/0

router ospf 1
log-adjacency-changes
network 10.1.10.1 0.0.0.0 area 11
network 192.168.101.11 0.0.0.0 area 11

LSA Type 1 from Area 0

 

The figure shows the topology that will be used to describe the OSPF LSDB for intra-area 
routing. Routers are configured for OSPF routing. The Cisco IOS XR show OSPF database or 
Cisco IOS and IOS XE show that IP OSPF database commands are used to get information 
about an OSPF LSDB.  

The router link state is type 1 LSA, and the net link state is type 2 LSA. 

The database columns are as follows: 

 Link ID: This column identifies each LSA. 

 ADV router: This column shows the address of the advertising router—the source router 
of the LSA. 

 Age: This column shows the maximum age counter in seconds. The maximum 
configurable age counter is 1 hour, or 3600 seconds. 

 Seq#: This column shows the sequence number of the LSA. The number begins at 
0x80000001 and increases with each update of the LSA. 

 Checksum: This column shows the checksum of the individual LSA, which can be used to 
ensure reliable receipt of that LSA. 

 Link count: This column shows the total number of directly attached links, which is used 
only on router LSAs. The link count includes all point-to-point, transit, and stub links. Each 
point-to-point serial link counts as two, and all other links count as one, including Ethernet 
links. 
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The output in the figure is partial output from an ABR (Cisco IOS XR), router PE1. The 
complete command output from this router is as follows: 

RP/0/RSP0/CPU0:PE1#show ospf database  

Fri May 26 01:11:49.747 UTC 

 
            OSPF Router with ID (10.1.1.1) (Process ID 1) 

 

                Router Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        223         0x80000001 0x0069d3 1 

 

                Summary Net Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.1.1.1        223         0x80000001 0x0080a1 

10.1.10.1       10.1.1.1        223         0x80000001 0x0027f0 

192.168.101.0   10.1.1.1        223         0x80000001 0x001749 

 

                Router Link States (Area 1) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        89          0x8000002d 0x00f3e9 1 

 

                Summary Net Link States (Area 1) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.10.1       10.1.1.1        223         0x80000001 0x0027f0 

192.168.101.0   10.1.1.1        223         0x80000001 0x001749 

192.168.112.0   10.1.1.1        223         0x80000001 0x009db7 

 

                Router Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        89          0x8000002e 0x00ed4a 1 

10.1.10.1       10.1.10.1       56          0x8000002e 0x00f608 2 

 

                Net Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

192.168.101.11  10.1.10.1       56          0x8000002c 0x006794 

 

                Summary Net Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.1.1.1        223         0x80000001 0x0080a1 

https://t.me/learningnets



© 2012 Cisco Systems, Inc. Implement OSPF in the Service Provider Network 2-35 

192.168.112.0   10.1.1.1        223         0x80000001 0x009db7 

 

 

The complete output from an internal router (Cisco IOS), router CE1, is as follows: 

 

CE1#show ip ospf database  

 

            OSPF Router with ID (10.1.10.1) (Process ID 1) 

 

                Router Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        341         0x80000030 0x00E94C 1 

10.1.10.1       10.1.10.1       288         0x80000030 0x00F20A 2 

 

                Net Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

192.168.101.11  10.1.10.1       288         0x8000002E 0x006396 

 

                Summary Net Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.1.1.1        581         0x80000003 0x007CA3 

192.168.112.0   10.1.1.1        582         0x80000003 0x0099B9 
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OSPF Inter-Area Routing 
This topic describes the OSPF LSDB for inter-area routing. 
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OSPF Area 0

OSPF Area 11
Gi 0/0

192.168.101.11

Gi 0/0/0/0

192.168.101.10
Lo 0

10.1.10.1

CE1 PE1

RP/0/RSP0/CPU0:PE1#show ospf database 
OSPF Router with ID (10.1.1.1) (Process ID 1)

Summary Net Link States (Area 0)

Link ID         ADV Router      Age         Seq#       Checksum
10.1.1.1        10.1.1.1        1614        0x80000003 0x007ca3
10.1.10.1       10.1.1.1        1614        0x80000003 0x0023f2
10.2.10.1       10.2.1.1        205         0x80000001 0x001303
192.168.101.0   10.1.1.1        1614        0x80000003 0x00134b
192.168.102.0   10.2.1.1        205         0x80000001 0x00045a

OSPF Area 1

Lo 0

10.1.1.1

Gi 0/0/0/1 192.168.112.10

LSA Type 3 from Area 0

OSPF Area 12
Gi 0/0

192.168.102.21

Gi 0/0/0

192.168.102.20
Lo 0

10.2.10.1
CE1 PE2

Gi 0/0/1

192.168.112.20
Lo 0

10.2.1.1

 

The figure presents the topology that will be used to describe the OSPF LSDB for interarea 
routing. All routers are configured for OSPF routing. The summary net link states are type 3 
LSAs. Because PE1 is the ABR, it has the database for all areas to which it is connected, 
making it the best place to see the OSPF database. To advertise routes from one area into 
another, the ABR creates summary links, which you can see using the Cisco IOS XR show 
OSPF database summary or Cisco IOS and IOS XE show IP OSPF database summary 
commands. 

The output in the figure is partial output from an ABR (Cisco IOS XR), router PE1. The 
complete command output from this router is as follows: 

RP/0/RSP0/CPU0:PE1#show ospf database  

Fri May 26 02:48:28.981 UTC 

 

 

            OSPF Router with ID (10.1.1.1) (Process ID 1) 

 

                Router Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        729         0x80000004 0x002b22 1 

10.2.1.1        10.2.1.1        729         0x80000002 0x00a79b 1 

 

                Net Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 
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192.168.112.10  10.1.1.1        729         0x80000001 0x0048e5 

 

                Summary Net Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.1.1.1        147         0x80000004 0x007aa4 

10.1.10.1       10.1.1.1        147         0x80000004 0x0021f3 

10.2.10.1       10.2.1.1        735         0x80000001 0x001303 

192.168.101.0   10.1.1.1        147         0x80000004 0x00114c 

192.168.102.0   10.2.1.1        735         0x80000001 0x00045a 

 

                Router Link States (Area 1) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        1903        0x8000002f 0x00efeb 1 

 

                Summary Net Link States (Area 1) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.10.1       10.1.1.1        147         0x80000004 0x0021f3 

10.2.10.1       10.1.1.1        728         0x80000001 0x0025f0 

192.168.101.0   10.1.1.1        147         0x80000004 0x00114c 

192.168.102.0   10.1.1.1        728         0x80000001 0x001648 

192.168.112.0   10.1.1.1        147         0x80000004 0x0097ba 

 

                Router Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        1903        0x80000030 0x00e94c 1 

10.1.10.1       10.1.10.1       1852        0x80000030 0x00f20a 2 

 

                Net Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

192.168.101.11  10.1.10.1       1852        0x8000002e 0x006396 

 

                Summary Net Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.1.1.1        147         0x80000004 0x007aa4 

10.2.10.1       10.1.1.1        728         0x80000001 0x0025f0 

192.168.102.0   10.1.1.1        728         0x80000001 0x001648 

192.168.112.0   10.1.1.1        147         0x80000004 0x0097ba 
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OSPF External Routes 
This topic describes the OSPF LSDB for external routes. 
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External AS

OSPF Area 0

OSPF Area 11
Gi 0/0

192.168.101.11

Gi 0/0/0/0

192.168.101.10
100.0.0.1/24

CE1 PE1

router ospf 1
redistribute connected subnets

OSPF Area 1

Lo 0

10.1.1.1

Gi 0/0/0/1 192.168.112.10

OSPF Area 12 NSSA
Gi 0/0

192.168.102.21

Gi 0/0/0

192.168.102.20
200.0.0.1/24

CE2 PE2

Gi 0/0/1

192.168.112.20
Lo 0

10.2.1.1
router ospf 1
area 12 nssa

10.1.10.1

10.2.10.1

RP/0/RSP0/CPU0:PE1#show ospf database 
OSPF Router with ID (10.1.1.1) (Process ID 1)

Summary ASB Link States (Area 0)

Link ID         ADV Router      Age         Seq#       Checksum
10.1.10.1       10.1.1.1        1477        0x80000001 0x000f09

Type-5 AS External Link States

Link ID         ADV Router      Age         Seq#       Checksum Tag
100.0.0.0       10.1.10.1       1454        0x80000001 0x00ed3d 0
200.0.0.0       10.2.1.1        1267        0x80000001 0x002394 0

LSA Type 5

LSA Type 4 from Area 0

Re-originated 
by ABR (PE2)

 

The figure shows the topology that will be used to describe the OSPF LSDB for external routes. 
All routers are configured for OSPF routing. The figure illustrates the use of the Cisco IOS XR 
show OSPF database or Cisco IOS and IOS XE show IP OSPF database commands to get 
information about an OSPF LSDB for external routes. 

The ASBR (router CE1) creates external LSAs (type 5) to advertise external routes into OSPF. 
External LSAs are flooded unaltered into all areas. However, the ASBR is not in Area 0. 
Routers in Area 0 do not know how to reach the ASBR. To advertise the reachability of an 
ASBR into other areas, the ABR (router PE1) creates ASBR summary LSAs (type 4). 

To advertise external routes into an NSSA, the ASBR (router CE2) creates NSSA external 
LSAs (type 7). The ABR (router PE2) converts type 7 LSAs into type 5 LSAs and propagates 
the type 5 LSAs into normal areas. The ASBR summary LSAs are not needed in this case, 
because the ABR originates the external LSA and is reachable within Area 0.  
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The output in the figure is partial output from the ABR (router PE1). The complete command 
outputs from the ABRs (PE1 and PE2) are as follows: 

RP/0/RSP0/CPU0:PE1#show ospf database  

Fri May 26 03:19:37.433 UTC 

 

            OSPF Router with ID (10.1.1.1) (Process ID 1) 

 

                Router Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        755         0x80000005 0x002923 1 

10.2.1.1        10.2.1.1        1278        0x80000003 0x00ab94 1 

 

                Net Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

192.168.112.10  10.1.1.1        755         0x80000002 0x0046e6 

 

                Summary Net Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.1.1.1        2015        0x80000004 0x007aa4 

10.1.10.1       10.1.1.1        2015        0x80000004 0x0021f3 

10.2.10.1       10.2.1.1        625         0x80000002 0x001104 

192.168.101.0   10.1.1.1        2015        0x80000004 0x00114c 

192.168.102.0   10.2.1.1        625         0x80000002 0x00025b 

 

                Summary ASB Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.10.1       10.1.1.1        1477        0x80000001 0x000f09 

 

                Router Link States (Area 1) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        1751        0x80000030 0x00edec 1 

 

                Summary Net Link States (Area 1) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.10.1       10.1.1.1        2015        0x80000004 0x0021f3 

10.2.10.1       10.1.1.1        755         0x80000002 0x0023f1 

192.168.101.0   10.1.1.1        2015        0x80000004 0x00114c 

192.168.102.0   10.1.1.1        755         0x80000002 0x001449 

192.168.112.0   10.1.1.1        2015        0x80000004 0x0097ba 
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                Summary ASB Link States (Area 1) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.10.1       10.1.1.1        1477        0x80000001 0x000f09 

10.2.1.1        10.1.1.1        1277        0x80000001 0x0066b9 

 

                Router Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        1751        0x80000031 0x00e74d 1 

10.1.10.1       10.1.10.1       1478        0x80000032 0x00f404 2 

 

                Net Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

192.168.101.11  10.1.10.1       1749        0x8000002f 0x006197 

 

                Summary Net Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.1.1.1        2015        0x80000004 0x007aa4 

10.2.10.1       10.1.1.1        755         0x80000002 0x0023f1 

192.168.102.0   10.1.1.1        755         0x80000002 0x001449 

192.168.112.0   10.1.1.1        2015        0x80000004 0x0097ba 

 

                Summary ASB Link States (Area 11) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.2.1.1        10.1.1.1        1277        0x80000001 0x0066b9 

 

                Type-5 AS External Link States 

 

Link ID         ADV Router      Age         Seq#       Checksum Tag 

100.0.0.0       10.1.10.1       1454        0x80000001 0x00ed3d 0 

200.0.0.0       10.2.1.1        1267        0x80000001 0x002394 0 

 

PE2#show ip ospf database  

 

            OSPF Router with ID (10.2.1.1) (Process ID 1) 

 

                Router Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.1.1.1        10.1.1.1        1402        0x80000005 0x002923 1 

10.2.1.1        10.2.1.1        23          0x80000004 0x00A995 1 
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                Net Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

192.168.112.10  10.1.1.1        1402        0x80000002 0x0046E6 

 

                Summary Net Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.1.1.1        639         0x80000005 0x0078A5 

10.1.10.1       10.1.1.1        639         0x80000005 0x001FF4 

10.2.10.1       10.2.1.1        1270        0x80000002 0x001104 

192.168.101.0   10.1.1.1        639         0x80000005 0x000F4D 

192.168.102.0   10.2.1.1        1270        0x80000002 0x00025B 

 

                Summary ASB Link States (Area 0) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.10.1       10.1.1.1        128         0x80000002 0x000D0A 

 

                Router Link States (Area 12) 

 

Link ID         ADV Router      Age         Seq#       Checksum Link 
count 

10.2.1.1        10.2.1.1        23          0x80000004 0x00E061 1 

10.2.10.1       10.2.10.1       112         0x80000007 0x00F410 2 

 

                Net Link States (Area 12) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

192.168.102.21  10.2.10.1       112         0x80000004 0x00F916 

 

                Summary Net Link States (Area 12) 

 

Link ID         ADV Router      Age         Seq#       Checksum 

10.1.1.1        10.2.1.1        23          0x80000003 0x0024F3 

10.1.10.1       10.2.1.1        23          0x80000003 0x00CA43 

192.168.101.0   10.2.1.1        23          0x80000003 0x00BA9B 

192.168.112.0   10.2.1.1        23          0x80000003 0x003715 

           

                Type-7 AS External Link States (Area 12) 

 

Link ID         ADV Router      Age         Seq#       Checksum Tag 

200.0.0.0       10.2.10.1       112         0x80000002 0x004D56 0 

 

                Type-5 AS External Link States 

 

Link ID         ADV Router      Age         Seq#       Checksum Tag 

100.0.0.0       10.1.10.1       144         0x80000002 0x00EB3E 0 

200.0.0.0       10.2.1.1        23          0x80000002 0x002195 0 
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OSPF Virtual Link 
This topic describes the OSPF LSDB for virtual links. 
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RP/0/RSP0/CPU0:PE1#show ospf database 
OSPF Router with ID (10.1.1.1) (Process ID 1)

Router Link States (Area 0)
Link ID         ADV Router      Age         Seq#       Checksum Link count
10.1.1.1        10.1.1.1        614         0x80000007 0x00a8a0 2
10.1.10.1       10.1.10.1       1     (DNA) 0x80000002 0x00a774 1

Summary Net Link States (Area 0)
Link ID         ADV Router      Age         Seq#       Checksum
10.1.1.1        10.1.1.1        667         0x80000006 0x0076a6
10.1.10.1       10.1.10.1       146   (DNA) 0x80000002 0x00db33
192.168.101.0   10.1.1.1        667         0x80000007 0x000b4f
192.168.101.0   10.1.10.1       146   (DNA) 0x80000002 0x00d580

OSPF Area 10

OSPF Area 0

OSPF Area 11
Gi 0/0

192.168.101.11

Gi 0/0/0/0

192.168.101.10
Lo 0

10.1.10.1

CE1 PE1 OSPF Area 1

Lo 0

10.1.1.1

Gi 0/0/0/1

router ospf 1
address-family ipv4 unicast
area 0
interface GigabitEthernet0/0/0/1
area 1
interface Loopback0
area 11
virtual-link 10.1.10.1
interface GigabitEthernet0/0/0/0

router ospf 1
area 11 virtual-link 10.1.1.1
network 10.1.10.1 0.0.0.0 area 10
network 192.168.101.11 0.0.0.0 area 11

OSPF Virtual Link

DoNotAge

ABR

I am ABR too !

 

The figure presents the topology that will be used to describe the OSPF LSDB when a virtual 
link is configured. All routers are configured for OSPF routing. The figure illustrates the use of 
the Cisco IOS XR show OSPF database or Cisco IOS and IOS XE show IP OSPF database 
commands to get information about an OSPF LSDB for virtual links. 

The router link states are type 1 LSAs, and the summary net link states are type 3 LSAs. Both 
are used to advertise routes from one area into another. Notice that LSAs that are learned 
through the virtual link have the DoNotAge (DNA) option. The virtual link is treated like a 
demand circuit.  

Router CE1 considers itself an ABR, because it has a link to Area 0 (the virtual link). As a 
result, it generates a summary LSA for 10.1.10.1 and 192.168.101.0 into Area 0, which you can 
see when you issue the show OSPF database command on PE1. 
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Interpreting OSPF Routes in the Routing Table 
This topic describes how to interpret the routing table entries for OSPF learned routes. 
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RP/0/RSP0/CPU0:PE1#show route ospf 
O IA 10.1.10.1/32 [110/2] via 192.168.101.11, 00:31:01, GigabitEthernet0/0/0/0
O IA 10.2.10.1/32 [110/3] via 192.168.112.20, 01:48:41, GigabitEthernet0/0/0/1
O IA 192.168.102.0/24 [110/2] via 192.168.112.20, 01:48:41, GigabitEthernet0/0/0/1
O E2 200.0.0.0/24 [110/15] via 192.168.112.20, 01:26:31, GigabitEthernet0/0/0/1

CE1#show ip route ospf 
< text omitted >

10.0.0.0/32 is subnetted, 3 subnets
O IA     10.1.1.1 [110/2] via 192.168.101.10, 00:31:56, GigabitEthernet0/0
O IA     10.2.10.1 [110/4] via 192.168.101.10, 00:31:56, GigabitEthernet0/0
O IA  192.168.102.0/24 

[110/3] via 192.168.101.10, 00:31:56, GigabitEthernet0/0
O     192.168.112.0/24 

[110/2] via 192.168.101.10, 00:31:56, GigabitEthernet0/0
O E2  200.0.0.0/24 [110/15] via 192.168.101.10, 00:34:37, GigabitEthernet0/0

CE1 PE1

OSPF intra-area router LSA and network LSA:

 Networks from within the area of the router

 Advertised by means of router LSA and network LSAs

OSPF interarea (summary LSA):

 Networks from outside the area of the router, but within the OSPF autonomous system

 Advertised by means of summary LSAs

Type 1 or type 2 external routes:

 Networks outside of the autonomous system of the router

 Advertised by means of external LSAs

 

The Cisco IOS XR show route and Cisco IOS and IOS XE show IP route commands in the 
figure depicts intra-area (O), interarea (O IA) and external type 2 (O E2) routes. 
The O E2 entry is an external route from the ASBR, via the ABR. The two numbers in 
brackets, [110/15], are the administrative distance and the total cost of the route to a specific 
destination network. In this case, the administrative distance is set to the default of 110 for all 
OSPF routes, and the total cost of the route has been calculated as 15. 
The router and network LSAs describe the details within an area. The routing table reflects this 
link-state information with a designation of “O,” meaning that the route is OSPF intra-area. 
When an ABR receives summary LSAs, it adds them to its LSDB and regenerates them into the 
local area. When an ABR receives external LSAs, it adds them to its LSDB and floods them 
into the area. The internal routers then assimilate the information into their databases. Summary 
LSAs appear in the routing table as IA (interarea routes). External LSAs appear in the routing 
table that is marked as external type 1 (E1) or external type 2 (E2) routes. 
The SPF algorithm is then run against the LSDB to build the SPF tree. The SPF tree is used to 
determine the best paths. The order in which the best paths are calculated is as follows: 
 All routers calculate the best paths to destinations within their areas (intra-area) and add 

these entries to the routing table. These are the type 1 and type 2 LSAs, which are noted in 
the routing table with a routing designator of “O.” 

 All routers calculate the best paths to the other areas within the internetwork. These best 
paths are the interarea route entries, or type 3 and type 4 LSAs, and are noted with a routing 
designator of O IA. 

 All routers (except those that are in a form of stub area) calculate the best paths to the 
external AS (type 5) destinations. These are noted with either an O E1 or an O E2 route 
designator, depending on the configuration. 

At this point, a router can communicate with any network within or outside the OSPF AS. 
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Calculating Costs for E1 and E2 OSPF Routes 
This topic describes how costs are calculated for external routes. 
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External AS

OSPF Domain

E1 or E2

R5

R7
R4

E1 or E2

R3

R2

R1
Gi(cost 1)

Gi(cost 1)

Gi(cost 1)

Gi(cost 1)

Gi(cost 1)

T1(cost 30)

T1(cost 30)

E1 (cost 33)

E2 (cost 30)

E1 (cost 32)

E2 (cost 30)

R1 cost to external AS

R6

 

The cost of an external route varies, depending on the external type that is configured on the 
ASBR. The following external packet types can be configured: 

 E1: Type O E1 external routes calculate the cost by adding the external cost to the internal 
cost of each link that the packet crosses. Use this type when there are multiple ASBRs that 
are advertising an external route to the same AS, to avoid suboptimal routing. 

 E2 (default): The external cost of O E2 packet routes is always the external cost only. Use 
this type if only one ASBR is advertising an external route to the AS. 

The figure shows the network diagram with two ASBRs (R5 and R6). Both ASBRs are sending 
external routes into the OSPF AS. External routes can be sent as E1 or E2. R1 receives the 
same external routes from R2 and R3. In the figure, the path from R1 to R6 is shorter than the 
path from R1 to R5. If external routes are received as E2 routes (default setting), the cost is the 
same regardless of the topology in the OSPF domain, which means that there will be 
suboptimal routing. If external routes are received as E1 routes, the cost is different, because 
the internal OSPF cost is added to the external cost. The routing is optimal, and the shortest 
path is selected to the destination. 
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OSPF LSDB Overload Protection 
This topic describes the OSPF LSDB overload protection feature. 
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• Excessive LSAs generated by other routers can drain local router 
resources.

• This feature can limit the processing of non-self-generated LSAs for a 
defined OSPF process.

• Only a warning message can be sent or neighbors can be ignored.

CE1 PE1

Limit the number of non-
self-generated LSAs.

router ospf 1
max-lsa 12000

 

If other routers are misconfigured, causing many prefixes to be redistributed, large numbers of 
LSAs can be generated. These excessive LSAs can drain local CPU and memory resources. 
OSPF LSDB overload protection can be configured to protect against this issue by using the 
Cisco IOS, IOS XE, and IOS XR max-lsa router OSPF command. 

When this feature is enabled, the router keeps count of the number of received (non-self-
generated) LSAs that it keeps in its LSDB. An error message is logged when this number 
reaches a configured threshold number, and a notification is sent when it exceeds the threshold 
number.  

If the LSA count still exceeds the threshold after 1 minute, the OSPF process takes down all 
adjacencies and clears the OSPF database. This is called the “ignore” state. In the ignore state, 
no OSPF packets are sent or received by interfaces that belong to that OSPF process. 

The OSPF process remains in the ignore state for the time that is defined by the ignore-time 
parameter. The ignore-count parameter defines the maximum number of times that the OSPF 
process can consecutively enter the ignore state before remaining permanently down and 
requiring manual intervention.  

If the OSPF process remains normal for the time that is defined by the reset-time parameter, 
the ignore state counter is reset to 0. 
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Summary 
This topic summarizes the key points that were discussed in this lesson. 
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• OSPF is used in the IP Edge and Core networks of the Cisco IP NGN.

• OSPFv2 and OSPFv3 have the same key capabilities and run 
independantly on a network device.

• OSPF uses link-state advertisements to build a topology database.

• All OSPF routers have the same picture of network topology.

• ASBR routers connects OSPF area to external routing domain.

• OSPF routing protocol reduces the size of the SPF calculations by 
partitioning the network into multiple areas.

• Hierarchical structure of OSPF minimizes routing table entries, localizes
impact of a topology change and stops LSA flooding.

• There are 11 OSPF LSA types. No external routes are propagated into
OSPF stub areas. No external and intra-area routes are propagated into
OSPF totally stubby areas.

 

 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—2-33

• NSSA behaves like stub area, but may introduce external routes locally
in the area.

• A router running OSPF must first establish neighbor adjacencies with its 
neighboring routers.

• OSPF routers find the best path to a destination by applying the Dijkstra
SPF algorithm to the topology database.

• OSPF cost of an interface is calculated based on the bandwidth and can 
be changed by using the OSPF configuration command.

• OSPF uses hello packets to discover neighbors.

• Each LSA in the LSDB maintains a sequence number.

• The following are the most commonly used OSPF LSA types: type 1 
router, type 2 network, type 3 and 4 summary, type 5 external, and type 
7 external.
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• OSPF intra-area LSAs are used to describe routes within an area.

• OSPF inter-area LSAs are used to describe routes from other areas.

• OSPF external LSAs are used to  describe routes from external
autonomous systems.

• LSAs that are learned through the virtual link have the DoNotAge (DNA) 
option set.

• Intra-area routes are presented in the routing table with „O“, while inter-
area routes are presented with „O IA“.

• External routes can be configured to use either E1 or E2 cost type.

• OSPF LSDB overload protection can be used to protect a router from
excessive LSA flooding.
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Lesson 2 

Understanding OSPF 
Operation 

Overview 
The Open Shortest Path First (OSPF) protocol has several functions, and five packet types to 
support them: hello, database description (DBD), link-state request (LSR), link-state update 
(LSU), and link-state acknowledgement (LSAck). These five OSPF packet types enable all 
OSPF information flow between routers.  

The OSPF protocol areas may be made up of different types of network links. You must know 
which types of network links are being used in order to properly configure OSPF to work with 
all of them and their different adjacency behaviors, as well as over certain network types. It is 
important to note that OSPF pays special attention to different network types, such as point-to-
point and broadcast networks, and that the OSPF default settings do not always work properly 
with some network topologies. 

This lesson defines packet types and explains where and how these packets interact to build 
OSPF neighbor adjacencies and maintain the OSPF topology database. The lesson also 
describes OSPF network types, how the adjacencies are formed for these OSPF network types, 
and how link-state advertisements (LSAs) are flooded on each. 

Objectives 
Upon completing this lesson, you will be able to describe how OSPF improves packet 
processes and optimizes routing performance in a service provider network. This ability 
includes being able to meet these objectives: 

 Describe the functions performed by OSPF 

 Describe the OSPF Packet Format 

 Describe each of the OSPF packet types 

 Describe OSPF neighbor adjacencies establishment, LSDB exchange, and synchronization 

 Describe the link-state flooding process 

 Describe  how to debug OSPF packets 

 Describe OSPF network types 

 Describe how the designated router (DR) and backup designated router (BDR) are elected 
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 Describe OSPF  in nonbroadcast multiaccess (NBMA) networks 

 Describe OSPF in Metro Ethernet and EoMPLS networks 

 Describe OSPF in MPLS VPN networks 

 Describe implementation steps when enabling OSPF on point-to-point, point-to-multipoint, 
nonbroadcast multiaccess, and broadcast links 
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OSPF Functions 
This topic describes the functions performed by OSPF. 
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High-level functions of OSPF include the following:
• Discover neighbors and form adjacencies

• Flood link-state database (LSDB) information

• Compute the shortest path

• Install routes in the route-forwarding table

Additional functions of OSPF include the following:
• Detect changes in the link state

• Propagate changes to maintain link-state database synchronization

Several OSPF packet types are involved.

 

For OSPF to operate properly, several processes must occur: 

 Neighbor discovery to form adjacencies 

 Flooding of the link-state information to build a link-state database (LSDB) 

 Computation of Shortest Path First (SPF) to find out the shortest path to all known 
destinations 

 Populating of the route forwarding table with the best routes to known destinations 

After OSPF initially populates the router forwarding table, the state of the links that are around 
the OSPF autonomous system may change. OSPF is able to detect these changes and respond 
by flooding this information throughout the OSPF autonomous system, or at least in the area 
where the change was detected. The flooding of new information is needed to maintain the 
LSDBs in all neighboring routers. 

For all these functions, several OSPF packet types are involved. 
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OSPF Packet Format 
This topic describes the OSPF Packet Format. 
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Link 
Header

IP
Header

OSPF
Packet

Link 
Trailer

Version
Number

Packet 
Length

Authen-
tication
Type

DataType Router 
ID Area ID Check-

sum
Authen-
tication

OSPF Packet

Protocol ID Number 89

CE1#debug ip ospf packet
OSPF packet debugging is on
*Aug 16 09:18:53.974: OSPF: rcv. v:2 t:1 l:48 rid:10.1.1.1

aid:0.0.0.11 chk:8224 aut:0 auk: from GigabitEthernet0/0

Type Packet Description

1 Hello

Discovers 
neighbors and 

builds adjacencies 
between them

2 DBD

Checks for 
database 

synchronization 
between routers

3 LSR
Requests specific 
link-state records 

from another router

4 LSU
Sends specifically 

requested link-state 
records

5 LSAck
Acknowledges the 
other packet types

 

All five OSPF packets are encapsulated directly into an IP payload, as shown in the figure. The 
OSPF packet does not use TCP or User Datagram Protocol (UDP). OSPF requires a reliable 
packet transport scheme, and because it does not use TCP, it has defined its own 
acknowledgment routine using an acknowledgment packet (OSPF packet type 5). 
In the IP header, a protocol identifier of 89 defines all OSPF packets. Each of the OSPF packets 
begins with the same header format. This header has the following fields: 
 Version number: Version 2 for OSPF with IPv4 and version 3 for OSPF with IPv6 
 Type: Differentiates the five OSPF packet types 
 Packet length: The length of the OSPF packet in bytes 
 Router ID: Defines which router is the source of the packet 
 Area ID: Defines the area where the packet originated 
 Checksum: Used for packet-header error detection to ensure that the OSPF packet was not 

corrupted during transmission 
 Authentication type: An option in OSPF that describes no authentication, cleartext 

passwords, or encrypted Message Digest 5 (MD5) formats for router authentication 
 Authentication: Used in the authentication scheme 
 Data: Each of the five packet types includes different data: 

— Hello packets: Contains a list of known neighbors 
— DBD packet: Database descriptor contains a summary of the LSDB, which includes 

all known router IDs and their last sequence numbers, among several other fields 
— LSR packet: Contains the type of link-state advertisement (LSA) that is needed and 

the router ID that has the needed LSU 
— LSU packet: Contains the complete LSA entries. Multiple LSA entries can fit in 

one OSPF update packet. 
— LSAck packet: Empty 
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OSPF Packets Types 
This topic describes each of the OSPF packet types. 
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Hello

* Entries must match on 
neighboring routers

• Use of multicast and unicast IP address
• Four types of update packets
• LSDB synchronization process

̶ Discover neighbor

̶ Establish bidirectional communication

̶ Elect a designated router, if desired

̶ Form an adjacency

̶ Discover the network routes

̶ Update and synchronize link-state databases

Hello

Router ID

Hello and dead intervals*

Neighbors

Area ID*

Router priority

DR IP address

BDR IP address

Authentication password*

Stub area flag*

DBD LSR LSU LSAck

 

Each interface that is participating in OSPF uses the IP multicast address 224.0.0.5 to 
periodically send hello packets. A hello packet contains the following information: 

 Router ID: The router ID is a 32-bit number that uniquely identifies the router. The highest 
IP address on an active interface is chosen by default, unless a loopback interface or the 
router ID is configured. For example, IP address 172.16.12.1 would be chosen over 
172.16.1.1. This identification is important in establishing neighbor relationships and 
coordinating LSU exchanges. Also, the router ID breaks ties during the designated router 
(DR) and backup designated router (BDR) selection processes if the OSPF priority values 
are equal. 

 Hello and dead intervals: The hello interval specifies the frequency, in seconds, with 
which a router sends hello packets (10 seconds is the default on multiaccess networks). The 
dead interval is the time in seconds that a router waits to hear from a neighbor before 
declaring the neighboring router out of service (four times the hello interval, by default). 
These timers must be the same on neighboring routers; otherwise, an adjacency will not be 
established. 

 Neighbors: The Neighbors field lists the adjacent routers with established bidirectional 
communication. This bidirectional communication is indicated when the router recognizes 
itself listed in the neighbors field of the hello packet from the neighbor. 

 Area ID: To communicate, two routers must share a common segment and their interfaces 
must belong to the same OSPF area on that segment. (They must also share the same 
subnet and mask.) These routers will all have the same link-state information. 

 Router priority: The router priority is an 8-bit number that indicates the priority of a 
router. Priority is used when selecting a DR and BDR. 
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 DR and BDR IP addresses: These are the IP addresses of the DR and BDR for the 
specific network, if they are known. 

 Authentication password: If router authentication is enabled, two routers must exchange 
the same password. Authentication is not required, but if it is enabled, all peer routers must 
have the same password. 

 Stub area flag: A stub area is a special area. Two routers must agree on the stub area flag 
in the hello packets. Designating a stub area is a technique that reduces the number of 
routing updates by replacing many of them with a default route. 

The following fields must match when hello packets are exchanged between the neighboring 
routers: hello and dead intervals, area ID, authentication password, and stub area flag. 

After a bidirectional adjacency is formed, OSPF must exchange and synchronize the LSDBs 
between routers. All routing updates are sent in IP packets (protocol type 89), for which OSPF 
does not do any fragmentation and reassembly on the IP. 

Four types of update packets are used when exchanging and synchronizing LSDBs: 

Type 2 DBD packet: Used to describe the network routes of each neighbor. 

Type 3 LSR packet: After database description packets are exchanged, the routers request 
missing information by using request packets. 

Type 4 LSU packet: All missing information is sent to the neighbors by sending update 
packets, which contain different LSAs. 

Type 5 LSAck packet: Every packet is acknowledged, to ensure reliable transport and reliable 
exchange of information. 

Type 4 and type 5 packets are sent to multicast IP addresses, except when retransmitting, when 
sent across a virtual link, and when sent on nonbroadcast networks. All other packets are sent to 
unicast IP addresses. 

https://t.me/learningnets



© 2012 Cisco Systems, Inc. Implement OSPF in the Service Provider Network 2-55 

OSPF Neighbor States 
This topic describes OSPF neighbor adjacencies establishment, LSDB exchange, and 
synchronization. 
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Hello

R1 R2 R2

Gi0/0  172.16.5.1/24 Gi0/1  172.16.5.2/24

172.16.6.0/24

INIT

I am router ID 172.16.5.1, and I see no one.
To 244.0.0.5

Add 172.16.5.1 
to neighbors list

Hello

I am router ID 172.16.5.2, and I see 172.16.5.1.
Unicast to R1

Add 172.16.5.2 
to neighbors list

Establishing 
Bidirectional 
Communication

Down

Two-way

Attempt

No active neighbor detected

No recent information received from 
the neighbor. Send hello packet.

Hello packet received

The router see itself in the hello 
packets coming from a neighbor

 

When routers that are running OSPF are initialized, an exchange process using the Hello 
protocol is the first procedure. The exchange process that happens when routers appear on the 
network is illustrated in the figure: 

 Router R1 is enabled on the LAN and is in a down state, because it has not exchanged 
information with any other router. It begins by sending a hello packet through each of its 
interfaces that are participating in OSPF, even though it does not know the identity of the DR 
or of any other routers. The hello packet is sent out using the multicast address 224.0.0.5. 

 All directly connected routers that are running OSPF receive the hello packet from router 
R1 and add R1 to their lists of neighbors. After adding R1 to the list, other routers are in the 
initial state (INIT state). 

 Each router that received the hello packet sends a unicast reply hello packet to R1 with its 
corresponding information. The neighbor field in the hello packet includes all neighboring 
routers and R1. 

 When R1 receives these hello packets, it adds all the routers that had its router ID in their 
hello packets to its own neighbor relationship database. After this process, R1 is in the two-
way state. At this point, all routers that have each other in their lists of neighbors have 
established bidirectional communication.  

If the link type is a broadcast network, a DR and BDR must first be selected. The DR forms 
bidirectional adjacencies with all other routers on the LAN link. This process must occur before the 
routers can begin exchanging link-state information. Periodically (every 10 seconds on broadcast 
networks, by default), the routers within a network exchange hello packets to ensure that 
communication is still working. The hello updates include the DR, BDR, and the list of routers for 
which hello packets have been received by the router. Remember that “received” means that the 
receiving router recognizes its own name as one of the entries in the received hello packet. 
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DBD

R1 R2 R2

Gi0/0  172.16.5.1/24 Gi0/1  172.16.5.2/24

172.16.6.0/24

I will start exchange because I have router ID 172.16.5.1.

DBDNo,  I will start exchange because I have a higher router ID.

DBD

Here is a summary of my LSDB.

DBD

Here is a summary of my LSDB.

LSAck

Thanks for the information!

LSAck

I need the complete entry for network 172.16.6.0/24

Here is the entry for network 172.16.6.0/24.

LSU

LSR

LSAck

Thanks for the information!

Adding the
Link-State
Entries

Discovering
the Network 
Routes

Loading
Exchange of LSRs and LSUs

Master and slave roles determined

Database description packets sent

Neighbors fully adjacent

Exchange

Full

Exstart

 

After the DR and BDR are selected, the routers are considered to be in the exstart state. The 
routers are then ready to discover the link-state information about the internetwork and create 
their LSDBs. The exchange protocol is used to discover the network routes and it moves all the 
routers from the exchange state to a full state of communication. The first step in this process is 
for the DR and BDR to establish adjacencies with each of the other routers. When adjacent 
routers are in a full state, they do not repeat the exchange protocol unless the full state changes. 

As shown in the figure, the exchange protocol operates as follows: 

Step 1 In the exstart state, the DR and BDR establish adjacencies with each router in the 
network. During this process, a master-slave relationship is created between each 
router and its adjacent DR and BDR. The router with the higher router ID acts as the 
master during the exchange process—router R2 becomes the DR. Only the DR 
exchanges and synchronizes link-state information with the routers to which it has 
established adjacencies. Having the DR represent the network in this capacity 
reduces the amount of routing update traffic. 

The master and slave routers exchange one or more DBD packets. The routers are in 
the exchange state. 

A DBD includes information about the LSA entry header that appears in the LSDB 
of the router. The entries can be about a link or a network. Each LSA entry header 
includes information about the link-state type, the address of the advertising router, 
the cost of the link, and the sequence number. The router uses the sequence number 
to determine the “newness” of the received link-state information. 
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Step 2 When the router receives the DBD, it performs these actions, as shown in the figure: 

 It acknowledges the receipt of the DBD using the LSAck packet. 

 It compares the information that it received with the information that it has. If 
the DBD has a more up-to-date link-state entry, the router sends an LSR to the 
other router. When routers start sending LSRs, they are in the loading state. 

 The other router responds with the complete information about the requested 
entry in an LSU packet. Again, when the router receives an LSU, it sends an 
LSAck. 

Step 3 The router adds the new link-state entries to its LSDB. 

When all LSRs are satisfied for a given router, the adjacent routers are considered 
synchronized. They are in a full state. The routers must be in a full state before they 
can route traffic. At this point, all the routers in the area should have identical 
LSDBs. 
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OSPF Link-State Flooding 
This topic describes the link-state flooding process. 
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The SPF algorithm is triggered in these cases:
• The LSA Options field changes.

• The age of the LSA instance is set to MaxAge.

• The length field in the LSA header changes. 

• The contents of the LSA (excluding the LSA header) changes.

R1

R3
DR

R2

1. Link-State Change: Router R1 
detects a topology change, adjusts 
its LSA, and floods the LSA.

X
2. LSU: Router R1 notifies all OSPF neighbors 

using 224.0.0.5, or, on LAN links, all OSPF 
DRs and BDRs using 224.0.0.6.

3. LSU: The DR notifies 
others on 224.0.0.5.

4. LSU

5. The LSDBs of all routers 
must be synchronized.

 

In a link-state routing environment, it is important for the LSDBs (topology tables) of all 
routers to stay synchronized. When there is a change in a link state, the routers use a flooding 
process to notify the other routers in the network of the change.  

In general, the flooding process steps in a multiaccess network are as follows: 

Step 1 A router notices a change in a link state and multicasts an LSU packet to all OSPF 
neighbors at 224.0.0.5 or to all OSPF DRs and BDRs at 224.0.0.6.  

Step 2 The DR acknowledges receipt of the change and floods the LSU to others on the 
network using the OSPF multicast address 224.0.0.5. After receiving the LSU, each 
router responds to the DR with an LSAck. To make the flooding procedure reliable, 
each LSA must be acknowledged separately. 

Step 3 If a router is connected to other networks, it floods the LSU to those other networks 
by forwarding the LSU to the DR of the multiaccess network or to the adjacent 
router if it is in a point-to-point network.  

Step 4 The router updates its LSDB using the LSU that includes the changed LSA. It then 
recomputes the SPF algorithm against the updated database after a short delay (the 
SPF delay) and updates the routing table, as necessary. 
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When is the SPF algorithm run? A change in the topology database is a necessary, but not 
sufficient, condition for SPF recalculation. These conditions trigger the SPF algorithm: 

 The LSA Options field changes. 

 The age of the LSA instance is set to MaxAge. 

 The length field in the LSA header changes.  

 The contents of the LSA (excluding the LSA header) change. 

An SPF calculation is performed separately for each area in the topology database. 

OSPF simplifies the synchronization issue by requiring only adjacent routers to remain 
synchronized. 

Summaries of individual link-state entries, not the complete link-state entries, are sent every 30 
minutes to ensure proper LSDB synchronization. Each link-state entry has a timer to determine 
when the LSA refresh update must be sent. 

Each link-state entry also has a maximum age of 60 minutes. If a link-state entry has not been 
refreshed within 60 minutes, it is removed from the LSDB. 
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Debug OSPF Packets 
This topic describes how to debug OSPF packets. 
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Field Description

OSPF: OSPF packet

Recv: / rcv. was received

v: Provides the version of OSPF

HLO / t:
Specifies the OSPF packet type:

1: hello; 2: DBD; 3: LSR; 4: LSU; 5: LSAck

l: Specifies the OSPF packet length in bytes

rid: Provides the OSPF router ID

aid: Shows the OSPF area ID

chk: Displays the OSPF checksum

Aut:
Provides the OSPF authentication type:

0: No authentication; 1: Simple password; 2: MD5

auk: Specifies the OSPF authentication key, if used

keyid Displays the MD5 key ID; only used for MD5 authentication

seq Provides the sequence number; only used for MD5 authentication

OSPF: rcv. v:2 t:1 l:48 rid:10.1.1.1 aid:0.0.0.11 chk:8224 aut:0 auk: from GigabitEthernet0/0

ospf[1010]: Recv: HLO l:48 rid:10.2.1.1 aut:0 auk: from 192.168.112.20 to 224.0.0.5 on 
GigabitEthernet0/0/0/1, vrf default vrfid 0x60000000

Cisco IOS XR: debug ospf 1 packet 

Cisco IOS/IOS XE: 
debug ip ospf packet

 

To verify that OSPF packets are flowing properly between two routers, use the Cisco IOS XR 
debug OSPF packet command or Cisco IOS and IOS XE debug IP OSPF packet command. 

The output of these debug commands is shown in the figure. Notice that the output shows the 
fields in the OSPF header, but they are not described in any detail. After each field, there is a 
parameter for it. The values are described in the table. 
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OSPF Network Types 
This topic describes OSPF network types. 
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Point-to-point:
 A network that joins a single pair of routers
 Does not require DR or BDR election
 Neighbor is automatically detected
 Sends OSPF packets using multicast 224.0.0.5
 Default OSPF hello interval is 10 seconds
 Default OSPF dead interval is 40 seconds

Broadcast:
 DR and BDR selection is required
 Other routers form adjacencies with the DR and BDR only
 Packets to the DR and BDR use 224.0.0.6
 Packets from DR to all other routers use 224.0.0.5
 Default OSPF hello interval is 10 seconds
 Default OSPF dead interval is 40 seconds 

Nonbroadcast multiaccess (NBMA): 
 Single interface interconnects multiple sites
 Without broadcasting capabilities
 Default OSPF hello interval is 30 seconds
 Default OSPF dead interval is 120 seconds

Point-to-multipoint: 
 No DR or BDR election
 Automatic neighbor discovery
 Each adjacency treated as point-to-point

 

OSPF defines distinct types of networks, based on their physical link types. OSPF operation on 
each type is different, including how adjacencies are established and which configuration is 
required.  

There are three types of networks that are defined by OSPF: 

 Point-to-point: A network that joins a single pair of routers. A T1 serial line that is 
configured with a data link layer protocol such as PPP or High-Level Data Link Control 
(HDLC) is an example of a point-to-point network. On point-to-point networks, the router 
dynamically detects its neighboring routers by multicasting its hello packets to all OSPF 
routers, using the address 224.0.0.5. On point-to-point networks, neighboring routers 
become adjacent whenever they can communicate directly. No designated router (DR) or 
backup designated router (BDR) election is performed; there can be only two routers on a 
point-to-point link, so there is no need for a DR or BDR. Usually, the IP source address of 
an OSPF packet is set to the address of the outgoing interface on the router. The default 
OSPF hello and dead intervals on point-to-point links are 10 and 40 seconds, respectively.  

 Broadcast: An OSPF router on a multiaccess broadcast network such as Ethernet forms an 
adjacency with its DR and BDR. The routers on a segment must elect a DR and a BDR to 
represent the multiaccess broadcast network. The BDR performs the DR tasks only if the 
DR fails. The DR and BDR improve network functioning in the following ways: 

— Reducing routing update traffic: The DR acts as central point of contact for link-
state information exchange. The DR represents the multiaccess broadcast network in 
the sense that it sends link-state information from each router to all other routers in 
the network.  

— Managing link-state synchronization: The DR ensures that the other routers on the 
network have the same link-state information about the internetwork. 
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 Nonbroadcast multiaccess (NBMA): A network that interconnects more than two routers 
but has no broadcast capability. When a single interface interconnects multiple sites over an 
NBMA network, the nonbroadcast nature of the network can lead to reachability issues. For 
example, if the NBMA topology is not fully meshed, then a broadcast or multicast that is 
sent by one router will not reach all the other routers. To implement broadcasting or 
multicasting in an NBMA network, the router replicates the packets to be broadcast or 
multicast and sends them individually on each permanent virtual circuit (PVC) to all 
destinations. This process is CPU- and bandwidth-intensive. The default OSPF hello and 
dead intervals on NBMA interfaces are 30 and 120 seconds, respectively. 

 Point-to-multipoint: The point-to-multipoint mode treats the nonbroadcast network as a 
collection of point-to-point links. In this environment, the routers automatically identify their 
neighboring routers but do not elect a DR and BDR. This configuration is typically used with 
partially meshed networks. Every router in the subnet generates a host (/32) route. 
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• Broadcast OSPF network type is used in service provider environments 
and focuses on IP edge devices.

• Point-to-point OSPF network type is used in service provider 
environments and focuses on core devices.

IP Infrastructure Layer

Access
Aggregation

IP Edge
Core

Residential

Mobile Users

Business

Access Aggregation IP Edge Core

Point-to-pointBroadcast

 

The figure shows usage of the OSPF network types in the service provider IP infrastructure 
layer of the Cisco IP Next-Generation Network (Cisco IP NGN).  
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Electing the OSPF DR and BDR 
This topic describes how designated router (DR) and backup designated router (BDR) are 
elected. 
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 Hello packets are exchanged via 
IP multicast.

 DR: The router with the highest 
OSPF priority

 BDR: The router with the second-
highest priority value

 OSPF router ID is used as the tie-
breaker.

 DR election is nonpre-emptive. DR BDR

DROTHER DROTHER DROTHER

P=3 P=2
P=1 P=1 P=0

 OSPF considers NBMA to be like 
other broadcast media.

 DR and BDR need to have fully 
meshed connectivity with all other 
routers, but NBMA networks are not 
always fully meshed.

 DR and BDR each need a list of 
neighbors.

 OSPF neighbors are not automatically 
discovered by the router.

DR

DROTHER

DROTHER

DROTHER

Nonbroadcast

Broadcast

 

To elect a DR and BDR, the routers view the OSPF priority value of other routers during the 
hello packet exchange process and then use the following conditions to determine which router 
to select: 

 The router with the highest priority value is the DR. 

 The router with the second-highest priority value is the BDR. 

 The default for the interface OSPF priority is 1. In the case of a tie, the router ID is used. 
The router with the highest router ID becomes the DR. The router with the second-highest 
router ID becomes the BDR. 

 A router with a priority that is set to 0 cannot become the DR or BDR. A router that is not 
the DR or BDR is called a DROTHER. 

 If a router with a higher priority value is added to the network, it does not preempt the DR 
and BDR. The only time that a DR or BDR changes is when one of them is out of service. 
If the DR is out of service, the BDR becomes the DR, and a new BDR is selected. If the 
BDR is out of service, a new BDR is elected. 

To determine whether the DR is out of service, the BDR uses the wait timer. This timer is a 
reliability feature. If the BDR does not confirm that the DR is forwarding LSAs before the 
timer expires, the BDR assumes that the DR is out of service. 
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The highest IP address on an active interface is normally used as the router ID; however, you 
can override this selection by configuring an IP address on a loopback interface or using the 
Cisco IOS, IOS XE, or IOS XR router-id router configuration command. The DR operation is 
at the link level. A DR is selected for every multiaccess broadcast link in the OSPF network. 

OSPF treats NBMA environments like any other broadcast media environment; however, 
NBMA clouds are usually built in hub-and-spoke topologies. A hub-and-spoke topology means 
that the NBMA network is only a partial mesh. In these cases, the physical topology does not 
provide multiaccess capability on which OSPF relies. 

The election of the DR becomes an issue in NBMA topologies because the DR and BDR need 
to have complete physical connectivity with all routers in the NBMA network. The DR and 
BDR also need to have a list of all the other routers so that they can establish adjacencies. 
OSPF cannot automatically build adjacencies with neighboring routers over NBMA interfaces. 
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• Different interfaces on a router may be assigned different values.

• The default priority is 1. The range is from 0 to 255.

• “0” means the router cannot be the DR or BDR.

• A router that is not the DR or BDR is DROTHER.

• The priority takes effect when the existing DR goes down.

OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

Gi 0/0/0/1

interface GigabitEthernet0/0
ip ospf priority 2

router ospf 1
area 11
interface GigabitEthernet0/0/0/0
priority 3

 

Use the Cisco IOS XR priority router command or Cisco IOS/IOS XE ip ospf priority interface 
command to designate which router interfaces on a multiaccess link are the DR and the BDR. The 
default priority is 1, and the range is from 0 to 255. The interface with the highest priority 
becomes the DR, and the interface with the second-highest priority becomes the BDR.  

Interfaces that are set to a priority of 0 cannot be involved in the DR or BDR election process. 

The priority of an interface takes effect only when the existing DR goes down. A DR does not 
relinquish its status just because a new interface reports a higher priority in its hello packet. 
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OSPF Over NBMA Network Types 
This topic describes OSPF  in nonbroadcast multiaccess (NBMA) networks. 
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As described in RFC 2328, OSPF runs in one of these two official modes in NBMA topologies: 

 Nonbroadcast multiaccess: The nonbroadcast multiaccess (NBMA) mode simulates the 
operation of OSPF in broadcast networks. Neighbors must be manually configured, and DR 
and BDR election is required. This configuration is typically used with fully meshed 
networks. 

 Point-to-multipoint: The point-to-multipoint mode treats the nonbroadcast network as a 
collection of point-to-point links. In this environment, the routers automatically identify their 
neighboring routers but do not elect a DR and BDR. This configuration is typically used with 
partially meshed networks. Every router in the subnet generates a host (/32) route. 

The choice between NBMA and point-to-multipoint modes determines the way in which 
the Hello protocol and flooding work over the nonbroadcast network. The main advantage 
of the point-to-multipoint mode is that it requires less manual configuration, and the main 
advantage of the nonbroadcast mode is that there is less overhead traffic. 

Cisco has defined the following additional modes: 

 Point-to-multipoint nonbroadcast: Point-to-multipoint nonbroadcast mode is used in 
place of RFC-compliant point-to-multipoint mode if multicast and broadcast are not 
enabled on the virtual circuits, because the router cannot dynamically discover its 
neighboring routers using hello multicast packets. This mode requires neighbors to be 
manually configured and does not require DR and BDR election. Every router in the subnet 
generates a host (/32) route. 

 Broadcast: Makes the WAN interface appear to be a LAN, uses one IP subnet, and OSPF 
hello packets uses multicast to automatically discover the neighbors. Routers elect the DR 
and BDR and require a full-mesh or a partial-mesh topology. Broadcast mode is a 
workaround for statically listing all existing neighboring routers. The interface is set to 
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broadcast and behaves as though the router connects to a LAN. DR and BDR election is 
still performed; therefore, take special care to ensure either a full-mesh topology or a static 
election of the DR based on the interface priority. 

 Point-to-point: Has a different IP subnet on each subinterface. It does not have DR or 
BDR election. Point-to-point mode is used when only two routers need to form an 
adjacency on a pair of interfaces. It can be used with either LAN or WAN interfaces. 

OSPFv3 networks fall into four types by data link layer protocol: 

 NBMA: If Frame Relay, ATM, or X.25 is adopted, OSPF defaults the network type to 
NBMA. 

 Point-to-multipoint: OSPF does not default the network type for any data link layer 
protocol to point-to-multipoint. 

 Broadcast: If Ethernet or FDDI is adopted, OSPF defaults the network type to broadcast.  

 Point-to-point: If PPP or HDLC is adopted, OSPF defaults the network type to point-to-
point. 
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OSPF Adjacency over Metro Ethernet and EoMPLS 
This topic describes OSPF in Metro Ethernet and EoMPLS networks. 
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• EoMPLS and Metro Ethernet service does not participate in STP, nor 
does it learn MAC addresses.

• Customer routers R1 and R2 exchange Ethernet frames via an interface 
or VLAN subinterfaces.

• OSPF behaves the same as on Ethernet.

- OSPF network type = multiaccess broadcast network

- DR and BDR are elected

- Routers form full adjacencies with DR and BDR only

OSPF

PE1 PE2R1 R2

L2 MPLS VPN backbone

Ethernet
interface or 
VLAN 
subinterface

 

The Multiprotocol Label Switching (MPLS) backbone of the service provider is used to enable 
Layer 2 Ethernet connectivity between the customer routers R1 and R2, whether an Ethernet 
over MPLS (EoMPLS) or Metro Ethernet service is used. 
R1 and R2 exchange Ethernet frames. Provider edge router (PE router) PE1 takes the Ethernet 
frames that are received from R1 on the link to PE1, encapsulates them into MPLS packets, and 
forwards them across the backbone to router PE2. PE2 de-encapsulates the MPLS packets and 
reproduces the Ethernet frames on the link toward R2. EoMPLS and Metro Ethernet typically 
do not participate in Spanning Tree Protocol (STP) and bridge protocol data unit (BPDU) 
exchanges, so EoMPLS and Metro Ethernet are transparent to the customer routers. 
The Ethernet frames are transparently exchanged across the MPLS backbone. Customer routers 
can be connected either in a port-to-port or in a VLAN subinterface configuration. In a port-to-
port connection, PE routers take whatever Ethernet frame is received and forward the frames 
across the Layer 2 Multiprotocol Label Switching Virtual Private Network (MPLS VPN) 
backbone. In a VLAN subinterface connection, frames for a particular VLAN—identified with 
a subinterface in the configuration—are encapsulated and sent across the Layer 2 MPLS VPN 
backbone. 
When deploying OSPF over EoMPLS, there are no changes to the existing OSPF configuration 
from the customer perspective.  
OSPF needs to be enabled, and network commands must include the interfaces that are required 
by the relevant OSPF area, to start the OSPF properly.  
R1 and R2 form a neighbor relationship with each other over the Layer 2 MPLS VPN 
backbone. From an OSPF perspective, the Layer 2 MPLS VPN backbone, PE1, and PE2 are 
invisible.  
A neighbor relationship is established between R1 and R2 directly, and it behaves in the same 
way as on a regular Ethernet broadcast network. 
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OSPF Adjacency over MPLS VPN 
This topic describes OSPF in MPLS VPN networks. 
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• Customer routers run OSPF and exchange routing updates with the PE 
routers.

- PE routers appear as another router in the customer’s network.

- Service provider routers are hidden from the customer.

- Customer routers are unaware of MPLS VPN.

- Customer and service provider must agree on OSPF parameters.

• Customer routers-to-PE connection can be of any type.

- OSPF behaves per the connection type (point-to-point, broadcast, NBMA)

L2 MPLS VPN backbone

OSPF

PE1 PE2R1 R2

P2P, 
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or NBMA
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With the Layer 3 MPLS VPN architecture, the ISP provides a peer-to-peer VPN architecture. In 
this architecture, PE routers participate in customer routing, guaranteeing optimum routing 
between customer sites. Therefore, the PE routers carry a separate set of routes for each 
customer, resulting in perfect isolation between the customers. The following applies to the 
Layer 3 MPLS VPN technology, even when running OSPF as a provider edge-customer edge 
(PE-CE) routing protocol: 
 The customer routers should not be aware of MPLS VPN; they should run standard IP 

routing software. 

 The provider routers (P routers) must not carry VPN routes for the MPLS VPN solution to 
be scalable. 

 The PE routers must support MPLS VPN services and traditional Internet services. 

To OSPF, the Layer 3 MPLS VPN backbone looks like a standard corporate backbone and it runs 
standard IP routing software. Routing updates are exchanged between the customer routers and 
the PE routers that appear as normal routers in the customer network. The standard design rules 
that are used for enterprise Layer 3 MPLS VPN backbones can be applied to the design of the 
customer network. The P routers are hidden from the customer view, and customer edge routers 
(CE routers) are unaware of MPLS VPN. Therefore, the internal topology of the Layer 3 MPLS 
backbone is totally transparent to the customer. The PE routers receive IPv4 routing updates from 
the CE routers and install them in the appropriate virtual routing and forwarding (VRF) table. 
This part of the configuration and operation is the responsibility of a service provider. 
The PE-CE can have any OSPF network type—point-to-point, broadcast, or even nonbroadcast 
multiaccess. 
The only difference between a PE-CE design and a regular OSPF design is that the customer 
has to agree with the service provider about the OSPF parameters (autonomous system [AS] 
number, authentication password, and so on); usually, these parameters are governed by the 
service provider. 
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Enabling OSPF on a Link 
This topic describes implementation steps when enabling OSPF on point-to-point, point-to-
multipoint, nonbroadcast multiaccess, and broadcast links. 
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OSPF

Lo 0

10.1.10.1

CE1

PE1

Lo 0

10.2.10.1

CE2 Lo 0

10.1.1.1

RP/0/RSP0/CPU0:PE1#show ospf neighbor 
* Indicates MADJ interface
Neighbors for OSPF 1
Neighbor ID     Pri   State           Dead Time   Address         Interface
10.2.10.1       0     FULL/DROTHER    00:01:45    192.168.101.21 type number

Neighbor is up for 00:15:41
10.1.10.1       0     FULL/DROTHER    00:01:56    192.168.101.11 type number

Neighbor is up for 00:15:41

Total neighbor count: 2

Statically define a 
neighbor relationship

router ospf 1
area 11
interface type number
network non-broadcast
neighbor 192.168.101.11 priority 0
neighbor 192.168.101.21 priority 0

interface type number
ip ospf priority 0
ip ospf network non-broadcast

!         
router ospf 1
neighbor 192.168.101.10 

Define the OSPF 
network type

192.168.101.11

192.168.101.10

192.168.101.21

 

At the beginning, one or more OSPF routing processes must be enabled on the router, followed 
by configuration that defines which interfaces are involved in OSPF routing.  

When all the required information is defined and basic OSPF configuration is applied, an 
implementation plan showing the following tasks is required to configure the NBMA-specific 
configuration: 

 Manual configuration of the neighbors: To configure OSPF routers that are 
interconnecting to nonbroadcast networks, use the Cisco IOS/IOS XE or IOS XR neighbor 
command in OSPF router configuration mode. The neighbor command in the figure shows 
the configuration when the priority 0 optional keyword is used. A number indicates the 
router priority value of the nonbroadcast neighbor that is associated with the specified IP 
address. The default value is 0. If this value is used, the specified neighbor cannot become 
a DR or BDR. Note that this configuration is performed on one router for its neighbor. In 
other words, this example specifies on router PE1 that the router CE1 priority should be 0. 
Nevertheless, a priority value may already be set on CE1. If so, the priority that is defined 
locally on CE1 will override the wished priority that is defined on PE1 for CE1, and the 
priority command will have no effect. 

 Definition of the OSPF network type: To configure the OSPF network type to a type 
other than the default for a given medium, use the Cisco IOS XR network OSPF command 
or Cisco IOS/IOS XE ip ospf network interface command. The default OSPF network type 
on the Gigabit Ethernet interface is broadcast. The non-broadcast keyword in the figure 
shows that the network type that is selected is NBMA. 
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It is important that both adjacent routers agree on the media type. If one router considers the 
media as broadcast and the other as nonbroadcast, adjacency may not form because hello 
intervals are not the same on broadcast and nonbroadcast segments. On broadcast segments, 
hello messages are sent every 10 seconds. On nonbroadcast segments, hello intervals are sent 
every 30 seconds. The dead interval, which determines the interval during which at least one 
hello packet must be received from a neighbor before the router declares the neighbor down, 
also depends on the hello interval (four times the hello interval by default). Neighboring routers 
need to have the same interval values to form an adjacency. You can manually adjust the 
intervals as follows: 

 Cisco IOS XR hello-interval router OSPF command or Cisco IOS/IOS XE IP OSPF 
hello-interval interface command adjusts the OSPF hello interval on this interface. 

 Cisco IOS XR dead-interval router OSPF command or Cisco IOS/IOS XE IP OSPF 
dead-interval interface command adjusts the OSPF dead interval on this interface. 

To display OSPF neighbor information on a per-interface basis, you must use the Cisco IOS 
XR show OSPF neighbor or Cisco IOS/IOS XE show IP OSPF neighbor command. The 
output on the figure shows OSPF neighbors, as seen from Cisco IOS XR router, output that is 
taken from Cisco IOS/IOS XE router is as follows: 

CE1#show ip ospf neighbor  

 

Neighbor ID     Pri   State           Dead Time   Address         
Interface 

10.1.1.1          1   FULL/DR         00:01:41    192.168.101.10  
GigabitEthernet0/0 
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• Several logical subinterfaces can be created over all multiaccess WAN 
networks:

- point-to-point

- multipoint Nonbroadcast (NBMA)

Point-to-pointinterface Serial0.1 point-to-point

interface Serial0.2 multipoint

Automatic
No DR and BDR

Manual
DR and BDR

• Each subinterface requires an IP subnet.

• Logical interfaces behave in exactly the same way as physical interfaces 
for routing purposes.

• Statistics and traffic-shaping behavior differs between interfaces and 
subinterfaces.

 

A physical interface can be split into multiple logical interfaces, called subinterfaces. Each 
subinterface is defined as a point-to-point or a point-to-multipoint interface. Subinterfaces were 
originally created to better handle issues that are caused by split horizon over an NBMA for 
distance vector-based routing protocols. Each subinterface requires an IP subnet. 
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Logical interfaces behave in the same way as physical interfaces for routing purposes. Statistics 
and traffic-shaping behavior differs between interfaces and subinterfaces. 

During the configuration of subinterfaces, you must choose the Cisco IOS/IOS XE or IOS XR 
point-to-point or multipoint keywords. The choice of modes affects the operation of OSPF. 

The default OSPF mode on a point-to-point Frame Relay subinterface is the point-to-point 
mode; the default OSPF mode on a Frame Relay point-to-multipoint subinterface is the 
nonbroadcast mode. The default OSPF mode on a main Frame Relay interface is also the 
nonbroadcast mode. 

When point-to-point subinterfaces are configured, each PVC gets its own subinterface, and 
PVCs are treated like point-to-point links. A point-to-point subinterface has the properties of 
any physical point-to-point interface and requires its own subnet. There is no DR or BDR 
election process. Neighbor discovery is automatic, so neighbors do not need to be configured. 
To configure the point-to-point interface, you must select the point-to-point keyword during 
subinterface configuration. 

When multipoint subinterfaces are configured, there are multiple PVCs on a single 
subinterface. Each subinterface requires a subnet. Multipoint Frame Relay subinterfaces default 
to OSPF nonbroadcast mode, which requires neighbors to be statically configured and performs 
a DR and BDR election. To configure the multipoint interface, you must select the multipoint 
keyword during subinterface configuration. 
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OSPF
Gi 0/0

192.168.101.11
Gi 0/0/0/0

192.168.101.10

Lo 0

10.1.10.1

CE1

PE1

Lo 0

10.1.1.1

RP/0/RSP0/CPU0:PE1#show ospf interface GigabitEthernet 0/0/0/0
GigabitEthernet0/0/0/0 is up, line protocol is up 

Internet Address 192.168.101.10/24, Area 11 
Process ID 1, Router ID 10.1.1.1, Network Type POINT_TO_POINT, Cost: 1
Transmit Delay is 1 sec, State POINT_TO_POINT, MTU 1500, MaxPktSz 1500
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:03
Index 1/2, flood queue length 0
< text omitted >

router ospf 1
area 11
interface GigabitEthernet0/0/0/0
network point-to-point

interface GigabitEthernet0/0
ip ospf network point-to-point

Leased-line 
emulation Single subnet

Automatic
No DR and BDR

 

Networks in point-to-point mode are designed to emulate leased-line networks. This is a Cisco 
proprietary mode. Because they are treated as point-to-point links, the DR and BDR are not 
used, and the adjacency forms over the point-to-point network with no DR or BDR election. 
Only a single subnet is used per point-to-point link. 

The figure shows partial configuration of CE1 and PE1 in point-to-point mode. This 
configuration does not require subinterfaces and uses only a single subnet.  

The Cisco IOS XR show OSPF interface command or Cisco IOS/IOS XE show IP OSPF 
interface command displays key OSPF details for each interface. The OSPF network type, area 
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number, cost, and state of the interface are all displayed. The point-to-point and broadcast 
modes default to a 10-second hello timer. The hello and dead timers on the neighboring 
interfaces must match for the neighbors to form successful adjacencies. The listed adjacent 
neighboring routers are all dynamically learned. Manual configuration of neighboring routers is 
not necessary. 
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OSPF

192.168.101.11

192.168.101.10

Lo 0

10.1.10.1

CE1

PE1

Lo 0

10.1.1.1

router ospf 1
area 11
interface type number
network point-to-multipoint

interface type number
ip ospf network point-to-multipoint

Partial-mesh/star Single subnet
Automatic

No DR and BDR

192.168.101.21
Lo 0

10.2.10.1

CE2

RP/0/RSP0/CPU0:PE1#show ospf interface type number
type number is up, line protocol is up 

Internet Address 192.168.101.10/24, Area 11 
Process ID 1, Router ID 10.1.1.1, Network Type POINT_TO_MULTIPOINT, Cost: 1
Transmit Delay is 1 sec, State POINT_TO_MULTIPOINT, MTU 1500, MaxPktSz 1500
Timer intervals configured, Hello 30, Dead 120, Wait 120, Retransmit 5
Index 1/2, flood queue length 0

< text omitted >

 

Networks in point-to-multipoint mode are designed to work with partial-mesh or star 
topologies. With RFC 2328-compliant point-to-multipoint mode, OSPF treats all router-to-
router connections over the nonbroadcast network as if they were point-to-point links. In point-
to-multipoint mode, DRs are not used, and a type 2 LSA is not flooded to adjacent routers. 
Instead, OSPF point-to-multipoint works by exchanging additional LSUs that are designed to 
automatically discover neighboring routers and add them to the neighbor table. 

In large networks, using point-to-multipoint mode reduces the number of PVCs that are 
required for complete connectivity, because you are not required to have a full-mesh topology. 
In addition, not having a full-mesh topology reduces the number of neighbor entries in the 
neighbor table. Point-to-multipoint mode has the following properties: 

 Does not require a fully meshed network: This environment allows routing to occur 
between two routers that are not directly connected but are connected through a router that 
has virtual circuits to each of the two routers.  

 Does not require a static neighbor configuration: In nonbroadcast mode, neighboring 
routers are statically defined to start the DR election process and allow the exchange of 
routing updates. Because the point-to-multipoint mode treats the network as a collection of 
point-to-point links, multicast hello packets discover neighboring routers dynamically. 
Statically configuring neighboring routers is not necessary. 

 Uses one IP subnet: As in nonbroadcast mode, when you are using point-to-multipoint 
mode, all routers are on one IP subnet. 

 Duplicates LSA packets: Also as in nonbroadcast mode, when flooding out a 
nonbroadcast interface in point-to-multipoint mode, the router must replicate the LSU. The 
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LSU packet is sent to each of the neighboring routers of the interface, as defined in the 
neighbor table. 

The figure shows partial configurations of CE1 and PE1 in point-to-multipoint mode. This 
configuration does not require subinterfaces and uses only a single subnet. The CE2 
configuration would be very similar to the configuration that is displayed for CE1. In point-to-
multipoint mode, a DR or BDR is not used; therefore, DR and BDR election and priorities are 
not a concern. 

The hello interval for a point-to-multipoint interface is 30 seconds, with a dead interval of 120 
seconds. 
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OSPF

192.168.101.11

192.168.101.10

Lo 0

10.1.10.1

CE1

PE1

Lo 0

10.1.1.1

router ospf 1
area 11
interface type number
network point-to-multipoint non-broadcast
neighbor 192.168.101.11
neighbor 192.168.101.21

interface type number
ip ospf network point-to-multipoint non-broadcast

Partial-mesh/star Single subnet
Manual

No DR and BDR

192.168.101.21
Lo 0

10.2.10.1

CE2

RP/0/RSP0/CPU0:PE1#show ospf neighbor 
Neighbors for OSPF 1
Neighbor ID     Pri   State           Dead Time   Address         Interface
10.1.10.1       0     FULL/  - 00:01:49    192.168.101.11 type number

Neighbor is up for 00:06:18
10.2.10.1       1     FULL/  - 00:01:41    192.168.101.21 type number

Neighbor is up for 00:06:32
Total neighbor count: 2

 

Cisco defines additional modes for the OSPF neighbor relationship, including point-to-
multipoint nonbroadcast. This mode is a Cisco extension of the RFC-compliant point-to-
multipoint mode. You must statically define neighbors, and you can modify the cost of the link 
to the neighboring router to reflect the different bandwidths of each link. The RFC point-to-
multipoint mode was developed to support underlying point-to-multipoint virtual circuits that 
support multicast and broadcast; therefore, this mode allows dynamic neighboring router 
discovery. For this reason, no DR or BDR is used. 

This mode is used in special cases where neighbors cannot be automatically discovered. If, for 
example, multicast and broadcast are not enabled on the virtual circuits, the RFC-compliant 
point-to-multipoint mode cannot be used, because the router cannot dynamically discover its 
neighboring routers using the hello multicast packets; this Cisco mode should be used instead. 

To define point-to-multipoint nonbroadcast mode, you must use the Cisco IOS XR network 
point-to-multipoint non-broadcast router OSPF command or Cisco IOS/IOS XE IP OSPF 
network point-to-multipoint non-broadcast interface command. 
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OSPFv3
CE1

PE1

RP/0/RSP0/CPU0:PE1(config)#router ospfv3 1 
RP/0/RSP0/CPU0:PE1(config-ospfv3)#area 11   
RP/0/RSP0/CPU0:PE1(config-ospfv3-ar)#interface type number
RP/0/RSP0/CPU0:PE1(config-ospfv3-ar-if)#network ?

broadcast            Specify OSPFv3 broadcast multi-access network
non-broadcast        Specify OSPFv3 NBMA network
point-to-multipoint  Specify OSPFv3 point-to-multipoint network
point-to-point       Specify OSPFv3 point-to-point network

CE1(config-if)#ipv6 ospf network ?
broadcast            Specify OSPF broadcast multi-access network
non-broadcast        Specify OSPF NBMA network
point-to-multipoint  Specify OSPF point-to-multipoint network
point-to-point       Specify OSPF point-to-point network

CE2

 

To configure the OSPF network type to a type other than the default for a given medium, use 
the Cisco IOS XR network router OSPF command or Cisco IOS/IOS XE IPv6 OSPF 
network interface command. The example in the figure shows only OSPF network type 
configuration. There must be OSPF version 3 already enabled. 
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Summary 
This topic summarizes the key points that were discussed in this lesson. 
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• OSPF uses several types of packets to operate properly.

• OSPF packets are encapsulated directly into an IP payload.

• There are five OSPF packet types: hello, DBD, LSU, LSR, and LSAck. 

• The Hello protocol forms logical neighbor adjacency relationships.

• A topology change triggers link-state flooding.

• You can use the debug ospf packets Cisco IOS XR command to debug
OSPF packets.

• Cisco routers support two RFC-compliant OSPF network types: NBMA 
and point-to-multipoint; and three Cisco defined OSPF network types: 
point-to-multipoint nonbroadcast, broadcast, and point-to-point.

• A router with the highest priority becomes a DR. In case of a tie, a router 
with the highest router ID becomes a DR.
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Lesson 3 

Implementing OSPF Routing 

Overview 
This lesson discusses the primary configuration commands for a single-area and multiarea 
Open Shortest Path First (OSPF) protocol. OSPF design limitations and solutions, such as 
virtual links, the passive interface, and changing the cost metric, are also described. The lesson 
concludes with how to secure the OSPF routing protocol by configuring OSPF authentication. 

Objectives 
Upon completing this lesson, you will be able to explain how to configure OSPF single-area 
and multiarea routing and how to configure several advanced features. This ability includes 
being able to meet these objectives: 

 Describe how to implement OSPF in the service provider network 

 Describe the importance of the OSPF router ID and how to configure it 

 Describe how to configure an OSPF passive interface 

 Describe how to verify a basic OSPF configuration 

 Describe OSPF virtual links 

 Describe how to configure OSPF virtual links 

 Describe how to configure OSPF cost 

 Describe Cisco Nonstop Forwarding (NSF) and Cisco Nonstop Routing (NSR) 

 Describe NSF and NSR for OSPF 

 Describe the OSPFv3 graceful restart feature 

 Describe Bidirectional Forwarding Detection (BFD) 

 Describe how to configure BFD for OSPF 

 Describe how to implement OSPF authentication in the service provider network 
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Implement OSPF 
This topic describes how to implement OSPF in the service provider. 
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External Routing Domain

Area 0

OSPF Domain

Area 1 Area 2 Area 3 Area 4

Backbone Router

ABR

Backbone Router

ABR ABR ABR

Internal 
Routers

Internal 
Routers

Internal 
Routers

Internal 
Routers

ASBR

Single-area 
configuration

Multiarea 
configuration

 

There are two types of routers from the configuration point of view: 

 Routers with single-area configuration: internal routers, backbone routers, and 
Autonomous System Boundary Routers (ASBRs) that are residing in one area 

 Routers with a multiarea configuration: Area Border Routers (ABRs) and ASBRs that 
are residing in more than one area 

Single-area design in OSPF puts all routers into a single OSPF area. This design results in 
many updates being processed on every router and in larger routing tables. The OSPF 
configuration follows a single-area design, in which all the routers are treated as being internal 
routers to the area and all the interfaces are members of that single area. The best single-area 
design should use a single area as the backbone area. 

Multiarea design is a better solution than single-area design. In a multiarea design, the network 
is segmented to limit the propagation of link-state advertisements (LSAs) and to make routing 
tables smaller.  
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• Create an implementation plan:

- IP addressing

- Areas, area types

- ABRs and ASBRs

• Define summarization and redistribution points.

• Configure OSPF routing processes on every OSPF router.

OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

OSPF Area 1

Lo 0

Gi 0/0/0/1

 

The type of OSPF routing protocol implementation that you should choose depends on your 
specific needs and topology. When you prepare to deploy OSPF routing in a network, you must 
first gather the existing state and requirements and then consider different deployment options: 

 The IP addressing plan governs how OSPF can be deployed and how well the OSPF 
deployment might scale. Thus, a detailed IP addressing plan, along with the IP subnetting 
information, must be created. A solid IP addressing plan should enable usage of OSPF area 
design and summarization to more easily scale the network, as well as optimize OSPF 
behavior and propagation of LSAs. 

 The network topology consists of links that connect the network equipment (routers, 
switches, and so on) and belong to different OSPF areas in a multiarea OSPF design. A 
detailed network topology plan should be presented to assess the OSPF scalability 
requirements and determine the different OSPF areas, ABRs, and ASBRs as well as 
summarization and redistribution points. 

 An implementation plan must be created before configuring OSPF routing in the network. 

After you gather all the required information, you must create an implementation plan that 
includes the following tasks to perform basic OSPF configuration: 

 Define one or more OSPF processes globally on the router. 

 Define the interfaces that OSPF will run on. 
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OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

Gi 0/0/0/1

router ospf 1
area 0
interface GigabitEthernet0/0/0/1
area 1
interface Loopback0
area 11
interface GigabitEthernet0/0/0/0

router ospf 1
network 10.1.10.1 0.0.0.0 area 11
network 192.168.101.11 0.0.0.0 area 11

interface Loopback0
ip ospf 1 area 11 

!
interface GigabitEthernet0/0
ip ospf 1 area 11 
!
router ospf 1

or

 

To configure the OSPF process, complete these tasks: 

 Enable the OSPF process on the router. 

 Identify which interfaces on the router are part of the OSPF process. 

To configure an OSPF routing process, use the Cisco IOS/IOS XE and IOS XR router OSPF 
command. The process-id parameter inside the router OSPF command is an internally used 
identification parameter for the OSPF routing process. It is locally assigned and can be any 
positive integer. A unique value is assigned for each OSPF routing process in the router. 

To define the interfaces on which OSPF runs and define the area IDs for those interfaces, use 
the Cisco IOS XR interface router OSPF command or Cisco IOS/IOS XE network area router 
OSPF command. The Cisco IOS/IOS XE wildcard-mask parameter in the network area 
command determines how to interpret the IP address. The mask has wildcard bits, in which 0 is 
a match, and 1 indicates that the value is not significant. For example, 0.0.255.255 indicates a 
match in the first two octets.  

Starting with Cisco IOS Release 12.3(11)T (and some specific versions of earlier releases) and 
all Cisco IOS XE Releases, OSPF can be enabled directly on the interface using the Cisco 
IOS/IOS XE ip ospf area command, which simplifies the configuration of unnumbered 
interfaces. Because the command is configured explicitly for the interface, it takes precedence 
over the network area command. The command is shown in the figure as well. 

The figure shows OSPF configuration on CE1 and PE1 routers. The CE1 router is internal and 
belongs only to OSPF area 11, and the PE1 router is an ABR and connects two nonbackbone 
areas (1 and 11) to the backbone area. 
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OSPF Router ID 
This topic describes the importance of the OSPF router ID and how to configure. 
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• The router is known to OSPF by the router ID number.

• This router ID is used in LSDBs to differentiate routers.

• OSPF requires at least one active interface with an IP address.

• By default, the router ID is:

- The highest IP address on an active interface at the moment of OSPF process 
startup.

- If a loopback interface exists, the router ID is the highest IP address on any 
active loopback interface. A loopback interface overrides the OSPF router ID. 

• The OSPF router-id command can be used to override the default 
OSPF router ID selection process.

• Using a loopback interface or a router-id command is recommended for 
stability.

• OSPFv3 still uses a 32-bit number, written in four octets.

 

The OSPF database uses the OSPF router ID to uniquely describe each router in the network. 
Every router keeps a complete topology database of all routers and links in an area or network; 
therefore, each router should have a unique router ID. 

The OSPF routing process chooses a router ID for itself when it starts up. The router ID is a 
unique IP address that can be assigned in these ways: 

 By default, the highest IP address of any active physical interface when OSPF starts is 
chosen as the router ID. The interface does not have to be part of the OSPF process, but it 
must be up. There must be at least one IP interface that is up on the router for OSPF to use 
as a router ID. If no interface is up and available with an IP address when the OSPF process 
starts, OSPF process will not start. 

 If there is a loopback interface, its address will always be preferred as the router ID over a 
physical interface address, because a loopback interface never goes down. If there is more 
than one loopback interface, the highest IP address on any active loopback interface 
becomes the router ID. 

 Using the Cisco IOS/IOS XE or IOS XR router-id command is the preferred procedure to 
set the router ID and is always used in preference to the other two procedures. 

When the OSPF router ID is set, it does not change, even if the interface that the router is using 
for the router ID goes down. The OSPF router ID changes only if the router reloads or if the 
OSPF routing process restarts. 

In OSPF version 3, the OSPF process uses a 32-bit number. This 32-bit number is entered as 
four octets that are separated by dots and looks like an IP address. 
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OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

interface Loopback0
ipv4 address 10.1.1.1 255.255.255.255
!
router ospf 1
router-id 10.1.1.1

interface Loopback0
ip address 10.1.1.1 255.255.255.255
!
router ospf 1
router-id 10.1.10.1

clear ip ospf process clear ospf process

RP/0/RSP0/CPU0:PE1#show ospf
Routing Process "ospf 1" with ID 10.1.1.1
NSR (Non-stop routing) is Disabled
Supports only single TOS(TOS0) routes
Supports opaque LSA
It is an area border router
< text omitted >

New loopback takes effect: 
 Router is reloaded
 OSPF process is removed and reconfigured

Router ID takes effect 
when OSPF is reset.

 

To modify the OSPF router ID to a loopback address, define a loopback interface. Configuring 
an IP address on a loopback interface overrides the highest IP address that is being used as the 
router ID. OSPF is more reliable if a loopback interface is configured, because the interface is 
always active and cannot fail, as opposed to a real interface. For this reason, you should use a 
loopback address on all key routers. If the loopback address is advertised into OSPF, this 
address can be pinged for testing purposes. A private IP address can be used to save registered 
public IP addresses. 

If the OSPF process is already running, the router must be reloaded or the OSPF process must 
be removed and reconfigured before the new loopback address will take effect. 

Use the Cisco IOS/IOS XE and IOS XR router-id router OSPF command to ensure that OSPF 
uses a specific router ID. After the router ID is configured, use the Cisco IOS XR clear ospf 
process command or Cisco IOS/IOS XE clear ip ospf process command. This command 
restarts the OSPF routing process so that it will reselect the new IP address as its router ID. 
Restarting the OSPF process will temporarily disrupt an operational network. Router IDs must 
be unique throughout the autonomous system, regardless of how they are configured. 

Use the Cisco IOS XR show ospf command or Cisco IOS/IOS XE show ip ospf command to 
verify the OSPF router ID. The figure shows partial output from this command on a Cisco IOS 
XR router. 

A useful feature for all routing protocols in Cisco IOS XR is the global router-id command. 
You can override the global router-id command in Cisco IOS XR by further configuring a 
router-id command within a given protocol. However, configuring different router IDs per 
protocol makes management more complicated and provides no gain, so it is not recommended. 
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OSPF Passive Interface 
This topic describes how to configure an OSPF passive interface. 
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• The sending and receiving of routing updates is disabled.

• The specified interface address appears as a stub network in the OSPF 
domain.

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

router ospf 1
area 11
interface GigabitEthernet0/0/0/2
passive enable

router ospf 1
passive-interface GigabitEthernet 0/1

router ospf 1
passive enable
area 11
interface GigabitEthernet0/0/0/0
passive disable

router ospf 1
passive-interface default 
no passive-interface GigabitEthernet 0/0

Gi 0/1 Gi 0/0/0/02

or

 

To prevent other routers on a local network from dynamically learning about routes, you can 
keep routing update messages from being sent through a router interface. In OSPF, the interface 
address that you specify as passive appears as a stub network in the OSPF domain. OSPF 
routing information is neither sent nor received through the specified router interface. 

To disable the sending and receiving of OSPF routing updates on an interface, use the Cisco 
IOS XR passive enable router OSPF command or Cisco IOS/IOS XE passive-interface router 
OSPF command. 

In service provider and large enterprise networks, many of the distribution routers have more 
than 200 interfaces. Therefore, many LSAs can be flooded over the domain. The OSPF routing 
protocol can be configured on all interfaces, and the passive interface feature can be enabled on 
the interfaces where adjacency is not desired. In some networks, this means the coding of 100 
or more passive interface statements. With the default passive interface feature, this problem is 
solved by allowing all interfaces to be set as passive, by default, using a single Cisco IOS XR 
passive enable router OSPF command or Cisco IOS/IOS XE passive-interface default router 
OSPF command, then configuring individual interfaces where adjacencies are desired, using 
the Cisco IOS XR passive disable router OSPF command or Cisco IOS/IOS XE no passive-
interface command. 

In the figure, routers are configured for the OSPF routing protocol. Between CE1 and PE1 
routers, there are two links, but OSPF adjacency should be established only on the first Gigabit 
Ethernet interface. 
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Verifying Basic OSPF 
This topic describes how to verify a basic OSPF configuration. 
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OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

Gi 0/0/0/1

router ospf 1
area 0
interface GigabitEthernet0/0/0/1
area 1
interface Loopback0
area 11
interface GigabitEthernet0/0/0/0

router ospf 1
network 10.1.10.1 0.0.0.0 area 11
network 192.168.101.11 0.0.0.0 area 11

show ospf Verify OSPF routing protocol.

Verify OSPF interface information.

Verify OSPF neighbors.

Verify OSPF routes learned by the router in the IP routing table.

Verify configured IP routing protocol processes.

Verify OSPF LSDB.

show ospf interface

show ospf neighbor

show route ospf

show protocols

show ospf database

 

After the basic OSPF is configured, you can use several verification commands to verify its 
operation. One of the first steps is to verify the presence of the OSPF routing process. If the 
OSPF process has been configured successfully, there must be an OSPF router inside the IP 
routing table. Additionally, you can verify the OSPF interfaces, routing process neighbors, and 
database.  

Commands that are shown in the figure are Cisco IOS XR verification commands. Cisco 
IOS/IOS XE verification commands are as follows: show ip ospf, show ip ospf interface, 
show ip ospf neighbor, show ip route ospf, show ip protocols, and show ip ospf database. 
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RP/0/RSP0/CPU0:PE1#show ospf
Routing Process "ospf 1" with ID 10.1.1.1
NSR (Non-stop routing) is Disabled
Supports only single TOS(TOS0) routes
Supports opaque LSA
It is an area border router
Router is not originating router-LSAs with maximum metric
Initial SPF schedule delay 50 msecs
Minimum hold time between two consecutive SPFs 200 msecs
Maximum wait time between two consecutive SPFs 5000 msecs
Initial LSA throttle delay 50 msecs
Minimum hold time for LSA throttle 200 msecs
Maximum wait time for LSA throttle 5000 msecs
Minimum LSA interval 200 msecs. Minimum LSA arrival 100 msecs
LSA refresh interval 1800 seconds
Flood pacing interval 33 msecs. Retransmission pacing interval 66 msecs
Adjacency stagger enabled; initial (per area): 2, maximum: 64

Number of neighbors forming: 0, 2 full
< text omitted >

OSPF router ID

OSPF timers

OSPF statistics

OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

Gi 0/0/0/1

 

Use the Cisco IOS XR show ospf command or Cisco IOS/IOS XE show ip ospf command to 
display general information about OSPF routing processes. The command output shows the 
OSPF router ID, OSPF timers, the number of times that the SPF algorithm has been executed, 
and LSA information. 

https://t.me/learningnets



2-86 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—2-11

OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

Gi 0/0/0/1

RP/0/RSP0/CPU0:PE1#show ospf interface GigabitEthernet 0/0/0/0
GigabitEthernet0/0/0/0 is up, line protocol is up 

Internet Address 192.168.101.10/24, Area 11 
Process ID 1, Router ID 10.1.1.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State BDR, Priority 1, MTU 1500, MaxPktSz 1500
Designated Router (ID) 10.1.10.1, Interface address 192.168.101.11
Backup Designated router (ID) 10.1.1.1, Interface address 192.168.101.10
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:05
Index 1/2, flood queue length 0
Next 0(0)/0(0)
Last flood scan length is 1, maximum is 6
Last flood scan time is 0 msec, maximum is 0 msec
LS Ack List: current length 0, high water mark 18
Neighbor Count is 1, Adjacent neighbor count is 1

Adjacent with neighbor 10.1.10.1  (Designated Router)
Suppress hello for 0 neighbor(s)
Multi-area interface Count is 0

OSPF area

OSPF timers

OSPF neighbors

OSPF 
process ID

OSPF
router ID

OSPF network type

 

The Cisco IOS XR show ospf interface command or Cisco IOS/IOS XE show ip ospf 
interface command displays OSPF-related interface information. Use this command to verify 
that interfaces are configured in the intended areas. In addition, this command displays the 
timer intervals (including the hello interval) and shows the neighbor adjacencies.  

This command also displays other information, such as the OSPF process ID, the OSPF router 
ID, the OSPF network type, the designated router (DR) and backup designated router (BDR), 
timers, and neighbor adjacency. 
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RP/0/RSP0/CPU0:PE1#show ospf neighbor 
* Indicates MADJ interface
Neighbors for OSPF 1
Neighbor ID     Pri   State           Dead Time   Address         Interface
10.1.10.1       1     FULL/DR         00:00:32    192.168.101.11  GigabitEthernet0/0/0/0

Neighbor is up for 00:41:42
Total neighbor count: 1

RP/0/RSP0/CPU0:PE1#show ospf neighbor detail 
< text omitted >
Neighbor 10.1.10.1, interface address 192.168.101.11

In the area 11 via interface GigabitEthernet0/0/0/0 
Neighbor priority is 1, State is FULL, 6 state changes
DR is 192.168.101.11 BDR is 192.168.101.10
Options is 0x52  
LLS Options is 0x1 (LR)
Dead timer due in 00:00:33
Neighbor is up for 00:42:09

< text omitted >

OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

Gi 0/0/0/1

 

One of the most important OSPF verification and troubleshooting commands is the Cisco IOS 
XR show ospf neighbor command or Cisco IOS/IOS XE show ip ospf neighbor command. 
OSPF does not send or receive updates without having full adjacencies between neighbors. 
This command displays a list of neighbors, including their OSPF router IDs, their OSPF 
priorities, their neighbor adjacency states (for example, INIT, exstart, or full), and their dead 
timers. 
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OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

Gi 0/0/0/1

RP/0/RSP0/CPU0:PE1#show route ospf 
O    10.1.10.1/32 [110/2] via 192.168.101.11, 01:23:03, GigabitEthernet0/0/0/0
O IA 192.168.102.0/24 [110/2] via 192.168.112.20, 00:57:43, GigabitEthernet0/0/0/1

RP/0/RSP0/CPU0:PE1#show protocols 
Routing Protocol OSPF 1

Router Id: 10.1.1.1
Distance: 110
Non-Stop Forwarding: Disabled
Redistribution:

None
Area 0

GigabitEthernet0/0/0/1
Area 1

Loopback0
Area 11

GigabitEthernet0/0/0/0

 

Use the Cisco IOS XR show route ospf command or Cisco IOS/IOS XE show ip route ospf 
command to verify the OSPF routes that are known to the router in the IP routing table. This 
command is one of the best ways to determine connectivity between the local router and the 
rest of the internetwork. This command also has optional parameters so that you can further 
specify the information that is to be displayed, including the OSPF process ID. 

The “O” code represents OSPF routes, and “IA” means “interarea.” In the figure, the 
10.1.10.1/32 subnet is recognized on Gigabit Ethernet 0/0/0/0 via neighbor 192.168.101.11. 
The entry “[110/2]” in the routing table represents the administrative distance that is assigned 
to OSPF (110) and the total cost of the route to subnet 10.1.10.0 (cost of 2). 

Use the Cisco IOS XR show protocols command or Cisco IOS/IOS XE show ip protocols 
command to verify the OSPF routing protocol parameters about timers, filters, metrics, 
networks, and other information for the entire router. The command output in the figure shows 
that the OSPF routing protocol with process number 1 is configured on the PE1 router. The 
router ID of the router is 10.1.1.1, and it belongs to Areas 0, 1, and 11. 
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OSPF Virtual Links 
This topic describes OSPF virtual links. 
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• If more than one area is configured, one of the areas must be Area 0, 
the backbone area.

• All areas must be connected to Area 0; Area 0 must be contiguous.

Area 2Area 1

Area 0 Backbone

Area 3

ABR2
ABR1 ABR3

 

OSPF has special restrictions when multiple areas are involved in the OSPF autonomous 
system (AS). If more than one area is configured, one of these areas must be Area 0. This is 
called the backbone area. When designing networks, it is good practice to start from the core 
layer, which becomes Area 0, and then expand into other areas later. 

The backbone must be at the center of all other areas, and other areas must be physically 
connected to the backbone. The main reason is that the OSPF expects all areas to inject routing 
information into the backbone, which distributes that information into other areas.  

The figure shows that all areas are directly connected to the backbone. In the rare situations in 
which a new area is introduced that cannot have direct physical access to the backbone, a 
solution is required. Virtual links must be configured in such cases.  
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• An extension to the backbone

• Carried by a nonbackbone area

• Cannot be created across a stub or NSSA area, or over unnumbered 
links

• Virtual links are used for these purposes:

- Allow areas to connect to the backbone through a nonbackbone area

- Repair a discontiguous Area 0 (for example, if two companies merge and have 
separate backbone areas)

 

OSPF has a solution to extend the reach of the backbone across other areas. This solution is 
called the virtual link. It provides an extension to the OSPF backbone and allows a router to 
connect logically to the backbone, even though there is no direct physical link. Between the two 
routers that are involved in the creation of the virtual link, there is a nonbackbone area. The 
routers at each end become part of the backbone, and both act as ABRs. 

The virtual link relies on intra-area routing, and its stability is dependent on the stability of the 
underlying area. Virtual links cannot run through more than one area or over stub areas; they 
can only run through normal nonbackbone areas. If a virtual link needs to be attached to the 
backbone across two nonbackbone areas, two virtual links are required—one virtual link to 
serve each area.  

Virtual links are used for two purposes:  

 Linking an area that does not have a physical connection to the backbone 

 Patching the backbone in case a discontinuity with Area 0 occurs 

A good example of when virtual links might be required is when two companies merge that do 
not have a direct link between their backbone areas. A similar problem occurs when you add a 
nonbackbone area to an OSPF network, and the new area does not have a direct physical 
connection to the existing OSPF backbone area, Area 0. 
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• Area 20 is added with no physical access to Area 0.

• A virtual link provides a logical path to the backbone area.

• The OSPF database treats the link between routers ABR1 and ABR2 as 
a direct link.

Virtual Link

Area 20

Area 10 Area 0

1.1.1.1 2.2.2.2

ABR1 ABR2

 

All areas in an OSPF AS must be physically connected to the backbone area (Area 0). When 
this is not possible, you can use a virtual link to connect to the backbone through a 
nonbackbone area. The area through which you configure the virtual link is known as a transit 
area and must have complete routing information. 

In the figure, Area 20 is added to the existing OSPF topology. Because it has no direct physical 
link to the backbone area, Area 0, a virtual link across nonbackbone Area 10 is created. In this 
case, the virtual link provides a logical path between Area 20 and the backbone area. 

The OSPF database treats the virtual link between ABR1 and ABR2 as a direct link. For greater 
stability, the loopback interface is used as a router ID and virtual links are created using these 
loopback addresses. 
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• Two companies merge without a direct link between them.

• Virtual links are used to connect the discontiguous Area 0s.

• A logical link is built between routers ABR1 and ABR2.

• Virtual links are also recommended for backup or temporary 
connections.

Virtual Link

Area 0
10.0.0.0

Area 1
172.16.0.0

Area 0
10.0.0.0

Company 2Company 1

ABR2ABR1

 

The two-tiered area hierarchy of OSPF requires that all areas are directly connected to the 
backbone area, Area 0, and that Area 0 is contiguous. 

A virtual link is a link that allows discontiguous areas to be connected, or that allows a 
disconnected area to be connected to Area 0 via a transit area. The OSPF virtual link feature 
should be used only in very specific cases, for temporary connections or backup after a failure. 
Virtual links should not be used as a primary backbone design feature.  

In the figure, Area 0 is discontiguous, because the two companies have merged and there is no 
direct link between their backbone areas. A logical link (virtual link) is built between the two 
ABRs—routers ABR1 and ABR2. This virtual link is similar to a standard OSPF adjacency. 
However, in a virtual link, the routers do not have to be directly attached to neighboring 
routers. 

The Hello protocol works over virtual links as it does over standard links, in 10-second 
intervals. However, LSA updates work differently on virtual links. An LSA usually refreshes 
every 30 minutes. LSAs that are learned through a virtual link have the DoNotAge (DNA) 
option set, so that the LSA does not age out. This DNA technique is required to prevent 
excessive flooding over the virtual link. 
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Configuring Virtual Links 
This topic describes how to configure OSPF virtual links. 
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OSPF Area 10

OSPF Area 0

OSPF Area 11
Gi 0/0

192.168.101.11

Gi 0/0/0/0

192.168.101.10
Lo 0

10.1.10.1

CE1 PE1

RP/0/RSP0/CPU0:PE1#show ospf virtual-links 
Virtual Links for OSPF 1
Virtual Link OSPF_VL0 to router 10.1.10.1 is up

Run as demand circuit
DoNotAge LSA allowed.
Transit area 11, via interface GigabitEthernet0/0/0/0, Cost of using 1
Transmit Delay is 1 sec, State POINT_TO_POINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:07
Adjacency State FULL (Hello suppressed)
Number of DBD retrans during last exchange 0

< text omitted >

OSPF Area 1

Lo 0

10.1.1.1

Gi 0/0/0/1

router ospf 1
address-family ipv4 unicast
area 0
interface GigabitEthernet0/0/0/1
area 1
interface Loopback0
area 11
virtual-link 10.1.10.1
interface GigabitEthernet0/0/0/0

router ospf 1
area 11 virtual-link 10.1.1.1
network 10.1.10.1 0.0.0.0 area 10
network 192.168.101.11 0.0.0.0 area 11

OSPF Virtual Link

ABR

I am ABR too !

 

Use the Cisco IOS XR virtual-link router OSPF command or Cisco IOS/IOS XE area virtual-
link router OSPF command to define an OSPF virtual link. The configuration must be done on 
both sides of the virtual link, and the command on each side must include the router ID of the 
far-end router. CE1 builds a virtual link to PE1, and PE1 builds a virtual link to CE1. Each 
router points to the router ID of the other router. 

Use the Cisco IOS XR show ospf virtual-links command or Cisco IOS/IOS XE show ip ospf 
virtual-links command to verify that the configured virtual link works properly. The figure 
shows that the virtual link toward the neighboring router with the router ID 10.1.10.1 is up, and 
Area 11 is used as a transit area. The output also shows that interface GigabitEthernet0/0/0/0 is 
used to form the virtual link as well as several OSPF timers. 
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OSPF Cost 
This topic describes how to configure OSPF cost. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—2-19

• The cost, or metric, is an indication of the overhead to send packets 
over an interface.

• OSPF cost is used as the route selection criteria.

• Dijkstra’s algorithm determines the best path by adding all link costs 
along a path.

• OSPF cost is computed automatically.

- Cost = 108 / Bandwidth (in b/s)

- Bandwidth is specified on the interface with the bandwidth command.

• OSPF cost is recomputed after every bandwidth change.

 

The OSPF cost is an indication of the overhead to send packets over an interface. OSPF cost is 
computed automatically for each interface that is assigned into an OSPF process, using the 
following formula: 

Cost = 108 / bandwidth  
(The bandwidth is specified on the interface with the Cisco IOS/IOS XE or IOS XR bandwidth 
interface command.) 

The cost value is a 16-bit positive number between 1 and 65,535, where a lower value is a more 
desirable metric. For example, a 64-kb/s link gets a metric of 1562, while a T1 link gets a 
metric of 64. Cost is applied on all router link paths, and route decisions are made on the total 
cost of a path. The metric is only relevant on an outbound path; route decisions are not made 
for inbound traffic. The OSPF cost is recomputed after every bandwidth change, and Dijkstra’s 
algorithm determines the best path by adding all link costs along a path. 

On high-bandwidth links (155 Mb/s and more), automatic cost assignment no longer works (it 
would result in all costs being equal to 1). On these links, OSPF costs must be set manually on 
each interface. 
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OSPF Area 10

OSPF Area 0

OSPF Area 11
Gi 0/0

192.168.101.11

Gi 0/0/0/0

192.168.101.10
Lo 0

10.1.10.1

CE1 PE1 OSPF Area 1

Lo 0

10.1.1.1

Gi 0/0/0/1

router ospf 1
area 11
interface GigabitEthernet0/0/0/0

cost 20

interface GigabitEthernet0/0
ip ospf cost 20

Change the OSPF cost on the interface to 20.

Change the reference bandwidth from 100 to 10000.

router ospf 1
auto-cost reference-bandwidth 10000

router ospf 1
auto-cost reference-bandwidth 10000

 

In general, the OSPF cost in Cisco routers is calculated using the following formula: (100 
Mb/s) / (bandwidth in Mb/s).  

However, the cost is calculated based on a maximum bandwidth of 100 Mb/s, which is a cost of 
1. If you have faster interfaces, you may want to recalibrate the cost of 1 to a higher bandwidth. 

When you are using the bandwidth of the interface to determine OSPF cost, always remember 
to use the Cisco IOS/IOS XE or IOS XR bandwidth interface command to accurately define 
the bandwidth of the interface (in kb/s). The bandwidth command is the reference for 
calculating the cost. 

To override the automatically calculated default cost, manually define the cost using the Cisco 
IOS XR cost router OSPF command or Cisco IOS/IOS XE ip ospf cost interface command. 
The cost value is an integer from 1 to 65,535. The preferred link is the link with the lowest 
number.  

Interfaces that are faster than 100 Mb/s are being used (Gigabit Ethernet and Fast Ethernet). 
The automatic cost assignment returns the value “1.” For all faster links, a new reference value 
must be configured. Use the Cisco IOS/IOS XE or IOS XR auto-cost router OSPF command to 
ensure accurate route calculations. The reference-bandwidth value in the auto-cost command 
is a reference bandwidth in megabits per second; it ranges from 1 to 4,294,967, with a default 
value of 100. 
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Cisco Nonstop Forwarding and Cisco Nonstop 
Routing 

This topic describes Cisco Nonstop Forwarding. 
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• Cisco NSF is applicable in platforms with dual RPs and works together 
with SSO.

• Cisco NSF allows the following:

- Neighbor routers remain established during SSO.

- Routes on neighboring routers remain valid.

- Forwarding of data packets continues while routing process on new RP 
converges.

• Cisco NSF is supported by the following:

- Routing protocols (OSPF, IS-IS, EIGRP, BGP)

- Forwarding operation (Cisco Express Forwarding)

• Device must be NSF-capable.

• Neighboring device must be NSF-aware.

 

Cisco Nonstop Forwarding (NSF) works with the Stateful Switchover (SSO) to minimize the 
amount of time that a network is unavailable to its users following a switchover. The main 
objective of Cisco NSF is to continue forwarding IP packets following a route processor (RP) 
switchover in platforms with dual RPs. 

Usually, when a networking device restarts, all routing peers of that device detect that the 
device went down and then came back up. This transition results in what is called a routing 
flap, which could spread across multiple routing domains. Routing flaps that are caused by 
routing restarts create routing instabilities, which are detrimental to the overall network 
performance. Cisco NSF helps to suppress routing flaps in SSO-enabled devices, thus reducing 
network instability. 

Cisco NSF allows for the forwarding of data packets to continue along known routes while the 
routing protocol information is being restored following a switchover. With Cisco NSF, peer 
networking devices do not experience routing flaps. Data traffic is forwarded through 
intelligent line cards or dual forwarding processors (FPs) while the standby RP assumes control 
from the failed active RP during a switchover. 

Cisco NSF is supported by the BGP, EIGRP, OSPF, and IS-IS protocols for routing and by 
Cisco Express Forwarding for forwarding. Of the routing protocols, BGP, EIGRP, OSPF, and 
IS-IS are enhanced with Cisco NSF capability and awareness, which means that routers running 
these protocols can detect a switchover and take the necessary actions to continue forwarding 
network traffic and to recover route information from the peer devices.  
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A networking device is said to be Cisco NSF-aware if it is running Cisco NSF-compatible 
software. A device is said to be Cisco NSF-capable if it has been configured to support Cisco 
NSF; therefore, it would rebuild routing information from Cisco NSF-aware or Cisco NSF-
capable neighbors. 

Cisco NSF depends on Cisco Express Forwarding to continue forwarding packets during 
switchover while the routing protocols rebuild the Routing Information Base (RIB) tables. 
When the routing protocols have converged, Cisco Express Forwarding updates the Forwarding 
Information Base (FIB) table and removes old route entries. Cisco Express Forwarding, in turn, 
updates the line cards with the new FIB information. 

Cisco NSF uses the IETF standardized graceful restart functionality. 
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• Used between routers running OSPF.

• Cisco NSR brings Cisco NSF operations to routers that are not NSF-
aware.

NSF-capable router

Non-NSF-aware neighbor

PSU 2PSU 1

Line Card 9

Line Card 8

Line Card 7

Standby RP

Active RP

Line Card 4

Line Card 3

Line Card 2

Line Card 1

OSPF state 
synchronization

Cisco Express 
Forwarding table 
synchronization

 

The OSPF support for the Nonstop Routing (NSR) with SSO feature enables routers to 
maintain an OSPF state with other routers and ensure continuous packet forwarding during 
route processing. Other routers do not need to be NSF-capable or NSF-aware to benefit from 
OSPF NSR capabilities. 
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Cisco NSF and NSR for OSPF 
This topic describes NSF and NSR for OSPF. 
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• Minimizes the amount of time that a network is unavailable.

• Continues forwarding IP packets and performs a graceful restart.

• Suppresses routing flaps in Cisco NSF-aware devices.

• Reduces network instability.

OSPF Area 10

OSPF Area 0

OSPF Area 11
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1 OSPF Area 1

Lo 0

Gi 0/0/0/1

router ospf 1
nsrEnable NSR (disabled by default)

Enable Cisco NSF (disabled by 
default)

router ospf 1
nsf cisco | ietf

or

 

Cisco IOS XR Software, Cisco NSF for OSPF version 2, allows for the forwarding of data 
packets to continue along known routes while the routing protocol information is being restored 
following a failover. With Cisco NSF, peer networking devices do not experience routing flaps. 
During failover, data traffic is forwarded through intelligent line cards while the standby route 
processor (RP) assumes control from the failed RP. The ability of line cards to remain up 
through a failover and to be kept current with the FIB on the active RP is important to Cisco 
IOS XR Software NSF operation. 

Routing protocols, such as OSPF, run only on the active RP or distributed route processor 
(DRP) and receive routing updates from their neighbor routers. When an OSPF Cisco NSF-
capable router performs an RP failover, it must perform two tasks to resynchronize its link-state 
database (LSDB) with its OSPF neighbors. First, it must relearn the available OSPF neighbors 
on the network without causing a reset of the neighbor relationship. Second, it must reacquire 
the contents of the LSDB for the network. 

As quickly as possible after an RP failover, the Cisco NSF-capable router sends an OSPF Cisco 
NSF signal to neighboring Cisco NSF-aware devices. This signal is in the form of a link-local 
LSA generated by the failed-over router. Neighbor networking devices recognize this signal as a 
cue that the neighbor relationship with this router should not be reset. As the Cisco NSF-capable 
router receives signals from other routers on the network, it can begin to rebuild its neighbor list. 
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After neighbor relationships are re-established, the NSF-capable router begins to resynchronize 
its database with all of its NSF-aware neighbors. At this point, the routing information is 
exchanged between the OSPF neighbors. After this exchange is completed, the NSF-capable 
device uses the routing information to remove stale routes, update the RIB, and update the FIB 
with the new forwarding information. OSPF on the router and the OSPF neighbors are now 
fully converged. 

Nonstop routing (NSR) allows an RP failover, process restart, or in-service upgrade to be 
invisible to peer routers and ensures that there is minimal performance or processing impact. 
Routing protocol interactions between routers are not impacted by NSR. NSR is built on the 
warm standby extensions. NSR alleviates the requirement for Cisco NSF and IETF graceful 
restart protocol extensions. 
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Graceful Restart for OSPFv3 
This topic describes the OSPFv3 graceful restart feature. 
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Preserves the data plane capability:

• RP failure

• Planned OSPFv3 process restart

• Unplanned OSPFv3 process restart

OSPF version 3
Gi 0/0 Gi 0/0/0/0

Lo 0

CE1 PE1

Lo 0

Gi 0/0/0/1

 

The OSPFv3 graceful restart feature preserves the data plane capability in the following 
circumstances: 

 RP failure, resulting in a switchover to the backup processor 

 Planned OSPFv3 process restart, such as software upgrade or downgrade 

 Unplanned OSPFv3 process restart, such as a process crash 

The graceful restart feature supports nonstop data forwarding on established routes while the 
OSPFv3 routing protocol is restarting. Therefore, this feature enhances high availability of IPv6 
forwarding. 
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Bidirectional Forwarding Detection 
This topic describes Bidirectional Forwarding Detection (BFD). 
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• Extremely lightweight Hello protocol that uses UDP to test bidirectional 
communication.

• Used to detect failures in the forwarding path between two adjacent 
routers.

• Millisecond resolution of forwarding plane failure.

• Relies on routing protocols to detect neighbors.

BFD control packets
Echo packets

R1 R2

 

In both enterprise and service provider networks, the convergence of business-critical 
applications onto a common IP infrastructure is becoming more common. Given the criticality 
of the data, these networks are typically constructed with a high degree of redundancy. While 
such redundancy is desirable, its effectiveness is dependent upon the ability of individual 
network devices to quickly detect failures and reroute traffic to an alternate path. 

This detection is now typically accomplished via hardware detection mechanisms. However, 
the signals from these mechanisms are not always conveyed directly to the upper protocol 
layers. When the hardware mechanisms do not exist (such as Ethernet) or when the signaling 
does not reach the upper protocol layers, the protocols must rely on their much slower 
strategies to detect failures. The detection times in existing protocols are typically greater than 
1 second and sometimes much longer. For some applications, this is too long to be useful. 

Bidirectional Forwarding Detection (BFD) provides a low-overhead, short-duration method of 
detecting failures in the forwarding path between two adjacent routers, including the interfaces, 
data links, and forwarding planes. BFD is a detection protocol that you enable at the interface 
and routing protocol levels. Cisco supports the BFD asynchronous mode, which depends on the 
sending of BFD control packets between two systems to activate and maintain BFD neighbor 
sessions between routers. Therefore, in order for a BFD session to be created, you must 
configure BFD on both BFD peers. Once BFD has been enabled on the interfaces and at the 
router level for the appropriate routing protocols, a BFD session is created, BFD timers are 
negotiated, and the BFD peers will begin to send BFD control packets to each other at the 
negotiated interval. 

BFD provides fast BFD peer failure detection times independently of all media types, 
encapsulations, topologies, and the routing protocols BGP, EIGRP, IS-IS, and OSPF. By 
sending rapid failure detection notices to the routing protocols in the local router to initiate the 
routing table recalculation process, BFD contributes to greatly reduced overall network 
convergence time. 
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The BFD protocol has no discovery mechanisms to detect neighbors. It is designed solely as an 
agent for other applications requiring fast failure detection. When a routing protocol that is 
configured to use BFD detects a new neighbor, it requests availability tracking from BFD.  

BFD can rely on control packets or on echo packets. Echo packets are IP packets addressed to 
the router itself but sent to the Layer 2 address of the next-hop node. The echo packets 
thoroughly test the complete bidirectional forwarding path between adjacent routers, as they 
have to be transmitted by the originating router, propagated to the adjacent router, received by 
its interface logic, switched by its forwarding engine, and sent back to the originator (because 
the IP packet is addressed to the router itself).  

For example, when R1 sends a BFD echo packet, it sets the destination IP address in the packet 
to its own interface IP address and the MAC address in the Layer 2 frame header to the 
neighbor (R2) MAC address. When R2 receives the packet, it performs a Layer 3 lookup and 
sends the packet toward its final destination (back to R1). 
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• Routing protocol (BFD client) bootstraps BFD to create BFD session to a 
neighbor:

- BFD client receives link status change notification. 

- Receive and transmit intervals are negotiated and configurable.

• Two systems agree on a method to detect failure.

• In case of failure, BFD notifies BFD client.

- BFD client independently decides on action. 

R1

BFD

OSPF
R2

BFD

OSPFOSPF neighbors

OSPF bootstraps BFD

BFD neighbors

 

When a routing protocol (OSPF, for example) discovers a neighbor, it sends a request to the 
local BFD process to initiate a BFD neighbor session with the OSPF neighbor router. Then the 
BFD neighbor session with the OSPF neighbor router is established. If there is a failure on the 
link between neighbors, the BFD neighbor session with the OSPF neighbor router is torn down. 
BFD notifies the local OSPF process that the BFD neighbor is no longer reachable. The local 
OSPF process tears down the OSPF neighbor relationship. If an alternative path is available the 
routers will immediately start converging on it. 
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Bidirectional Forwarding Detection for OSPF 
This topic describes how to configure BFD for OSPF. 
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• OSPF uses BFD on all interfaces:

• OSPF uses BFD on single interface:

router ospf 1
bfd all-interfaces
!

Cisco IOS Router

interface TenGigabitEthernet3/0/1
ip ospf bfd
bfd interval 100 min_rx 100 multiplier 3

!

router ospf 1
area 0
interface TenGigE0/1/4/0
bfd fast-detect
bfd minimum-interval 100
bfd multiplier 3
!
!
!

Cisco IOS XR Router

OSPF Area 0

BFD enabledBFD enabled

 

After you have configured BFD on individual interfaces, you have to tell the routing protocols 
to use it. In most cases, there is no good reason that the routing protocols would not use BFD 
whenever possible. The only command that you have to use in these scenarios is the bfd all-
interfaces Cisco IOS router configuration command. 

If you want to be more specific, you could enable BFD on individual interfaces with the 
specific command for that particular routing protocol. For OSPF, use the ip ospf bfd Cisco IOS 
interface configuration command. 

You could also enable BFD on all interfaces with the bfd all-interfaces Cisco IOS router 
configuration command, and disable it on specific interfaces. OSPF uses the ip ospf bfd 
disable Cisco IOS interface configuration command. 

You would disable BFD on an interface only if the interface is flaky but you want to retain 
routing adjacency across short failures. This should not be necessary in most well-designed 
networks. 

To enable BFD and adjust parameters, use the bfd Cisco IOS XR router commands. 
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Secure OSPF 
This topic describes how to implement OSPF authentication in the service provider network. 
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• OSPF authentication is used to prevent the following:

- Undesired adjacencies and rogue routes to be inserted into OSPF

- Changes in routing information

• OSPFv2:

- Plaintext authentication—avoid at all times!

- MD5 authentication

- Authentication material is inserted into OSPF header of every OSPF packet 
and checked by other router

• OSPFv3 does not have an authentication mechanism; it relies on IPsec 
built into IPv6.

Gi 0/0 Gi 0/0/0/0
Lo 0

CE1 PE1

Lo 0

Gi 0/0/0/1OSPF authentication

 

OSPF routing protocol supports authentication of routing updates to prevent attacks to the 
routing protocol. For example, an attacker might “poison” the routing table of the router by 
sending a route toward one of the networks, using good cost, and traffic to that network would 
be diverted to the attacker router. A similar situation applies to an attacker who intercepts a 
routing update, changes it, and then forwards it. Authentication prevents such attacks by 
authenticating each routing update. Authentication is accomplished by the exchange of 
authenticating information that is known to the sending and receiving router only. 

Both OSPFv2 and OSPFv3 support authentication. However, there is significant difference in 
authentication mechanisms in both protocols. OSPFv2 uses a built-in authentication mechanism 
and supports plaintext and Message Digest 5 (MD5) authentication. Authentication information 
(plaintext password or MD5 hash produced from a key and the routing update itself) in OSPFv2 
is inserted into the OSPF header and checked by the other router. You should avoid sending an 
authentication password in plaintext across a line; it is not considered safe. 

OSPFv3 does not use a built-in authentication mechanism and relies on IPv6 native security 
capabilities and native security stack, which uses IPsec. 
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Gi 0/0 Gi 0/0/0/0
Lo 0

CE1 PE1

Lo 0

Gi 0/0/0/1OSPF authentication

OSPFv2 authentication type and key can be configured at different levels:

 Routing process

 Area

 Interface

If authentication is not configured on a lower level, authentication settings are 
inherited from a higher level.

Authentication type can be configured per area in router configuration mode or per 
interface.

If authentication is not configured per interface, authentication type is inherited from 
area configuration.

Authentication key can be configured only per interface.

 

The OSPFv2 authentication type and key on Cisco IOS XR platforms can be configured at 
different levels. Authentication can be specified for an entire process or area, or on an interface. 
An interface can be configured for only one type of authentication, not both. Authentication 
that is configured for an interface overrides authentication that is configured for the area or 
process. If authentication is not configured on a lower level (for example, on the interface), 
authentication is inherited from a higher level, for example from an area or process. 

If you intend for all interfaces in an area to use the same type of authentication, you can 
configure fewer commands if you use the authentication command in the area configuration 
submode (and specify the message-digest keyword if you want the entire area to use MD5 
authentication). This strategy requires fewer commands than specifying the authentication for 
each interface. 

The OSPF authentication type on Cisco IOS/IOS XE platforms can be configured per area in 
router configuration mode or per interface. However, an authentication key can be specified per 
interface only. If you intend for all interfaces in an area to use the same type of authentication, 
you can configure fewer commands if you use the authentication command in the area 
configuration. However, you still have to configure the authentication key on each interface 
separately. 
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• OSPFv3 uses native functionality offered by IPv6:

- IPsec AH for authentication and integrity check

- IPsec ESP for encryption of payload

• Security policy definition on the router is mandatory:

- Security parameter index (SPI) value

- Hashing and encryption algorithms

- Keys for authentication and encryption

Gi 0/0 Gi 0/0/0/0
Lo 0

CE1 PE1

Lo 0

Gi 0/0/0/1OSPF authentication

OSPFv3 IPsec authentication/encryption can be 
configured at the same levels as with OSPFv2

OSPFv3 IPsec authentication/encryption can be configured 
per area in router configuration mode or per interface.

 

OSPFv3 uses IPv6 native security capabilities and native security stack. Two possible protocols 
are available: 

 Authentication Header (AH) for authentication and integrity check 

 Encapsulating Security Payload (ESP) for encrypting the payload—the routing updates 
themselves and authentication and integrity check. 

Using an IPsec connection for OSPFv3 authentication requires you to define a security policy 
for every neighbor router. The security policy defines which protocol is used for 
communication (AH or ESP), hashing and encryption algorithm, keys, and the security 
parameter index (SPI) value. 

On Cisco IOS XR platforms, OSPFv3 authentication or encryption can be configured at the 
same levels as with OSPFv2: OSPF process, area or interface. The concept of inheritance is 
applied, as with the OSPFv2 authentication. 

On Cisco IOS/IOS XE platforms, OSPFv3 authentication or encryption can be configured per 
area in router configuration mode or per interface. 
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OSPF Area 11

Gi 0/0 Gi 0/0/0/0
Lo 0

CE1 PE1

Lo 0

Gi 0/0/0/1OSPF authentication

router ospf 1
area 11
interface GigabitEthernet0/0/0/0
authentication message-digest
message-digest-key 1 md5 encrypted cisco

interface GigabitEthernet0/0
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 cisco

RP/0/RSP0/CPU0:PE1#show ospf interface GigabitEthernet 0/0/0/0
GigabitEthernet0/0/0/0 is up, line protocol is up 

Internet Address 192.168.101.10/24, Area 11 
Process ID 1, Router ID 10.1.1.1, Network Type BROADCAST, Cost: 20
Transmit Delay is 1 sec, State BDR, Priority 1, MTU 1500, MaxPktSz 1500
Designated Router (ID) 10.1.10.1, Interface address 192.168.101.11
Backup Designated router (ID) 10.1.1.1, Interface address 192.168.101.10
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:06
< text omitted >

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.1.10.1  (Designated Router)

Suppress hello for 0 neighbor(s)
Message digest authentication enabled

Youngest key id is 1
Multi-area interface Count is 0

 

The figure shows a configuration of the OSPFv2 MD5 authentication on a CE1 router on 
Gigabit Ethernet 0/0 interface and PE1 router on Gigabit Ethernet 0/0/0/0. To enable OSPFv2 
authentication on the Cisco IOS XR, use the authentication message-digest and message-
digest-key md5 router OSPF commands. To enable OSPFv2 authentication on the Cisco 
IOS/IOS XE router, use the ip ospf authentication message-digest and ip ospf message-
digest-key md5 interface commands. Key-ID in the example is “1” and the actual key is 
“cisco”. Key-ID and key must match on both routers where authentication is being enabled. 

To verify that OSPF authentication is correctly configured and OSPF adjacency is up, use the 
Cisco IOS XR show ospf interface command. In the output, you should see a message that 
MD5 authentication is enabled and a key different than zero (“0”) is used. Similar verification 
can be performed on the Cisco IOS/IOS XE router by using the show ip ospf interface 
command: 

CE1#show ip ospf interface GigabitEthernet 0/0 

 

GigabitEthernet0/0 is up, line protocol is up  

  Internet Address 192.168.101.11/24, Area 11  

  Process ID 1, Router ID 10.1.10.1, Network Type BROADCAST, Cost: 1 

  Topology-MTID    Cost    Disabled    Shutdown      Topology Name 

        0           1         no          no            Base 

  Transmit Delay is 1 sec, State DR, Priority 1 

  Designated Router (ID) 10.1.10.1, Interface address 192.168.101.11 

  Backup Designated router (ID) 10.1.1.1, Interface address 
192.168.101.10 

  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 

    oob-resync timeout 40 

    Hello due in 00:00:05 

  Supports Link-local Signaling (LLS) 

  Cisco NSF helper support enabled 

  IETF NSF helper support enabled 
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  Index 1/2, flood queue length 0 

  Next 0x0(0)/0x0(0) 

  Last flood scan length is 0, maximum is 5 

  Last flood scan time is 0 msec, maximum is 4 msec 

  Neighbor Count is 1, Adjacent neighbor count is 1  

    Adjacent with neighbor 10.1.1.1  (Backup Designated Router) 

  Suppress hello for 0 neighbor(s) 

  Message digest authentication enabled 

    Youngest key id is 1 
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OSPFv3 Area 11

Gi 0/0 Gi 0/0/0/0
Lo 0

CE1 PE1

Lo 0

Gi 0/0/0/1OSPFv3 authentication

router ospfv3 1
area 11
interface GigabitEthernet0/0/0/0
authentication ipsec spi 256 sha1 password 12…

interface GigabitEthernet0/0
ipv6 ospf 1 area 11
ipv6 ospf authentication ipsec spi 256 sha1 12…

 

The figure shows a configuration of the OSPFv3 Secure Hash Algorithm (SHA) authentication 
on the CE1 router on Gigabit Ethernet 0/0 interface and a PE1 router on Gigabit Ethernet 
0/0/0/0. To enable OSPFv3 authentication on the Cisco IOS XR router, use the authentication 
ipsec spi router OSPF command. To enable OSPFv3 authentication on the Cisco IOS/IOS XE 
router, use the ipv6 ospf authentication ipsec spi interface command. The SPI index, hashing 
method, and a key should match on both routers. The key must be the correct length; the SHA 
hashing algorithm uses a 160-bit key, so the key must be a 40-hexadecimal number. In the 
example, the SPI index is 256, and the hashing algorithm is SHA. 
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Summary 
This topic summarizes the key points that were discussed in this lesson. 
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• Before OSPF is enabled on the service provider network, there must be 
detailed planning of IP addresses, areas, positioning of ABRs and 
ASBRs, and redistribution and summarization. 

• OSPF requires router ID to uniquely describe each router in a network.

• Designating OSPF interface as passive disables sending and receiving
of OSPF packets.

• You can use various show commands to verify OSPF.

• A virtual link allows discontiguous Area 0s to be connected, or a 
disconnected area to be connected to Area 0 via a transit area.

• You can use the virtual-link Cisco IOS XR command to configure OSPF 
virtual link.

• OSPF cost can be changed by changing bandwidth or cost on the link or 
by changing reference bandwidth.
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• Cisco NSF allows for the forwarding of data packets to continue along 
known routes while the routing protocol information is being restored 
following a switchover.

• After an RP failover, the Cisco NSF-capable router sends an OSPF 
Cisco NSF signal to neighboring Cisco NSF-aware devices to inform the
neighbor not to reset the neighbor relationship.

• OSPFv3 graceful restart feature preserves the data plane capability in 
RP failure or OSPF process restart.

• BFD provides fast peer failure detection times independently of media 
types, encapsulations, topologies, and the routing protocols.

• You would not use BFD only if an interface is flaky and you want to 
retain routing adjacency across short failures.

• OSPF supports authentication to prevent undesired adjacencies and 
changes in routing information.
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Lesson 4 

Implementing OSPF Special 
Area Types 

Overview 
Scalability, improved CPU and memory utilization, and the ability to mix small routers with 
large routers are all benefits of using proper route summarization techniques. A key feature of 
the Open Shortest Path First (OSPF) protocol is the ability to summarize routes at area and 
autonomous system (AS) boundaries. Route summarization is important, because it reduces the 
amount of OSPF link-state advertisement (LSA) flooding and the sizes of link-state databases 
(LSDBs) and routing tables, which reduce memory and CPU utilization on the routers. The 
OSPF network can scale to very large sizes, in part because of route summarization. 
The OSPF protocol defines several special-case area types, including stub areas, totally stubby 
areas, and not-so-stubby areas (NSSAs). The purpose of all three types of stub areas is to inject 
default routes into an area so that external and summary LSAs are not flooded. Stub areas are 
designed to reduce the amount of flooding, the LSDB size, and the routing table size in routers 
within the area. Network designers should always consider using stub area techniques when 
building networks. Stub area techniques improve performance in OSPF networks and allow the 
network to scale to significantly larger sizes. 
This lesson defines the different types of route summarization, and discusses OSPF area types 
and how to configure them. 

Objectives 
Upon completing this lesson, you will be able to implement OSPF route summarization and 
different OSPF area types. This ability includes being able to meet these objectives: 

 Describe interarea and external OSPF route summarization 

 Describe how OSPF interarea routes are summarized 

 Describe how OSPF external routes are summarized 

 Describe how default routes are injected into OSPF 

 List and describe different OSPF area types 

 Describe OSPF stub area rules, and implement OSPF stub and totally stubby areas 

 Describe OSPF NSSA rules, and implement OSPF NSSA and totally NSSA 
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OSPF Summarization 
This topic describes interarea and external OSPF route summarization. 
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• Networks are normally translated into type 3 LSAs in other areas.

• Route summarization is the consolidation of advertised addresses. 

- On ABR, summarize type 3 LSAs

- On ASBR, summarize type 5 LSAs

• A good addressing plan is required.

• A drawback is the possibility of
suboptimal routing.

Area 0

OSPF Domain

Area 1 Area 2

Backbone Router

ABR ABR

External Routing Domain

ASBR

Minimizes the number of 
routing table entries

Localizes the impact of a 
topology change

Reduces LSA flooding and 
saves CPU resources

 

Route summarization is a key to scalability in OSPF. Route summarization helps solve two 
major problems: large routing tables and frequent LSA flooding throughout the AS. Every time 
that a route disappears in one area, routers in other areas get involved in shortest-path 
calculation. To reduce the size of the area database, you can configure summarization on an 
area boundary or an AS boundary. 

Normally, type 1 and type 2 LSAs are generated inside each area and translated into type 3 
LSAs in other areas. With route summarization, the Area Border Routers (ABRs) or 
Autonomous System Boundary Routers (ASBRs) consolidate multiple routes into a single 
advertisement. ABRs summarize type 3 LSAs, and ASBRs summarize type 5 LSAs. Instead of 
advertising many specific prefixes, you need to advertise only one summary prefix. 

If the OSPF design includes many ABRs or ASBRs, suboptimal routing is possible. This is one 
of the drawbacks of summarization. 

Route summarization requires a good addressing plan—an assignment of subnets and addresses 
that is based on the OSPF area structure and lends itself to aggregation at the OSPF area 
borders. 

Route summarization directly affects the amount of bandwidth, CPU power, and memory 
resources that the OSPF routing process consumes. Without route summarization, every 
specific-link LSA is propagated into the OSPF backbone and beyond, causing unnecessary 
network traffic and router overhead. With route summarization, only the summarized routes are 
propagated into the backbone (Area 0). Summarization prevents every router from having to 
rerun the Shortest Path First (SPF) algorithm, increases the stability of the network, and reduces 
unnecessary LSA flooding. Also, if a network link fails, the topology change is not propagated 
into the backbone, and other areas by way of the backbone. Specific-link LSA flooding outside 
the area does not occur. 
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OSPF Interarea Route Summarization 
This topic describes how OSPF interarea routes are summarized. 
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• A summary route is generated if at least one subnet within the area falls 
in the summary address range.

• A summarized route metric will be equal to the lowest cost of all subnets 
within the summary address range.

• The ABR creates a route to Null0 to avoid loops, only for the summary 
routes of connected areas.

Area 0

Area 1 Area 2
ABR ABR

O 172.16.8.0 255.255.255.0
O 172.16.9.0 255.255.255.0
O 172.16.10.0 255.255.255.0
O 172.16.11.0 255.255.255.0
O 172.16.12.0 255.255.255.0
O 172.16.13.0 255.255.255.0
O 172.16.14.0 255.255.255.0
O 172.16.15.0 255.255.255.0
O 172.16.16.0 255.255.255.0
O 172.16.17.0 255.255.255.0
O 172.16.18.0 255.255.255.0
O 172.16.19.0 255.255.255.0

O IA 172.16.8.0 255.255.248.0
O IA 172.16.16.0 255.255.252.0

router ospf 1
area 1
range 172.16.8.0/21
range 172.16.16.0/22

 

The summarization of internal routes can be done only by ABRs. Without summarization, all 
the prefixes from an area are passed into the backbone as type 3 interarea routes. When 
summarization is enabled, the ABR intercepts this process and instead injects a single type 3 
LSA, which describes the summary route into the backbone. Multiple routes inside the area are 
summarized. 
A summary route is generated if at least one subnet within the area falls in the summary address 
range. The summarized route metric is equal to the lowest cost of all the subnets within the 
summary address range. Interarea summarization can only be done for the intra-area routes of 
connected areas, and the ABR creates a route to Null0 to avoid loops in the absence of more 
specific routes. 
Network numbers in areas should be assigned contiguously to ensure that these addresses can 
be summarized into a minimal number of summary addresses. In the figure, the list of 12 
networks in the routing table of the ABR can be summarized into two summary address 
advertisements. The block of addresses from 172.16.8.0 through 172.16.15.0/24 can be 
summarized using 172.16.8.0/21, and the block from 172.16.16.0 through 172.16.19.0/24 can 
be summarized using 172.16.16.0/22. 
To consolidate and summarize routes at an area boundary, use the range Cisco IOS XR router 
OSPF command, or area range Cisco IOS/IOS XE router OSPF command. The ABR will 
summarize routes for a specific area before injecting them into a different area via the backbone 
as type 3 summary LSAs. The OSPF version 3 uses same command syntax as OSPF version 2. 
Cisco IOS, Cisco IOS XE, and Cisco IOS XR Software creates a summary route to the Null0 
interface when manual summarization is configured, to prevent routing loops. For example, if 
the summarizing router receives a packet to an unknown subnet that is part of the summarized 
range, the packet matches the summary route based on the longest match. The packet is 
forwarded to the Null0 interface (in other words, it is dropped), which prevents the router from 
forwarding the packet to a default route and possibly creating a routing loop. 
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OSPF External Route Summarization 
This topic describes how OSPF external routes are summarized. 
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• Summarization can be used for external routes:

- On an AS boundary for type 5 LSAs (redistributed routes)

- On an NSSA ABR for type 5 LSAs translated from type 7 LSAs

• A summary route to Null0 will be created for each summary range.

OSPF Domain

External Domain

ASBR

D 10.1.1.0 255.255.255.0
D 10.1.2.0 255.255.255.0
D 10.1.3.0 255.255.255.0
D 10.1.4.0 255.255.255.0
D 10.1.5.0 255.255.255.0
D 10.1.6.0 255.255.255.0

O E2 10.1.0.0 255.255.0.0

router ospf 1
summary-prefix 10.1.0.0/16

 

Summarization can also be used for external routes. Each route that is redistributed into OSPF 
from other protocols is advertised individually with an external LSA. To reduce the size of the 
OSPF LSDB, you can configure a summary for external routes. Summarization of external 
routes can be done on the ASBR for type 5 LSAs (redistributed routes) before injecting them 
into the OSPF domain. Summarization of external routes can be done by the ABR in not-so-
stubby areas (NSSAs) as well, where the ABR router creates type 5 summary routes from type 
7 external routes. Without summarization, all the redistributed external prefixes from external 
autonomous systems are passed into the OSPF area. A summary route to Null0 is created 
automatically for each summary range. 

To create aggregate addresses for OSPF at an AS boundary, use the summary-prefix Cisco 
IOS XR router OSPF command, or summary-address Cisco IOS/IOS XE router OSPF 
command. The OSPF version 3 uses same command syntax as OSPF version 2. The ASBR will 
summarize external routes before injecting them into the OSPF domain as type 5 external 
LSAs. The figure depicts route summarization on the ASBR. An external AS that is running 
Enhanced Interior Gateway Routing Protocol (EIGRP) has its routes redistributed into OSPF. 
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Default Routes in OSPF 
This topic describes how default routes are injected into OSPF. 
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• A default route is injected into OSPF as an external type 5 LSA. 

• Default route distribution is not on by default.

OSPF Domain

Service Provider A

ASBR

Service Provider B

ASBR

0.0.0.0 Cost 20 0.0.0.0 Cost 30

A smaller 
routing table

Fewer resources 
used in the router

router ospf 1
default-information originate
default-information originate metric 20
default-information originate always
default-information originate route-policy route_in_RT

Originate a type 5 default route if 
it has the gateway of last resort.

Sets cost 20 Originate a type 5 default route 
even if there is no gateway of 
last resort (optional).

Use the route map to define a dependency on 
any condition inside the route map (optional).

 

To be able to perform routing from an OSPF AS toward external networks, you must either 
know all the destination networks or create a default route. To learn all the destinations, you 
can either create a number of static routes or configure redistribution. But the most scalable and 
optimized way is by using a default route. The benefits of a default route include the following: 

 Smaller routing table 

 Fewer resources and less CPU power needed; no need to recalculate the SPF algorithm if 
one or more networks fail 

To generate a default external route into an OSPF routing domain, use the default-information 
originate Cisco IOS, Cisco IOS XE, and Cisco IOS XR router OSPF configuration command. 
The OSPF version 3 uses same command syntax as OSPF version 2. There are two ways to 
advertise a default route into a standard area: 

 Advertise 0.0.0.0/0 into the OSPF domain when the advertising router already has a default 
route. Use the default-information originate command to allow the ASBR to originate a 
type 5 default route inside the OSPF AS. 

You can also use different keywords in the configuration command to configure 
dependency on IP routing table entries. 

 Advertise 0.0.0.0/0, regardless of whether the advertising router already has a default route. 
The second method can be accomplished by adding the keyword always. You can also use 
a route policy to define dependency on any condition inside the route policy. 

In the figure, an OSPF network is multihomed to two service providers. In this design, service 
provider A is preferred, and service provider B is used as a backup. To define the priority, the 
optional metric parameter has been used to establish a preference for the default route to 
service provider A. 
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OSPF Area Types 
This topic lists and describes different OSPF area types. 
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• OSPF is based on a two-level hierarchical area structure.

• Each area has its own topology database.

Area 0

OSPF Domain

Regular 
Area

Stubby
Area

NSSA Totally 
NSSA

Totally 
Stubby
Area

Default route onlySummaries
External routes

External routes

Summaries
Default route

Summaries
Default route

External Routing
Domain

External routes External routes

Backbone area: Connects all other areas

Normal area: 
Contains all of the 
internal and external 
routing information

Stub area: Contains 
internal and area routing 
information, but not 
external routing information

Totally stubby area: 
Contains area routing 
information only; 
Cisco proprietary

Not-so-stubby area: 
Contains area and 
external routing 
information

Totally NSSA: 
Summaries 
suppressed

Default route

 

OSPF is based on a two-level hierarchical area structure. The hierarchy defines backbone and 
nonbackbone areas. Each area has its own topology, which is invisible from outside the area. A 
router that belongs to several areas (an ABR) has several topology databases. All areas have to 
be connected to a backbone area or linked to it with a virtual link. The backbone area has to be 
contiguous. A nonbackbone area can be discontiguous. 
The characteristics that are assigned to an area control the type of route information that it 
receives. The possible area types are as follows: 
 Normal area: This default area accepts link updates, route summaries, and external routes. 
 Backbone area (transit area): The backbone area is the central entity to which all other 

areas connect. The backbone area is labeled Area 0. All other areas connect to this area to 
exchange and route information. The OSPF backbone includes all the properties of a 
standard OSPF area. 

 Stub area: This area does not accept information about routes that are external to the AS, 
such as routes from non-OSPF sources. If routers need to route to networks outside the AS, 
they use a default route, which is noted as 0.0.0.0. Stub areas cannot contain ASBRs, 
except that ABRs may also be ASBRs. 

 Totally stubby area: This area does not accept external AS routes or summary routes from 
other areas that are internal to the AS. If the router needs to send a packet to a network that 
is external to the area, it sends the packet using a default route. Totally stubby areas cannot 
contain ASBRs, except that ABRs may also be ASBRs. 

 NSSA: NSSA is an addendum to the OSPF RFC. This area defines a special type 7 LSA. 
An NSSA offers benefits that are similar to those of a stub area or totally stubby area. 
However, NSSAs allow ASBRs, which are prohibited in a stub area. 

 Totally NSSA: This area does not accept external AS routes or summary routes from other 
areas that are internal to the AS. A totally NSSA contains area routing information and 
external (LSA 7) routing information, and is Cisco proprietary. 
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stub

router ospf 1
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router ospf 1
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nssa no-summary

 

To configure different OSPF areas on the Cisco IOS XR router, use the commands as shown in 
the figure. Use the area 0 Cisco IOS XR router OSPF command, or network Area 0 Cisco IOS 
and Cisco IOS XE router OSPF command to enable the backbone area. To configure the 
nonbackbone area, use the same command with a nonzero value. To enable stubby, totally 
stubby, NSSA, or totally NSSA areas, use the stub [no-summary] or nssa [no-summary] 
Cisco IOS XR router OSPF commands, or area stub [no-summary] or area nssa [no-
summary] Cisco IOS/IOS XE router OSPF command. 
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The OSPF defines three main router types: 

 Internal router: This type of router resides inside any area and is a member of one area 
only. 

 ABR: This type of router is a member of more than one area. As a border router, it has the 
ability to control routing traffic from one area to another. Different types of LSAs are 
exchanged between areas. ABRs can transmit these LSAs, or block them and send default 
routes instead. 

 ASBR: This type of router is used to insert external routing information from another non-
OSPF AS. ASBRs generate external LSAs, which can be blocked by ABRs. 

OSPF routers are able to generate and send the following six types of LSAs:  

 Router link (type 1 LSA) 

 Network link (type 2 LSA) 

 Network summary (type 3 LSA) 

 ASBR summary (type 4 LSA) 

 External (type 5 LSA) 

 NSSA external (type 7 LSA) 
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Stub and totally stubby areas do not carry any external routes (type 5 LSAs). An area can be 
qualified as a stub or totally stubby area if it has the following characteristics: 

 There is either a single exit point from that area, or, if there are multiple exits, one or more 
ABRs inject a default into the stub area and suboptimal routing paths are acceptable. 
Routing to other areas or autonomous systems could take a suboptimal path to reach the 
destination by exiting the area at a point that is farther from the destination than other exit 
points. 

 All OSPF routers inside the stub area, including ABRs and internal routers, must be 
configured as stub routers before they can become neighbors and exchange routing 
information. 

 There is no ASBR inside the area. 

 The area is not the backbone area, Area 0. 

 The area is not needed as a transit area for virtual links. Recall that a virtual link is a link 
that allows an area to connect to the backbone via a transit area. Virtual links are generally 
used for temporary connections or backup after a failure; they should not be considered as 
part of the primary OSPF design. 
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• Stub Area:
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- Default route generated
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Stub Area 
Configuring a stub area reduces the size of the LSDB inside the area, resulting in reduced 
memory requirements for routers in that area. External network LSAs (type 5), such as those 
that are redistributed from other routing protocols into OSPF, are not permitted to flood into a 
stub area. 

Routing from these areas to the outside is based on a default route (0.0.0.0). If a packet is 
addressed to a network that is not in the routing table of an internal router, the router 
automatically forwards the packet to the ABR, which sends a 0.0.0.0 LSA. Forwarding the 
packet to the ABR allows routers within the stub to reduce the size of their routing tables, 
because a single default route replaces many external routes. 

A stub area is typically created when a hub-and-spoke topology is used, with each spoke being 
a stub area, such as a branch office. In this case, the branch office does not need to know about 
every network at the headquarters site, because it can use a default route to reach the networks. 

Totally Stubby Area 
The totally stubby area technique is a Cisco proprietary enhancement that further reduces the 
number of routes in the routing table. A totally stubby area is a stub area that blocks external 
type 5 LSAs as well as summary type 3 and type 4 LSAs (interarea routes) from entering the 
area. 

Because it blocks these routes, a totally stubby area recognizes only intra-area routes and the 
default route of 0.0.0.0. ABRs inject the default summary link 0.0.0.0 into the totally stubby 
area. Each router picks the closest ABR as a gateway to everything outside the area. 

Totally stubby areas minimize routing information further than stub areas and increase the 
stability and scalability of OSPF internetworks. Using totally stubby areas is typically a better 
solution than using stub areas, as long as the ABR is a Cisco router. 
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When you have gathered all the required information for an implementation plan, you must 
complete the following tasks to configure OSPF stub areas: 

 Configure all routers in the stub area as stub routers. 

 Configure the cost for the default route on an ABR (optional). 

To configure an area as a stub, all routers inside the area must be configured as stub routers. 
The stub Cisco IOS XR router OSPF command, or area stub Cisco IOS/IOS XE router OSPF 
command is used to define an area as a stub area. By default, the ABR will advertise a default 
route with a cost of 1. You can change the cost of the default route by using the default-cost 
Cisco IOS XR router OSPF command, or area default-cost Cisco IOS/IOS XE router OSPF 
command. You only use this command on ABRs that are attached to stub areas or NSSAs. 

The addition of the no-summary command on the ABR creates a totally stubby area and 
prevents all summary LSAs from entering the stub area. 
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© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—2-13

• NSSA breaks stub area rules.

• ASBR is allowed inside.

• LSA type 7 sent by ASBR.

• ABR converts LSA type 7 
to LSA type 5.

• ABR sends the default route into NSSA 
instead of external (LSA type 5) routes.

OSPF Domain

Area 0

NSSA
Area

Totally 
NSSA
Area

External Routing Domain

 

The OSPF NSSA feature is described by RFC 3101 and was first introduced in Cisco IOS 
Software Release 11.2. It is a nonproprietary extension of the existing stub area feature that 
allows the injection of external routes in a limited fashion into the stub area. 

An NSSA has the following characteristics: 

 NSSA breaks stub area rules. 

 An ASBR is allowed inside NSSA. 

 LSAs type 7 are sent by the ASBR. 

 The ABR converts LSA type 7 to LSA type 5. 

 The ABR sends the default route into NSSA instead of external (LSA type 5) routes. 

https://t.me/learningnets



© 2012 Cisco Systems, Inc. Implement OSPF in the Service Provider Network 2-123 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—2-14

• NSSA:

- Behaves like stub area

- May introduce external 
routes locally in the area

• Totally NSSA (no-
summary):

- Behaves like totally stubby 
area

- May introduce external 
routes locally in the area

- Cisco proprietary feature

Backbone

Stub Area

Backbone

Stub Area

default route generated insteadNSSA

ASBR 

NSSA

ABR 

Interarea Route 
(LSA3) Passed 

Intra-area Route 
(LSA1)

External Route 
(LSA5) Blocked

NSSA External Route 
Changes to LSA5

NSSA

ASBR 

NSSA

ABR Intra-area Route 
(LSA1)

External Route 
(LSA5) Blocked

Interarea Route 
(LSA3) Blocked

NSSA External Route 
Changes to LSA5

NSSA External 
Route (LSA7)

NSSA External 
Route (LSA7)

default route generated instead

 

Not-So-Stubby Area 
Redistribution into an NSSA creates a special type of LSA known as a type 7 LSA, which can 
exist only in an NSSA. An NSSA ASBR generates this LSA, and an NSSA ABR translates it 
into a type 5 LSA, which gets propagated into the OSPF domain. Type 7 LSAs have a 
propagate (P) bit in the LSA header to prevent propagation loops between the NSSA and the 
backbone area. The NSSA retains the other stub area features; the ABR sends a default route 
into the NSSA instead of external routes from other ASBRs. 

The type 7 LSA is described in the routing table as an O N2 or O N1 (N means NSSA). N1 
means that the metric is calculated like external type 1 (E1); N2 means that the metric is 
calculated like external type 2 (E2). The default is O N2. The E1 metric adds external and 
internal costs together to reflect the whole cost to the destination. The E2 metric takes only the 
external cost, which is reflected in the OSPF cost. 

Totally NSSA 
The OSPF totally NSSA feature is an extension to the NSSA feature like the totally stubby 
feature is an extension to the stub area feature. It is a Cisco proprietary feature that blocks type 
3, 4, and 5 LSAs. A single default route replaces both inbound-external (type 5) LSAs and 
summary (type 3 and 4) LSAs in the totally NSSA. The ABRs for the totally NSSA must be 
configured to prevent the flooding of summary routes for other areas into the NSSA. Only 
ABRs control the propagation of type 3 LSAs from the backbone. If an ABR is configured on 
any other routers in the area, it will have no effect at all. 
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When you have gathered all the required information for an implementation plan, you must 
complete the following tasks to configure OSPF NSSA: 

 Configure all routers in the NSSA as NSSA routers. 

 Configure the cost for the default route on an ABR (optional). 

To configure an area as an NSSA, all routers inside the area must be configured as NSSA 
routers. The nssa Cisco IOS XR router OSPF command, or area nssa Cisco IOS/IOS XE 
router OSPF command, is used to define an area as an NSSA. By default, the ABR will 
advertise a default route with a cost of 1. You can change the cost of the default route by using 
the default-cost Cisco IOS XR router OSPF command, or area default-cost Cisco IOS/IOS 
XE router OSPF command. You only use this command on ABRs that are attached to NSSAs. 

The addition of the no-summary command on the ABR creates a totally NSSA and prevents 
all summary LSAs from entering the NSSA. 
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• Route summarization improves CPU utilization, reduces LSA flooding, 
and reduces routing table sizes.

• OSPF summarization of internal routes can be done only by ABRs.

• OSPF summarization of external routes can be done by ASBR or NSSA 
ABR.

• To generate a default external route into an OSPF routing domain, use 
the default-information originate command. 

• There are several OSPF area types: normal, backbone, stub, totally 
stubby, NSSA, and totally NSSA.

• Use the stub Cisco IOS XR command to define an area as stubby and 
add the no-summary keyword on the ABR only to define an area as 
totally stubby.

• Use the nssa Cisco IOS XR command to define an area as stubby and 
add the no-summary keyword on the ABR only to define an area as 
totally NSSA.
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Module Summary 
This topic summarizes the key points that were discussed in this module. 
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• The OSPF protocol is one of the most commonly used link-state IP 
routing protocols in service provider networks, and is an open standard 
that offers quick convergence and the ability to scale large networks.

• OSPF uses five types of routing protocol packets and six common LSAs. 

• The configuration of OSPF is a two-step process: enter the OSPF 
configuration and start OSPF on the interface.

• Route summarization reduces OSPF LSA flooding and the routing table 
size, which reduces memory and CPU utilization on routers. Stub area 
techniques improve OSPF performance by reducing the amount of LSA 
flooding.

 

Open Shortest Path First (OSPF) is one of the most commonly used interior gateway protocols 
in service provider networks. OSPF is a complex, open-standard protocol that is made up of 
several protocol handshakes, database advertisements, and packet types. 
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Module Self-Check 
Use the questions here to review what you learned in this module. The correct answers and 
solutions are found in the Module Self-Check Answer Key. 

Q1) All these tables are maintained by a link-state routing protocol except which one? 
(Source: Introducing OSPF Routing) 

A) routing  
B) topology  
C) update  
D) neighbor  

Q2) The memory that is needed to maintain tables is one disadvantage of link-state 
protocols. (Source: Introducing OSPF Routing) 

A) true 
B) false 

Q3) Match each table to its function. (Source: Introducing OSPF Routing) 

A) routing  
B) topology  
C) neighbor 
_____  1. stores LSAs 
_____  2. stores adjacencies 
_____  3. stores best paths 

Q4) Which term refers to the router that connects Area 0 to a nonbackbone area? (Source: 
Introducing OSPF Routing) 

A) Area Boundary Router 
B) Area Border Router 
C) Autonomous System Boundary Router 
D) backbone router 

Q5) Which OSPF packet helps form neighbor adjacencies? (Source: Introducing OSPF 
Routing) 

A) exchange packet 
B) hello packet 
C) neighbor discovery packet 
D) adjacency packet 

Q6) Which criterion does SPF use to determine the best path? (Source: Introducing OSPF 
Routing) 

A) lowest delay 
B) highest bandwidth 
C) lowest total cost of the route 
D) total bandwidth of the route 
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Q7) Which table is populated as a result of SPF calculations? (Source: Introducing OSPF 
Routing) 

A) topology 
B) routing 
C) adjacency 
D) neighbor 

Q8) Cisco recommends no more than _____ area or areas per ABR in addition to Area 0. 
(Source: Introducing OSPF Routing) 

A) one 
B) two 
C) four 
D) eight 

Q9) An area border router maintains _____. (Source: Introducing OSPF Routing) 

A) a separate database for each area with which it is connected  
B) a single database for all areas 
C) two databases: one for the backbone and one for all other areas 
D) a separate routing table for each area 

Q10) In a multiarea network, any area can be the backbone area, although it is most often 
Area 0. (Source: Introducing OSPF Routing) 

A) true 
B) false 

Q11) When an OSPF router receives an LSA, it is installed in the _____. (Source: 
Introducing OSPF Routing) 

A) neighbor table 
B) topology table 
C) routing table 
D) update table 

Q12) An OSPF router receives an LSA and checks the sequence number of the LSA. This 
number matches the sequence number of an LSA that the receiving router already has. 
What does the receiving router do with the received LSA? (Source: Introducing OSPF 
Routing) 

A) ignores the LSA 
B) adds the LSA to the database 
C) sends the newer LSU to the source router 
D) floods the LSA to the other routers 

Q13) An OSPF router receives an LSA. The router checks the sequence number of the LSA 
and finds that this number is higher than the sequence number that it already has. 
Which two tasks does the router perform with the LSA? (Choose two.) (Source: 
Introducing OSPF Routing) 

A) ignores the LSA 
B) adds the LSA to the database  
C) sends the newer LSU to the source router 
D) floods the LSA to the other routers 
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Q14) An OSPF router receives an LSA. The router checks the sequence number of the LSA 
and finds that this number is lower than the sequence number that it already has. What 
does the router do with the LSA? (Source: Introducing OSPF Routing) 

A) ignores the LSA 
B) adds the LSA to the database 
C) sends the newer LSU to the source router  
D) floods the LSA to the other routers 

Q15) Each LSA has its own age timer. By default, how long does an LSA wait before 
requiring an update? (Source: Introducing OSPF Routing) 

A) 30 seconds 
B) 1 minute 
C) 30 minutes 
D) 1 hour 

Q16) OSPF does not require a Hello protocol on point-to-point links, because adjacent 
routers are directly connected. (Source: Understanding OSPF Operation) 

A) true 
B) false 

Q17) When the DR fails, the BDR automatically builds new adjacencies, exchanges 
databases with other routers, and takes over as DR. (Source: Understanding OSPF 
Operation) 

A) true 
B) false 

Q18) Which destination IP address does OSPF use when advertising to all SPF routers? 
(Source: Understanding OSPF Operation) 

A) 224.0.0.6 
B) 224.0.0.5 
C) 255.255.255.255 
D) the IP address of the output interface 

Q19) The BDR, like the DR, maintains a complete set of adjacencies on a broadcast link. 
(Source: Understanding OSPF Operation) 

A) true 
B) false 

Q20) What is the IP protocol number for OSPF packets? (Source: Understanding OSPF 
Operation) 

A) 89 
B) 86 
C) 20 
D) 76 
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Q21) All these are OSPF packet types except which one? (Source: Understanding OSPF 
Operation) 

A) LSU 
B) LSR 
C) DBD 
D) LSAck 
E) hello 
F) query 

Q22) Which multicast address does the OSPF Hello protocol use? (Source: Understanding 
OSPF Operation) 

A) 224.0.0.5 
B) 224.0.0.6 
C) 224.0.0.7 
D) 224.0.0.8 

Q23) The Hello protocol sends periodic messages to ensure that a neighbor relationship is 
maintained between adjacent routers. (Source: Introducing OSPF Routing) 

A) true 
B) false 

Q24) Place the exchange protocol states in the correct order. (Source: Introducing OSPF 
Routing) 

A) _____  
B) _____  
C) _____  
D) _____  
E) _____  
F) _____  
G) _____  
1. two-way 
2. loading 
3. down 
4. full 
5. exchange 
6. init 
7. exstart 

Q25) DBD packets are involved during which two states? (Choose two.) (Source: 
Understanding OSPF Operation) 

A) exstart 
B) loading 
C) exchange 
D) two-way 

Q26) At which interval does OSPF refresh LSAs? (Source: Understanding OSPF Operation) 

A) 10 seconds 
B) 30 seconds 
C) 30 minutes 
D) 1 hour 
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Q27) All these fields are in an OSPF packet header except which one? (Source: 
Understanding OSPF Operation) 

A) packet length 
B) router ID 
C) authentication type 
D) MaxAge time 

Q28) Three routers are connected to an Ethernet LAN. One is a small router that should not 
take on the role of DR or BDR. How do you ensure that it never will? (Source: 
Understanding OSPF Operation) 

A) Set the interface priority to 100. 
B) Set the interface priority to 0. 
C) Leave the interface priority set to 1, and set the priority of the other two routers 

to 10. 
D) Use the no designated-router command on the Ethernet interface. 

Q29) What is the default hello interval for NBMA interfaces? (Source: Understanding OSPF 
Operation) 

A) 10 seconds 
B) 30 seconds 
C) 120 seconds 
D) 60 seconds 

Q30) An OSPF router automatically builds adjacencies with neighboring routers on an 
NBMA link. (Source: Understanding OSPF Operation) 

A) true 
B) false 

Q31) Which mode of OSPF operation is RFC-compliant? (Source: Understanding OSPF 
Operation) 

A) point-to-multipoint nonbroadcast 
B) point-to-multipoint 
C) broadcast 
D) point-to-point 

Q32) Which two statements regarding an OSPF adjacency that is built over a Layer 2 MPLS 
VPN backbone are true? (Choose two.) (Source: Understanding OSPF Operation) 

A) The DR and BDR are elected. 
B) The OSPF parameters must be agreed upon with service provider. 
C) Provider edge routers appear as additional routers in the customer network. 
D) The OSPF network type is multiaccess broadcast. 

Q33) What are the three types of networks that are defined by OSPF? (Choose three.) 
(Source: Understanding OSPF Operation) 

A) point-to-point 
B) broadcast 
C) point-to-multipoint 
D) point-to-multipoint nonbroadcast 
E) nonbroadcast multiaccess 
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Q34) When an OSPF adjacency is built over a Layer 3 MPLS VPN backbone, customer 
routers are unaware of the MPLS VPN topology. (Source: Understanding OSPF 
Operation) 

A) true 
B) false 

Q35) Which two statements regarding OSPF nonbroadcast mode are correct? (Choose two.) 
(Source: Understanding OSPF Operation) 

A) This mode requires manual neighbor commands. 
B) This mode does not use a DR and BDR. 
C) This mode uses a DR and BDR. 
D) This mode requires multiple subnets. 

Q36) When you are using an OSPF neighbor Cisco IOS command, you must configure it 
under an interface. (Source: Understanding OSPF Operation) 

A) true 
B) false 

Q37) Which OSPF mode requires neighbor commands? (Source: Understanding OSPF 
Operation) 

A) broadcast 
B) point-to-point 
C) point-to-multipoint 
D) point-to-multipoint nonbroadcast 

Q38) Which OSPF show command describes a list of OSPF adjacencies? (Source: 
Implementing OSPF Routing) 

A) show ospf interface 
B) show ospf 
C) show route 
D) show ospf neighbor 

Q39) All these techniques are used for router ID selection except which one? (Source: 
Implementing OSPF Routing) 

A) highest IP address on an interface 
B) IP address on a loopback interface 
C) lowest IP address when multiple loopback interfaces are used 
D) the router-id command 

Q40) When you use the router-id command, the router ID immediately changes to the IP 
address that has been entered. (Source: Implementing OSPF Routing) 

A) true 
B) false 

Q41) Which Cisco IOS/IOS XE network statement is used to configure OSPF on an interface 
with an IP address of 172.16.1.1 in Area 0? (Source: Implementing OSPF Routing) 

A) network 172.16.0.0 0.0.0.255 area 0 
B) network 172.16.1.1 0.0.0.0 area 0 
C) network 172.16.1.1 255.255.255.255 area 0 
D) network 172.16.0.0 0.0.255.255 area 0 
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Q42) Only one OSPF process can run on a Cisco router at one time. (Source: Implementing 
OSPF Routing) 

A) true 
B) false 

Q43) A router has a Fast Ethernet interface with an IP address of 172.16.45.1, a loopback 0 
interface with an IP address of 10.3.3.3, a loopback 1 interface with an IP address of 
10.2.2.2, and a router-id command with an IP address of 10.1.1.1. Which router ID 
will be selected? (Source: Implementing OSPF Routing) 

A) 172.16.45.1 
B) 10.3.3.3 
C) 10.2.2.2 
D) 10.1.1.1  

Q44) The show ospf neighbor command shows the FULL state on one of the two neighbors 
in its table. Which neighbor or neighbors will successfully exchange LSDB 
information? (Source: Implementing OSPF Routing) 

A) a neighbor that is in the FULL state  
B) a neighbor that is not in FULL state 
C) any neighbor, regardless of whether or not it is in the FULL state 
D) no neighbor, regardless of whether or not it is in the FULL state 

Q45) Which two Cisco IOS XR show commands can be used to verify the OSPF router ID 
of a router? (Choose two.) (Source: Implementing OSPF Routing) 

A) show ospf interface 
B) show ospf neighbor 
C) show ospf  
D) show route 

Q46) Where will a type 3 LSA be sent? (Source: Implementing OSPF Routing) 

A) only within the area that it originates from 
B) within the area that it originates from plus the backbone area 
C) within the area that it originates from, and between all other areas 
D) within the backbone area, and between all other areas 

Q47) A network uses Gigabit Ethernet, and you want OSPF to correctly calculate the metric 
using bandwidth. Which command should you use to ensure that this happens? 
(Source: Implementing OSPF Routing) 

A) ip ospf cost on the interface 
B) auto-cost reference-bandwidth under the OSPF routing process 
C) bandwidth under the interface 
D) bandwidth under the OSPF routing process 

Q48) Looking at the routing table, you notice “[110/55].” What does this mean? (Source: 
Implementing OSPF Routing) 

A) The O E1 cost is 110, and the O E2 cost is 55. 
B) The administrative distance is 110, and the metric is 55. 
C) The administrative distance is 55, and the metric is 110. 
D) The total cost of the route is 165. 
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Q49) What does it mean if a route in the routing table has an indicator of O? (Source: 
Implementing OSPF Routing) 

A) It is intra-area. 
B) It is interarea. 
C) It is external. 
D) It is a stub. 

Q50) What is the difference between a type 3 LSA and a type 4 LSA? (Source: 
Implementing OSPF Routing) 

A) A type 3 LSA is a summary LSA, and a type 4 LSA is E1. 
B) A type 3 LSA is E1, and a type 4 LSA is a summary. 
C) A type 3 LSA is a summary for networks, and a type 4 LSA is a summary for 

ASBRs. 
D) A type 3 LSA is a summary for ASBRs, and a type 4 LSA is a summary for 

networks. 

Q51) When OSPF authentication is configured between two routers, each router has its own 
unique password. (Source: Implementing OSPF Routing) 

A) true 
B) false 

Q52) Which three options are used to generate the message digest when OSPF MD5 
authentication is configured? (Choose three.) (Source: Implementing OSPF Routing) 

A) packet 
B) sequence number 
C) key ID 
D) key 
E) router ID 

Q53) Which Cisco IOS/IOS XE command is used to specify that OSPF MD5 authentication 
is to be used? (Source: Implementing OSPF Routing) 

A) ip ospf authentication simple 
B) ip ospf authentication  
C) ip ospf authentication-key 
D) ip ospf message-digest-key 
E) ip ospf authentication message-digest 

Q54) What are the two reasons why route summarization is important? (Choose two.) 
(Source: Implementing OSPF Special Area Types) 

A) reduces type 1 LSA flooding 
B) reduces type 3 LSA flooding 
C) reduces the size of the routing table 
D) reduces the size of the neighbor table 

Q55) Which two features play a key role in route summarization? (Choose two.) (Source: 
Implementing OSPF Special Area Types) 

A) contiguous IP addressing 
B) discontiguous IP addressing 
C) FLSM 
D) VLSM 
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Q56) Which Cisco IOS XR command would you use to summarize routes into Area 0 from 
the ABR? (Source: Implementing OSPF Special Area Types) 

A) summary-address 
B) range 
C) network 
D) summary 

Q57) Which command would you use to summarize routes into OSPF from the ASBR? 
(Source: Implementing OSPF Special Area Types) 

A) summary-address 
B) range 
C) network 
D) summary 

Q58) A default route is identified in the OSPF database as a _____. (Source: Implementing 
OSPF Special Area Types) 

A) type 1 LSA 
B) type 2 LSA 
C) type 3 LSA 
D) type 4 LSA 
E) type 5 LSA 

Q59) The primary purpose of a default route is to reduce the sizes of the routing table and the 
LSDB. A default route avoids detailed updating of routes by inserting a single 0.0.0.0 
route into the routing table, making this 0.0.0.0 route act as a gateway of last resort. 
(Source: Implementing OSPF Special Area Types) 

A) true 
B) false 

Q60) When should you use the always keyword with the default-information originate 
command? (Source: Implementing OSPF Special Area Types) 

A) on by default; configuration not required 
B) when you want to send summarized routes 
C) when your default route is always in the routing table 
D) when you want the default route advertised, even if it is not in the routing table 

Q61) A summary LSA (type 3 LSA) is designed to automatically summarize a network into 
blocks. (Source: Implementing OSPF Special Area Types) 

A) true 
B) false 

Q62) Route summarization reduces the flooding of which two LSA types? (Choose two.) 
(Source: Implementing OSPF Special Area Types) 

A) router 
B) network 
C) summary 
D) external 
E) NSSA 
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Q63) You are at the ABR of Area 1 and want to classfully summarize network 172.16.32.0 
through 172.16.63.0 into Area 0. Write the Cisco IOS XR configuration commands that 
you would use. (Source: Implementing OSPF Special Area Types) 

 

Q64) You are at the ASBR between an OSPF Area 0 and an EIGRP network. EIGRP routes 
are being redistributed into OSPF. Write the correct summarization Cisco IOS XR 
command to summarize the EIGRP block 172.16.32.0 through 172.16.63.0. (Source: 
Implementing OSPF Special Area Types) 

 

Q65) It is important that you always summarize the routes from Area 0 into other areas. 
Suboptimal path selection can occur if you do not. (Source: Implementing OSPF 
Special Area Types) 

A) true 
B) false 

Q66) All these are permitted in a stub area except which one? (Source: Implementing OSPF 
Special Area Types) 

A) an ABR 
B) an ASBR 
C) summary routes 
D) summary LSAs 

Q67) Which type of router advertises the default into a stub area? (Source: Implementing 
OSPF Special Area Types) 

A) ASBR 
B) backbone router 
C) ABR  
D) internal router 

Q68) What is the meaning of the no-summary parameter of the stub command? (Source: 
Implementing OSPF Special Area Types) 

A) There is no route summarization in the stub area. 
B) No summary LSAs are sent into the stub area. 
C) No type 5 LSAs are sent into the stub area. 
D) There are no external LSAs in the stub area. 

Q69) The default route has a cost of 1 from the stub area ABR if no default-cost command is 
used. (Source: Implementing OSPF Special Area Types) 

A) true 
B) false 

Q70) A disadvantage of NSSA is that it does not have a totally stubby feature, like a normal 
stub area. (Source: Implementing OSPF Special Area Types) 

A) true 
B) false 
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Q71) Which characteristic is not a prerequisite for stub areas? (Source: Implementing OSPF 
Special Area Types) 

A) virtual links not allowed 
B) ASBRs not allowed 
C) ABRs not allowed 
D) one way in and out of the stub area 

Q72) Stub area design will not improve _____. (Source: Implementing OSPF Special Area 
Types) 

A) CPU utilization on routers in the stub 
B) memory requirements on routers in the stub 
C) ability to reach outside networks  
D) LSDB size on routers in the stub 

Q73) A type 7 LSA appears in the routing table as an _____. (Source: Implementing OSPF 
Special Area Types) 

A) O E1 route 
B) O E2 route 
C) O N2 route 
D) O I/A route 

Q74) What is the difference between a stub area and a totally stubby area configuration? 
(Source: Implementing OSPF Special Area Types) 

A) no-summary option on the ABR 
B) totally-stubby command on the internal routers 
C) nssa command on the internal routers 
D) default-cost command on the ABR 

Q75) A stub area blocks summary LSAs (types 3 and 4 LSAs). (Source: Implementing OSPF 
Special Area Types) 

A) true 
B) false 

Q76) Where should you configure the stub command when you are configuring a stub area? 
(Source: Implementing OSPF Special Area Types) 

A) on all routers in the area 
B) on the ABR 
C) on the ASBR 
D) on routers that require stub capability within the area 

Q77) In NSSA, the NSSA ABR translates type 7 LSAs into type 5 LSAs. (Source: 
Implementing OSPF Special Area Types) 

A) true 
B) false 

Q78) The ABR injects a default route into which three types of areas? (Choose three.) 
(Source: Implementing OSPF Special Area Types) 

A) stub  
B) totally stubby NSSA 
C) totally stubby 
D) Area 0 
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Module Self-Check Answer Key 
Q1) C 

Q2) A 

Q3) A = 3, B = 1, C = 2 

Q4) B 

Q5) B 

Q6) C 

Q7) B 

Q8) B 

Q9) A 

Q10) B 

Q11) B 

Q12) A 

Q13) B, D 

Q14) C 

Q15) C 

Q16) B 

Q17) B 

Q18) B 

Q19) A 

Q20) A 

Q21) F 

Q22) A 

Q23) A 

Q24) A = 3, B = 6, C = 1, D = 7, E = 5, F = 2, G = 4 

Q25) A, C 

Q26) C 

Q27) D 

Q28) B 

Q29) B 

Q30) B 

Q31) B 

Q32) A, D 

Q33) A, B, E 

Q34) A 

Q35) A, C 

Q36) B 

Q37) D 

Q38) D 

Q39) C 

Q40) B 

Q41) B 
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Q42) B 

Q43) D 

Q44) A 

Q45) A, C 

Q46) D 

Q47) B 

Q48) B 

Q49) A 

Q50) C 

Q51) B 

Q52) A, C, D 

Q53) E 

Q54) B, C 

Q55) A, D 

Q56) B 

Q57) A 

Q58) E 

Q59) A 

Q60) D 

Q61) B 

Q62) C, D 

Q63) area 1 

  range 172.16.0.0 255.255.0.0 

Q64) summary-address 172.16.32.0 255.255.224.0 

Q65) B 

Q66) B 

Q67) C 

Q68) B 

Q69) A 

Q70) B 

Q71) C 

Q72) C 

Q73) C 

Q74) A 

Q75) B 

Q76) A 

Q77) A 

Q78) A, B, C 
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Module 3 

Implement Integrated IS-IS in 
the Service Provider Network 

Overview 
Integrated Intermediate System-to-Intermediate System (IS-IS) Protocol is a part of the Open 
Systems Interconnection (OSI) suite of protocols. This module describes the importance of the 
Integrated IS-IS routing protocol for internal service provider routing, and lists steps to take 
when you are implementing Integrated IS-IS into the service provider network. 

The OSI suite uses Connectionless Network Service (CLNS) to provide connectionless delivery 
of data, and the actual Layer 3 protocol is Connectionless Network Protocol (CLNP). CLNP is 
the solution for unreliable (connectionless) delivery of data, similar to IP. IS-IS uses CLNS 
addresses to identify the routers and to build the link-state database (LSDB).  

IS-IS operates in strictly CLNS terms; however, Integrated IS-IS supports IP routing as well as 
CLNS. CLNS addresses are required to configure and troubleshoot IS-IS, even when it is used 
only for IP. 

IS-IS supports the most important characteristics of Open Shortest Path First (OSPF) and 
Enhanced Interior Gateway Routing Protocol (EIGRP), because it supports variable-length 
subnet masking (VLSM) and converges quickly. Each protocol has advantages and 
disadvantages, but this commonality makes any of the three protocols scalable and appropriate 
for supporting the large-scale networks of today. 

Module Objectives 
Upon completing this module, you will be able to configure Integrated IS-IS in the service 
provider network. This ability includes being able to meet these objectives: 

 Explain the features, benefits, and operation of the Integrated IS-IS protocol that runs in the 
service provider networks 

 Implement Integrated IS-IS in a service provider network 
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Lesson 1 

Introducing IS-IS Routing 

Overview 
Intermediate System-to-Intermediate System (IS-IS) is a proven and extensible IP routing 
protocol that converges quickly and supports variable-length subnet masking (VLSM). IS-IS is 
a public standard, published as ISO 9542 and republished as RFC 995. Integrated IS-IS is 
specified in RFC 1195 and offers support for IP and Open Systems Interconnection (OSI) 
protocols. Although not as common, IS-IS is comparable to, and in some cases preferable to, 
Open Shortest Path First (OSPF) protocol. 

Objectives 
Upon completing this lesson, you will be able to explain the features, benefits, and operation of 
IS-IS protocol running in service provider networks. This ability includes being able to meet 
these objectives: 

 Describes Integrated IS-IS  in the Cisco IP Next-Generation Network   Describe best 
practices for Integrated IS-IS designs 

 Compare IS-IS and OSPF 

 Describe CLNS addressing as it is used in proper IS-IS deployment 

 Describe the IS-IS router types used in the IS-IS-enabled network 

 Describe the routing logic used in IS-IS networks 

 Describe asymmetric routing in IS-IS networks 

 Describe symmetric routing in IS-IS networks 

 Describe IS-IS packet structure and the importance of different TLVs 

 Describe the TLVs used to support IPv6 in IS-IS networks 

 Describe the IS-IS network types 

 Describe IS-IS Operations in Broadcast Network vs. Point-to-Point Networks   

 Describe the LSP flooding process in IS-IS networks  

 Describe the IS-IS link-state database synchronization process 

 Describe IS-IS adjacencies 

 Describe design considerations for IS-IS networks running both IPv4 and IPv6 

 Describe multitopology IS-IS for IPv6 
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IS-IS Routing 
This topic describes Integrated IS-IS in the Cisco IP Next-Generation Network (Cisco IP 
NGN).. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—3-3

• Large service providers use IS-IS routing on the IP edge and core 
devices.

• IS-IS is a stable routing protocol.

IP Infrastructure Layer

Access
Aggregation

IP Edge
Core

Residential

Mobile Users

Business

Access Aggregation IP Edge Core

 

IS-IS is a popular IP routing protocol in the service provider industry. The simplicity and 
stability of IS-IS make it robust in large internetworks. IS-IS is found in large service providers 
and in some networks that support OSI protocols. 

IS-IS development began before the development of OSPF. Large service providers often chose 
IS-IS as the IGP because of its unique requirement for scalability, convergence, and stability. 
The U.S. government also required support for OSI protocols in the early Internet. Although 
this requirement was later dropped, IS-IS met both constraints. 

Later, businesses typically chose OSPF because it was a more widely supported native IP 
protocol. Today it is more difficult to find information and expertise on IS-IS than on OSPF. 
Nevertheless, some of the largest networks in the world persist in using IS-IS, which is a tribute 
to its capabilities. 
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• Integrated IS-IS is an IS-IS for multiple protocols (IPv4, IPv6, and CLNS).

• Integrated IS-IS uses its own PDUs to transport IP routing information; 
updates are not sent in IP packets.

• Integrated IS-IS requires CLNS addresses, even if it is only routing for IP.

IS-IS Domain

Level 2 Area

Level 1
Area

Level 1
Area

Level 1
Area

Level 1
Area

L2 L2

L1

L1L2

L1 L1 L1

L1L2 L1L2 L1L2 L1L2

L1L2 L1L2 L1L2

 

Integrated IS-IS, or dual IS-IS, is an implementation of the IS-IS protocol for routing multiple 
network protocols, IP, and Connectionless Network Service (CLNS). Integrated IS-IS is 
specified in RFC 1195 and ISO 10589. 

Integrated IS-IS tags Connectionless Network Protocol (CLNP) routes with information about 
IP networks and subnets. As an alternative to OSPF, Integrated IS-IS combines ISO CLNS and 
IP routing in one protocol. Integrated IS-IS can be used for IP routing, CLNS routing, or for a 
combination of the two. 

Integrated IS-IS uses its own protocol data units (PDUs), including IP reachability information, 
to transport information between routers. IS-IS information is not carried within a network-
layer protocol, but instead it is carried directly within data-link layer frames. 

This protocol independence makes IS-IS easily extensible; there is also a version of Integrated 
IS-IS that supports IPv6. Because IS-IS uses CLNS addresses to identify the routers and to 
build the link-state database (LSDB), an understanding of CLNS addresses is required to 
configure and troubleshoot IS-IS, even when it is used only for routing IP. 
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Integrated IS-IS Design Principles 
This topic describes best practices for Integrated IS-IS designs. 
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• IP and CLNP addresses
must be planned.

• The two-level hierarchy 
is used for scalability:
- Limits LSP flooding

- Provides opportunity 
for summarization

• Summarization:
- Limits update traffic
- Minimizes router memory and CPU usage

• Default narrow metrics are limited to a 6-
bit interface and 10-bit path metric.

• Wide metrics allow a 24-bit interface and 
32-bit path metric.

• The default metric is 10 on all interfaces.

IS-IS Domain
Level 2 Area

Level 1
Area

Level 1
Area

Level 1
Area

Level 1
Area

L2 L2

L1

L1L2

L1 L1 L1

L1L2 L1L2 L1L2 L1L2

L1L2 L1L2 L1L2

Summarize Summarize Summarize Summarize

 

Effective networks are well planned. The first and most important step in building a scalable 
network is developing a good addressing plan that allows for route summarization. Route 
summarization is possible only when you are using a hierarchical addressing structure. 

Effective address planning presents opportunities to group devices into areas. Using areas 
confines the scope of link-state packet (LSP) propagation and saves bandwidth. Level 1-2 
routers, on the border between a Level 1 area and the Level 2 backbone, are logical places to 
implement route summarization. 

Route summarization saves memory because each intermediate system is no longer responsible 
for the LSPs of the entire routing domain. Route summarization also saves CPU usage because 
a smaller routing table is easier to maintain. 

One issue with IS-IS is that older implementations, those using the narrow metrics, are limited 
to a maximum interface metric of 63 (6 bits) and a maximum total path metric of 1,023 (10 
bits). There is little room to distinguish between paths. Cisco IOS, IOS XE, and IOS XR 
Software support wide metrics that allow a 24-bit interface and 32-bit path metrics. The default, 
however, is still the narrow metrics. 

IS-IS, as it is implemented on Cisco routers, does not automatically scale the interface metric. 
Instead, all IS-IS interfaces have a default metric of 10; this setting can be changed manually. If 
the default metric is not adjusted on each interface, the IS-IS metric becomes similar to the hop 
count metric that is used by the Routing Information Protocol (RIP). 
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Similarities Between IS-IS and OSPF 
This topic compares IS-IS and OSPF. 
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• Integrated IS-IS and OSPF are both open-standard link-state protocols 
with these similar features:

- Link-state representation, aging timers, and LSDB synchronization

- SPF algorithms

- Update, decision, and flooding processes

- VLSM support

• Scalability of link-state protocols has been proven (used in service 
provider backbones).

• IS-IS and OSPF both converge quickly after changes.

 

IS-IS and OSPF are more similar than dissimilar. Both routing protocols have the following 
characteristics: 

 They are open-standard link-state routing protocols. 

 They support VLSM. 

 They use similar mechanisms, such as link-state advertisements (LSAs), link-state aging 
timers, and LSDB synchronization, to maintain the health of the LSDB. 

 They use the Shortest Path First (SPF) algorithm, with similar update, decision, and 
flooding processes. 

 They are successful in the largest and most demanding deployments (service provider 
networks). 

 They converge quickly after network changes. 
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OSPF is based on a central 
backbone with all other areas 
attached to it:
• In OSPF the border is inside 

routers (ABRs).

• Each link belongs to one area.

In IS-IS, the area borders lie 
on links:
• Each IS-IS router belongs to 

exactly one area.

• IS-IS is more flexible when 
extending the backbone.

OSPF Areas IS-IS Areas

Area 49.0000

Area 
49.0002

L2

L1

L1L2

L1L2

Area 0

Area 2
Totally Stubby

Backbone

Internal

ABR

 

With OSPF, network design is constrained by the fact that OSPF is based on a central 
backbone, Area 0, with all other areas being physically attached to Area 0. The border between 
areas is inside the Area Border Routers (ABRs); each link is in only one area. When you use 
this type of hierarchical model, a consistent IP addressing structure is necessary to summarize 
addresses into the backbone. Summarization also reduces the amount of information that is 
carried in the backbone and advertised across the network. 

In comparison, IS-IS has a hierarchy of Level 1 and Level 2 or Level 1-2 routers, and the area 
borders lie on links. IS-IS permits a more flexible approach to extending the backbone. The 
backbone can be extended by simply adding more Level 2 and Level 1-2 routers, a less 
complex process than with OSPF. 
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OSPF characteristics:
• Area border inside routers (ABRs)
• Each link in only one area
• More complex to extend backbone
• Many small LSAs sent
• Runs on top of IP
• Requires IP addresses
• Default metric is scaled by interface 

bandwidth
• Not easy to extend
• Equipment, personnel, and information 

more readily available

Integrated IS-IS characteristics:
• Area border on links
• Each router in only one area
• Simple extension of backbone
• Fewer LSPs sent
• Runs on top of the data link layer
• Requires IP and CLNS addresses
• Default metric is 10 for all interfaces
• Easy to support new protocols with new TLV tuples
• Equipment, personnel, and information not as 

easily available

IS-IS Areas
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L1

L1L2

L1L2
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L1 LSP

OSPF Areas
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Totally Stubby
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ABR

Router LSA

Network LSA

Summary LSA

External LSA

Router LSA

Network LSA

 

The differences between OSPF and IS-IS are small, but they do exist. 

OSPF produces many small LSAs. IS-IS updates are grouped by the router and are sent as one 
LSP. Thus, as network complexity increases, the number of IS-IS updates is not an issue. Each 
update packet must be routed, though, and routing takes network resources, so more packets 
represent a larger impact on the network. Because IS-IS uses significantly fewer LSPs, more 
routers, at least 1000, can reside in a single area, making IS-IS more scalable than OSPF. 

OSPF runs over IP, whereas IS-IS runs through CLNS. 

IS-IS is also more efficient than OSPF in the use of CPU resources and in the way it processes 
routing updates. Not only are there fewer LSPs to process (LSAs, in OSPF terminology), but 
also the mechanism by which IS-IS installs and withdraws prefixes is less intensive. IS-IS uses 
network entity title (NET) addresses, which are already summarized. 

Both OSPF and IS-IS are link-state protocols so they provide fast convergence. The 
convergence time depends on a number of factors, such as timers, number of nodes, and the 
type of router. Based on the default timers, IS-IS detects a failure faster than OSPF does; 
therefore, convergence occurs more rapidly. If there are many neighboring routers and 
adjacencies, the convergence time may also depend on the processing power of the router. IS-
IS is less CPU intensive than OSPF. 

New features are not easily implemented in OSPF packets; they require the creation of a new 
LSA. The OSPF description schema is difficult to extend, because of compatibility issues and 
because it was developed exclusively for IPv4. IS-IS is easy to extend through the type, length, 
value (TLV) mechanism. TLV strings, called tuples, encode all IS-IS updates. IS-IS can easily 
grow to cover IPv6, or any other protocol, because extending IS‑IS consists of simply creating 
new TLVs. 
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A company may choose OSPF over IS-IS because OSPF is more optimized and because it was 
designed exclusively as an IP routing protocol. For example, OSPF defines different area types 
(normal, stub, and not-so-stubby area [NSSA]). The default OSPF metric is related to the 
interface bandwidth, while IS-IS defaults to a metric of 10 on all interfaces. 

If a company does choose OSPF, it will require networking equipment that supports OSPF and 
network engineers that are familiar with OSPF theory and operation. It is relatively easy to find 
both equipment and personnel to support an OSPF infrastructure. Furthermore, OSPF 
documentation is much more readily available than documentation for IS-IS. 

The figure summarizes the differences between OSPF and Integrated IS-IS. 
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IS-IS Addressing 
This topic describes the CLNS addressing that is used in the proper IS-IS operation. 
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• OSI network layer addressing is implemented with NSAP addresses.

• An NSAP address identifies a system in the OSI network; an address 
represents an entire node, not an interface.

• Various NSAP formats are used in various systems, because different 
protocols may use different representations of NSAP.

• NSAP addresses are a maximum of 20 bytes:

- Higher-order bits identify the interarea structure.

- Lower-order bits identify systems within an area.

CLNS address NSAP address
For router

NET
NSEL = 0

 

Unlike IP addresses, CLNS addresses apply to entire nodes and not to interfaces. Because IS-IS 
was originally designed for CLNS, IS-IS requires CLNS addresses, even if the router is used 
only for routing IP. CLNS addresses that are used by routers are called network service access 
points (NSAPs). One part of an NSAP address is the NSAP selector (NSEL) byte. When an 
NSAP is specified with an NSEL of 0, then the NSAP is called the network entity title (NET). 

IS-IS LSPs use NSAP addresses to identify the router and build the topology table and the 
underlying IS-IS routing tree; therefore IS-IS requires NSAP addresses to function properly, 
even if it is used only for routing IP. NSAP addresses contain the following: 

 OSI address of the device 

 Link to the higher-layer process 

The NSAP address is equivalent to the combination of the IP address and upper-layer protocol 
in an IP header. 

NSAP addresses have a maximum size of 20 bytes. The high-order bits identify the interarea 
structure, and the low-order bits identify unique systems within an area. 

There are various NSAP address formats. 

https://t.me/learningnets



3-12 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—3-10

Cisco Implementation

IDP DSP

AFI IDI High-Order DSP System ID NSEL

Variable-Length
Area Address

6 Bytes 1 Byte

49 00 01 0000.0c12.3456 00

Area address System ID NSEL

3 Bytes 6 Bytes 1 Byte

• The Cisco implementation of Integrated IS-IS distinguishes only the 
following three fields in the NSAP address:
- Area address: Variable-length field (1 to 13 octets) composed of the higher-

order NSAP octets, excluding system ID and NSEL (typically at least 1 byte, 
AFI set to 49 plus area ID)

- System ID: Intermediate system identifier in an area; fixed length of six octets 
in Cisco IOS software

- NSEL: One octet NSAP selector, service identifier (0 for a router)

• Total length of NSAP is from 8 (minimum) to 20 octets (maximum).

AFI 
Value

Address Domain

39
ISO Data Country Code 

(DCC) 

45 E.164

47
ISO 6523 International Code 

Designator (ICD)

49
Locally administered 

(private)

 

The Cisco implementation of Integrated IS-IS divides the NSAP address into three fields: the 
area address, the system ID, and the NSEL. Cisco routers routing CLNS use addressing that 
conforms to the ISO 10589 standard. ISO NSAP addresses consist of these elements: 

 The authority and format identifier (AFI) and the initial domain identifier (IDI) make up 
the initial domain part (IDP) of the NSAP address. The IDP corresponds roughly to an IP 
classful major network: 

— The AFI byte specifies the format of the address and the authority that is assigned to 
that address. Some valid values are shown in the figure. 

— Addresses starting with the AFI value of 49 are private addresses, analogous to RFC 
1918 for IP addresses. IS-IS routes these addresses; however, this group of addresses 
should not be advertised to other CLNS networks because they are ad hoc addresses. 
Other companies that use a value of 49 may have created different numbering 
schemes that, when used together, could create confusion. 

— The IDI identifies a subdomain under the AFI. For instance, 47.0005 is assigned to 
civilian departments of the U.S. government, and 47.0006 is assigned to the U.S. 
Department of Defense. 

 The domain-specific part (DSP) contributes to routing within an IS-IS routing domain.  
The DSP comprises the high-order domain-specific part (HO-DSP), the system ID, and the 
NSEL: 

— The HO-DSP subdivides the domain into areas. The HO-DSP is approximately the 
OSI equivalent of a subnet in IP. 

— The system ID identifies an individual OSI device. In OSI, a device has an address, 
just as it does in DECnet, while in IP, each interface has an address. 

— The NSEL identifies a process on the device and corresponds roughly to a port or 
socket in IP. The NSEL is not used in routing decisions. 
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The simplest NSAP format, used by most companies that are running IS-IS as their interior 
gateway protocol (IGP), comprises the following: 

 Area address: It must be at least 1 byte, separated into two parts: 

— The AFI, set to 49, which signifies that the AFI is locally administered and thus 
individual addresses can be assigned by the company 

— The area identifier (ID), the octets of the area address follow the AFI 

 System ID: Cisco routers that are compliant with the U.S. Government OSI Profile 
(GOSIP) version 2.0 standards require a 6-byte system ID. 

 NSEL: NSEL must always be set to 0 for a router. NET is an NSAP address with an NSEL 
of 0. 

Routers use the NET to identify themselves in the IS-IS PDUs. For example, you might assign 
49.0001.0000.0c12.3456.00, which represents the following: 

 AFI of 49 

 Area ID of 0001 

 System ID of 0000.0c12.3456, the MAC address of a LAN interface 

 NSEL of 0 

The area address is also referred to as the prefix. 
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• All routers within an area must use the same area address.

• The area address is used in Level 2 routing.

• The system ID identifies the intermediate system.

• The system ID is used in Level 1 routing and must be unique within an area.

• The system ID must be unique within Level 2 routers that form the routing 
domain.

• A domain-wide unique system ID is used; it may be a MAC or IP address.

Area 1

Area 4 49.0001.0000.0C22.2222.00

49.0001.0000.0C11.1111.00

49.0004.0000.0C88.8888.00

49.0004.0000.0C99.9999.00

Area Address System ID

 

The area address uniquely identifies the routing area, and the system ID identifies each node. 

The first part of an NSAP is the area address, and it is associated with the IS-IS routing process. 
Unlike OSPF, an IS-IS router can be a member of only one area. All routers in an area must use 
the same area address, which defines the area. The area address is used in Level 2 (interarea) 
routing. 

The 6-byte NSAP system ID must be unique within an area. It is customary to use a MAC 
address from the router, or for Integrated IS-IS, to encode an IP address into the system ID. All 
of the system IDs in a domain must be of equal length. Cisco enforces this OSI directive by 
fixing the length of the system ID at 6 bytes. 

Level 1 intra-area routing is based on system IDs; therefore, each intermediate system (router) 
must have a unique system ID within the area. 

All Level 2 intermediate systems eventually recognize all other intermediate systems in the 
Level 2 backbone; therefore, they must also have unique system IDs. 

Thus, system IDs should remain unique across the domain. If the system IDs remain unique, 
there can never be a conflict at Level 1 or Level 2 (if, for example, a device moves into a 
different area). 
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IS-IS Router Types 
This topic describes the IS-IS router types used in the IS-IS-enabled network. 
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• Level 1 (similar to OSPF internal non-
backbone routers):
- Intra-area routing enables routers to 

communicate.

- Level 1 area is a collection of Level 1 and
Level 1-2 routers.

- Level 1 intermediate system keeps a copy of 
the Level 1 area LSDB.

• Level 1-2 (similar to OSPF ABR):
- Intra-area and interarea routing are used.

- Level 1-2 intermediate system keeps separate 
Level 1 and Level 2 LSDBs, and advertises the 
default route to Level 1 routers.

• Level 2 (similar to OSPF backbone routers):
- Interarea routing is used.

- The Level 2 (backbone) area is a contiguous 
set of Level 1-2 and Level 2 routers.

- The Level 2 intermediate system keeps a copy 
of the Level 2 area LSDB.

IS-IS Domain

Level 1
Area L1L2

L1

Level 2
Area

L1L2

L2

L1

L1

L2

L2

L2

L2

L1L2

L1 and L2

 

Recall that IS-IS defines three types of routers: 

 Level 1: Level 1 routers learn about paths within the areas they connect to (intra-area). 

 Level 2: Level 2 routers learn about paths between areas (interarea).  

 Level 1-2: Level 1-2 routers learn about paths both within and between areas. Level 1-2 
routers are equivalent to ABRs in OSPF. 

The path of connected Level 2 and Level 1-2 routers is called the backbone. All areas and the 
backbone must be contiguous. 

Area boundaries fall on the links. Each IS-IS router belongs to exactly one area. Neighboring 
routers learn whether they are in the same area or different areas, and they negotiate appropriate 
adjacencies, Level 1, Level 2, or both. Each router keeps a copy of the LSDBs for the levels 
that are its responsibility. 

A Level 1-2 router automatically advertises to all Level 1 routers (within its area) that it is a 
potential exit point of the area. Level 1 routers default to the nearest attached Level 1-2 router 
to route outside its own area. You can consider IS-IS areas as "totally stub" areas by default, 
although it is possible to optionally leak Level 2 routes into Level 1. 
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IS-IS Routing Logic 
This topic describes the routing logic used in IS-IS networks. 
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IS-IS Domain

Level 1
Area L1L2

L1

Level 2
Area

L1L2

L2

L1

L1

L2

L2

L2

L2

L1L2

L1 and  L2

• Level 1 router: For a destination address, 
compare the area address to this area:

- If not equal, pass to the nearest Level 1-2 
router.

- If equal, use the Level 1 database to route by 
the system ID.

• Level 1-2 router: For a destination 
address, compare the area address to this 
area:

- If not equal, use the Level 2 database to 
route by the area address.

- If equal, use the Level 1 database to route by 
the system ID.

Area address is used to route between 
areas; system ID is not considered.

System ID is used to route within an 
area; area address is not considered. 

 

IS-IS routing flows naturally from the OSI address plan, in which areas are identified and 
unique system IDs are given to each device. 

The area address portion of the NSAP address can range from 1 to 13 bytes in length, as 
specified by the ISO standard. Therefore, an NSAP for an IS-IS network can be as little as 8 
bytes in length. The NSAP is usually longer, to permit some granularity in the allocation of 
areas. The area address prefix is common to all devices in an area and it is unique for each area. 
Routers are in the same area if they share the same area address. 

Routing within an area involves collecting system IDs and adjacencies for all routers in an area, 
and using Dijkstra’s algorithm to compute best paths between the devices. Level 1 routers are 
aware only of the local area topology. They pass the traffic that is destined to travel outside the 
area to the closest Level 1-2 router. 

Routing between areas is based on the area address. Level 2 routers in different areas exchange 
area address information and use Dijkstra’s algorithm to compute best paths between areas. 
They pass traffic between areas to the closest Level 1-2 router. 

End system hello (ESH) and intermediate system hello (ISH) packets are used for routers 
(intermediate systems) and end systems to detect each other. When a host is required to send a 
packet to another host, the packet goes to one of the routers on a network that is directly 
attached to the host. If the destination host is in the same area, the router searches for the 
destination system ID and forwards the packet appropriately along the best route.  
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If the destination address is a host in another area, the Level 1 router sends the packet to the 
nearest Level 1-2 router. Forwarding through Level 2 routers continues until the packet reaches 
a Level 2 (or Level 1-2) router in the destination area. 

Within the destination area, routers forward the packet along the best path until the destination 
host is reached. 

Because each router makes its own best-path decisions at every hop along the way, there is a 
significant chance that paths will not be reciprocal. That is, return traffic can take a different 
path than the outgoing traffic. For this reason, it is important to know the traffic patterns within 
your network and tune IS-IS for optimal path selection, if necessary. 
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R4-L1

R6-L1

R5-L1L2

R9-L1

R3-L1L2 R1-L1L2

R8-L1L2

R2-L1

R7-L1

49.00AA.0000.0C44.4444.00

49.00AA.0000.0C11.1111.00

49.00AA.0000.0C22.2222.00

49.00AA.0000.0C33.3333.00

49.00BB.0000.0C55.5555 .00

49.00BB.0000.0C66.6666.00 49.00BB.0000.0C77.7777.00

49.00CC.0000.0C88.8888.00

49.00C C.0000.0C99.9999.00

Area 49.00AA

Area 49.00BB Area 49.00CC

 

Consider traffic from router R7 to router R9: 

1. R7 recognizes that the prefix (49.00CC) of R9 is not the same as the prefix (49.00BB) of 
R7. R7 therefore passes the traffic to the closest Level 1-2 router, R5. R7 uses its Level 1 
topology database to find the best path to R5. 

2. R5 uses its Level 2 topology database to pick the best next hop to reach the prefix 
49.00CC, which is R3. R5 does not use the destination system ID in this decision. 

3. R3 uses its Level 2 topology database to pick the best next hop to reach the prefix 
49.00CC, which is R1. R3 does not use the destination system ID in this decision. 

4. R1 uses its Level 2 topology database to pick the best next hop to reach the prefix 
49.00CC, which is R8. R1 does not use the destination system ID in this decision. 

5. R8 recognizes that the prefix (49.00CC) of R9 is the same as the prefix (49.00CC) of R8. 
R8, therefore, passes the traffic to R9, using its Level 1 topology database to find the best 
path. 
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Asymmetric IS-IS Routing 
This topic describes asymmetric routing in IS-IS networks. 
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The path that Y uses to reach X

Legend:

 

In the figure, Area 1 contains two routers: 

 One router borders Area 2 and is a Level 1-2 intermediate system. 

 The other router is contained within the area and is a Level 1 only. 

Area 2, however, has many routers: 

 A selection of routers is specified as Level 1. The routers route either internally to that area 
or to the exit points (the Level 1-2 routers). 

 The three Level 1-2 routers form a chain across Area 2, linking to the neighbor Areas 1, 3 
and 4. Although the middle router of the three Level 1-2 routers does not link directly to 
another area, the middle router must support Level 2 routing to ensure that the backbone is 
contiguous. If the middle router fails, the other Level 1-only routers cannot perform the 
Level 2 function (despite having a physical path across Area 2), and the backbone is 
broken. 

Area 3 contains one router that borders Areas 2 and 4, yet it has no intra-area neighbors and is 
performing Level 2 functions only. If you add another router to Area 3, the border router 
reverts to Level 1-2 functions. 

In the figure, symmetric routing does not occur because Level 2 details are hidden from Level 1 
routers that recognize only a default route to the nearest Level 1-2 router. Traffic from router X 
to router Y flows from router X to its closest Level 1-2 router. The Level 1-2 router then 
forwards the traffic along the shortest path to the destination area (Area 2). When the traffic 
flows into Area 2, the traffic is routed along the shortest intra-area path to router Y. 
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Router Y routes return packets to router X via its nearest Level 1-2 router. The Level 1-2 router 
recognizes the best route to Area 1 via Area 4, based on the lowest-cost Level 2 path. 

Because Level 1 and Level 2 computations are separate, the path taken from router Y back to 
router X is not necessarily the least-cost path from router Y to router X. 

Asymmetric routing (packets taking different paths in different directions) is not detrimental to 
the network; however, this type of routing can make troubleshooting difficult and it is 
sometimes a symptom of suboptimal design.  

https://t.me/learningnets



© 2012 Cisco Systems, Inc. Implement Integrated IS-IS in the Service Provider Network 3-21 

Symmetric IS-IS Routing 
This topic describes symmetric routing in IS-IS networks. 
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• Route leaking helps reduce suboptimal routing by allowing Level 2 
information to be leaked into Level 1.

• An up/down bit in the TLV field is used.
The path that X uses to reach Y

The path that Y uses to reach X

Legend:
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Route leaking is a feature that allows selected Level 2 routes to leak in a controlled manner to 
Level 1 routers, which helps to avoid asymmetric routing. 

Route leaking helps reduce suboptimal routing by providing a mechanism for leaking, or 
redistributing, Level 2 information into Level 1 areas. With more detail about interarea routes, a 
Level 1 router is able to make a better choice about which Level 1-2 router should receive the 
packet. As shown in the figure, the route to reach router X is leaked from Area 1 into the Level 
1 routers in Area 2. Therefore, router Y knows that the best path to reach router X is via the 
Level 1/Level 2 router that connects directly to Area 1. 

Leaked routes are referred to as interarea routes in the routing table and the IS-IS database. 
When you are viewing the routing table, all the leaked routes are marked with an “ia” 
designation. 

Route leaking is defined in RFC 2966, Domain-wide Prefix Distribution with Two-Level IS-IS, 
for use with the narrow metric TLV types 128 and 130. The Internet Engineering Task Force 
(IETF) has also defined route leaking for use with the wide metric (using TLV type 135). 

To implement route leaking, an up/down bit in the TLV is used to indicate whether or not the 
route that is identified in the TLV has been leaked. If the up/down bit is set to 0, the route 
originated within that Level 1 area. 

If the up/down bit is set to 1, the route has been redistributed into the area from Level 2. The 
up/down bit is used to prevent routing loops; a Level 1-2 router does not readvertise, into Level 
2, any Level 1 routes that have the up/down bit set to 1. 

Route leaking should be planned and deployed carefully to avoid a situation in which any 
topology change in one area makes it necessary to recompute many routes in all other areas. 
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IS-IS Packets 
This topic describes the IS-IS packet structure and the importance of different TLVs. 
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• A unit of data is a PDU:

- Network PDU = Datagram, packet

- Data-link PDU = Frame

• IS-IS PDUs are encapsulated directly into a data-link frame.

• There is no CLNP or IP header in a PDU.

• IS-IS defines four types of PDUs:

- Hello PDU:

• End system hello (ESH)

• Intermediate system hello (ISH)

• IS-IS Hello (IIH)

- LSP PDU

- Partial sequence number PDU (PSNP)

- Complete sequence number PDU (CSNP)

 

The OSI stack defines a unit of data as a PDU. OSI recognizes a frame as a data-link PDU, and 
a packet as a network PDU. The first eight octets of all IS−IS PDUs are header fields that are 
common to all PDU types. The TLV information is stored at the very end of the PDU. Different 
types of PDUs have a set of currently defined TLV codes. Any TLV codes that are not 
recognized by a router should be ignored and passed through unchanged.  

IS-IS PDUs are encapsulated directly into an OSI data-link frame. IS-IS defines four types of 
PDUs: 

 Hello PDU: Used to establish and maintain adjacencies: 

— ESH: Announces the presence of an end system. ESHs are sent by all end systems. 
Intermediate systems (routers) listen for these hellos to discover the end systems. 

— ISH: Announces the presence of an intermediate system (router). ISHs are sent by 
all intermediate systems. End systems listen for these hellos to discover the 
intermediate systems. 

— IS-IS Hello (IIH): Enables the intermediate systems to detect IS-IS neighbors and 
form adjacencies 

 LSP PDU: Used to distribute link-state information 

 Partial sequence number PDU (PSNP): Used to acknowledge and request missing pieces 
of link-state information 

 Complete sequence number PDU (CSNP): Used to describe the complete list of LSPs in 
the LSDB of a router 
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• A router describes itself with an LSP.

• LSPs are sequenced to prevent duplication:
- LSPs assist with synchronization.

- Sequence numbers begin at 1.

- Sequence numbers are increased to indicate the 
newest LSP.

• LSPs in LSDB have a remaining lifetime:
- Allows synchronization

- Decreasing timer

• Each set of information includes a TLV.

LSP Header

TLV 1

TLV 2

And so on

PDU type, length, LSP ID, 
sequence number, remaining 
lifetime

 IS neighbors
 ES neighbors
 Authentication information

TLV Type Code Length Field Value Variable Length

Area address 1 Area ID length + 1 Areas

Intermediate system 
neighbors

2 Neighbor  count + 1 IS neighbors

IP internal reachability 128 Number of connected prefixes
Connected IP prefixes—4-byte metric, 

4-byte prefix, 4-byte mask

IP external reachability
130

Number of redistributed 
prefixes

Redistributed IP prefixes—4-byte 
metric, 4-byte prefix, 4-byte mask

 

In IS-IS, the characteristics of a router are defined by an LSP. The LSP of a router contains an 
LSP header and TLV fields: 

 An LSP header includes these elements: 

— The PDU type and length 

— The LSP ID 

— The LSP sequence number, used to identify duplicate LSPs and to ensure that the 
latest LSP information is stored in the topology table 

— The remaining lifetime for the LSP, which is used to age out LSPs 

 TLV: Some examples of TLV fields include the following: 

— Type Code 1 = area addresses 

— Type Codes 2 and 6 = intermediate system neighbors 

— Type Code 3 = end system neighbors 

— Type Code 10 = authentication information 

— Type Code 128 = IP internal reachability information 

— Type Code 129 = protocols supported 

— Type Code 130= IP external reachability information 

— Type Code 132= IP interface addresses 

Note Refer to ISO 10589 and RFC 1195 for more information on the TLVs.  
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LSPs are given sequence numbers that provide information to the receiving routers: 

 Ensures that the latest LSPs are used in their route calculations 

 Avoids entering duplicate LSPs in the topology tables 

If a router reloads, the sequence number is set to 1. The router then receives its previous LSPs 
from its neighbors. These LSPs have the last valid sequence number before the router reloaded. 
The router records this number and reissues its own LSPs with the next higher sequence 
number. 

Each LSP has a remaining lifetime that is used by the LSP aging process to ensure the removal 
of outdated and invalid LSPs from the topology table after a suitable time. This process is 
known as the count-to-zero operation; twelve hundred seconds is the default start value. 

Each LSP includes specific information about networks and stations that are attached to a 
router. This information is found in multiple TLV fields that follow the common header of the 
LSP. The TLV structure is a flexible way to add data to the LSP, and an easy mechanism for 
adding new data fields that may be required in the future. 
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Integrated IS-IS for IPv6 
This topic describes the TLVs used to support IPv6 in IS-IS networks. 
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• Two TLVs are added to introduce IPv6 routing:

- IPv6 reachability TLV (0xEC or 236)

- IPv6 interface address TLV (0xE8 or 232)

• There is a new protocol identifier:

- IPv6 NLPID (0x8E or 142) advertised by IPv6-enabled routers

• A multitopology extension is used:

- Single SPF instance for IPv4 and IPv6

- Separate SPF instances, one for IPv4 and one for IPv6

 

Two TLVs are added in IS-IS for IPv6 support. These two TLVs are used to describe IPv6 
reachability and IPv6 interface addresses: 

 IPv6 reachability TLV (0xEC or 236): 

— Describes network reachability (routing prefix, metric, options) 

— Equivalent to IPv4 internal and external reachability TLVs (type code 128 and 130) 

 IPv6 interface address TLV (0xE8 or 232): 

— Equivalent to IPv4 interface address TLV (type code 132) 

— For hello PDUs, which must contain the link-local address 

— For LSPs, which must only contain the non-link-local address 

The protocols supported TLV (type code 129) lists the supported Network Layer Protocol 
Identifiers (NLPIDs), All IPv6-enabled IS-IS routers advertise an NLPID value of 0x8E (142). 
The NLPID of IPv4 is 0xCC (204). 

Cisco has added multitopology support to IS-IS to increase flexibility in IS-IS deployment 
within a dual-stack environment. IS-IS can be deployed using two SPF instances, one for IPv4 
and one for IPv6. Multitopology IS-IS provides some flexibility when you are transitioning to 
IPv6. A separate topology is kept for both IPv4 and IPv6 networks; because some links may not 
be able to carry IPv6, IS-IS specifically keeps track of those links, minimizing the possibility 
for the traffic to be “black-holed.” 

Single topology IS-IS, where there is one SPF instance for both IPv4 and IPv6, also remains a 
possibility that is even easier to administer, but the network must be homogenous. The same 
links must carry IPv4 and IPv6 simultaneously. 

https://t.me/learningnets



3-26 Deploying Cisco Service Provider Network Routing (SPROUTE) v1.01 © 2012 Cisco Systems, Inc. 

IS-IS Network Types 
This topic describes the IS-IS network types.. 
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• Generally, physical links can be placed in these two groups:

- Broadcast: Multiaccess subnetworks that support the addressing of a group 
of attached systems

- Point-to-point: Permanent or dynamically established links

• Only two link-state representations are available in IS-IS:

- Broadcast for LANs and multipoint WANs

- Point-to-point for all other topologies

• IS-IS has no concept of NBMA networks.

 

IS-IS network topologies can be divided into two general types: 

 Point-to-point networks: point-to-point links 

 Broadcast networks: Multipoint WAN links or LAN links 

IS-IS supports two media representations for its link states: 

 Broadcast for LANs and multipoint WAN links 

 Point-to-point for all other media 

Note IS-IS has no concept of nonbroadcast multiaccess (NBMA) networks. It is recommended 

that you use point-to-point links, such as point-to-point subinterfaces, over NBMA networks. 
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IS-IS Operations in Broadcast  Networks vs. Point-
to-Point Networks 

This topic describes the use of the DIS in broadcast networks and compares IS-IS operations in 
broadcast networks vs. point-to-point networks.. 
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• It is used for LAN and multipoint WAN interfaces.

• Adjacency is recognized through hellos; there are separate adjacencies 
for Level 1 and Level 2.

• Designated IS (DIS) creates a pseudonode and represents a LAN.

• DIS for Level 1 and Level 2 may be different.

• DIS is elected, based on these criteria:

- Only routers with adjacencies are eligible.

- The highest interface has priority.

- The highest SNPA (MAC) breaks ties.

• There is no backup DIS.
DIS

IS IS

ISIS

All physical routers still 
establish adjacency to 
each other.

The pseudonode is 
logically connected to 
all other nodes.

Logical

 

Broadcast networks are LAN interfaces or multipoint WAN interfaces. Separate adjacencies are 
established for Level 1 and Level 2. If two neighboring routers in the same area run both Level 
1 and Level 2, they establish two adjacencies, one for each level. The router stores the Level 1 
and Level 2 adjacencies in separate Level 1 and Level 2 adjacency tables. 

On LANs, routers establish the two adjacencies with specific Layer 1 and Layer 2 IIH PDUs. 
Routers on a LAN establish adjacencies with all other routers on the LAN. 

IIH PDUs announce the area address. Separate IIH packets announce the Level 1 and Level 2 
neighbors. Adjacencies are formed and are based on the area address that is communicated in 
the incoming IIH and the type of router (Level 1 or Level 2). Level 1 routers accept Level 1 IIH 
PDUs from their own area and establish adjacencies with other routers in their own area. Level 
2 routers accept only Level 2 IIH PDUs and establish only Level 2 adjacencies. 

Dijkstra’s algorithm requires a virtual router (a pseudonode), represented by the Designated IS 
(DIS), to build a directed graph for broadcast media. The DIS is the router that creates the 
pseudonode and acts on behalf of the pseudonode. Two major tasks that are performed by the 
DIS include creating and updating pseudonode LSP and flooding LSPs over the LAN. Criteria 
for DIS selection are as follows: 

 The highest priority (the priority value is configurable)  

 The highest subnetwork point of attachment (SNPA); on LANs, the SNPA is the MAC 
address. The SNPA for a WAN interface is the virtual circuit identifier. 
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 An example would be the data-link connection identifier (DLCI) on a Frame Relay connection. 
If the WAN interface is using High-Level Data Link Control (HDLC) encapsulation, the SNPA 
is simply HDLC. 

Cisco router interfaces have a default Level 1 and Level 2 priority of 64. You can configure the 
priority from 0 to 127. The Level 1 DIS and the Level 2 DIS on a LAN may or may not be the 
same router because an interface can have different Level 1 and Level 2 priorities. 

 
A selected router is not guaranteed to remain the DIS. Any adjacent intermediate system with a 
higher priority automatically takes over the DIS role. This behavior is called preemptive. 
Because the IS-IS LSDB is synchronized frequently on a LAN, giving priority to another 
intermediate system over the DIS is not a significant issue. IS-IS does not use a backup DIS, 
and routers on a LAN establish adjacencies both with the DIS and with all other routers. 
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• The two-level nature of IS-IS requires separate types of LSPs: Level 1 
and Level 2 LSPs.

• DIS is a representative of a LAN:

- DIS sends pseudo-Level 1 and pseudo-Level 2 LSPs for a LAN.

- There is a separate DIS for Level 1 and Level 2.

Broadcast Point-to-Point

Usage LAN, full-mesh WAN PPP, HDLC, partial-mesh WAN

Hello timer 3.3 sec for DIS, else 10 sec 10 sec

Adjacencies n*(n-1)/2 n-1

Uses DIS Yes No

LSP and IIH sent as multicast sent as unicast 

IIH type Level 1 IIH, Level 2 IIH Point-to-point IIH

 

Level 1 and Level 2 LSP: IS-IS uses a two-level area hierarchy. The link-state information for 
these two levels is distributed separately, which results in Level 1 LSPs and Level 2 LSPs. 
Each intermediate system originates its own LSPs (one for Level 1 and one for Level 2). 

On a LAN, one router (the DIS) sends out LSP information on behalf of the LAN. The DIS 
represents a pseudonode. The DIS sends out the separate Level 1 or Level 2 LSPs for the 
pseudonode. The Level 1 DIS and the Level 2 DIS on a LAN may or may not be the same 
router because an interface can have different Level 1 and Level 2 priorities. 

LSPs on point-to-point links are sent as unicast, whereas on broadcast media (LANs) LSPs are 
sent as multicast. 

Level 1 and Level 2 IIH: IIHs are used to establish and maintain neighbor adjacency between 
intermediate systems. The default hello interval is every 10 seconds; however, the hello interval 
timer is adjustable. 

On a LAN, separate Level 1 and Level 2 IIHs are sent periodically as multicasts to a multicast 
MAC address. Level 1 announcements are sent to the AllL1IS multicast MAC address 
0180.C200.0014, and Level 2 announcements are sent to the AllL2IS multicast MAC address 
0180.C200.0015. 

The default hello interval for the DIS is three times faster (that is, three times smaller) than the 
interval for the other routers so that DIS failures can be quickly detected. 

A neighbor is declared dead if hellos are not received within the hold time. The hold time is 
calculated as the product of the hello multiplier and hello time. The default hello time is 10 
seconds, and the default multiplier is three; therefore, the default hold time is 30 seconds. 

Unlike LAN interfaces with separate Level 1 and Level 2 IIHs, point-to-point links have a 
common point-to-point IIH format that specifies whether the hello relates to Level 1 or Level 2 
or both. Point-to-point hellos are sent to the unicast address of the connected router. 

The table summarizes the differences between broadcast and point-to-point links. 
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IS-IS LSP Flooding 
This topic describes the LSP flooding process in IS-IS networks. 
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• A single procedure is used for flooding, aging, and updating of LSPs.

• Large PDUs are divided into fragments that are independently flooded.

Area 2

L1

L1L2

Area 1

L1L2

L1

L1

Level 1 LSPs are 
flooded within an area.

L1L2

Level 2 LSPs are 
flooded throughout the 
Level 2 backbone.

Level 2 backbone

Separate LSDBs are 
maintained for Level 1 
and Level 2 LSPs.

Level 2 LSDB

L1 LSDB: Area 2

Level 2 LSDB

L1 LSDB: Area 2

Level 2 LSDB

L1 LSDB: Area 1

L1 LSDB: Area 1

L1 LSDB: Area 2

L1 LSDB: Area 2

 

An IS-IS update process is responsible for flooding the LSPs throughout the IS-IS domain. An 
LSP is typically flooded to all adjacent neighbors except the neighbor from which it was 
received. Level 1 LSPs are flooded within their local areas. Level 2 LSPs are flooded 
throughout the backbone. 

Each intermediate system originates its own LSP (one for Level 1 and one for Level 2). These 
LSPs are identified by the system ID of the originator and an LSP fragment number starting at 
0. If an LSP exceeds the maximum transmission unit (MTU), it is fragmented into several 
LSPs, numbered 1, 2, 3, and so on. 

IS-IS maintains the Level 1 and Level 2 LSPs in separate LSDBs. 

When an intermediate system receives an LSP, it examines the checksum and discards any 
invalid LSPs, flooding them with an expired lifetime age. If the LSP is valid and newer than 
what is currently in the LSDB, it is retained, acknowledged, and given a lifetime of 1200 
seconds. 

The age is decremented every second until it reaches 0, at which point the LSP is considered to 
have expired. When the LSP has expired, it is kept for an additional 60 seconds before it is 
flooded as an expired LSP. 
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IS-IS LSDB Synchronization 
This topic describes the IS-IS link-state database synchronization process. 
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• SNP packets are used to ensure synchronization and reliability:
- Contents are LSP descriptions

• PSNP is used:
- For acknowledgment of LSPs 

- To request missing pieces of LSDB

• CSNP is used:
- Periodically by DIS on the LAN to ensure LSDB accuracy

- On point-to-point link when the link comes up

R2-DIS

R1

CSNP sent 
periodically

1.CSNP: LSP 76, 77, 78

3.LSP 77
R1

R3R2
LAN Point-to-point

X

3. PSNP: ACK for new LSP

2.PSNP: I missed LSP 77
1. Link went down

2. New LSP

4.PSNP: ACK for LSP 77

 

Sequence number PDUs (SNPs) are used to acknowledge the receipt of LSPs and to maintain 
LSDB synchronization. There are two types of SNPs: CSNP and PSNP. The use of SNPs 
differs between point-to-point and broadcast media. CSNPs and PSNPs share the same format; 
that is, each carries summarized LSP information. The main difference is that CSNPs contain 
summaries of all LSPs in the LSDB, while PSNPs contain only a subset of LSP entries. 

Separate CSNPs and PSNPs are used for Level 1 and Level 2 adjacencies. Adjacent IS-IS 
routers exchange CSNPs to compare their LSDB. In broadcast subnetworks, only the DIS 
transmits CSNPs. All adjacent neighbors compare the LSP summaries received in the CSNP 
with the contents of their local LSDBs to determine if their LSDBs are synchronized (in other 
words, if they have the same copies of LSPs as other routers for the appropriate levels and area 
of routing). 

CSNPs are periodically multicast (every 10 seconds) by the DIS on a LAN to ensure LSDB 
accuracy. If there are too many LSPs to include in one CSNP, the LSPs are sent in ranges. The 
CSNP header indicates the starting and ending LSP ID in the range. If all LSPs fit in the CSNP, 
the range is set to default values. In the example, router R1 compares this list of LSPs with its 
topology table and realizes that it is missing one LSP. Therefore, it sends a PSNP to the DIS 
(router R2) to request the missing LSP. The DIS reissues only that missing LSP (LSP 77), and 
router R1 acknowledges it with a PSNP. 
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Adjacent IS-IS routers use PSNPs to acknowledge the receipt of LSPs and to request 
transmission of missing or newer LSPs. On point-to-point networks, CSNPs are sent only once 
when the link comes up to synchronize the LSDBs. After that, LSPs are sent to describe 
topology changes, and they are acknowledged with a PSNP. Example on the figure shows what 
happens on a point-to-point link when a link failure is detected. The sequence is as follows: 

 A link fails. 

 Router R2 notices this failure and issues a new LSP noting the change. 

 Router R1 receives the LSP, stores it in its topology table, and sends a PSNP back to R2 to 
acknowledge receipt of the LSP. 
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IS-IS Adjacencies 
This topic describes IS-IS adjacencies. 
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IS-IS adjacencies are established, based 
on the area address and the router type.

L1 L1

Area 1

L1 L1L2

Area 1 Area 2

L1L2L1 L1L2

L1L2L1
Level 2

Area 1 Area 2

Level 1

LAN

L2 L1

Area 1

L1 L1L2

Area 1

L2 L1L2

Area 1

L1L2 L1L2

Area 1

L2 L1L2

Area 1 Area 2

P2P

L1 L1 L2

L2L1L2

No adj.

No adj.

 

IIH PDUs announce the area address. On LANs, separate IIH packets announce the Level 1 and 
Level 2 neighbors. 

For example, where a LAN has routers from two areas attached, the following processes apply: 

 The routers from one area accept Level 1 IIH PDUs only from their own area and therefore 
establish Level 1 adjacencies only with their own area Level 1 routers. 

 The routers from a second area similarly accept Level 1 IIH PDUs only from their own 
area. 

 The Level 2 routers (or the Level 2 process within any Level 1-2 router) accept only Level 
2 IIH PDUs and establish only Level 2 adjacencies. 

On point-to-point links, the IIH PDUs are common to both levels but announce the level type 
and the area address in the hellos as follows: 

 Level 1 routers in the same area exchange IIH PDUs that specify Level 1 and establish a 
Level 1 adjacency. 

 Level 2 routers exchange IIH PDUs that specify Level 2 and establish a Level 2 adjacency. 

 Two Level 1-2 routers in the same area establish both Level 1 and Level 2 adjacencies and 
maintain these with a common IIH PDU that specifies the Level 1 and Level 2 information. 

 Two Level 1 routers that are physically connected, but that are not in the same area, can 
exchange IIHs, but they do not establish adjacency because the area addresses do not 
match. 
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IS-IS Single Topology Restrictions 
This topic describes design considerations for IS-IS networks running both IPv4 and IPv6. 
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IS-IS for IPv6 uses the same SPF for both IPv4 
and IPv6:

• Not really suitable for an existing IPv4 IS-IS network 
where customer wants to turn on scattered IPv6 
support

• If using IS-IS for both IPv4 and IPv6, then the IPv4 
and IPv6 topologies must match exactly. Cannot run 
IS-IS IPv6 on some interfaces, IS-IS IPv4 on others.

• Will only form adjacencies with similarly-configured 
routers (e.g., an IS-IS IPv6-only router will not form 
an adjacency with an IS-IS IPv4/IPv6 router)
(Exception is over Level 2-only interface)

• Cannot join two IPv6 areas via an IPv4-only area. 
Level 2 adjacencies will form, but IPv6 traffic will 
black-hole in the IPv4 area.

IPv4, IPv6

Area 1

IPv4, IPv6

IPv4 only

All routers in an area 
must run the same 
set of protocols.

Consistency check 
can be disabled.

IPv4, IPv6

Area 3

IPv4, IPv6

IPv4 only

Level 2 routers may 
be configured 
differently, but no 
routing hole can exist.

IPv6 Backbone is not 
contiguous!
 IPv6 traffic between Area 1 

and Area 2 will fail.

Area 2Area 1
L1

L1 L1 L2 L2XX

Disable adjacency check

router isis
no adjacency-check

router isis 1
address-family ipv6 unicast 
adjacency-check disable 

 

The original design for Integrated IS-IS defines a single SPF for all routed protocols, which 
adds the assumption that all interfaces included in the routing decisions run all routed protocols. 

When you migrate from a purely IPv4 environment to a dual-stack environment, a discrepancy 
in supported protocols would cause adjacencies to fail. The intermediate system performs 
consistency checks on hello packets and will reject hello packets that do not have the same set 
of configured address families. For example, a router running IS-IS for both IPv4 and IPv6 will 
not form an adjacency with a router running IS-IS for IPv4 or IPv6 only. To facilitate a 
seamless upgrade, the engineer may disable consistency checks during the upgrade to maintain 
adjacencies active even in a heterogeneous environment. 

Suppressing adjacency checking on intra-area links (Layer 1 links) is primarily done during 
transition from single-topology (IPv4) to multitopology (IPv4 and IPv6) IS-IS networks. 
Imagine that a service provider is integrating IPv6 into a network and it is not practical to shut 
down the entire provider router set for a coordinated upgrade. Without disabling adjacency 
checking—because routers were enabled for IPv6 and IS-IS for IPv6—adjacencies would drop 
with IPv4-only routers, and IPv4 routing would be severely impacted. With consistency check 
suppression, IPv6 can be turned up without impacting IPv4 reachability. 

When single-topology support for IPv6 is employed, either old- or new-style TLVs can be 
used. However, the TLVs utilized to advertise reachability to IPv6 prefixes use wide metrics, so 
wide metrics should be used within the entire IS-IS domain. 

In single-topology IPv6 mode, the configured metric is always the same for both IPv4 and 
IPv6. The reason for this is that IS-IS establishes routing adjacencies and builds the network 
topology using CLNS. IPv4 and IPv6 are just routed protocols; for routing information 
exchange CLNS is used.  
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As in any IS-IS network design, Level 2 (backbone) routers must be contiguous. IPv6 
adjacency checks are not done on Level 2 links. In the right diagram, the Level 2 routers are not 
contiguous for IPv6; therefore, this is an incorrect network design. The correct example would 
be when the Level 2 routers are contiguous for both IPv4 and IPv6. 

This is called a “routing hole.” In the example on the right, adjacencies will be formed across 
the Layer 2 links between the three areas. However, the IPv6 network is partitioned by the 
inability of Area 3 to carry IPv6 traffic. Because IS-IS is managing a single topology, the 
routers will believe that a path for IPv6 exists across Area 3, but all IPv6 traffic sent via that 
path will fail. 

The adjacency-check command enables or disables adjacency IPv6 protocol-support checks. If 
enabled (default), the router will not form an adjacency with a neighbor not supporting IS-IS 
IPv6. 

The adjacency-check disable IOS XR command (or no adjacency-check IOS/IOS XE 
command) will allow an adjacency to be formed between an IPv4–IPv6 router and an IPv4 
router. This configuration may be convenient when transitioning an IS-IS IPv4 network to IPv4 
and IPv6.  

Note The adjacency-check disable command suppresses IPv6 checks only. IS-IS IPv4 also 

checks the protocol support of neighbors and will not allow an adjacency between a router 

running IS-IS IPv4 and a neighbor not supporting IPv4. For example, IS-IS will never form 

an adjacency between a router running IPv4 IS-IS only and a router running IPv6 only or 

between a router running IPv4 and IPv6 IS-IS and a router running IPv6 only.  

Note Also, if the IS-IS router determines that the shortest path to an IPv6 destination lies via a 

non-IPv6 neighbor, the route to the destination will not be installed in the IPv6 routing table. 
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Multitopology IS-IS for IPv6 
This topic describes multitopology IS-IS for IPv6. 
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• Removes limitations from network design when it is running IS-IS for 
both IPv4 and IPv6

• Runs two SPF instances

• Allows the use of different metrics for IPv4 and IPv6

• Transition mode allows easier migration from single-topology to 
multitopology environment.

IPv4

Area 1
IPv4

IPv4

IPv4

IPv4

Area 3
IPv4

IPv4

IPv4

Area 2
IPv4

Area 1
IPv4

L1

L1 L1 L2 L2

IPv6

Area 1
IPv6

IPv6
L1

IPv6 IPv6

Area 2
IPv6

Area 1
IPv6

L2

L2

 

Multitopology IS-IS for IPv6 is available today and is based on the IETF document “M-ISIS: 
Multi Topology (MT) Routing in IS-IS” (RFC 5120). 
IS-IS multitopology support for IPv6 allows IS-IS to maintain a set of independent topologies 
within a single area or domain. This mode removes the restriction that all interfaces on which 
IS-IS is configured must support the identical set of network address families. It also removes 
the restriction that all routers in the IS-IS area (for Level 1 routing) or domain (for Level 2 
routing) must support the identical set of network layer address families. Multiple SPFs are 
performed, one for each configured topology. Therefore, it is sufficient that connectivity exists 
among a subset of the routers in the area or domain for a given network address family to be 
routable. 
When multitopology support for IPv6 is used, use the metric-style wide Cisco IOS, Cisco IOS 
XE, and Cisco IOS XR command to configure IS-IS to use new-style TLVs. TLVs used to 
advertise IPv6 information in LSPs are defined to use only wide metrics. 
All routers in the area or domain must use the same type of IPv6 support, either single-topology 
or multitopology. A router operating in multitopology mode will not recognize the ability of the 
single-topology mode router to support IPv6 traffic, which will lead to routing holes in the IPv6 
topology. To transition from single-topology support to the more flexible multitopology 
support, a multitopology transition mode is provided. 
The multitopology transition mode allows a network operating in single-topology IS-IS IPv6 
support mode to continue to work while upgrading routers to include multitopology IS-IS IPv6 
support. While in transition mode, both types of TLVs (single-topology and multitopology) are 
sent in LSPs for all configured IPv6 addresses, but the router continues to operate in single-
topology mode. After all routers in the area or domain have been upgraded to support 
multitopology IPv6 and are operating in transition mode, transition mode can be removed from 
the configuration. Once all routers in the area or domain are operating in multitopology IPv6 
mode, the topological restrictions of single-topology mode are no longer in effect. 
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Summary 
This topic summarizes the key points that were discussed in this lesson. 
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• IS-IS is used in the IP Edge and Core networks of the Cisco IP NGN.

• IS-IS is a popular, stable, fast-converging IGP routing protocol in the 
service provider industry, that is positioned to route IPv4, IPv6, or CLNS.

• IS-IS uses similar mechanisms than OSPF.

• An NSAP is the OSI network-layer address. Cisco uses the area 
address (AFI plus area ID), system ID (6 bytes), and NSEL (0 for router) 
fields.

• IS-IS defines three types of routers: Level 1, Level 2, and Level 1-2.

• The IS-IS area address is used to route between areas, while the 
system ID is used to route within an area.

• With IS-IS, asymmetric routing can occur because Level 2 details are 
hidden fro Level 1 routers.

• Route leaking can reduce suboptimal routing by allowing Level 2 routes
to be inserted into Level 1.
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• The four types of IS-IS PDUs are hello, LSP, PSNP, and CSNP. LSPs 
are used by routers to describe their characteristics. LSPs contain a 
header and TLV fields. 

• For IPv6 routing, two TLVs have been added to IS-IS.

• IS-IS recognizes two topology types: point-to-point and broadcast.

• IS-IS broadcast mode is used on LAN and multipoint WAN interfaces.

• Level 1 LSPs are flooded within an area, while Level 2 LSPs are flooded 
throughout the Level 2 backbone.

• Sequence number PDUs (SNPs) are used to acknowledge the receipt of 
LSPs and to maintain LSDB synchronization.

• IS-IS adjacencies are established based on the area address and the 
router type.

• Level 1 LSPs are flooded within an area, while Level 2 LSPs are flooded 
throughout the Level 2 backbone.
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• Level 1 LSPs are flooded within an area, while Level 2 LSPs are flooded 
throughout the Level 2 backbone.

• Sequence number PDUs (SNPs) are used to acknowledge the receipt of 
LSPs and to maintain LSDB synchronization.

• IS-IS adjacencies are established based on the area address and the 
router type.

• Single-topology IS-IS uses single topology for IPv4 and IPv6.

• Multi-topology IS-IS uses separate topologies for IPv4 and IPv6 and
supports different topologies for IPv4 and IPv6.
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Lesson 2 

Implementing Integrated IS-IS 
Routing 

Overview 
Even when Integrated Intermediate System-to-Intermediate System (IS-IS) protocol is used to 
support IP exclusively, network devices must still be configured to use the Open Systems 
Interconnection (OSI) Connectionless Network Service (CLNS) protocol. Each IS-IS router 
requires a network entity title (NET), and IS-IS packets are directly encapsulated onto the data 
link layer instead of traveling inside IP packets. 
The commands that are used to configure Integrated IS-IS are slightly different from those of 
the other IP routing protocols, so it is important to understand how to enable IS-IS processes. 
Additionally, the default settings for IS-IS can result in the inefficient use of router and network 
resources and suboptimal routing; therefore, a network administrator also needs to know how to 
effectively tune IS-IS for optimum performance. 
This lesson discusses the mechanics of Integrated IS-IS operation in an IP and CLNS 
environment, and outlines specific commands that are necessary to implement Integrated IS-IS 
on a Cisco router. 

Objectives 
Upon completing this lesson, you will be able to implement Integrated IS-IS in a service 
provider network. This ability includes being able to meet these objectives: 

 Describe the requirement for CLNS addressing, even when you are using IP in an IS-IS 
environment 

 Describe the configuration process for Integrated IS-IS in an IP environment 
 Describe how to optimize the IS-IS process 
 Describe how to configure Bidirectional Forwarding Detection (BFD) for IS-IS 
 Describe how to configure Nonstop Forwarding (NSF) for IS-IS 
 Describe how to configure IP route summarization in IS-IS networks 
 Describe how to verify IS-IS implementations 
 Describe the show commands used to troubleshoot IS-IS operations  
 Describe how to configure IS-IS to support IPv6 
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Implement OSI Area Routing 
This topic describes the requirement for CLNS addressing even when you are using IP in an IS-
IS environment. 
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• Common CLNS parameters (NET) and area planning are required, even 
in an IP environment.

• Even when Integrated IS-IS is used for IP routing only, routers still 
establish CLNS adjacencies and use CLNS packets.

Area 1

Area 4 49.0001.0000.0c22.2222.00

49.0001.0000.0c11.1111.00

49.0004.0000.0c88.8888.00

49.0004.0000.0c99.9999.00

L1L2

L1

L1L2
L1

 

A NET address identifies a device (an intermediate system [IS] or end system [ES]), and not an 
interface. This is a critical difference between a NET address and an IP address. 

Even if you use Integrated IS-IS only for IP routing, each IS-IS router must have a NET 
address configured because Integrated IS-IS depends on the support of CLNS routing. 

The OSI protocols (hello protocol data units [PDUs]) are used to form the neighbor relationship 
between routers, and the Shortest Path First (SPF) calculations rely on a configured NET 
address to identify the routers. 

A device identifies other devices within its own area based on matching area addresses in their 
NET. It then knows that it can communicate with these other devices within the same area 
without using a default route. A default route is injected into the area by the Level 1-2 router. If 
the area addresses do not match, then the device knows that it must forward that interarea 
traffic to its nearest Level 1-2 router. 

When you are using IS-IS to route IP traffic, IP subnets are treated as leaf objects that are 
associated with IS-IS areas. When you are routing IP traffic, the router looks up the destination 
network in its routing table. If the network belongs to a different area, then that interarea traffic 
is normally forwarded to the nearest Level 1-2 router. 
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1. Synchronize with L1 
and L2 neighbors.

Level 2 LSDB

Level 1 LSDB

Level 2 SPF tree

Level 1 SPF tree

Level 2 CLNS 
routing table

Level 1 CLNS 
routing table

3. Best paths are 
placed in the OSI 
forwarding database.

Separate route calculations are 
made for Level 1 and Level 2 
routes in Level 1-2 routers.

The shortest path to the 
destination is the lowest 
total sum of metrics.

Level 2 IP route

Level 1 IP route

4. Partial route calculation (PRC) is 
run to calculate IP reachability.

Destination networks are represented as 
leaf objects; they do not participate in SPF.

IP routing table:
 Level 1 IP route
 Level 2 IP route

L1L2

5. Best paths are placed 
in the IP routing table.

2. Run Dijkstra 
algorithm.

 

IS-IS uses an OSI forwarding database (routing table) to select the best path to a destination. 
When the databases are synchronized, routers use the link-state database (LSDB) to calculate 
the SPF tree to OSI destinations, the NETs. The total of the link metrics along each path 
determines the shortest path to any given destination. 

The IS-IS L1/L2 router synchronizes its LSDB with its IS-IS neighbor (Step 1 in the figure). 
Level 1 and Level 2 routes have separate LSDBs; therefore, routers may run Dijkstra’s 
algorithm twice (Step 2 in the figure), once for each level, and create separate SPF trees for 
each level. Routers insert the best paths in the CLNS routing table (the OSI forwarding 
database) (Step 3 in the figure). 

Integrated IS-IS includes IP information in the link-state packets (LSPs), treating it as if it were 
ES information, where the ISs are considered as nodes and the IP information is advertised by 
the ISs as the leaves hanging off the nodes in the shortest path tree. Therefore, updating IP 
reachability requires only a partial route calculation (PRC) (Step 4 in the figure); the entire 
shortest path tree in IS-IS does not need to be recomputed. 

The PRC generates best-path choices for IP routes and offers the routes to the IP routing table, 
where they are accepted, based on normal IP routing table rules (Step 5 in the figure). For 
example, if more than one routing protocol is running, then the router compares administrative 
distance. When the IP IS-IS routes are entered in the routing table, they are shown as via Level 
1 (i L1) or Level 2 (i L2), as appropriate. 

The separation of IP reachability from the core IS-IS network architecture provides Integrated 
IS-IS better scalability than, for example, Open Shortest Path First Protocol (OSPF)s: 

 OSPF sends link-state advertisement (LSAs) for individual IP subnets. If an IP subnet fails, 
the LSA floods through the network and all routers must run a full SPF calculation, which 
is extremely CPU-intensive. 

 Integrated IS-IS builds the SPF tree from CLNS information. If an IP subnet fails, the IS-IS 
LSP floods through the network, which is the same with OSPF. However, if this is a leaf 
(stub) IP subnet (that is, if the loss of the subnet does not affect the underlying CLNS 
architecture), the SPF tree is unaffected; therefore, only a PRC occurs. 
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Implement IS-IS Routing 
This topic describes the configuration process for Integrated IS-IS in an IP environment. 
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Router Loopback IP NET address

CE1 10.1.10.1 49.0001.0100.0101.0001.00

PE1 10.1.1.1 49.0001.0100.0100.1001.00

CE2 10.2.10.1 49.0002.0100.0201.0001.00

PE2 10.2.1.1 49.0002.0100.0200.1001.00

Area 49.0001

Gi 0/0 Gi 0/0/0/0

interface Loopback0
ip router isis 

!
interface GigabitEthernet0/0
ip router isis 

!
router isis
net 49.0001.0100.0101.0001.00

Lo 0
Lo 0

Gi 0/0/0/1

CE1 PE1

1. Define areas, prepare addressing plan 
(NETs) for routers, and determine interfaces.

router isis 1
net 49.0001.0100.0100.1001.00
interface Loopback0
address-family ipv4 unicast
!
interface GigabitEthernet0/0/0/0
address-family ipv4 unicast
!
interface GigabitEthernet0/0/0/1
address-family ipv4 unicast

4. Enable Integrated IS-
IS on the interfaces. 

Area 49.0002CE2 PE2

3. Configure the NET.

2. Enable IS-IS on the router.

 

Four steps are required for the basic setup of IS-IS. Additional commands are available for 
fine-tuning the configuration. 

Before you configure Integrated IS-IS , you must map out the areas and plan the addressing. 
After that is done, you need three commands to enable Integrated IS-IS on a router for IP 
routing. 

 The router isis process-ID Cisco IOS XR global command and the router isis Cisco IOS 
and Cisco IOS XE global configuration command enable IS-IS as an IP routing protocol. 
The Cisco IOS/IOS XE command allows you optionally to assign a tag to the process. Just 
as multiple OSPF processes can be present on the same router, multiple IS-IS processes are 
possible. The process name is significant only to the local router. If it is omitted, Cisco IOS 
and Cisco IOS XE software assumes a tag of 0. If more than one IS-IS process is used, then 
the network plan should indicate which interfaces would participate in which IS-IS process. 
By default, Cisco IOS, Cisco IOS XE, and Cisco IOS XR software make the router a Level 
1-2 router. 

 After the IS-IS process is enabled, the router must be identified for IS-IS by assigning a 
NET to the router with the net Cisco IOS, Cisco IOS XE, and Cisco IOS XR router 
configuration command. 

 The final step is to select which interfaces will participate in IS-IS routing. As with other 
routing protocols, the address-family ipv4 unicast Cisco IOS XR command starts IPv4 
unicast IS-IS routing on the appropriate interface and the ip router isis Cisco IOS and 
Cisco IOS XE interface configuration command enables IS-IS on the interfaces. Do not 
forget interfaces to stub IP networks, such as loopback interfaces. If there is more than one 
IS-IS process, the IS-IS process to which the interface belongs must be specified using the 
appropriate process name or ID. 

You can then use additional commands to fine-tune the IS-IS processes. 
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• Area is determined by NET prefix.

- Assign to support two-level hierarchy.

• Addressing

- IP: Plan to support summarization.

- CLNS: Prefix denotes area. System ID 
must be unique.

Level 1 Area 49.0001

Level 1 Area 49.0002

Gi 0/0 Gi 0/0/0/0

Lo 0

Gi 0/0 Gi 0/0/0 Lo 0

Lo 0

Lo 0

Gi 0/0/1

Gi 0/0/0/1

CE1

CE2

PE1

PE2

Level 2

49 0100.0101.0001 00

Area System ID NSEL

3 Bytes 6 Bytes 1 Byte

10.1.10.1

010.001.010.001

Loopback IP

49.0001.0100.0101.0001.00 49.0001.0100.0100.1001.00

49.0002.0100.0201.0001.00 49.0002.0100.0200.1001.00

10.1.10.1 10.1.1.1

10.2.10.1

10.2.1.1

0001

 

Recall that all intra-area traffic in IS-IS must traverse the Level 2 backbone area. Thus, CLNS 
addresses must be planned to execute a two-level hierarchy. 

You must decide which routers will be backbone (Level 2) routers, which routers will be Level 
1-2, and which will be internal area (Level 1) routers. If some routers must do both Level 1 and 
Level 2 routing, then you should identify the specific interfaces that will participate in each 
type of routing. 

Remember that the CLNS address of a router is called the NET, and it consists of three main 
parts: 

 The prefix, which identifies the area of the router  

 The system ID, which uniquely identifies each device. The example in the figure shows 
how the system ID can be obtained from the router Loopback IP address. 

 The network service access point (NSAP) selector (NSEL), which must be 0 

It is not enough to plan the IS-IS area addressing. To have a scalable network, you must also 
plan IP addressing, and the IP addresses must be planned to allow for summarization of 
addresses. 

Route summarization is the key idea that enables all the benefits of the hierarchical addressing 
design. Route summarization minimizes routing update traffic and resource utilization. 

Be particularly careful when you configure the IP addressing on the router, because it is more 
difficult to troubleshoot IP address misconfigurations with IS-IS. The IS-IS neighbor 
relationships are established over OSI CLNS, not over IP. Because of this approach, two ends 
of a CLNS adjacency can have IP addresses on different subnets, with no impact to the 
operation of IS-IS. 
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Optimizing the IS-IS Processes 
This topic describes how to optimize the IS-IS process. 
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When a minimum level of routing is required, you save memory and 
bandwidth.

Area 49.0001

Area 49.0002

Gi 0/0 Gi 0/0/0/0

interface GigabitEthernet0/0
isis metric 20 level-1
!
router isis
is-type level-1

Lo 0

Gi 0/0 Gi 0/0/0 Lo 0

Lo 0

Lo 0

Gi 0/0/1
Gi 0/0/0/1

CE1

CE2

PE1

PE2

router isis 1
address-family ipv4 unicast
metric 20 level 1
!
interface GigabitEthernet0/0/0/0
circuit-type level-1
!
interface GigabitEthernet0/0/0/1
circuit-type level-2-only
address-family ipv4 unicast
metric 12 level 2

interface GigabitEthernet0/0/0
isis circuit-type level-1
!
interface GigabitEthernet0/0/1
isis circuit-type level-2-only
!
router isis
metric 12 level-2Level 1

Level 1
Level 2

router isis
is-type level-1

Level 1 
metric 20 Level 2 

metric 12

Change metric per 
interface.

Change metric 
globally.

 

Optimizing IS-IS will facilitate its smooth functioning and maximize its efficiency. Remember 
that using the default configuration of IS-IS results in the router having an IS type of Level 1-2. 
Although this configuration has the advantage of allowing all routers to learn of each other and 
pass routes without too much administrative oversight, it is not the most efficient way to build 
an IS-IS network. Routers with the default configuration send out both Level 1 and Level 2 
hellos and maintain both Level 1 and Level 2 LSDBs. For efficiency, each router should be 
configured to support the minimum level of routing that is required: 

 Saves memory: If a router does not need the LSDB for one of the levels, it will not 
maintain one. 

 Saves bandwidth: Hellos and LSPs will be sent only for the necessary level. 

If a router is to operate only as an internal area router (L1) or a backbone router (L2), then 
specify this configuration by entering the is-type Cisco IOS, Cisco IOS XE, and Cisco IOS XR 
router configuration command. 

Although the router can be a Level 1-2 router, establishing both types of L1 and L2 adjacencies 
over all interfaces may not be required. If a particular interface has only Level 1 routers 
connected to it, there is no need for the Level 1-2 router to send Level 2 hellos out that 
interface. Similarly, if an interface has only Level 2 routers connected to it, there is no need for 
the Level 1-2 router to send Level 1 hellos out that interface. Doing so would waste bandwidth 
and router resources by trying to establish adjacencies that do not exist. To make IS-IS more 
efficient in these types of situations, configure the interface to send only the needed type of 
hellos. Use the isis circuit-type Cisco IOS and Cisco IOS XE interface configuration 
command, or use the circuit-type Cisco IOS XR router interface configuration command. 
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Unlike most other IP protocols, IS-IS on a Cisco router does not take into account line speed or 
bandwidth when it sets its link metrics. All interfaces are assigned a metric value of 10 by 
default. In a network with links of varying types and speeds, this default assignment can result 
in suboptimal routing. To change the metric value, use the isis metric Cisco IOS and Cisco IOS 
XE interface configuration command, or use the metric Cisco IOS XR router interface 
configuration command. The metric can have different values for Level 1 and Level 2 over the 
same interface. If the metric value for all interfaces needs to be changed from the default value 
of 10, then the change needs to be performed one by one on all IS-IS interfaces. This change 
can be time-consuming and error-prone, especially for routers with many IS-IS interfaces. The 
metric Cisco IOS and Cisco IOS XE router configuration command, or metric Cisco IOS XR 
router address-family configuration command changes the metric value for all IS-IS interfaces. 

In the figure, there are two different areas: area 49.0001 (CE1 and PE1) and area 49.0002 (CE2 
and PE2). The CE1 and CE2 routers need to do only Level 1 routing, but PE1 and PE2 routers 
do Level 1 and Level 2 routing. 
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Bidirectional Forwarding Detection for IS-IS 
This topic describes how to configure Bidirectional Forwarding Detection (BFD) for IS-IS. 
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• IS-IS uses BFD on all interfaces:

• IS-IS uses BFD on a specific interface only:

router isis 1
bfd all-interfaces

interface TenGigabitEthernet3/0/1
ip isis bfd
bfd interval 100 min_rx 100 multiplier 3

router isis 1
interface TenGigE0/1/4/0

bfd fast-detect
bfd minimum-interval 100
bfd multiplier 3

Cisco IOS XR

Cisco IOS

IS-IS

 

Bidirectional Forwarding Detection (BFD) can be configured in two steps. The first step in 
configuring BFD is setting the baseline parameters for all BFD sessions on an interface. The 
configuration occurs at the interface level, using this syntax: 

[no] bfd interval <50-999> min_rx <1-999> multiplier <3-50> 

 interval: Determines how frequently (in milliseconds) BFD packets will be sent to BFD 
peers 

 min_rx: Determines how frequently (in milliseconds) BFD packets will be expected to be 
received from BFD peers 

 multiplier: Determines the number of consecutive BFD packets that must be missed from a 
BFD peer before that peer is declared to be unavailable; also informs the higher-layer 
protocols of the failure 

Once the baseline parameters have been set, individual protocols must be informed that they 
will be using BFD for failure detection. 
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Nonstop Forwarding for IS-IS 
This topic describes how to configure Nonstop Forwarding (NSF) for IS-IS. 
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router isis iosxr
nsf ietf 
nsf lifetime 200

router isis 1
nsf ietf interval 200

Cisco IOS XR – NSF configuration Cisco IOS – NSF configuration

IS-IS

NSF interval 200 seconds
IETF enabledIETF enabled

 

This example enables IETF NSF for IS-IS on the Cisco IOS/IOS XE and Cisco IOS XR 
routers. The NSF restart interval has been changed from the 120-second default value to 200 
seconds.  
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IP Route Summarization configurations in IS-IS 
Networks 

This topic describes how to configure IP route summarization in IS-IS networks. 
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• The benefits of summarization:
- Reduced routing table size
- Reduced LSP traffic and protection from flapping routes
- Reduced memory requirements
- Reduced CPU usage

Level 1

Level 1

Lo 0

Lo 0

Level 2

10.1.10.1/32

10.2.10.1/32

router isis 1
summary-address 10.2.10.0 255.255.255.0 level-2

10.1.10.1/32
10.1.10.0/24

10.2.10.1/32

10.2.10.0/24

Summarizes 10.1.10.0/24 
into Level 2

Summarizes 10.2.10.0/24 
into Level 2

router isis 1
address-family ipv4 unicast
summary-prefix 10.1.10.0/24 level 2

 

Routing protocol scalability is a function of the appropriate use of route summarization. An IS 
can be configured to aggregate a range of IP addresses into a summary address, using the 
summary-address Cisco IOS and Cisco IOS XE router configuration command, or the 
summary-prefix Cisco IOS XR router address-family configuration command as shown in the 
figure. 

This command can be used on any router in an IS-IS network. The router summarizes IP routes 
into Level 1, Level 2, or both.  

The benefits of summarization are as follows: 

 Reduced routing table size 

 Reduced LSP traffic and protection from flapping routes 

 Reduced memory requirements 

 Reduced CPU usage 
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Verification of IS-IS 
This topic describes how to verify IS-IS implementations. 
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Display the parameters and current state of the active routing protocol 
processes.

RP/0/RSP0/CPU0:PE1#show protocols ipv4
IS-IS Router: 1

System Id: 0100.0100.1001 
IS Levels: level-1-2
Manual area address(es):

49.0001
Routing for area address(es):

49.0001
Non-stop forwarding: Disabled
Most recent startup mode: Cold Restart
Topologies supported by IS-IS:

IPv4 Unicast
Level-1

Metric style (generate/accept): Narrow/Narrow
Metric: 20
ISPF status: Disabled

Level-2
Metric style (generate/accept): Narrow/Narrow
Metric: 10
ISPF status: Disabled

No protocols redistributed
Distance: 115

Interfaces supported by IS-IS:
Loopback0 is running actively (active in configuration)
GigabitEthernet0/0/0/0 is running actively (active in configuration)
GigabitEthernet0/0/0/1 is running actively (active in configuration)

Level 1

Level 2

 

To verify the IS-IS configuration and IP functionality of the Integrated IS-IS network, use the 
show protocols ipv4 Cisco IOS XR command, or the show ip protocols Cisco IOS and Cisco 
IOS XE command. These commands display the active IP routing protocols, the interfaces on 
which they are active, and the networks for which they are routing. 

The example shows that interfaces GigabitEthernet 0/0/0/0, GigabitEthernet 0/0/0/1, and 
Loopback 0 are taking part in Integrated IS-IS, that the metric is different for Level-1 and 
Level-2 interfaces, that the default metric style is used, and that the default administrative 
distance of Integrated IS-IS is 115. 

The figure shows an output from a Cisco IOS XR router; similar output from a Cisco IOS and 
Cisco IOS XE router is displayed here: 

PE2#show ip protocols 
*** IP Routing is NSF aware *** 
 
Routing Protocol is "isis" 
  Outgoing update filter list for all interfaces is not set 
  Incoming update filter list for all interfaces is not set 
  Redistributing: isis 
  Address Summarization: 
    10.2.10.0/255.255.255.0 into level-2 
  Maximum path: 4 
  Routing for Networks: 
    Loopback0 
    GigabitEthernet0/0/0 
    GigabitEthernet0/0/1 
  Routing Information Sources: 
    Gateway         Distance      Last Update 
    10.1.10.1            115      01:59:01 
    10.2.10.1            115      00:11:38 
    10.1.1.1             115      00:11:38 
  Distance: (default is 115) 
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Display the current state of the routing table.

PE2#show ip route isis
< text omitted >

10.0.0.0/8 is variably subnetted, 6 subnets, 2 masks
i L2     10.1.1.1/32 

[115/22] via 192.168.112.10, 01:55:01, GigabitEthernet0/0/1
i L2     10.1.10.0/24 

[115/42] via 192.168.112.10, 00:42:22, GigabitEthernet0/0/1
i su     10.2.10.0/24 [115/20] via 0.0.0.0, 00:40:14, Null0
i L1     10.2.10.1/32 

[115/20] via 192.168.102.21, 02:05:13, GigabitEthernet0/0/0
i L2  192.168.101.0/24 

[115/32] via 192.168.112.10, 01:55:01, GigabitEthernet0/0/1

Level 1

RP/0/RSP0/CPU0:PE1#show route ipv4 isis
Fri May 19 05:14:00.183 UTC

i su 10.1.10.0/24 [115/30] via 0.0.0.0, 00:40:34, Null0
i L1 10.1.10.1/32 [115/30] via 192.168.101.11, 00:42:39, GigabitEthernet0/0/0/0
i L2 10.2.1.0/24 [115/24] via 192.168.112.20, 00:44:40, GigabitEthernet0/0/0/1
i L2 10.2.10.0/24 [115/32] via 192.168.112.20, 00:38:23, GigabitEthernet0/0/0/1
i L2 192.168.102.0/24 [115/22] via 192.168.112.20, 00:44:40, GigabitEthernet0/0/0/1

Level 1

Level 2

 

These sample outputs from the show route ipv4 isis Cisco IOS XR command, or show ip 
route isis Cisco IOS and Cisco IOS XE command show only the IS-IS routes. One route is 
from Level 1, as indicated by the i L1 tag, and the others are from Level 2, as indicated by the i 
L2 tag. The route that the router summarizes is indicated by the i su tag. 

By default, Integrated IS-IS uses an administrative distance of 115. The metric that is shown for 
each route is taken from the IS-IS cost to the destination. 
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Troubleshooting IS-IS Commands 
This topic describes show commands used to troubleshoot IS-IS operations.  
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RP/0/RSP0/CPU0:PE1#show isis interface brief 
IS-IS 1 Interfaces

Interface      All     Adjs    Adj Topos  Adv Topos  CLNS   MTU    Prio  
OK    L1   L2    Run/Cfg    Run/Cfg                L1   L2

----------------- --- --------- --------- --------- ---- ---- --------
Lo0                Yes    0    0      1/1        1/1     Up    1500    - -
Gi0/0/0/0          Yes    1    - 1/1        1/1     Up    1497   64    -
Gi0/0/0/1          Yes    - 1      1/1        1/1     Up    1497    - 64

RP/0/RSP0/CPU0:PE1#show isis neighbors 
IS-IS 1 neighbors:
System Id      Interface        SNPA           State Holdtime Type IETF-NSF
CE1            Gi0/0/0/0        e8b7.482c.a180 Up    7        L1   Capable 
PE2            Gi0/0/0/1        e8b7.48fb.5801 Up    7        L2   Capable 
Total neighbor count: 2

RP/0/RSP0/CPU0:PE1#show isis topology 
IS-IS 1 paths to IPv4 Unicast (Level-1) routers
System Id       Metric  Next-Hop        Interface       SNPA          
PE1             --
CE1             20      CE1             Gi0/0/0/0       e8b7.482c.a180

IS-IS 1 paths to IPv4 Unicast (Level-2) routers
System Id       Metric  Next-Hop        Interface       SNPA          
PE1             --
PE2             12      PE2             Gi0/0/0/1       e8b7.48fb.5801

Neighbor table

Topology table

IS-IS interfaces

RP/0/RSP0/CPU0:PE1#show isis database         
IS-IS 1 (Level-1) Link State Database
< text omitted >

Database table

 

You can use the show commands listed in the table to verify the router configuration and to 
troubleshoot the Integrated IS-IS network. 

Use the show Commands to Verify the Router Configuration 

Command Description 

show isis interface This Cisco IOS XR command displays the interfaces that are 
enabled for IS-IS. 

show isis neighbors This Cisco IOS, Cisco IOS XE, and Cisco IOS XR command 
displays the IS-IS neighbors that are recognized by the system. 

show isis topology This Cisco IOS, Cisco IOS XE, and Cisco IOS XR command 
displays the Level 1 and Level 2 topology tables, which show the 
least-cost IS-IS paths to the intermediate systems. 

show isis database This Cisco IOS, Cisco IOS XE, and Cisco IOS XR command 
displays the contents of the IS-IS LSDB. To force IS-IS to refresh its 
LSDB and recalculate all routes, issue the clear isis Cisco IOS and 
Cisco IOS XE command (an asterisk (*) can be used to clear all IS-
IS processes), or use the clear isis process Cisco IOS XR 
command. 
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The examples in the figure show outputs of Cisco IOS XR commands. 

This is an example of the show isis neighbors command that was taken from a Cisco IOS and 
Cisco IOS XE router: 

PE2#show isis neighbors 
 
System Id      Type Interface   IP Address      State Holdtime Circuit Id 
CE2            L1   Gi0/0/0     192.168.102.21  UP    25       PE2.02 
PE1            L2   Gi0/0/1     192.168.112.10  UP    26       PE2.03 

 

 
This is an example of the show isis topology command that was taken from a Cisco IOS and 
Cisco IOS XE router: 

PE2#show isis topology 
 
IS-IS TID 0 paths to level-1 routers 
System Id            Metric     Next-Hop            Interface   SNPA 
PE2                  -- 
CE2                  10         CE2                 Gi0/0/0     4055.3986.f968 
 
IS-IS TID 0 paths to level-2 routers 
System Id            Metric     Next-Hop            Interface   SNPA 
PE1                  12         PE1                 Gi0/0/1     4055.392e.c421 
PE2                  -- 

 

This is an example of the show isis database command that was taken from a Cisco IOS XR 
router: 

RP/0/RSP0/CPU0:PE1#show isis database 
Fri May 19 07:48:44.643 UTC 
 
IS-IS 1 (Level-1) Link State Database 
LSPID                 LSP Seq Num  LSP Checksum  LSP Holdtime  ATT/P/OL 
PE1.00-00           * 0x0000002a   0xb232        545             1/0/0 
CE1.00-00             0x00000028   0xa163        570             0/0/0 
CE1.01-00             0x00000024   0xd940        1177            0/0/0 
 
 Total Level-1 LSP count: 3     Local Level-1 LSP count: 1 
 
IS-IS 1 (Level-2) Link State Database 
LSPID                 LSP Seq Num  LSP Checksum  LSP Holdtime  ATT/P/OL 
PE1.00-00           * 0x0000002d   0xc56d        643             0/0/0 
PE2.00-00             0x00000030   0x80bd        570             0/0/0 
PE2.03-00             0x00000024   0x9be2        980             0/0/0 
 
 Total Level-2 LSP count: 3     Local Level-2 LSP count: 1 

 

This is an example of the show isis database command that was taken from a Cisco IOS and 
Cisco IOS XE router: 

PE2#show isis database 
 
IS-IS Level-1 Link State Database: 
LSPID                 LSP Seq Num  LSP Checksum  LSP Holdtime      ATT/P/OL 
PE2.00-00           * 0x0000002D   0xEEFA        1055              1/0/0 
PE2.02-00           * 0x00000023   0xC045        480               0/0/0 
CE2.00-00             0x00000029   0xAC54        534               0/0/0 
IS-IS Level-2 Link State Database: 
LSPID                 LSP Seq Num  LSP Checksum  LSP Holdtime      ATT/P/OL 
PE1.00-00             0x0000002D   0xC56D        674               0/0/0 
PE2.00-00           * 0x00000030   0x80BD        604               0/0/0 
PE2.03-00           * 0x00000024   0x9BE2        1014              0/0/0 
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Configuring IS-IS to support IPv6 
This topic describes how to configure IS-IS to support IPv6. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—3-14

Area 49.0001

Gi 0/0 Gi 0/0/0/0

ipv6 unicast-routing
!
interface Loopback0
ip router isis 
ipv6 address 2001:DB8:10:1:10::1/128
ipv6 enable
ipv6 router isis 
!
interface GigabitEthernet0/0
ip router isis 
ipv6 enable
ipv6 router isis 
!
router isis
net 49.0001.0100.0101.0001.00
address-family ipv6 unicast

Lo 0
Lo 0

Gi 0/0/0/1

CE1 PE1

1. Configure IS-IS 
and NET.

interface Loopback0
ipv6 address 2001:db8:10:1:1::1/128
ipv6 enable
!
interface GigabitEthernet0/0/0/0
ipv6 enable
!
interface GigabitEthernet0/0/0/1
ipv6 enable
!
router isis 1
net 49.0001.0100.0100.1001.00
address-family ipv6 unicast
single-topology
!
interface Loopback0
address-family ipv6 unicast
!
interface GigabitEthernet0/0/0/0
address-family ipv6 unicast
!
interface GigabitEthernet0/0/0/1
address-family ipv6 unicast

2. Configure generic IS-IS 
interface attributes.

2001:DB8:10:1:10::1/128 2001:DB8:10:1:1::1/128

4. Configure IS-IS router 
mode attributes.

5. Configure IS-IS IPv6 
specific attributes.

router isis
net 49.0001.0100.0101.0001.00

circuit-type 
authentication

distance
maximum-paths
default-information

3. Configure IS-IS on 
IPv6 interfaces.

 

Follow these steps to configure IS-IS for IPv6 support: 

Step 1 Configure the IS-IS routing process and specify the network entity title. 

Step 2 Configure generic IS-IS interface attributes using existing IS-IS commands (circuit-
type, authentication, and so on).  

Step 3 Configure IS-IS on interfaces. The interfaces must have the IPv6 protocol stack 
enabled, for example, having an IPv6 address assigned, or autoconfigured. 

Step 4 Configure IS-IS router mode attributes. The majority of IS-IS router mode 
commands are generic and apply to both IPv4 and IPv6. The Cisco IOS XR single-
topology router command is valid only in IPv6 submode. The command instructs 
IPv6 to use the single topology rather than the default configuration of a separate 
topology in the multitopology mode. 

Step 5 Configure IS-IS IPv6 specific attributes. IPv6 attributes are configured via the IPv6 
address family submode of the router mode. 

These IS-IS IPv6 Cisco IOS, IOS XE, and IOS XR commands and attributes are used under the 
address-family IPv6 submode, and are applied to the IPv6 routing table only: 

 distance: Sets the administrative distance of IS-IS IPv6. The default administrative 
distance for IS-IS is 115. 

 maximum-paths: Sets the maximum number of paths allowed for a route learned via IS-IS 
IPv6. The default number is four. 

 default-information originate: Configures origination of the IPv6 default route (::/0) by 
IS-IS. It is used in the same manner as the existing IPv4 default-information command. 
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Summary 
This topic summarizes the key points that were discussed in this lesson. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—3-15

• Integrated IS-IS routing for IP uses CLNS and therefore requires CLNS 
addresses and area planning.

• Integrated IS-IS requires planning the addresses, enabling the router, 
defining the router NET, and enabling the appropriate interfaces.

• You should optimize IS-IS by designating routers as Level 1 or Level 2 
routers. 

• Use BFD for IS-IS for fast detection of failed IS-IS neighbors.

• Use NSF for IS-IS on platforms with dual RPs to preserve forwarding of
packets during an RP switchover.

• Use route summarization to reduce routing table size and to reduce LSP 
traffic.

• You can use various show commands to verify IS-IS.

• You can use various show commands to troubleshoot IS-IS.

• Cisco IOS platforms use single-topology IS-IS by default, while Cisco
IOS XR platforms use multi-topology IS-IS by default.
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Module Summary 
This topic summarizes the key points that were discussed in this module. 

© 2012 Cisco and/or its affiliates. All rights reserved. SPROUTE v1.01—3-1

• IS-IS is a proven and extensible IP routing protocol that converges 
quickly and supports VLSM. Unlike IP addresses, CLNS addresses 
apply to entire nodes and not to interfaces. IS-IS runs directly on the 
data-link layer and does not use IP or CLNS as a network protocol.

• Even when IS-IS is installed to support IP exclusively, network devices 
must also be configured with NET addresses.  Using the default settings 
for IS-IS may result in the inefficient use of router and network resources 
and suboptimal routing.

 

Connectionless Network Service (CLNS) provides connectionless delivery of data. As a result, 
CLNS is the solution for unreliable delivery of data, similar to IP. Intermediate System to 
Intermediate System (IS-IS) operates in strictly CLNS terms, although Integrated IS-IS 
supports IP routing as well as CLNS. 
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Module Self-Check 
Use the questions here to review what you learned in this module. The correct answers and 
solutions are found in the Module Self-Check Answer Key. 

Q1) Which two protocols does Integrated IS-IS support? (Choose two.) (Source: 
Introducing IS-IS Routing) 

A) IP 
B) IPX 
C) OSI CLNS 
D) AppleTalk 

Q2) Which two options describe IS-IS? (Choose two.) (Source: Introducing IS-IS Routing) 

A) It is an IGP. 
B) It is an EGP. 
C) It is efficient in its use of network resources. 
D) It is an advanced distance vector routing protocol. 

Q3) Which two routing levels does IS-IS support? (Choose two.) (Source: Introducing IS-IS 
Routing) 

A) Level 1 for IP 
B) Level 1 for interarea routing 
C) Level 2 for interarea routing 
D) Level 2 for CLNS 
E) Level 0 for interdomain routing 
F) Level 1 for intra-area routing 
G) Level 2 for intra-area routing 

Q4) Which two options are the responsibility of IS-IS? (Choose two.) (Source: Introducing 
IS-IS Routing) 

A) Level 0 routing 
B) Level 1 routing 
C) Level 2 routing 
D) Level 3 routing 

Q5) Routing between areas is described as _____. (Source: Introducing IS-IS Routing) 

A) Level 0 routing 
B) Level 1 routing 
C) Level 2 routing 
D) Level 3 routing 
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Q6) Check the characteristics that can be attributed to IS-IS and those that can be attributed 
to OSPF. Some characteristics may apply to both. (Source: Introducing IS-IS Routing) 

 IS-IS OSPF 

Link-state protocol   

Fast convergence   

Supports VLSM   

More extensible   

Documentation and experienced 
engineers are easy to find 

  

Most customized to IP   

Metrics scale automatically   

Q7) Level 2 routing is responsible for which task? (Source: Introducing IS-IS Routing) 

A) exchanging information about paths between areas 
B) building topology of end systems and intermediate systems in areas 
C) using ES-IS to learn prefix information 
D) CLNP routing 

Q8) A good IS-IS design features which two properties? (Choose two.) (Source: 
Introducing IS-IS Routing) 

A) CLNS addresses confined to Level 1 
B) a summarizable address plan 
C) a two-level hierarchy 
D) routers with minimal memory and CPU 

Q9) Which two options describe the advantages of IS-IS over OSPF? (Choose two.) 
(Source: Introducing IS-IS Routing) 

A) better support from the IETF 
B) more documentation and support 
C) ubiquitously implemented 
D) support for CLNS 
E) more extensible 
F) faster convergence 

Q10) Put the parts of an NSAP address in the correct order. (Source: Introducing IS-IS 
Routing) 

A) system ID 
B) HO-DSP 
C) AFI 
D) NSEL 
E) IDI 

Q11) Which component does a NET address identify? (Source: Introducing IS-IS Routing) 

A) interface 
B) device 
C) process 
D) protocol 
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Q12) Which characteristic describes a NET? (Source: Introducing IS-IS Routing) 

A) always has an AFI of 49 
B) always has a 3-byte HO-DSP 
C) always has an NSEL of 00 
D) is never assigned to a router 

Q13) Which prefix does private AFI use? (Source: Introducing IS-IS Routing) 

A) 49.0001 
B) 37 
C) 47 
D) 49 
E) 37.1921 

Q14) Which term describes an NSAP address? (Source: Introducing IS-IS Routing) 

A) NSCAR address 
B) CLNS address 
C) protocol-specific port 
D) replacement for BGP 

Q15) Which two statements about CLNS are true? (Choose two.) (Source: Introducing IS-IS 
Routing) 

A) Within an area, all system IDs must be unique. 
B) Within an area, all area addresses (AFI, IDI, HO-DSP) must be identical. 
C) Within an area, AFI and IDI must be identical, but HO-DSP may vary. 
D) Within an area, all IP addresses must be in the same classful network. 

Q16) Which three options are requirements for system ID inside a NET address? (Choose 
three.) (Source: Introducing IS-IS Routing) 

A) must be 8 bytes 
B) must be unique in an area 
C) must be classless 
D) must be unique within Level 2 routers in a routing domain 
E) must be 6 bytes on a Cisco router 

Q17) With OSI routing, a Level 1-2 router should compare the destination area address to its 
own area address, and if they are _____ (Choose two.) (Source: Introducing IS-IS 
Routing) 

A) the same, route at Level 1. 
B) different, route at Level 1. 
C) the same, route at Level 2. 
D) different, route at Level 2. 

Q18) Route leaking allows Level 1 information to be leaked into Level 2. (Source: 
Introducing IS-IS Routing) 

A) true 
B) false 

Q19) Adjacencies are formed in IS-IS between _____. (Choose two.) (Source: Introducing 
IS-IS Routing) 

A) intermediate systems in the same area 
B) pseudonodes 
C) two intermediate systems doing routing at the same level (Level 1 or Level 2) 
D) interfaces on a broadcast network 
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Q20) How are IS-IS PDUs transported? (Source: Introducing IS-IS Routing) 

A) within IP packets 
B) within CLNS packets 
C) directly within frames 
D) reliably using TCP 

Q21) What are the four types of IS-IS PDUs? (Choose four.) (Source: Introducing IS-IS 
Routing) 

A) hello 
B) SNAP 
C) LSP 
D) PSNP 
E) CSNP 
F) IP/IPX 
G) OSPF 

Q22) What does TLV stand for? (Source: Introducing IS-IS Routing) 

A) time, level, value 
B) text, level, volume 
C) time, length, volume 
D) type, length, value 

Q23) Which three topology types are supported by IS-IS? (Choose three.) (Source: 
Introducing IS-IS Routing) 

A) broadcast for LAN links 
B) broadcast for multipoint WAN links 
C) stub for networks with a single exit 
D) point-to-point for LAN links 
E) point-to-point for point-to-point WAN links 
F) NBMA for WAN links 

Q24) How does IS-IS manage DIS failures? (Source: Introducing IS-IS Routing) 

A) The backup intermediate system asserts itself as the new DIS. 
B) The failure is recognized quickly and a new DIS is elected.  
C) The network reverts to general topology, and every intermediate system forms 

an adjacency with every other intermediate system. 
D) It does not. The DIS must be restored quickly to prevent communication 

problems. 

Q25) What is the function of CSNPs? (Source: Introducing IS-IS Routing) 

A) to request a missing LSP 
B) to acknowledge an LSP 
C) to provide alerts 
D) to maintain LSDB synchronization 

Q26) Which address component is used to identify the router in an IS-IS environment? 
(Source: Introducing IS-IS Routing) 

A) SNPA 
B) NRLI 
C) NET 
D) system number 
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Q27) Which two network representations are supported by IS-IS? (Choose two.) (Source: 
Introducing IS-IS Routing) 

A) broadcast 
B) NBMA 
C) stub 
D) point-to-point 
E) NSSA 

Q28) Which communication method is used by devices in two Level 1 areas? (Source: 
Introducing IS-IS Routing) 

A) using a tunnel 
B) on broadcast multiaccess networks 
C) through Level 2 
D) using PDUs 

Q29) What does the network entity title identify in IP networks? (Source: Introducing IS-IS 
Routing) 

A) a router interface 
B) a router process 
C) a router 
D) a subnet 

Q30) A Level 1-2 intermediate system with the NET 49.000A.0000.0C12.3456.00 receives 
traffic going to 49.001A.0000.0C78.9AB.00. Which table does it use to route the 
traffic? (Source: Introducing IS-IS Routing) 

A) IS-IS topology 
B) Level 1 routing table 
C) Level 2 routing table 
D) CLNS routing table 

Q31) Which address or addresses does Integrated IS-IS require? (Source: Introducing IS-IS 
Routing) 

A) IP address to use as router ID 
B) IP addresses on interfaces 
C) CLNS address to identify the device 
D) CLNS addresses on interfaces 

Q32) Which two characteristics about Dijkstra calculations in IS-IS are true? (Choose two.) 
(Source: Introducing IS-IS Routing) 

A) perform on separate Level 1 and Level 2 databases 
B) perform on TLV 
C) use shortest path—lowest sum of link metrics 
D) can be disabled 

Q33) Routing from 49.BAD1.1921.6800.0111.00 to 49.BAD7.1921.6800.0112.00 takes 
place at what level? (Source: Introducing IS-IS Routing) 

A) Level 1 
B) Level 2 
C) not enough information to determine 
D) routing not possible between these networks 
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Q34) What is the default IS-IS metric for GigabitEthernet interfaces? (Source: Introducing 
IS-IS Routing 

A) 10 
B) 16 
C) 83 
D) 100 

Q35) IP routing scalability is achieved by _____. (Source: Introducing IS-IS Routing) 

A) NET assignment 
B) route summarization 
C) controlling ES-IS 
D) limiting IS-IS resynchronization issues 

Q36) Which Cisco IOS XR command displays the IS-IS routes in the routing table? (Source: 
Implementing Integrated IS-IS Routing) 

A) show clns route 
B) show ip neighbor 
C) show isis route 
D) show which-route 
E) show route ipv4 isis 

Q37) Which Cisco IOS XR command provides a list of all IS-IS areas known to a router? 
(Source: Implementing Integrated IS-IS Routing) 

A) show clns route 
B) show ip route 
C) show which-route 
D) show isis topology 

Q38) Which Cisco IOS/IOS XE command reveals the redistribution processes in IS-IS? 
(Source: Implementing Integrated IS-IS Routing) 

A) show ip protocols 
B) show clns interface 
C) show isis route 
D) show isis database 

Q39) Which Cisco IOS XR command would you use to view the router interfaces that are 
currently running IS-IS? (Source: Implementing Integrated IS-IS Routing) 

A) show clns protocol 
B) show isis interface brief 
C) show isis route 
D) show isis database 

Q40) Place the IS-IS configuration steps in the correct order. (Source: Implementing 
Integrated IS-IS Routing) 

A) _____ configure NET 
B) _____ enable IS-IS on the router 
C) _____ enable IS-IS on the interfaces 
D) _____ define areas and addressing 
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Q41) The router identifies which interfaces participate in IS-IS routing by the _____. 
(Source: Implementing Integrated IS-IS Routing) 

A) network command 
B) NET that is configured for each interface 
C) ip router isis command 
D) NET that is configured for each router 

Q42) IS-IS summarization allows you to _____. (Source: Implementing Integrated IS-IS 
Routing) 

A) summarize the list of NETs 
B) summarize the area address 
C) summarize a set of IP addresses into a less specific address 
D) enumerate the intermediate system and end system neighbors 

Q43) Which Cisco IOS/IOS XE command shows the sources of Integrated IS-IS routing 
information? (Source: Implementing Integrated IS-IS Routing) 

A) show ip protocols 
B) show clns protocols 
C) show ip route isis 
D) show ip route 

Q44) What is the default IS-IS routing level of a Cisco router? (Source: Implementing 
Integrated IS-IS Routing) 

A) 0 
B) Level 1 
C) Level 2 
D) 3 
E) Level 1-2 

Q45) A NET address is required to configure Integrated IS-IS for routing IP only. (Source: 
Implementing Integrated IS-IS Routing) 

A) true 
B) false 

Q46) To configure IS-IS on an interface, which Cisco IOS/IOS XE command must be 
executed from interface configuration mode? (Source: Implementing Integrated IS-IS 
Routing) 

A) router isis 
B) isis interface 
C) ip router isis 
D) is-type level-1 

Q47) What is the default IS-IS metric for GigabitEthernet interfaces? (Source: Implementing 
Integrated IS-IS Routing) 

A) 10 
B) 16 
C) 83 
D) 100 
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Module Self-Check Answer Key 
Q1) A, C 

Q2) A, C 

Q3) C, F 

Q4) B, C 

Q5) C 

Q6)  

 IS-IS OSPF 

Link-state protocol x x 

Fast convergence x x 

Supports VLSM x x 

More extensible x  

Documentation and experienced 
engineers easy to find 

 x 

Most customized to IP  x 

Metrics scale automatically  x 

Q7) A 

Q8) B, C 

Q9) D, E 

Q10) 1 = C, 2 = E, 3 = B, 4 = A, 5 = D 

Q11) B 

Q12) C 

Q13) D 

Q14) B 

Q15) A, B 

Q16) B, D, E 

Q17) A, D 

Q18) B 

Q19) A, C 

Q20) C 

Q21) A, C, D, E 

Q22) D 

Q23) A, B, E 

Q24) B 

Q25) D 

Q26) C 

Q27) A, D 

Q28) C 

Q29) C 

Q30) C 

Q31) C 
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Q32) A, C 

Q33) B 

Q34) A 

Q35) B 

Q36) E 

Q37) D 

Q38) A 

Q39) B 

Q40) 1 = D, 2 = B, 3 = A, 4 = C 

Q41) C 

Q42) C 

Q43) A 

Q44) E 

Q45) A 

Q46) C 

Q47) A 
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