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Preface

Nowadays, information security is a hot topic all over the news and the internet. We
hear almost every day about web page defacement, data leaks of millions of user
accounts and passwords or credit card numbers from websites, and identity theft on
social networks. Terms such as cyberattack, cybercrime, hacker, and even cyberwar are
becoming part of the daily lexicon in the media.

All this exposure to information security subjects and the very real need to protect both
sensitive data and their reputations has made organizations more aware of the need to
know where their systems are vulnerable, especially ones that are accessible to the
world through the internet, how they could be attacked, and what the consequences
would be in terms of information lost or systems being compromised if an attack were

successful. Also, much more importantly, how to fix those vulnerabilities and minimize
the risks.

The task of detecting vulnerabilities and discovering their impact on organizations can
be addressed with penetration testing., A penetration test is an attack, or attacks, made by
a trained security professional who uses the same techniques and tools real hackers use,
to discover all of the possible weak spots in an organization's systems. Those weak
spots are then exploited and the impact is measured. When the test is finished, the
penetration tester reports all of their findings and suggests how future damage could be
prevented.

In this book, we follow the whole path of a web application penetration test and, in the
form of easy-to-follow, step-by-step recipes, show how the vulnerabilities in web
applications and web servers can be discovered, exploited, and fixed.
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Who this book is for

We have tried to write this book with many kinds of readers in mind. Firstly, computer
science students, developers, and systems administrators who want to take their
information security knowledge one step further or want to pursue a career in the field
will find some very easy-to-follow recipes here that will allow them to perform their
first penetration test in their own testing laboratory, and will also give them the basis
and tools to continue practicing and learning.

Application developers and systems administrators will also learn how attackers
behave in the real world, what steps can be followed to build more secure applications
and systems, and how to detect malicious behavior.

Finally, seasoned security professionals will find some intermediate and advanced
exploitation techniques, and ideas on how to combine two or more vulnerabilities in
order to perform a more sophisticated attack.
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What this book covers

chapter 1, Setting up Kali Linux and the Testing Lab, takes the reader through the
process of configuring and updating the system. The installation of virtualization
software 1s also covered, including the configuration of the virtual machines that will
compose our penetration testing lab.

chapter 2, Reconnaissance, allows the reader to put into practice some information-
gathering techniques in order to gain intelligence about the system to be tested, the
software installed on it, and how the target web application is built.

cnapter 3, Using Proxies, Crawlers, and Spiders, guides the reader on how to use these
tools, which are a must in every analysis of a web application, be it a functional one or
a more security-focused one, such as a penetration test.

chapter 4, lesting Authentication and Session Management, focuses on identifying and
exploiting vulnerabilities commonly found in the mechanisms used by web applications
to verify the identity of users and the authenticity of their actions.

cnapter 5, Cross-Site Scripting and Client-Side Attacks, introduces the reader to one of
the most common and severe security flaws in web applications, Cross-Site Scripting,
and other attacks that have other users as targets instead of the application itself.

chapter 6, Exploiting Injection Vulnerabilities, covers several ways in which
applications' functionalities may be abused to execute arbitrary code of different
languages and systems, such as SQL and XML, among others, on the server side.

cnapter 7, Exploiting Platform Vulnerabilities, goes one step further in the analysis and
exploitation of vulnerabilities by looking into the platform that supports the application.
Vulnerabilities in the web server, operating systems, and development frameworks are

covered in this chapter.

chapter 8, Using Automated Scanners, covers a very important aspect of the discovery of
vulnerabilities, the use of tools specially designed to automatically find security flaws
in web applications: automated vulnerability scanners.

cnapter 9, Bypassing Basic Security Controls, moves on to the advanced topic of
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evasion and bypassing measures that are not properly implemented by developers when
attempting to mitigate or fix vulnerabilities, leaving the application still open to attacks,
although more complex ones.

cnapter 10, Mitigation of OWASP Top 10 Vulnerabilities, covers the topic of
organizations hiring penetration testers to attack their servers and applications with the
goal of knowing what's wrong in order to know what they should fix and how. The
chapter covers that area of penetration testing by giving simple and direct guidelines on
what to do to fix and prevent the most critical web application vulnerabilities according
to Open Web Application Security Project (OWASP).
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To get the most out of this book

To successfully follow all of the recipes in this book, the reader is recommended to
have a basic understanding of the following topics:

Linux OS installation

Unix/Linux command-line usage
HTML language

PHP web application programming

The only hardware necessary is a personal computer, preferably with Kali Linux 2.0
installed, although it may have any other operating system capable of running VirtualBox
or other virtualization software. As for specifications, the recommended setup is:

Intel 15, 17, or a similar CPU
500 GB on the hard drive

8 GB on RAM

An internet connection
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Download the example code files

You can download the example code files for this book from your account at www.packtpus.
com. If you purchased this book elsewhere, you can visit www.packtpun. con/support and
register to have the files emailed directly to you.

You can download the code files by following these steps:

1. I_Dg 1n or register at www.packtpub.com.
2. Select the SUPPORT tab.
3. Click on Code Downloads & Errata.

4. Enter the name of the book in the Search box and follow the onscreen instructions.

Once the file 1s downloaded, please make sure that you unzip or extract the folder using
the latest version of:

e WinRAR/7-Zip for Windows
o Zipeg/iZip/UnRarX for Mac
e 7-Zip/PeaZip for Linux

The code bundle for the book is also hosted on GitHub at nttps://github. com/pPacktPublishing
/Kali-Linux-Web-Penetration-Testing-Cookbook-Second-Edition. In case there's an update to the
code, it will be updated on the existing GitHub repository.

We also have other code bundles from our rich catalog of books and videos available
at https://github.com/PacktPublishing/. CheCk them out!
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Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in
this book. You can download it here: https://www.packtpub.com/sites/default/files/downloads/Ka

liLinuxWebPenetrationTestingCookbookSecondEdition ColorImages.pdf.
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Conventions used

There are a number of text conventions used throughout this book.

coderntext: INdicates code words in text, database table names, folder names, filenames,
file extensions, pathnames, dummy URLSs, user input, and Twitter handles. Here is an
example: "Let's test the communication; we are going to ping vm_ 1 from our Kali Linux."

A block of code is set as follows:

<html>

<script>

function submit form/()

{
document.getElementById('forml"') .submit () ;

}
</script>

When we wish to draw your attention to a particular part of a code block, the relevant
lines or items are set in bold:

<html>

<script>

function submit form/()

{
document.getElementById('forml') .submit() ;
}

</script>

Any command-line input or output is written as follows:

|# sudo apt-get update

Bold: Indicates a new term, an important word, or words that you see onscreen. For
example, words in menus or dialog boxes appear in the text like this. Here is an
example: "Select System info from the Administration panel."

0 Warnings or important notes appear like this.

9 Tips and tricks appear like this.
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Sections

In this book, you will find several headings that appear frequently (Getting ready, How
todoit..., How it works..., There's more..., and See also).

To give clear instructions on how to complete a recipe, use these sections as follows:
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Getting ready

This section tells you what to expect in the recipe and describes how to set up any
software or any preliminary settings required for the recipe.
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How to do it...

This section contains the steps required to follow the recipe.
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How it works...

This section usually consists of a detailed explanation of what happened in the previous
section.
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There's more...

This section consists of additional information about the recipe in order to make you
more knowledgeable about the recipe.
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See also

This section provides helpful links to other useful information for the recipe.
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Get in touch

Feedback from our readers is always welcome.

General feedback: Email feeavackepacktpun.com and mention the book title in the subject
of your message. If you have questions about any aspect of this book, please email us at

questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content,
mistakes do happen. If you have found a mistake in this book, we would be grateful if
you would report this to us. Please visit wiw.packtpuo.com/submi t-errata, selecting your
book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the internet,
we would be grateful if you would provide us with the location address or website
name. Please contact us at copyrightepacktpub.com With a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise
in and you are interested in either writing or contributing to a book, please visit authors.p

acktpub.com.
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Reviews

Please leave a review. Once you have read and used this book, why not leave a review
on the site that you purchased it from? Potential readers can then see and use your
unbiased opinion to make purchase decisions, we at Packt can understand what you
think about our products, and our authors can see your feedback on their book. Thank
you!

For more information about Packt, please visit packtpub. con.
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Disclaimer

The information within this book is intended to be used only in an ethical manner. Do
not use any information from the book if you do not have written permission from the
owner of the equipment. If you performillegal actions, you are likely to be arrested and
prosecuted to the full extent of the law. Packt Publishing does not take any responsibility
if you misuse any of the information contained within the book. The information herein
must only be used while testing environments with proper written authorizations from
appropriate persons responsible.
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Setting Up Kali Linux and the Testing
Lab

In this chapter, we will cover:

Installing VirtualBox on Windows and Linux

Creating a Kali Linux virtual machine

Updating and upgrading Kali Linux

Configuring the web browser for penetration testing

Creating a vulnerable virtual machine

Creating a client virtual machine

Configuring virtual machines for correct communication

Getting to know web applications on a vulnerable virtual machine
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Introduction

In this first chapter, we will cover how to prepare our Kali Linux installation to be able
to follow all the recipes in the book and set up a laboratory with vulnerable web
applications using virtual machines.
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Installing VirtualBox on Windows and
Linux

Virtualization is, perhaps, the most convenient tool when it comes to setting up testing
laboratories or experimenting with different operating systems, since it allows us to run
multiple virtual computers inside our own without the need for any additional hardware.

Throughout this book, we will use VirtualBox as a virtualization platform to create our
testing targets as well as our Kali Linux attacking machine.

In this first recipe, we will show you how to install VirtualBox on Windows and on any
Debian-based GNU/Linux operating system (for example, Ubuntu).

It is not necessary for the reader to install both operating systems. The fact that this recipe shows
both options is for the sake of completion.
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Getting ready

If we are using Linux as a base operating system, we will need to update our software
repository's information before installing anything on it. Open a Terminal and issue the

following command:

|# sudo apt-get update
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How to do it...

The following steps need to be performed for installing Virtual Box:

1. To install VirtualBox in any Debian-based Linux VirtualBox, we can just open a
Terminal and enter the following command:

| # sudo apt-get install virtualbox

2. After the installation finishes, we will find VirtualBox in the menu by navigating
to Applications | Accessories | VirtualBox. Alternatively, we can call it from a
Terminal:

| # virtualbox

0 If you are using a Windows machine as a base system, skip to step 3.

3. In Windows, we need to download the VirtualBox installer from nttps://www.virtualo

ox.org/wiki/Downloads

[
. lﬂ Downloads — Qrade YM VirtualBox X -ﬁ- Options X | +

&« = C @ ‘ (0 @ https://waww.virtualbox.org/wiki/Downloads
o) ovening Virtulbor 525 121005 Winexe ST
‘fou have chosen to open:
Here yo
About » | VirtualBox-5.2.8-121009-Win.exe
Screenshots Virtu. whichis: Binary File (108 MB)
from: https://download. virtualbox.org
Downloads :
By dowr  would you like to save this file? Ctive
Documentation
If you're Save File Cancel by G.1
End-user docs
Technical docs VirtualBox 5.2.8 platform packages
Contribute ¢ =r\Windows hosts

4. Once the file is downloaded we open it and start the installation process.
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5. Inthe first dialog box, click Next and follow the installation process.
6. We may be asked about installing network adapters from the Oracle corporation;

we need to install these for the network in the virtual machines to work properly:

fid Oracle VM VirtualBox 5.2.8 Setup

Oracle VM VirtualBox 5.2.8

Would you like to install this device software?

-~ MName: Oracle Corporation Network adapters
_&,‘ Publisher: Oracle Corporation

[T Always trust software from "Orade Corporation”.

Install

=101 x|

X

Don't Install

I,EJ You should only install driver software from publishers you trust, How can [ decide

which device software is safe to install?

Version 5.2.8 < Back

[ext =

Cancel

7. After the installation finishes, we just open VirtualBox from the menu:
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T Oracle VM VirtualBox Manager =10l x|

File Machine Help

* B @ > - il -

Mew Settings Discard Start. Machine Tools Global Tools

Welcome to VirtualBox!

The left part of this window lists all virtual machines and

virtual machine groups on your computer, The list is _‘
empty now because you haven't created any virtual

machines yet. vqi‘ F
In order to create a new virtual machine, press the New |
button in the main tool bar located at the top of the
window.

You can press the F1 key to getinstant help, or visit

wwwy, virtualbox. org for more information and latest
news.

EZ

8. Now we have VirtualBox running and we are ready to set up the virtual machines
to make our own testing laboratory.
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How it works...

VirtualBox will allow us to run multiple machines inside our computer through
virtualization. With this, we can mount a full laboratory with different computers using
different operating systems and run them in parallel as far as the memory resources and
processing power of our host allow us to.
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There's more...

The VirtualBox extension pack gives the VirtualBox's virtual machine extra features,
such as USB 2.0/3.0 support and remote desktop capabilities. It can be downloaded
from neeps://www. virtualbox.org/wiki/pownloads. After it 1s downloaded, just double-click on
it and VirtualBox will do the rest.
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See also

There are some other virtualization options out there. If you don't feel comfortable using
Virtual Box, you may want to try the following:

VMware Player/Workstation

QEMU

Xen

Kernel-based Virtual Machine (KVM)
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Creating a Kali Linux virtual machine

Kali 1s a GNU/Linux distribution built by Offensive Security that is focused on security
and penetration testing. It comes with a multitude of tools preinstalled, including the
most popular open source tools used by security professionals for reverse engineering,
penetration testing, and forensic analysis.

We will use Kali Linux throughout this book as our attacking platform and we will
create a virtual machine from scratch and install Kali Linux in it in this recipe.
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Getting ready

Kali Linux can be obtained from its official download page nttps://www.xa1i.org/downicads/.
For this recipe, we will use the 64-bit image (the first option on the page).
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How to do it...

The process of creating a virtual machine in VirtualBox is pretty straightforward; let's
look at this and perform the following steps:

1. To create a new virtual machine in VirtualBox, we can use the main menu, Machine
| New, or click the New button.

2. New dialog will pop up; here, we choose a name for our virtual machine, the type,
and the version of the operating system:

Create Virtual Machine

Name and operating system

Please choose a descriptive name far the new virtua
machine and select the type of operating system you intend
to install an it. The name you choose will be used
throughout VirtualBox to identify this machine

Mame: |Kali Linux 2018.1

- =
Type: |Linux v @
Version: |Debian (64-bit) v
Expert Mode Next = Cance

3. Next, we are asked about the memory size for this virtual machine. Kali Linux
requires a minimum of 1 GB; we will set 2 GB for our virtual machine. This value
depends on the resources of your system.

4. We click Next and get to the hard disk setup. Select Create a virtual hard disk now
and click Create for VirtualBox to create a new virtual disk file in our host
filesystem:
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® Create Virtual Machine

Hard disk

If you wish you can add a virtual hard disk to the new
one from the list or from another location using the folder
con.

If you need a more complex storage set-up you can skip this
step and make the changes to the machine settings once
the machine is created

The recommended size of the hard disk is 8.00 GB.

Do not add a virtual hard disk
o) iCreate a virtual hard disk now!

Use an existing virtual hard disk file

< Back Create Cancel

5. On the next screen, select these options:

e Dynamically allocated: This means the disk image for this virtual machine
will be growing in size (in fact, it will be adding new virtual disk files) when
we add or edit files in the virtual system.

e For Hard disk file type, pick VDI (VirtualBox Disk Image) and click Next.

e Next, we need to select where the files will be stored in our host filesystem
and the maximum size they will have; this is the storage capacity for the
virtual operating system. We leave the default location alone and select a 3s.36
cs size. This depends on your base machine's resources, but should be at least
20 GB in order to install the requisite tools. Now, click on Create:
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Create Virtual Hard Disk

File location and size
Please type the name of the new virtual hard disk file into the box below or
click an the folder icon to select a different folder to create the file in.
Kali Linux 2018.1 E
Select the size of the virtual hard disk in megabytes. This size is the limit on
the amount of file data that a v||rl al machine will be able to store on the
hard disk.
; % : 35.36 GB
400 MB 2.00TB
< Back Create Cancel

6. Once the virtual machine is created, select it and click Settings, and then go to
Storage and select the CD icon under Controller: IDE. In the Attributes panel, click
on the CD icon and select Choose Virtual Optical Disk File and browse to the Kali
image downloaded from the official page. Then click OK:
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Kali Linux 2018.1 - Settings

W General Storage
aystem Storage Tree Attributes
Display & Controller: IDE Optical Drive: |IDE Secondary Master |v|&M

® kali-linux-2018.1-amd64.iso Live CD/DVD

o @ Controller: SATA :

Audio - Information

& Kali Linux 2018.1 vd

\ LG ype: Image

Network e Ay
Size: 2.82 GB

Location: /home/gilberto/Descargas/kali-.

USB Attached to: -

Serial Ports

Shared Folders

O Db $ S Y

User Interface

Help Cancel 0K

7. We have created a virtual machine, but we still need to install the operating system.
Start the virtual machine and it will boot using the Kali image we configured as the
virtual CD/DVD. Use the arrows to select Graphical install and hit Enter:
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x - O Kali Linux 2018.1 [Running] - Oracle VM VirtualBox

File  Machine View Input Devices Help

KAL

“the quieter you become, the more you are able to hear”

Boot menu

Live (amd64)

Live (amdb4 failsafe)

Live (forensic mode)

Live USB Persistence (check kali.org-prst)
Live USB Encrypted Persistence (check kali.org/prst)
Install

Graphical install

Install with speech synthesis

Advanced options

BeOF 0™ E D@ E Right Crl

8. We are starting the installation process. On the next screens, select the language,
keyboard distribution, hostname, and domain for the system.

9. After that, you will be asked for a Root password; root is the administrative, all-
powerful user in Unix-based systems and, in Kali, it is the default login account.
Set a password, confirm it, and click Continue:
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KALI

BY QFFENSIVE SECURITY

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to quess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo’
command.

Note that you will not be able to see the password as you type it.
Roat password:

00000000

[ | Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

00000000

[ | Show Password in Clear

Screenshot [ Go Back \ Continue

10. Next, we need to select the time zone, followed by configuration of the hard disk;
we will use guided setup using the entire disk:
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KALI

BY QFFENSIVE SECURITY

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method!

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Screenshot [ Go Back ‘ Continue
: R :
11.

Select the disk on which you want to install the system (there should only be one).
12.

The next step is to select the partitioning options; we will use All files in one
partition.

13. Next, we need to confirm the setup by selecting Finish partitioning and write
changes to disk and clicking Continue. Then select Yes to write the changes and

Continue again on the next screen. This will start the installation process:
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KALI

BY OFFENSIVE SECURITY

Partition disks

If you continue, the changes listed below will be written to the disks. Otherwise, you will be able to make
further changes manually.

The partition tables of the following devices are changed:
5CS13(0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext4
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?

..............

..............

| Screenshot |

14. When the installation is finished, the installer will ask you to configure the package
manager. Answer Yes to Use a network mirror and set up your proxy configuration;
leave it blank if you don't use a proxy to connect to the internet.

15. The final step is to configure the GRUB loader: just answer Yes and, on the next
screen, select the hard disk from the list. Then, click Continue and the installation
will be complete.

16. Click Continue in the Installation complete window to restart the VM.

17. When the VM restarts, it will ask for a username; type roor and hit Enter. Then
enter the password you set for the root user to log in. Now we have Kali Linux
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installed.

https://t.me/learningnets
Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

How it works...

In this recipe, we created our first virtual machine in VirtualBox, set the reserved
amount of memory our base operating system will share with it, and created a new
virtual hard disk file for the VM to use and set the maximum size. We also configured
the VM to start with a CD/DVD image and, from there, installed Kali Linux the same
way we would install it on a physical computer.

To install Kali Linux, we used the graphical installer and selected guided disk
partitioning, this is, when we install an operating system, especially a Unix-based one,
we need to define which parts of the system are installed (or mounted) in which
partitions of the hard disk; luckily for us, Kali Linux's installation can take care of that
and we only need to select the hard disk and confirm the proposed partitioning. We also
configured Kali to use the network repositories for the package manager. This will
allow us to install and update software from the internet and keep our system up to date.
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There's more...

There are different (and easier) ways to get Kali Linux running in a virtual machine. For
example, there are pre-built virtual machine images available to download from the
Offensive Security site: nttps://www.offensive-security.com/kali-1inux-vm-vmware-virtualbox-hyper
v-image-download/. We chose this method as it involves the complete process of creating a
virtual machine and installing Kali Linux from scratch.
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Updating and upgrading Kali Linux

Before we start testing the security of our web application, we need to be sure that we
have all the necessary up-to-date tools. This recipe covers the basic task of maintaining
the most up-to-date Kali Linux tools and their most recent versions. We will also install
the web applications testing meta-package.
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How to do it...

Once you have a working instance of Kali Linux up and running, perform the following
steps:

1. Login as a root on Kali Linux; and open a Terminal.

2. Run the apt-get upaate command. This will download the updated list of packages
(applications and tools) that are available to install:

000

root@kali: ~
File Edit View Search Terminal Help

:~# apt-get update

http://kali.mirror.garr.it/mirrors/kali -rolling InRel [30.5 kB]

http://kali.
http://kali.
http://kali.
http://kali.
http://kali.
http://kali.
http://kali.
http://kali.
http://kali.
http://kali.
http://kali.
http://kali.

3l
7
s 2
- %
471
2
v
s 2
2
2
2
:2
)

)

— P

mirror.
mirror.
mirror.

mirror
mirror

mirror

garr.
garr.
garr.

.garr.
.garr.
mirror.
mirror.
mirror.
mirror.
mirror.

garr.
garr.
garr.
garr.
garr.

.garr.
mirror.
2 Packages 6,381 kB/16.0 MB 40%]

garr.

it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali
it/mirrors/kali

-rolling/main
-rolling/main
-rolling/main
-rolling/main
-rolling/main
-rolling/main
-rolling/main
-rolling/main
-rolling/main
-rolling/main
-rolling/main
-rolling/main

amdé4
amd64
amd64
amd64
amd64
amd64
amd64
amd64
amd64
amd64
amd64
amdé4

Packages
Packages
Packages
Packages
Packages
Packages
Packages
Packages
Packages
Packages
Packages

[16.€
[16.€
[16.€
[16.€
[16.€
[16.€
[16.€
[16.€
[16.€
[16.€
[16.¢
Packages [16.€

MB]
MB]
MB]
MB]
MB]
MB]
MB]
MB]
MB]
MB]
MB]
MB]

2,988 PB/s @s

3. Once the update is finished, run the apt-get fu11-upgrade command to update the
system to the latest version:
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:~# apt-get full-upgrade

Reading package lists... Done

Building dependency tree

Reading state information... Done

Calculating upgrade... Done

The following packages were automatically installed and are no longer required:
girl.2-mutter-1 girl.2-networkmanager-1.0 girl.2-nmgtk-1.0
gnome-themes-standard keepnote libchamplain-©0.12-0 libcharlsl
libdigest-md5-file-perl 1ibdns169 libfabricl libfreerdp-cachel.l
libfreerdp-clientl.1 libfreerdp-codecl.1 libfreerdp-commonl.1.0
libfreerdp-corel.1l libfreerdp-cryptol.l libfreerdp-gdil.1
libfreerdp-localel.l libfreerdp-primitivesl.1l libfreerdp-utilsl.1l
libgcr-3-common libgdcm2.8 libgl2psl.4 libgnome-desktop-3-12 libgweather-3-6
libhdf5-openmpi-100 libhttp-server-simple-perl libisc166 libjs-excanvas
liblept5 libmagickcore-6.ql6-3 libmagickcore-6.ql6-3-extra
libmagickwand-6.ql16-3 Llibmpfr4 libmutter-1-0 libnetcdf-c++4 libnm-glib4
libnm-gtke libnm-util2 libopencv-calib3d3.2 libopencv-contrib3.2
libopencv-core3.2 libopencv-features2d3.2 libopencv-flann3.2
libopencv-highgui3.2 libopencv-imgcodecs3.2 libopencv-imgproc3.2
libopencv-ml3.2 libopencv-objdetect3.2 libopencv-photo3.2 libopencv-shape3
libopencv-stitching3.2 libopencv-superres3.2 libopencv-video3.2
libopencv-videoio3.2 libopencv-videostab3.2 libopencv-viz3.2 libopenexr22
libopenmpi2 libpoppler68 libpoppler72 libprojl2 libpsm-infinipathl
libggis-analysis2.14.21 libqgis-core2.14.21 libqgis-guiz2.14.21

4. When asked to continue, press v and then press Enter.

5. Now, we have our Kali Linux up to date and ready to continue.

6. Although Kali comes with a good set of tools preinstalled, there are some others
that are included in its software repositories but not installed by default. To be sure
we have everything we need for web application penetration testing, we install the
kali-linux-web Meta-package by entering the apt-get install xa1i-1inux-wen cOmmand:
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:~# apt-get install kali-linux-web
Reading package lists... Done
Building dependency tree
Reading state information... Done
he following additional packages will be installed:
arachni cookie-cadger eyewitness firefoxdriver http-tunnel httprint libclass-accessor-perl
libclass-data-inheritable-perl libclass-dbi-abstractsearch-perl libclass-dbi-mysql-perl
libclass-dbi-perl libclass-method-modifiers-perl libclass-trigger-perl
libclass-xsaccessor-perl libclone-choose-perl libclone-perl libconvert-asnl-perl
Libcrypt-mcrypt-perl libcrypt-openssl-bignum-perl libcrypt-openssl-rsa-perl
Libdbix-contextualfetch-perl libegll-mesa libgssapi-perl libhash-merge-perl
Llibima-dbi-perl libimport-into-perl libio-stringy-perl libjavascriptcoregtk-1.0-8
Lliblingua-en-inflect-perl libmcrypt4 libmoo-perl libnet-ldap-perl librole-tiny-perl
Llibsql-abstract-limit-perl libsql-abstract-perl libstrictures-perl libsub-quote-perl
libtime-piece-mysql-perl libuniversal-moniker-perl libwebkitgtk-1.0-8 owasp-mantra-ff
phantomjs php-ldap php7.1-common php7.1-mcrypt php7.2-1dap python-easyprocess
python-fuzzywuzzy python-halberd python-pyvirtualdisplay python-qt4reactor python-rsa
python-selenium slowhttptest vega webhandler xvfb
Suggested packages:
libclass-dbi-pg-perl libclass-dbi-sqlite-perl libclass-dbi-loader-perl libmcrypt-dev
mcrypt libjson-perl libtext-soundex-perl | perl libbareword-filehandles-perl
libindirect-perl libmultidimensional-perl firefoxdriver
he following NEW packages will be installed:
arachni cookie-cadger eyewitness firefoxdriver http-tunnel httprint kali-linux-web
libclass-accessor-perl libclass-data-inheritable-perl libclass-dbi-abstractsearch-perl
libclass-dbi-mysql-perl libclass-dbi-perl libclass-method-modifiers-perl
libclass-trigger-perl libclass-xsaccessor-perl libclone-choose-perl libclone-perl
libconvert-asnl-perl libcrypt-mcrypt-perl libcrypt-openssl-bignum-perl
libcrypt-openssl-rsa-perl libdbix-contextualfetch-perl libegll-mesa libgssapi-perl

7. We can find the tools we have installed in the Applications menu under 03 - Web
Applications Analysis:
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Applications = Places =

Favorites burpsuite

01 - Information Gathering

COMMIX
02 - Vulnerability Analysis
03 - Web Application Analysis +ii httrack
04 - Database Assessment

owasp-zap
05 - Password Attacks
aros

06 - Wireless Attacks e
07 - Reverse Engineering skipfish

08 - Exploitation Tools
sqlmap
09 - Sniffing & Spoofing

10 - Post Exploitation L

11 - Forensics e

12 - Reporting Tools

wpscan
13 - Social Engineering Tools
14 - System Services

Usual applications

Activities Overview
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How it works...

In this recipe, we have covered a basic procedure for package updates in Debian-based
systems (such as Kali Linux) by using the standard software manager, apt. The first call
t0 apt-get With the wpaate parameter downloaded the most recent list of packages
available for our specific system in the configured repositories. As Kali Linux is now a
rolling distribution, this means that it is constantly updated and that there are no breaks
between one version and the next; the fu11-upgrade parameter downloads and installs
system (such as kernel and kernel modules) and non-system packages up to their latest
version. If no major changes have been made, or we are just trying to keep an already
installed version up to date, we can use the upgrace parameter instead.

In the last part of this recipe, we installed the xa1i-1inux-wer meta-package. A meta-
package for apt 1s an installable package that contains many other packages, so we only
need to install one package and all of the ones included will be installed. In this case,
we installed all web penetration testing tools included in Kali Linux.
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Configuring the web browser for
penetration testing

Most web penetration testing happens in the client, that is, in the web browser; hence,
we need to prepare our browser to make it a useful tool for our purposes. In this recipe,
we will do that by adding several plugins to the Firefox browser installed in Kali Linux

by default.
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How to do it...

Firefox is a very flexible browser that fits the purpose of web penetration testing very
well; it also comes pre-installed in Kali Linux. Let's customize it a little bit to make it
better using the following steps:

1. Open Firefox and go to Add-ons in the menu:

1.3/ffir | @ |[|Q Search wBA ¥ # |§|

% Exploit-DB Wy Airc

s  Cut fg Copy 4 Paste

- 100% +
J w9 il
MNew Window  New Private Save Page
) Window
to continu =
= O, =
‘ Email Print History Full Screen
Find Preferences Add-ons

Creat f l

Fored Developer Synced Tabs

T rrncesding
S EIRELE edIng, 'y

Seviceal gy Sign in to Sync

Sk
‘: Customize

2. Inthe search box, type wappaiyzer to look for the first plugin we will install:
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Add-ons Manager - Mozilla Firefox e ® 0O |
@ Welcome toFirefox % Kali Linu, an Offensive S.. % | o Add-ons Manager x|+

€ | ©Firefox | about:addons @ | |Q Search %8 4+ # =
& Most Visitedv [[llOffensive Security N Kali Linux % Kali Docs ", Kali Tools  Exploit-DB W Aircrack-ng g Kali Forums »
v |wappa[yzer Q,
€, Search
% Get Add-ons Name  LastUpdated  Bestmatch :4
& Frtarsinns Search: | ) My Add-ons (@ Available Add-ons
A o Wappal_yzer March 9, 2018 -
: nsta
Wappalyzer is a browser extension that iden.. More
M Plugins
SiteStacks for Firefox - Instant Te... October 16, 2017
& Services @ Install

SiteStacks lets you instantly look up the tec..  More

3. Click Install in the Wappalyzer add-on to install it. You may also need to confirm
the installation.
4. Next, we search for roxyproxy.
5. Click on Install.
6. Now search for and install Cookies Manager+.
7. Search for and install HackBar.
8. Search for and install HttpRequester.
9. Search for and install RESTClient.
10. Search for and install User-Agent Switcher.
11. Search for and install Tampermonkey.
12. Search for and install Tamper Data and Tamper Data Icon Redux.

13. The list of extensions installed should look like the following screenshot:
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| @ Add-ons Manager
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Add-ons Manager - Mozilla Firefox
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How it works...

So far, we've just installed some tools in our web browser, but what are these tools
good for when it comes to penetration testing a web application? The add-ons installed
are as follows:

e HackBar: A very simple add-on that helps us try different input values without
having to change or rewrite the full URL. We will be using this a lot when doing
manual checks for cross-site scripting and injections. It can be activated using the
F9 key.

e Cookies Manager+: This add-on will allow us to view and sometimes modify the
value of cookies the browser receives from the applications.

e User-Agent Switcher: This add-on allows us to modify the user-agent string (the
browser identifier) that is sent in all requests to the server. Applications
sometimes use this string to show or hide certain elements depending on the
browser and operating system used.

e Tamper Data: This add-on has the ability to capture any request to the server just
after it is sent by the browser, giving us the chance to modify the data after
introducing it in the application's forms and before it reaches the server. Tamper
Data Icon Redux only adds an icon.

e FoxyProxy Standard: A very useful extension that lets us change the browser's
proxy settings in one click using user-provided presets.

e Wappalyzer: This is a utility to identify the platforms and developing tools used in
websites. This is very useful for fingerprinting the web server and the software it
uses.

o HttpRequester: With this tool, it is possible to craft HTTP requests, including get,
post, and put methods, and to watch the raw response from the server.

e RESTClient: This is basically a request generator like HTTP requester, but
focused on REST web services. It includes options to add headers, different
authentication modes, and get, post, put, and de1ete methods.

e Tampermonkey: This is an extension that will allow us to install user scripts in
the browser and make on-the-fly changes to web page content before or after they
load. From a penetration testing point of view, this is useful to bypass client-side
controls and other client code manipulations.
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See also

Other add-ons that could prove useful for web application penetration testing are the
following;

XSS Me
SQL Inject Me
1Macros
FirePHP
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Creating a client virtual machine

Now, we are ready to create our next virtual machine; it will be the server that will host
the web applications we'll use to practice and improve our penetration testing skills.

We will use a virtual machine called OWASP Broken Web Apps (BWA), which is a
collection of vulnerable web applications specially set up to perform security testing.
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How to do it...

OWASP BWA is hosted in SourceForge, a popular repository for open source projects.
The following steps will help us in creating a vulnerable virtual machine:

1. Goto http://sourceforge.net/projects/owaspbwa/files/ and download the latest release of
the .ova file. At the time Ofwriting, 1t 1s OWASP Broken Web Apps VM 1.2.ova.

& OWASPBrokenWeb Ar X

& G @ O & https://sourceforge.net/projects/owaspbwa/?source= w O 1 Buscar

<

SOURCEFORGE Browse Blog Deals

Articles Cloud Storage Business VoIP Internet Speed Test

_ Abriendo OWASP_Broken_Web_Apps_VM_1.2.0va
/ OWASP Broken Web Applications P

OWAS g He elegido abrir: P
OWASP_Broken_Web_Apps_VM_1.2.0va ) n S rl .

Brought to you by: el cual es un: Open Virtualization Format Archive (2.4 GB)
de: https://jaist.dl.sourceforge.net

;Quieres guardar este archivo?

***** Cancelar | Guardar archivo

Download Get Updates Share This

2. Wait for the download to finish and then open the file.

3. VirtualBox's import dialog will launch. If you want to change the machine's name
or description, you can do so by double-clicking on the values. Here, you can
change the name and options for the virtual machine; we will leave them as they
are. Click on Import:
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28 (&
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@ Virtual System 1
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@ B Guest 05 Type [#4 Ubuntu (32-bit)

(64}, - @ CPU 1

I & RAN 1024 MB S
Y & DVD = .
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Reinitialize the MAC address of all network cards

=
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]

T

| K]

1]

e

1

L
e, g

Restore Def Import || Cancel
[E= |
Y =0 H Controller: IDE
Y @ rowerea off IDE Secondary Master: [Optical Drive] Empty :

4. The import should take a minute and, after that, we will see our virtual machine
displayed in VirtualBox's list. Let's select it and click on Start.

5. After the machine starts, we will be asked for a login and password; type root as
the login, and owaspowa as the password, and we are set.
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How it works...

OWASP BWA is a project aimed at providing security professionals and enthusiasts
with a safe environment to develop attacking skills and identify and exploit
vulnerabilities in web applications, in order to be able to help developers and
administrators fix and prevent them.

This virtual machine includes different types of web applications; some of them are
based

on PHP, some in Java. We even have a couple of .NET-based vulnerable applications.
There

are also some vulnerable versions of known applications, such as WordPress or
Joomla.
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See also

There are many options when we talk about vulnerable applications and virtual
machines. A remarkable website that holds a great collection of such applications is
VulnHub (nttps://www.vuinnus.con/). It also has walkthroughs that will help you to solve
some challenges and develop your skills.

In this book, we will use another virtual machine for some recipes, bWapp bee-box,
which can be downloaded from the prOj ect's site: https://sourceforge.net/projects/bwapp/file

s/bee-box/.

There are also virtual machines that are thought of as self-contained web penetration
testing environments, in other words, they contain vulnerable web applications, but also
the tools for testing and exploiting the vulnerabilities. A couple of other relevant
examples are:

e Samurai web testing framework: https://sourceforge.net/projects/samurai
e Web Security DOjO: https://www.mavensecurity.com/resources/web-security-dojo
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Configuring virtual machines for correct
communication

To be able to communicate with our virtual server and client, we need to be in the same
network segment; however, having virtual machines with known vulnerabilities in our
local network may pose an important security risk. To avoid this risk, we will perform a
special configuration in VirtualBox to allow us to communicate with both server and
client virtual machines from our Kali Linux host without exposing them to the network.
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Getting ready

Before we proceed, open Virtual Box and make sure that the vulnerable server and client
virtual machines are turned off.
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How to do it...

Virtual Box creates virtual network adapters in the base system in order to manage
DHCP and virtual networks. These adapters are independent from the ones assigned to
virtual machines; we will create a virtual network and add the Kali and vulnerable
virtual machines to it by using the following steps:

In VirtualBox, navigate to File | Preferences... | Network.

Select the Host-only Networks tab.

Click on the plus (+) button to add a new network.

The new network (vvoxneto) Will be created and its details window will pop up.
In this dialog box, you can specify the network configuration; if it doesn't interfere
with your local network configuration, leave it as it is. You may change it and use
some other address in the segments reserved for local networks (10.0.0.0/s,
172.16.0.0/12, 192.168.0.0/16).

6. Now, go to the DHCP Server tab; here, we can configure the dynamic IP address
assignation in the host-only network. We'll start our dynamic addressing at

192.168.56.10.

Nk W=

Host-only Network Details

Lower Address Bound: [192.168.56.10

Upper Address Bound: |192.168.56.254

Cancel 0K

7. After proper configuration is done, click OK.
8. The next step is to configure the vulnerable virtual machine (+ 1). Select it and go
to its Settings.
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9. Click Network and, in the Attached to: drop-down menu, select Host-only Adapter.

10. In Name, select vboxneto.

11. Click OK.

12. Follow steps 8 to 11 for the Kali virtual machine (xa1i rinux 2018.1) and all of the
testing machines you want to include in your lab.

13. After configuring all virtual machines, let's test whether they can actually
communicate. Let's see the network configuration of our Kali machine; open a
Terminal and type:

ifconfig
:~# ifconfig
eth®: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.56.10 netmask 255.255.255.0 broadcast 192.168.56.255
inet6 feB0::a00:27ff:fe32:56ba prefixlen 64 scopeid 0x20<link=
ether 08:00:27:32:56:ba txqueuelen 1000 (Ethernet)
RX packets 35 bytes 6818 (6.6 KiB)
RX errors © dropped & overruns 8 frame 0
TX packets 20 bytes 2552 (2.4 KiB)
TX errors © dropped © overruns @ carrier @ collisions ©

lo: flags=73<UP,LO0PBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0xl@<host=
loop txqueuelen 1000 (Local Loopback)
RX packets 16 bytes 960 (960.0 B)
RX errors ® dropped & overruns 8 frame @
TX packets 16 bytes 960 (960.0 B)
TX errors © dropped O overruns 8 carrier @ collisions ©

14. We can see that we have a network adapter called ethO and it has the IP address
192.168.56.10. Depending on the configuration you used, this may vary.

15. For v 1, the network address is displayed on the start screen, although you can also
check the information by logging in and using i fcontig:
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vm [Running] - Oracle VM VirtualBox

elcome to the OWASP Broken Ueb Apps UM

ttt This UM has many serious security issues. We strongly recommend that you run
it only on the "host only" or "NAT" network in the UM settings 11!

ou can access the web apps at http:--192.168.56.11~

ou can administer - configure this machine through the console here, by 5SHing
o 192.168.56.11, via Samba at S\192.168.56.11N\, or via phpmyadmin at
1ttp:/7192.168.56. 11 phpmyadnin.

In all these cases, you can use username "'root" and password “owaspbua'.

JWASP Broken Web Applications UM Version 1.2
og in with username = root and password = owaspbuwa

puaspbwa login:

@ =P ™ W @ @ & Right Ctr

16. Now, we have the IP addresses of our three machines: 192.16s.56.10 for Kal1 Linux,
and 192.168.56.11 for the vulnerable w 1. Let's test the communication; we are going
t0 ping vm_ 1 from our Kali Linux:

| ping 192.168.56.11
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:~# ping 192.168.56.11
.168.56.11 (192.168.56.11) 56(84) bytes of data.
from 192.168.56.11: icmp seq=1 ttl—ﬂ time=0.3
es from 192.168.56.11: icmp seq=2 ttl=64 time=0.
from 192.168.56.11: icmp s

eq=3 ttl=64 time=0.
from 192.168.56.11: icmp seq=4 ttl=64 time=0.
from 192.168.56.11: icmp seq=5 ttl=64 time=0..
from 192.168.56.11: icmp seq=6 ttl=64 time=0.

--- 192.168.56.11 ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5128ms
rtt min/avg/max/mdev = 0.299/0.336/0.383/0.036 ms
Ping sends an ICMP request to the destination and waits for the reply, this is useful to test
whether communication is possible between two nodes in the network.

17. We do the same to and from all of the virtual machines in our laboratory to check
whether they can communicate with each other.

18. Windows desktop systems, like Windows 7 and Windows 10, may not respond to
pings; that's normal because Windows 7 is configured by default to not respond to
ping requests. To check connectivity in this case, 1f you have Windows machines in
your lab, you can use arping from the Kali machine:

| arping -c 4 192.168.56.103
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How it works...

A host-only network is a virtual network that acts as a LAN, but its reach is limited to
the host that is running the virtual machines without exposing them to external systems.
This kind of network also provides a virtual adapter for the host to communicate with
the virtual machines as if they were in the same network segment.

With the configuration we just made, we will be able to communicate between the
machine that will take the roles of client and attacking machine in our tests and the web
server that will host our target applications.
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Getting to know web applications on a
vulnerable virtual machine

OWASP BWA contains many web applications, intentionally rendered vulnerable to the
most common attacks. Some of them are focused on the practice of some specific
technique,

while others try to replicate real-world applications that happen to have vulnerabilities.

In this recipe, we will take a tour of our vuineranie vm and get to know some of the
applications it includes.
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Getting ready

We need to have our vuineranie_vm running and its network correctly configured. For this
book, we will be using 192.168.56.10 as its IP address.
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How to do it...

The steps that need to be performed are as follows:

1. With vn 1 running, open your Kali Linux host's web browser and go to
ntep://192.168.56.10. YOU Will see a list of all the applications that the server
contains:
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owaspbwa OWASP Broken Web Applications - Mozilla Firefox 00
@ owaspbwa OWASP Br.. x \E

€ () 1921685610 vilc¢| @ Qseah $ Gvy Y mE S =
owaspbhwa
OWASP Broken Web Applications Project
o,

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. [t

contains many, very vulnerable web applications, which are listed below. More information about this project
can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa
[tickets/?limit=999&sort=_severity+asc.

1! This VM has many serious security issues. We strongly recommend that
b you run it only on the "host only" or "NAT" network in the virtual machine

seftings !!!
TRAINING APPLICATIONS
©0WASP WebGoat ©0OWASP WebGoat.NET

2. Let's go to Damn Vulnerable Web Application.

3. Use aamin as a username and aanin as a password. We can see a menu on the left; this
menu contains links to all the vulnerabilities that we can practice in this
application: Brute Force, Command Execution, SQL Injection, and so on. Also, the

DVWA Security section is where we can configure the security (or complexity)
levels of the vulnerable inputs:

https://t.me/learningnets
Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

Welcome to Damn Vulnerable Web App!

Instructions Damn Vulnerable Web App (DVWA) is a PHP/MySOL web application that is damn vulnerable. Its main goals
are to be an aid for security professionals to test their skills and tools in a legal environment, help web

Setup developers better understand the processes of securing web applications and aid teachers/students to
teach/learn web application security in a class room environment.

Brute Force WARNING!

o Emautn Damn Vulnerable Web App is damn vulinerable! Do not upload it to your hosting provider's public html folder or

CSRF any internet facing web server as it will be compromised. We recommend downloading and installing
onto a local machine inside your LAN which is used solely for testing.

Insecure CAPTCHA : :
Disclaimer

File Inclusion

SQL Injection We do not take responsibility for the way in which any one uses this application. We have made the purposes of

SQL Injection (Blind)

the application clear and it should not be used maliciously. We have given wamings and taken measures to
prevent users from installing DVWA on to live web servers. If your web server is compromised via an installation
of DVWA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.

Upload | .
e General Instructions
XS5 stored The help button allows you to view hits/tips for each vulnerability and for each security level on their respective

page.

4. Log out and return to the server's homepage.

1. Now, we click on OWASP WebGoat.NET. This is a .NET application where
we will be able to practice file and code injection attacks, cross-site
scripting, and encryption vulnerabilities. It also has a WebGoat Coins
Customer Portal that simulates a shopping application and can be used to

practice not only the exploitation of vulnerabilities, but also their
identification:
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€ (0 |192.168.56.10/webgoat net/Default.aspx mlflc ® Q Search $ Gvyd ¥ BB S =

Welcome to WebGoat.NET [

Rebuild Database | Login

& WEBGOATNET

Getting Started with #  Getting Started with WebGoat. NET = Welcome

WebGoat.NET
Welcome WELCOM E TO WEBGOAT N ET @ Lesson Instructions
Web Proxy Test

WebGoat.NET is a purposefully insecure web application - use it to lean and understand about bad coding practices in

[Fting (deee NET. Each Module on the left side ilustrates a commen web vulnerability. WebGoat. NET was designed to be used in
WebBoat Coins Customer live training and/or e-leaming environments.
Partal
You appear to be connected to a valid MySql provider. If you want to reconfigure or rebuild the database, click on the
Injection Attacks hutton below!

Cross Site Scripting (XSS)

SetUp Database!

Authentication Issues
Testing and Debugging
Encryption

.NET Exploits

6. Now return to the server's home page.

7. Another interesting application included in this virtual machine is Bodgelt, which
1s a minimalistic version of an online store based on JSP. It has a list of products
that we can add to a shopping basket, a search page with advanced options, a
registration form for new users, and a login form. There is no direct reference to
vulnerabilities; instead, we will need to look for them:
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€ (0 192.168.56.10/bodgeit/ e | @ Q Search ¥ L ¥ B
The Bodgelt Store
We bodge it, so you dont have fo! Guest user
Home About Us Contact Us Login Your Basket Search
Doodahs Our Best Deals!
Gizmos
Thingamaiigs Product Type Price
Thingies — —
Whatchamacallits Thingie 4 '?4 i T“'"G'?S $3.50
Whatsits Whatsit taste like Whatsits $3.96
Widgets TGJ EFF Thingamajigs $3.00
Whatnot Whatchamacallits $2.68
Basic Widget Widgets $1.20
GZ FZ8 Gizmos $1.00
Doo dah day Doodahs $6.50
Thingie 4 Thingies $3.50
GZ FZ8 Gizmos $1.00
Thingie 2 Thingies $3.20

using some of them in this book.
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How it works...

The applications in the home page are organized in the following six groups:

e Training applications: These are the ones that have sections dedicated to
practice-specific vulnerabilities or attack techniques; some of them include
tutorials, explanations, or other kinds of guidance.

¢ Realistic, intentionally vulnerable applications: Applications that act as real-
world applications (stores, blogs, and social networks) and are intentionally left
vulnerable by their developers for the sake of training.

e Old (vulnerable) versions of real applications: Old versions of real applications,
such as WordPress and Joomla, are known to have exploitable vulnerabilities;
these are useful to test our vulnerability identification skills.

e Applications for testing tools: The applications in this group can be used as
benchmarks for automated vulnerability scanners.

e Demonstration pages/small applications: These are small applications that have
only one or a few vulnerabilities, for demonstration purposes only.

e OWASP demonstration application: OWASP AppSensor is an interesting
application; it simulates a social network and could have some vulnerabilities in it.
But it will log any attack attempts, which is useful when trying to learn, for
example, how to bypass some security devices such as a web application firewall.

https://t.me/learningnets
Technet24


https://technet24.ir
https://technet24.ir
https://technet24.ir

See also

Even though OWASP BWA is one of the most complete collections of vulnerable web
applications for testing purposes, there are other virtual machines and web applications
that could complement it as they contain different applications, frameworks, or
configurations. The following are worth a try:

e OWASP Bricks, included in BWA, also has an online version: nttp://sechow.com/brick
s/index.html.

e Hackazon (nttp://hackazon.webscantest.con/) 18 an online testing range meant to
simulate a modern web application. According to its Wiki (nttps://githu.com/rapidi/
nackazon/wiki), 1t can also be found as a virtual machine OVA file.

e Acunetix's Vulnweb (nttp://ww.vuinwen.com/) 18 @ collection of vulnerable web
applications, each one using a different technology (PHP, ASP, JSP, HTMLYS)
created to test the effectiveness of the Acunetix web vulnerability scanner.

o Testfire (ntp://testrire.net/) 1S published by Watchfire and simulates an online
banking application. It uses the .NET framework.

e Hewlett Packard also has a public testing site created to demonstrate the
effectiveness of its Fortify WeblInspect products; it is called ZeroBank (nttp://zevo.w

ebappsecurity. com/).
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Reconnaissance

In this chapter, we will cover:

Passive reconnaissance

Using Recon-ng to gather information

Scanning and identifying services with Nmap

Identifying web application firewalls

Identifying HTTPS encryption parameters

Using the browser's developer tools to analyze and alter basic behavior
Obtaining and modifying cookies

Taking advantage of robots.txt
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Introduction

Every penetration test, be it for a network or a web application, has a workflow; it has a
series of stages that should be completed in order to increase our chances of finding and
exploiting every possible vulnerability affecting our targets, such as:

e Reconnaissance
Enumeration
Exploitation
Maintaining access
Cleaning tracks

In a network penetration testing scenario, reconnaissance is the phase where testers
must identify all the assets in the network, firewalls, and intrusion detection systems.
They also gather the maximum information about the company, the network, and the

employees.

In our case, for a web application penetration test, this stage will be all about getting to
know the application, the database, the users, the server, and the relationship between
the application and us.

Reconnaissance is an essential stage in every penetration test; the more information we
have about our target, the more options we will have when it comes to finding
vulnerabilities and exploiting them.
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Passive reconnaissance

Passive reconnaissance is something we do without directly interacting with our target,
that 1s, we gather information about it from third parties such as search engines, cache
databases, reputation monitoring sites, and many others.

In this recipe, we will be requesting information from multiple online services, also
referred to as open source intelligence (OSINT), in order to build a general picture of
our target and discover information that is useful from a penetration testing perspective,
in the scenario that we are testing a publicly available site or application.
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Getting ready

Given that in this recipe, we will request information from multiple public sources, we
will need for our Kali virtual machine to be able to connect to the internet, hence, we
will need to configure its network settings to use a NAT adapter. To do this, follow the
recipe Configuring virtual machines for correct communication in cnapter 1, Setting
Up Kali Linux and the Testing Lab, and select NAT instead of Host-only Adapter.
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How to do it...

We will be using zonetransfer.me as our target domain name. The domain
zonetransfer.me has been created by Robin Wood, from DigiNinja (nttps://digi.ninja/pro;
ects/zonetransferme.php), t0 11lustrate the risks of allowing public DNS zone transfers:

1. We first use wnois on the domain name to get the registration information about it.
Let's try testing a domain such as zonetransfer.me:

| # whois zonetransfer.me
:~# whois zonetransfer.me

Domain Mame: ZONETRANSFER.ME
Registry Domain ID: D108500000003513097-AGRS
Registrar WHOIS Server:
Registrar URL: http://www.meshdigital.com
Updated Date: 2017-12-20T10:20:27Z
Creation Date: 2011-12-27T15:34:087
Registry Expiry Date: 2019-12-27T15:34:08Z
Registrar Registration Expiration Date:
Registrar: Mesh Digital Limited
Registrar IANA ID: 1396
Registrar Abuse Contact Email:
Registrar Abuse Contact Phone:
Reseller:
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID: C3093427-AGRS
Registrant Name: Robin Wood
Registrant Organization: DigiNinja
Registrant Street: 1 The Internet
Registrant City: Tube City
Registrant State/Province: Routerville
Registrant Postal Code: DN1 4JA
Registrant Country: GB
Registrant Phone: +44.1234567890
Registrant Phone Ext:

2. Another tool used to get information about the domain name and DNS resolution is
aig. We can, for example, query the nameservers for the target domain:
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# dig ns zonetransfer.me

:~# dig ns zonetransfer.me

» <<>> DiG 9.11.3-1-Debian <<>> ns zonetransfer.me
; global options: +cmd
; 0ot answer:
. ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 2280
; Tlags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

: OPT PSEUDOSECTION:

: EDNS: version: ®, flags:; udp: 1536
;3 QUESTION SECTION:

:zonetransfer.me.

:» ANSWER SECTION:
zonetransfer.me. : tml.digi.ninja.
zonetransfer.me. 3593 . tm2.digi.ninja.

; Query time: 34 msec

- SERVER: 10.0.2.3#53(10.08.2.3)

» WHEN: Wed Apr 18 08:39:53 CDT 2018
- MSG SIZE rcvd: 96

3. Once we have the information on the DNS servers, we can attempt a zone transfer
attack to get all the hostnames the server resolves. For this we use dig:

| # dig axfr @nsztml.digi.ninja zonetransfer.me
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:~# dig axfr @nsztml.digi.ninja zonetransfer.me

; <<>> DiG 9.11.3-1-Debian <<>> axfr @nsztml.digi.ninja zonetransfer.me

: (1 server found)

i+ global options: +cmd

zonetransfer.me. 7200 IN SOA nsztml.digi.ninja. robin.digi.ninja. 2017042001

zonetransfer.me. 300 IN HINFO  "Casio fx-700G" "Windows XP"

zonetransfer.me. 301 IN TXT "google-site-verification=tyP2817JAUHA9Tw2sHXMgc

zonetransfer.me. 7200 IN MX ® ASPMX.L.GOOGLE.COM.

zonetransfer.me. 7200 IN MX 16 ALT1.ASPMX.L.GOOGLE.COM.

zonetransfer.me. 7200 IN MX 10 ALTZ2.ASPMX.L.GOOGLE.COM.

zonetransfer.me. 7200 IN MX 20 ASPMX2.GOOGLEMAIL.COM.

zonetransfer.me. 7200 IN MX 20 ASPMX3.GOOGLEMAIL.COM.

zonetransfer.me. 7200 IN MX 20 ASPMX4.GOOGLEMAIL.COM.

zonetransfer.me. 7200 IN MX 20 ASPMX5.GOOGLEMAIL.COM.

zonetransfer.me. 7200 IN A 5.196.105.14

zonetransfer.me. 7200 IN NS nsztml.digi.ninja.

zonetransfer.me. 7200 IN NS nsztm2.digi.ninja.

 sip. tcp.zonetransfer.me. 14000 IN SRV 0 © 5060 www.zonetransfer.me.
14.105.196.5.IN-ADDR.ARPA. zonetransfer.me. 7200 IN PTR www.zonetransfer.me.
sfdbauthdns.zonetransfer.me. 7908 IN AFSDBE 1 asfdbbox.zonetransfer.me

asfdbbox.zonetransfer.me. 7200 1IN A 127.0.0.1

asfdbvolume.zonetransfer.me. 7800 IN AFSDBE 1 asfdbbox.zonetransfer.me.

canberra-office.zonetransfer.me. 7200 IN A 202.14.81.230

cmdexec. zonetransfer.me. 300 IN TXT Beneis

contact.zonetransfer.me. 2592000 IN TXT "Remember to call or email Pippa on +44 123 4567

hen making DNS changes"

dc-office.zonetransfer.me. 7200 IN A

deadbeef.zonetransfer.me. 7201 1IN AAAA ead: be

dr.zonetransfer.me. 300 IN LOC 8 38 33.526 W 0.00m 1m 10006m 16m

Luckily for us, the server is vulnerable and gives us a complete list of
subdomains and the hosts it resolves to. Sometimes we can find some low-
hanging fruits to exploit on them:

4. We now use tnenarvester t0 1dentify email addresses, hostnames, and IP addresses
related to the target domain:

| # theharvester -b all -d zonetransfer.me
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[+] Emails found:

pippa@zonetransfer.me
pixel-1524056478254598-web-@zonetransfer.me
pixel-1524056481348335-web-@zonetransfer.me
service@zonetransfer.me

[+] Hosts found in search engines:

[-] Resolving hostnames IPs...
207.46.197.32:0wa.zonetransfer.me
54.230.244.31:staging.zonetransfer.me
174.36.59.154:vpn.zonetransfer.me
217.147.177.157 :www.Zonetransfer.me
[+] Virtual hosts:

5. For each web server in scope, we want to know what software and which versions
it uses; a way of doing this without directly querying the server is through Netcraft.
Browse to https://toolbar.netcraft.com/site report and enter the [_JRL in the SearCh

box:

https://t.me/learningnets


https://toolbar.netcraft.com/site_report
https://technet24.ir
https://technet24.ir

- Network

Site hitp:/ww.zonetransferme Netblock
Owner

Domain Zonetransfer.me Nameserver

IPaddress 217.147.177.157 DNS admin

IPvG Not Present Reverse

address DNS

Domain nic.me Nameserver

registrar organisation

Organisation DigiNinja, 1 The Internet, Tube City, Hosting

DN1 4JA, GB company

Top Level  Montenegro (.me) DNS

Domain Security
Extensions

Hosting Eus

country

= Hosting History

Metblock owner IP address 0s

Senversure Network Infrastructure 217.147.177.157 Linux

Sernversure Servers 217.147.180.162 Linux

unknown
nsztmX.digi.ninja
robin@digi.ninja

unknown

whois.unitedtid.com

unknown

unknown
Web server Lastseen  Refresh
Apache 11-Apr-2016
Apache 8-Feb-2015

6. Also, sometimes it may be useful to know what the site looked like before the last
update; maybe it had some valuable information that was later removed. To get a
static copy of a previous version of our targets, we can use Wayback Machine

from https://archive.org/web/web.php.
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INTERNET ARCHIVE Explore more than 327 billion web pages saved over time

ma““““""]ﬂ[!l‘l"ﬂ ‘ www.zonetransfer.me|

Is the Wayback Machine useful to you? Then keep it growing. Your gift matched today!

Saved 8 times between January 13, 2014 and October 13, 2016.
Summary of zonetransfer.me - Site Map of zonetransfer.me

004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2017 2018

£ ¥
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How it works...

In this recipe, we used multiple tools to gather different pieces of information about our
target. We started running wnois, this Linux command queries the domain registration
details, and with it we can obtain the addresses of nameservers and owner details such
as company, email address, phone number, and others. wnois can also query information
about IP addresses, showing information about the company owning the network
segment the address belongs to. Next, we used 4ig to get information about the domain
servers and then to perform a zone transfer and obtain the complete list of hosts
resolved by the queried server; this works only on servers that are not correctly
configured.

By using tnenarvester, we obtained email addresses, hostnames, and IP addresses related
to the target domain. The options used in this recipe were -» a11, to use all the supported
search engines, and -a zonetranster.me t0 specify the target domain.

We then used Netcraft to obtain information about the technologies used by the site and a
brief history of updates and changes; this allowed us to further plan the testing process
without having to query the actual site.

Wayback Machine is a service that stores static copies of internet sites and keeps a
record of their updates and versions; here, we can see the information published in
older versions of the site and maybe obtain information published previously

and subsequently removed. Sometimes, an update to a web application may leak
sensitive data and such an update is rolled back or replaced by a new version, hence the
usefulness of being able to see previous versions of the applications.
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See also

Additionally, we can use Google's advanced search options (nttps://support.google. com/web
search/answer/2466433) t0 look for information about our target domain without directly
accessing it. For example, by using a search like site:site to 100k into "target domain", W€
can look for the presence of our target domain in pages where recently found
vulnerabilities, leaked information or successful attacks have been published, some
good places where we can look at are:

e openbugbounty.org: Open Bug Bounty is a site where independent security
researchers report and disclose vulnerabilities (only Cross-Site Scripting and
Cross-Site Request Forgery) on public facing websites. So this search in Google
will return all mentions to "zonetransfer.me" made in openbugbounty.org.

e pastebin.com: Pastebin is, among other uses, a very popular way for hackers to
anonymously exfiltrate and publish information obtained during an attack.

e zone-h.org: Zone-H is a site where malicious hackers go and brag about their
achievements, mostly the defacement of sites.
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Using Recon-ng to gather information

Recon-ng is an information-gathering tool that uses many different sources to gather
data, for example, on Google, Twitter, and Shodan.

In this recipe, we will learn the basics of Recon-ng and use it to gather public
information about our target.
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Getting ready

Although Recon-ng is ready to use as installed in Kali Linux, some of its modules
require an API key to make queries to the online services. Also, having an API key will
allow you to perform more advanced searches or avoid query limits in some services.

These keys can be generated by completing the registration on each search engine's
website.
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How to do it...

Let's do a basic query to illustrate how Recon-ng works:

1. To start Recon-NG from Kali Linux, use the Applications menu (Applications | 01 -
Information Gathering | recon-ng) or type the recon-ng command in a Terminal:

A
Fiih e
Sponsored by... R X\ VR
[\ /W WA
// /] BLACK HILLS \/ \\
www . blackhillsinfosec. com

con-ng v4.9.2, Tim Tomes (@LaNMaSteR53)]

[recon-ng] [default] > show modules

2. We will be presented with a command-line interface. To see the modules we have
available, we can issue the show moduies command.
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. Let's say we want to search all of the subdomains of a domain and the DNS server
doesn't respond to zone transfer. We can brute force the subdomains; to do that, we
first load the vrute nosts module: use recon/domains-hosts/brute hosts.

. To learn the options we need to configure when using any module, we use the snow
options command.

. To aSSign a value to an Option, we use the command set: set source zonetransfer.me.

. Once we have set all the options, we issue the run command to execute the module:

[recon-ng] [default] = use recon/domains-hosts/brute hosts
[recon-ng] [default] [brute hosts] = show options

Current Value Required

SOURCE default
WORDLIST /usr/share/recon-ng/data/hostnames.txt yes

[recon-ng] [default] [brute hosts] = set source zonetransfer.me
SOURCE == zonetransfer.me
ng] [default] [brute hosts] = run

No Wildcard DNS entry found.

11.zonetransfer.me == No record found.
l.zonetransfer.me == No record found.
©1l.zonetransfer.me == No record found.
B.zonetransfer.me => No record found.
10.zonetransfer.me => No record found.
13.zonetransfer.me == No record found.
14.zonetransfer.me == No record found.
©3.zonetransfer.me == No record found.
12.zonetransfer.me == No record found.
82.zonetransfer.me == No record found.
15.zonetransfer.me Mo record found.
3.zonetransfer.me == No record found.
18.zonetransfer.me == No record found.

7. It will take some time for the brute force to complete and it will display lots of
information. Once it finishes, we can query the Recon-ng database to get the
discovered hosts (show nosts):
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[recon-ng] [default][brute hosts] > show hosts

| email.zonetransfer.ne

| home. zonetransfer.me

| office.zonetransfer.me

‘ owa.zonetransfer.me

| wanw. sydneyoperahouse. co

| staging.zonetransfer.

me

1p address

| 74.125.206.26
| 127.0.0.1

| 4.23.39.254

| 207.46.197.32
|

|

| d3gdbrxsb9xhmf.cloudfront.net |

| staging.zonetransfer.
| staging.zonetransfer.
| staging.zonetransfer.
| staging.zonetransfer.
| staging.zonetransfer.
| staging.zonetransfer.
| staging.zonetransfer.
| staging.zonetransfer.
| vpn.zonetransfer.ne

| Wi, zonetransfer.me

17 rows returned

https://t.me/learningnets

me
me
me
me
me
me

me

| 54.230.244.168
| 54.230.244.76
| 54.230.244.19
| 54.230.244.91
| 54.230.244.187
| 54.230.244.164
| 54.230.244.31
| 54.230.244.59
| 174.36.59.154
| 217.147.177.157

| region | country | latitude | longitude |

| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts

| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
| brute hosts |
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How it works...

Recon-ng is a wrapper for a multitude of tools and APIs that query search engines,
social media, internet archives, and databases to obtain information about websites,
web applications, servers, hosts, users, email addresses, and others. It works by
integrating modules that provide different functionalities, such as searching Google,
Twitter, LinkedIn, or Shodan, among others, or performing queries to DNS servers, like
the one we used in this recipe. It also has modules for 