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This talk

● Our day job is developing approaches for 

automated vulnerability discovery at ShiftLeft 

Inc.

● We started taking apart consumer-grade 

routers as a hobby project

● Turned out to be a great opportunity to test 

out some of our open-source tooling

● Today, we speak about our approach and our 

results
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Joern - The Bug Hunter’s Workbench (open source)

● Started off as a research platform for robust code 

analysis in 2013

● Today: an interactive programming shell for 

vulnerability discovery based on Scala

● Allows analyzing large code bases written in C, C++, 

Java, Javascript, JVM Bytecode, LLVM Bitcode, ...

● Query collections can be used for fully automated, 

application-specific code scanning
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Works well on source code

● Idea is to encode such patterns once 

and then scan code for it automatically

● Scanned VLC in 2014 =>

CVE-2014-9625 - “Buffer overflow in 

automatic updater”

● Scanned VLC in 2020 =>

VideoLan-SB-VLC-3013 - “Buffer 

overflow in automatic updater”
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But what if all we have is a binary?
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Second try

● In 2016, an initial version of joern for binary (“bjoern”) was released based on r2 

● The experience was not comparable with that for source-based querying

● Main learnings:

○ Approaches that work well for source are not trivial to adapt to binary - lots of 

information must first be recovered or approximated

○ Best way to learn fast what works and what doesn’t is to use the tool for a real audit 

during the development phase
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Source code - single call sites are already valuable

● In source code, single statements (containing complex expressions) can already be highly 

indicative of vulnerabilities

● Examples:

○ strncpy(dst, src, strlen(src)) <= indicative of a buffer overflow

○ pixels = malloc(width * height) <= indicative of an integer overflow

○ int len = strlen(str); <= indicative of an integer truncation

● Syntax trees are sufficient to describe such candidate points and with additional 

interprocedural taint analysis, we can narrow in well on vulnerabilities
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Binary: call sites are pretty useless

● In binary, you already need taint analysis to obtain similar information at a call site

● “strncpy is called and the arguments are a1, a2, and a3” <- thanks, Sherlock

● Reconstructing arguments at call sites seems crucial
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Variables vs memory locations/registers

● In source code, you can deal with variables and structured types

● In binary, all you see are memory locations and registers

● Memory locations are often dynamically calculated

● Recovery of some sort of “abstract location” is key

(see “Analyzing memory accesses in x86 executables” by Balakrishnan and Reps)
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Ghidra

● Between 2016 and today, Ghidra was open-sourced and this dramatically changes the game 

for open-source code analysis

● Ghidra’s disassembler is alright, it’s decompiler is outstanding

● A good decompiler performs many of the “recovery” steps that we were missing in the original 

version of bjoern:

○ Approximation of local variables and parameters

○ Intra-procedural recovery of arguments at call sites across platforms

○ Recovery of control structures (conditional statements and loops)
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Idea

Making the disassembly available for querying is useful, but why don’t we also pass the 

decompiled code to our robust C parser for analysis and benefit from the analysis we have 

available for C? Let’s use that as a baseline and start introducing more of our own analysis on 

top of the disassembly as it becomes necessary.
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Ghidra2cpg

● Joern frontend that imports Ghidra disassemblies into Joern initiated by Niko

● Goal: Joern but for code that we are not supposed to analyze =>

polynomial-time interprocedural data flow analysis for binary as a key feature

● More and more steps taken these days to include information from the decompiler

● Still under (open) development - this project is its first larger test drive
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Now for our target
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RX

GND

TXAdafruit 
FT232H
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Attack surface

● Mtfwu (DLink DIR-X1860):

○ Uses libc functions for string handling, file operations and memory allocation

○ No HTTP library in use => old-school CGI program that receives HTTP parameters via 

`getenv`

● Anweb (DLink DIR-842V2):

○ Uses libc functions for string handling, file operations and memory allocation

○ Uses the “mongoose” HTTP library for HTTP communication

○ Extensive use of JSON via “jansson” library

○ Uses a DLink RPC library called “d_jrpcapi”
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Anweb: list HTTP-related functions

● Functions of the mongoose HTTP library all 

have the prefix “mg_”

● We can dump all functions used by matching 

on “mg_.*”

● We can also dump decompiler output of all 

functions that call at least one mongoose 

function
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Marking attack surface

● We can mark all internal functions that call mongoose functions or are called by functions 

that call mongoose functions

joern> cpg.call("mg_.*").method

  .repeat(_.callee.internal)(_.emit.times(10))

  .newTagNode("attacksurface").store

joern> commit
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Simple is good - buffer overflow query on binary

// Calls to strncpy/memcpy into stack buffer with variable amount in 

methods // that are part of the attack surface

cpg.call("strncpy|memcpy")

   .whereNot(_.argument(3).isLiteral)

   .where(_.argument(1).code( ".*Stack.*"))

   .where(_.method.tag.name("attack_surface"))

Ability to inspect arguments like that rests on intra-procedural def-use chains

Same query as for source code, minus the “.*Stack.*” artifact we are making use of
https://t.me/learningnets



Stack-based buffer overflow in `websocket_data_handler`

● param2 turns out to be a websocket message while param3 is its amount

● Exploitable for remote code executionhttps://t.me/learningnets



Stack-based buffer overflow in callee of websocket_data_handler

● Exploitable for remote code execution
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Gadgets

● Base image is located at a fixed address, so we can make use of its code to craft a stable 

exploit => we’d like a way to automatically extract gadgets

● Quick&dirty joern script to dump gadgets up to length 5 to a file

joern > script(“binary/gadget.sc”)
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Unauthenticated remote root exploit for DLink DIR 84V2

● anweb process runs as root

● The vulnerability is in the websocket 

authentication, before authentication has 

been carried out!

● Firmware version is 1.0.3 (latest)

● We have started writing exploits in Scala 

on the Joern shell to see which primitives 

are required to support exploit writing
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Interprocedural data-flow tracking

● Loading information from ghidra into joern means that we can make use of its polynomial 

time interprocedural data-flow tracker to find flows across functions

● Let’s look for path traversals:

● joern> cpg.call("fopen.*")

          .argument(1).whereNot(_.isLiteral)

          .reachableByFlows(cpg.call("strcat"))

  .where(_.method.tag.name("attack_surface"))
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Returns two path traversals

● []

https://t.me/learningnets



concat_end_point and get_full_path

● []
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● concat_end_point reads from 

`/bin/ls` “line-by-line”

● Empty lines are read =>

`fopen(“/srv/anweb” + “”)` 

will attempt to open the 

directory “/srv/anweb”)

● That succeeds, but `fread` 

then returns 0

● Return value of `fread` is not 

checked and so `_ptr` is 

uninitialized

● Mg_write writes contents of 

`_ptr` back to attacker 
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Hardcoded credentials
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Decompiled binary to source-level dataflow queries 
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Decompiled binary to source-level dataflow queries 
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Final touches
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Notes on disclosure

● First contact to the vendor was made in mid August 21 (>90 days ago) via the designated 

channels

● A critical vulnerability was shared with the vendor at the time

● The vendor forwarded the information to the research and development team, which never 

got back to us

● We contacted the vendor again in early November 21, asking about our previous report, 

providing additional vulnerabilities and telling them about this talk

● No response
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Conclusion

● Making the disassembly of a program available for graph querying already allows for 

automated attack surface enumeration and gadget extraction

● Once you augment the representation with the output of a decompiler, querying capabilities 

are close to those of source code

● This is possible because Joern’s parsers are designed with hackers in mind: they work even if 

only fragments of code are available that fell of a truck => for a parser like that, Ghidra’s 

decompiler-output is tame.

● Certain consumer-grade routers are remarkably insecure to a point where they provide a 

viable entry point into home networks

https://t.me/learningnets



Questions?
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