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Introduction

Microsoft's flagship operating system, Windows 8, includes significant changes to the user
interface compared to previous versions and is intended to unify the user experience across
desktops, laptops, and mobile devices such as tablets. Windows 8 replaces the familiar Start
menu with an all-new Start screen—but that'’s just one of dozens of exciting new features that
offer challenges for users moving from earlier versions of Windows but also showcases how
Microsoft Windows continues to evolve.

This book focuses on describing and explaining the new material in Windows 8. Through-
out the book, we have broken down each of the key examination domains, following the
specific exam objectives that Microsoft has provided. Although readers of the this Exam Ref
guide might have already earned a Microsoft certification in a previous version of Windows,
this guide should be useful for both those experienced with certification exams and people
who are new to certification.

By using this book as your companion guide to learning the skills and knowledge required,
our belief is that you will significantly increase the likelihood of succeeding at the exam
70-687: Configuring Windows 8. Although we don’t want to heap additional expectations
on you, success at passing the 70-687 examination could open the opportunity for you to
continue your skills development and to set your targets on the Microsoft Certified Solutions
Associate (MCSA): Windows 8.

In addition to your study of this book, you should also seek and obtain real-world experi-
ence. As you read the book, if you encounter an area that you are unfamiliar with, consider
seeking additional knowledge from other sources such as Microsoft TechNet, forums, and
hands-on experience. After you believe that you've thoroughly studied, researched, and
practiced the topics covered in this book, you should be sufficiently prepared to attempt the
70-687 exam.

Over the last couple of years, Microsoft has quietly made substantial changes to its
certification program to improve the rigor of the certifications, preserve exam integrity, and
build the relevance and value that Microsoft certifications bring to candidates who earn the
certifications.

To you, these changes might make the exams “feel” a lot harder to pass than in previous
years. This increase in subjective difficulty could be solely in the authors' perceptions—but it
could also be because of the changes Microsoft has made. The bottom line is that you need
to be fully prepared. The revised certification program ensures that holders of Microsoft
certifications have the knowledge, skills, abilities, and experience required—and that being
Microsoft Certified sets you apart from the rest.

xvii
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This book covers every exam objective, but it does not cover every exam question. Only
the Microsoft exam team has access to the exam questions themselves and Microsoft regu-
larly adds new questions to the exam, making it impossible to cover specific questions. You
should consider this book a supplement to your relevant real-world experience and other
study materials. If you encounter a topic in this book that you do not feel completely com-
fortable with, use the links you'll find in text to find more information and take the time to
research and study the topic. Great information is available on MSDN, TechNet, and in blogs
and forums.

Microsoft certifications

Microsoft certifications distinguish you by proving your command of a broad set of skills and
experience with current Microsoft products and technologies. The exams and corresponding
certifications are developed to validate your mastery of critical competencies as you design
and develop, or implement and support, solutions with Microsoft products and technologies
both on-premise and in the cloud. Certification brings a variety of benefits to the individual
and to employers and organizations.

MORE INFO ALL MICROSOFT CERTIFICATIONS

For information about Microsoft certifications, including a full list of available certifica-
tions, go to http://www.microsoft.com/learning/en/us/certification/cert-default.aspx.

Who should read this book

This book is intended for IT professionals who want to achieve certification on the Windows
8 operating system. Specifically, this book prepares readers to take and pass exam 70-687:
Configuring Windows 8. Successfully passing the 70-687 also counts as credit toward the
Microsoft Certified Solutions Associate (MCSA): Windows 8 certification.

IT professionals reading this book should have hands-on experience installing, configuring,
and supporting Windows 8 computers, devices, users, and the networking environment in
which they can be found. As an IT professional, you might be a consultant, a full-time desktop
support technician, or an IT generalist who has experience administering Windows 8 in addi-
tion to other duties.

xviii Introduction
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Assumptions

You should have at least a working understanding of administering Microsoft Windows 8 and
configuring common Internet technologies. As you progress with your learning through this
book and other study resources, you will become proficient at configuring, supporting, and
troubleshooting Windows 8. This book is focused on helping those of you whose goal is to
become certified on Windows 8 configuration.

You can find information about the audience for the 70-687: Configuring Windows 8 exam
in the exam preparation guide, available at http://www.microsoft.com/learning/en/us/exam.
aspx?id=70-687.

Who should not read this book

Readers who need a fundamental understanding of the Windows 8 operating system should
instead consider reading the book Training Guide: Configuring Windows 8 published by Mi-
crosoft Press.

Organization of this book

This book is divided into seven chapters. Each chapter focuses on a different exam domain
related to the exam 70-687: Configuring Windows 8. Each chapter is further broken down
into specific exam objectives that have been published by Microsoft and can be found in the
“Skills Being Measured” section of the Exam 70-687: Configuring Windows 8 website available
at http://aka.ms/ER70-687/details.

The material covered by the exam domain and the objectives has been incorporated into
this book so that you have concise, objective-by-objective content together with strategic
real-world scenarios, thought experiments, and end-of-chapter review questions to provide
readers with professional-level preparation for the exam.

Conventions and features in this book

This book presents information using conventions designed to make the information readable
and easy to follow:

m Each exercise consists of a series of tasks, presented as numbered steps listing each ac-
tion you must take to complete the exercise.

m Boxed elements with labels such as "Note” provide additional information or alterna-
tive methods for completing a step successfully.

Introduction xix
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m Boxed elements with “Exam Tip” labels provide additional information which might of-
fer helpful hints or additional information on what to expect on the exam.

m Text that you type (apart from code blocks) appears in bold.

m A plus sign (+) between two key names means that you must press those keys at the
same time. For example, "Press Alt+Tab” means that you hold down the Alt key while
you press the Tab key.

m A vertical bar between two or more menu items (for example, File | Close), means that
you should select the first menu or menu item, then the next, and so on.

System requirements

Where you are unfamiliar with a topic cover in this book, you should practice the concept on
your study PC. You will need the following hardware and software to complete the practice
exercises in this book:

m One study PC that can be installed with Windows 8 (see hardware specification below)
or a PC that can allow the installation of Windows 8 within a virtualized environment.

m  Windows 8 requires the following minimum hardware requirements: 1 GHz processor,
512 MB RAM, network card, video card, DVD-ROM drive, and at least 25 GB of avail-
able disk space available on each computer.

m [f you plan to install Windows 8 in a virtualized environment, you should consider
using Hyper-V and ensure that the minimum hardware requirements are as follows:
x64-based processor, which includes both hardware-assisted virtualization (AMD-V or
Inter VT) and hardware data execution protection; 4 GB RAM (more is recommended);
network card; video card; DVD-ROM drive; and at least 100 GB of available disk space
available to allow for the storage of multiple virtual machines.

m [f you don't own Windows 8, you can download a 90-day evaluation of Windows 8
Enterprise from the Microsoft Springboard Series website available at http://technet.
microsoft.com/en-us/springboard.aspx.

Errata & book support

We've made every effort to ensure the accuracy of this book and its companion content.
Any errors that have been reported since this book was published are listed on our Microsoft
Press site at oreilly.com:

http://aka.ms/ER70-687/errata

xx Introduction
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If you find an error that is not already listed, you can report it to us through the same
page.
If you need additional support, email Microsoft Press Book Support at:
mspinput@microsoft.com.

Please note that product support for Microsoft software is not offered through the ad-
dresses above.

We want to hear from you

At Microsoft Press, your satisfaction is our top priority, and your feedback our most valuable
asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks in ad-
vance for your input!

Stay in touch

Let's keep the conversation going! We're on Twitter: http://twitter.com/MicrosoftPress

Introduction xxi
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Preparing for the exam

Microsoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience and
product knowledge. While there is no substitution for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. We recommend
that you round out your exam preparation plan by using a combination of available study
materials and courses. For example, you might use the Exam Ref and another study guide for
your "at home" preparation, and take a Microsoft Official Curriculum course for the classroom
experience. Choose the combination that you think works best for you.

Note that this Exam Ref is based on publically available information about the exam and
the author's experience. To safeguard the integrity of the exam, authors do not have access to

the live exam.

xxiii
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Install and upgrade
Windows 8

You might have heard the phrase “if a job is worth doing,

it's worth doing well.” Personally, | prefer to say "if a job's important
worth doing, it's worth doing only once." This is especially Have you read
true when installing or migrating to a new operating page xxiii?
system, which can be time-consuming, especially if you It contains valuable
have many machines onto which you need to install the information regarding
Windows operating system, software, and updates—a the skills you need to

process that can be tricky in places and is rarely as simple pass the exam.

as it might first appear. With Windows 8, for example, the

basic hardware requirements of the operating system are

effectively lower than they were with Windows 7; however, this doesn't mean that Windows
8 will work properly on every computer that Windows 7 ran on.

If you want to upgrade their existing copy of the operating system to the new version,
you face a different set of issues with Windows 8. Windows 8, Windows 7, and Windows
Vista are all very similar “under the hood,” but some upgrade paths that were previously
blocked are now open, whereas others that were simple and straightforward are now much
more complex.

Finally, you have the issue of software compatibility. In theory, all software that works
in Windows 7 and Windows Vista will work in Windows 8. In reality, the sheer number of
software packages available for the platform and the complexity of the operating system
mean that complete software compatibility can't be guaranteed. In addition, there are
many scenarios in which you or a computer user might prefer—or when a situation might
demand—a new-style app instead.

This chapter shows how to plan effectively for installing or migrating to Windows 8, how
to install the operating system in a trouble-free manner, and how to migrate user files, set-
tings, and programs to the new operating system.
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2

Objectives in this chapter:
m Objective 1.1: Evaluate hardware readiness and compatibility
m Objective 1.2: Install Windows 8

m  Objective 1.3: Migrate and configure user data

Objective 1.1: Evaluate hardware readiness and
compatibility

The following are primary considerations when installing or upgrading a computer to
Windows 8:

m  Windows 8 edition required

m  64-bit hardware support

m  64-bit software support

m  64-bit device driver availability

In addition, you need to be aware of common application compatibility problems and how
to manage them.

This objective covers how to:

m [dentify the correct version of Windows 8 for your needs

m Manage hardware and software compatibility in Windows 8
m Understand common application compatibility problems

m  Manage application compatibility

Identifying the correct version of Windows 8

When you set out to install Windows 8 in any environment, you need to consider whether the
hardware onto which you will be installing the operating system is suitable for running both
Windows 8 and the version of Windows 8 you want to install. This means breaking the various
Windows 8 editions down so that you can see, at a glance, what hardware and edition you
require to use the features you want and need on a particular computer. The base hardware
requirements of Windows 8 are shown in Table 1-1.

TABLE 1-1 Windows 8 hardware requirements

32-bit (x86) 64-bit (x64)
Processor 1 GHz 1 GHz
Memory 1GB 2GB

Install and upgrade Windows 8
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32-bit (x86) 64-bit (x64)

Graphics DirectX 9 with WDDM 1.0 DirectX 9 with WDDM 1.0

HDD 16 GB 20 GB

Secure boot UEFI-based BIOS UEFI-based BIOS

In addition to these requirements, each edition of Windows 8 has its own limitations, such
as the maximum amount of memory that it can access and the location from which it is avail-

able. These are shown in Table 1-2.

TABLE 1-2 Memory and availability limits

32-bit memory limit 64-bit memory limit availability
Windows 8 4 GB* 16 GB Retail/OEMs
Windows 8 Pro 4 GB* 192 GB Retail/OEMs
Windows 8 Enterprise 4 GB* 192 GB Volume licensing

"including graphics card memory

NOTE SCREEN RESOLUTION ISSUES

If users want to use side-by-side apps, they need a minimum screen resolution of 1,366 x
768 pixels. If the screen has a vertical resolution of less than 768 pixels, which is common
on some netbooks, the Start screen won't display at all.

The editions also have feature differences, as shown in Table 1-3.

TABLE 1-3 Feature differences among versions

Windows 8
Windows 8 Windows 8 Pro Enterprise
Bitlocker and bitlocker to go No Yes Yes
Boot from virtual hard disk (VHD) No Yes Yes
Client hyper-V No Yes Yes
Domain join No Yes Yes
Encrypting file system No Yes Yes
Group policy No Yes Yes
Applocker No No Yes
Branchcache No No Yes

Objective 1.1: Evaluate hardware readiness and compatibility
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Windows 8

Windows 8 Windows 8 Pro Enterprise
Directaccess No No Yes
Side-load apps No No Yes
Virtualization through remotefx No No Yes
Windows to go No No Yes

If you know that you will need to use BranchCache or Group Policy on a system, the base
edition of Windows 8 won't be suitable. Indeed, the standard edition of Windows 8 is aimed
primarily at consumers and will unlikely support any features a business will usually require.

Q EXAM TIP

Ensure that you have learned the Windows 8 system requirements for both x86 and x64,

key feature differences between the versions.

Hardware support: differences between 32-bit and 64-bit

Windows 8

What about the 32-bit/64-bit question? Determining which to use isn't simply a case of
installing the best available edition of Windows 8 because you might find that the hardware

and even software you require won't work with that edition.

The 32-bit and 64-bit operating systems have the following differences:

m A 64-bit processor can process more data in each clock cycle, enabling applications to

run more quickly.

m A 64-bit operating system can access significantly more memory than its 32-bit coun-
terpart. For a 32-bit operating system, the maximum memory ceiling is 4 GB, which
includes the memory on the graphics card. Also, memory can be seen by the Windows
operating system only in discrete memory card units, meaning that if a computer has
4x1 GB memory cards and a graphics card with 1.5 GB of its own memory, only two of
the motherboard memory cards will be seen (2x1 GB + 1.5 GB graphics = 3.5 GB seen).
Each 64-bit processor has a memory ceiling so high that if you work on a computer
that has reached that ceiling, you should consider yourself very lucky indeed.

m A 64-bit processor supports additional security features, such as Kernel Patch Protec-
tion (KPP), kernel-mode driver signing, and Data Execution Prevention (DEP).

m Asshown in Table 1-3, the Hyper-V virtualization client is supported only in the 64-
bit editions of Windows 8 Pro and Enterprise. But Hyper-V also requires a processor

4 Install and upgrade Windows 8
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that supports Second Level Address Translation (SLAT), which reduces the overhead
incurred with virtual-to-physical address mapping.

m A 64-bit operating system can be installed only on hardware with 64-bit architecture
support, whereas a 32-bit operating system can be installed on 32-bit and 64-bit
architecture.

m A 64-bit version of Windows 8 doesn't support older 16-bit Windows software. That
software will need to be installed on a 32-bit version of Windows 8 or within a Hyper-V
virtualized environment.

NOTE MIGRATING BETWEEN 32-BIT AND 64-BIT WINDOWS

If you want to perform an in-place upgrade of any 32-bit Windows version, you can’t
upgrade to a 64-bit version of Windows 8. Upgrading from Windows XP or Windows
Vista doesn’t migrate any software, and upgrading from Windows XP doesn't allow you to
migrate any operating system settings. The Windows 8 installer doesn’t support any move
between 32-bit and 64-bit operating systems. As a result, you need to perform a clean
installation of Windows 8.

Software compatibility and Windows 8

Assume that you will install Windows 8 in an accounting or financial business where the staff
needs to work on extremely large Excel spreadsheets that have in excess of 256 columns or
65,536 rows. The 64-bit edition of Excel allows for up to 16,384 columns and 1 million rows.

Suppose also that the company needs to use specific 64-bit software, which could include
such programs as AutoCAD or Adobe Photoshop, where the 64-bit version is required either
due to nature of the work the staff does, or because the company doesn't have a 32-bit
license for the software.

No 64-bit software will run on a 32-bit Windows version. Therefore, if your company is
moving from the 32-bit version of software such as Microsoft Office or Adobe Photoshop to
the 64-bit version as part of a planned upgrade, you should first ensure that 64-bit versions
of the plug-ins for the software exist. Many plug-ins have yet to be rewritten for the 64-bit
architecture.

Also consider support for Hyper-V. If the business requires client virtualization, remember
that only the 64-bit editions of Windows 8 Pro and Windows 8 Enterprise include this feature.

Objective 1.1: Evaluate hardware readiness and compatibility
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Hardware compatibility in Windows 8

After identifying any software compatibility issues, you need to identify any hardware com-
patibility issues such as problems with drivers. You should check the manufacturer’s website
for the latest compatible versions of hardware drivers before migrating to Windows 8. Indeed,
you should download and store all of these. Check that a 64-bit version of the driver is avail-
able for any hardware the client uses, including any external peripherals such as printers,
scanners, and biometric devices.

MORE INFO WINDOWS 8 DEVICE COMPATIBILITY

You can read more about Windows 8 device compatibility at http://www.microsoft.com/
en-us/windows/compatibility/en-us/compatcenter/home.

Common application compatibility problems

As mentioned previously in this objective, not all existing software will run (or run happily) on
Windows 8. The two most common reasons for this problem are:

m Changes to the underlying architecture that Microsoft implemented with Win-
dows Vista This new architecture removed some components that earlier Windows
versions required to operate fully and changed other components in significant ways,
also resulting in incompatibilities with older software.

m Workarounds that software authors occasionally employed before User Account
Control was introduced These workarounds would often use the blanket administra-
tor privileges of Windows users to provide quick workarounds for programming issues
that otherwise would have required more complex coding.

Some older software won't run or will produce errors in the operating system for other
reasons as well.

User Account Control

Considering the problems just discussed, some legacy and older software was written by
programmers who designed software that included tasks that require administrator rights.
This was done primarily to simplify the programmer’s life because writing code to perform
the same tasks using standard user rights is more complex. The User Account Control (UAC)
program will prompt you for your credentials when it encounters a program that requires ad-
ministrator rights. If the user does not have the required administrator rights, UAC will block
the program and the program will not run.

Other software types might be blocked by UAC for a variety of reasons. These include the
following:

m  Poorly written installers, updaters, and uninstallers might not be automatically
elevated to have administrator rights by Windows 8.
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m Standard application events, as detailed previously, that require elevated privileges
might not be able to obtain them.

m Applications to be run specifically by administrators can fail when used by people on
standard user accounts.

m Dynamic Link Library (DLL) applications using the RunDLL32.exe program might not
function properly if they try to perform global operations that affect other user ac-
counts or core Windows 8 settings.

m Everyday applications that attempt to make file-level changes to Windows operating
system areas or those of other user accounts will be blocked.

Windows Resource Protection

Windows Resource Protection (WRP) is a system that maintains critical Windows resources,
files, folders, and registry entries in a read-only state. Access to these resources is permitted
only to trusted software and hardware installers. These kinds of problems can occur:

m  Any installers that attempt to overwrite, modify, or delete registry keys, files, or folders
protected by WRP can fail with a message informing users that the resource can't be
updated.

m [nstallers that attempt to create new registry keys or values in protected registry keys
can fail with a message saying that access is denied.

m  Any application that attempts to write to protected resources can fail if it relies on the
use of protected registry keys.

Incompatibilities of 64-bit

The 64-bit version of Windows 8 can run all 32-bit Windows 8 software, thanks to the Win-
dows 32-bit on Windows 64-bit (WOW64) emulator. However, software can fail on a 64-bit
installation of Windows 8 under some circumstances:

m Older 16-bit software won't run on the 64-bit version of Windows 8. To use such
legacy software, you need a 32-bit version of Windows installed on a Hyper-V virtual-
ization client.

m All 32-bit hardware and kernel drivers will fail to work or will malfunction in the 64-bit
version of Windows 8. You need 64-bit versions of all your drivers.

m  Attempting to install unsigned 64-bit drivers will fail on Windows 8, including drivers
added manually by editing the Windows registry.

Windows Filtering Platform

The Windows Filtering Platform (WFP) includes application program interfaces (APIs) that al-
low developers to write code that interacts with the data packet processing and filtering that
occurs in the Windows 8 networking stack and elsewhere in the operating system. Problems
can occur if software uses an earlier version of the API, resulting in errors when applications

such as firewalls, anti-malware programs, and other security software are running.
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Kernel-mode drivers

Any kernel-mode hardware drivers in Windows 8 need to be written or recoded to follow
the Microsoft Windows User Mode Driver Framework (UMDF), a device-driver platform first
introduced with Windows Vista. Incompatible drivers will fail to install or will cause errors in
operation.

Operating system version number changes

Occasionally when older software looks for a Windows version number, it might not recog-
nize Windows 8 as a new version of the operating system. This can happen if the software
is poorly coded. Should this happen, the software will return an Incompatible Version of
Windows error.

Managing application compatibility in Windows 8

If you are performing a stand-alone installation of Windows 8, the installer will inform you

of any local hardware and software incompatibilities. However, this last-minute approach to
determining application and hardware compatibility isn't ideal because if you encounter a
significant problem, you have to decide whether to continue with an installation that’s already
partly underway or to abandon it and try again later. The best way to determine applica-

tion compatibility in Windows has always been and continues to be to download the free
Application Compatibility Toolkit (ACT) from http.//technet.microsoft.com/en-US/windows//
aa905066.aspx.

Using ACT is advantageous for multiple reasons. The ACT allows you to verify compat-
ibility with Windows 8 for any software. (Note that this will apply only to desktop programs,
because Windows Store apps will already be written to be compatible.) Another benefit of
the ACT is that it allows you to test web applications with the latest version of the Internet
Explorer web browser. Many compatibility problems in business are caused by older web ap-
plications originally written for the non-standards—compliant IE6 browser.

MORE INFO WINDOWS 8 APPLICATION COMPATIBILITY

You can read more about Windows 8 application compatibility at http://technet.microsoft.
com/en-us/windows/aa905066.aspx.

If you encounter an application that has compatibility problems with Windows 8, you
can rectify the situation by following several possible courses of action—although some will
require some software recoding:

m Update the software so that stored file locations, registry entries, or file and folder
permissions can be changed.

m  Change the security configuration for the software. Remember that the UAC displays
an alert if software tries to perform an action that changes a setting or perform a
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modification in folder locations that affects other computer users, even if no other user
accounts currently exist.

m Find fixes, updates, and service packs for the software that will rectify the problems
and issues that cause incompatibilities. If you are using off-the-shelf software, finding
these items is reasonably likely unless all development on the product has ceased.

m Upgrade the software to a newer and compatible version. If a newer version of the
software exists, investigate whether the company can migrate to that version while also
moving to Windows 8.

m  Use Hyper-V in Windows 8 to run the application in a virtualized environment. This will
require installing an earlier Windows version into the Hyper-V client software. You will
see more about this topic shortly.

m  Migrate to a different software package that is compatible with Windows 8. Sometimes
moving to a different software package can be a good thing, because it can introduce
new features and other enhancements while maintaining file compatibility.

m Use the application compatibility features in Windows 8 to run the software in compat-
ibility mode (more information about this shortly).

Running earlier Windows versions in Hyper-V: What to look for

You see how to set up and configure an operating system in Hyper-V in Chapter 2, “Configure
hardware and applications,” but here you need to look at the issue of security and stability
when using earlier versions of the operating system. Consider some of the potential problems
and pitfalls involved with using an earlier Windows version:

m When will support for security and stability updates end? Extended product
support for Windows 7 won't end until 2020. However, with Windows 7 and Windows
8 sharing much of the same core architecture, any software that works properly in
Windows 7 will likely also run in Windows 8, so using Windows 7 in Hyper-V really isn't
necessary. With Windows XP, however, you more than likely need to run a copy in the
virtual machine. All support for Windows XP with Service Pack 3 installed (the final
service pack for the operating system) ends in April 2014. After that date, Microsoft will
no longer support that operating system.

m Does the application need access to the Internet? If you can completely isolate
the operating system by denying it access to the Internet and to files held on local
computers (which have a risk of malware infection), it is highly unlikely that the copy of
Windows XP will ever be exposed to malware itself. Indeed, Hyper-V can be set up so
that a virtual machine can get network access only to other virtual machines, so that
data can be shared between them.

= Will the virtualized operating system also require maintenance by the systems
team? If the virtualized operating system requires access to the local file system on
your Windows 8 computers, you will need to maintain the security on those virtual-
ized copies of Windows XP, which adds an extra layer of complexity to your overall
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systems support role. Most importantly, if network access is granted, Internet access is

automatically granted with it. One way around this is on computers that connect to the
Internet via Wi-Fi. On such systems, the virtual machine’s networking can be set to use
the physical Ethernet system. If no cable is plugged into this on the host computer, the
virtual machine will have local file access but no Internet access.

Regarding the final support date of April 2014, any remaining security problems left unre-
paired on this date will likely be exploited by malware writers extensively because Windows
XP is still widely used in some emerging economies.

Setting application compatibility in Windows 8

You can manually set compatibility for desktop programs that are installed in Windows 8 but
were written either for an earlier version of the operating system or aren’t included with the
operating system as it ships from Microsoft. These compatibility settings run the program
with parameters that tell the operating system how to modify its interaction with the pro-
gram to ensure it runs smoothly and properly.

To access the program compatibility settings, follow these steps:

1. From the Start screen or the All Apps view, right-click the program you want to set
compatibility for and click Open File Location.

2. File Explorer opens on the desktop, displaying the link to the program. Right-click the
program and click Properties from the options that appear.

3. Inthe dialog box that appears for the program, click the Compatibility tab (see
Figure 1-1).

Here, you can choose from several options. If you aren’t sure which compatibility options
to set for the program, you can run the compatibility troubleshooter program. This trouble-
shooter will ask you a series of questions about the circumstances under which the program
ran previously, and will then automatically set compatibility options based on the answers you
provide.
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If this program isnt working comectly on this version of Windows,
try running the compatibility troubleshocter.

| Run ibiity troubleshoater |
How do | choose compatibility settings manually?

Compatibility mode
[ Run this program in compatibility mode for:

Windows XP (Service Pack 3)

Settings
[[] Reduced colour mode

B-bit (256) colour

[ Run in 640 x 480 screen resolution
[] Disable display scaling on high DP| settings

Privilege level
[] Run this program as an administrator

| '@'Change settings for all users |

=

FIGURE 1-1 Setting program compatibility in Windows 8

If you choose to set compatibility manually, you can choose from the following main
options:
= Compatibility mode This option sets general, overall compatibility for the program
for a previous Windows version (including service pack builds) going all the way back
to Windows 95. Service pack builds are included for Windows XP and Windows Vista
because some service packs included significant changes that can alter how software
works in the operating system.

= Reduced Ccolor mode If an older program isn't displaying correctly onscreen, you
can set it to work in either 8-bit (256 color) or 16-bit (65,536 color) mode.

= Run in 640 x 480 screen sesolution If an older program isn't displaying correctly,
this setting locks the program into 640x480 pixel resolution.

Objective 1.1: Evaluate hardware readiness and compatibility =~ CHAPTER 1
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Run this program as an administrator Some older software might not work correct-
ly if it was coded using what shortcuts and workarounds that require administrator-
level access to system files and folders—and these were blocked with the introduction
of User Account Control (UAC) in Windows Vista. If a program requires administrator
rights to function correctly, you can enable this setting, but keep in mind that the pro-
gram will always open a UAC dialog box when it is run, and some users might not have
password access to authorize this action.

Change settings for all users Setting program compatibility changes the registry
settings for that program, but each user has her own registry file, so setting compat-
ibility will make the changes only for the user who is logged in at that time. Clicking
this button will set program compatibility for all users on the computer.

Thought experiment
Upgrading a branch office

In the following thought experiment, apply what you've learned about this objec-
tive. You can find answers to these questions in the “Answers” section at the end of
this chapter.

You are upgrading a small branch office of computers from the 32-bit version of
Windows XP to Windows 8. Staff members don’t need to use any 64-bit software
and their computers all have less than 3 TB of installed RAM. You also have to set up
a connection to the servers of their parent company using BranchCache.

1. Describe what you will need before upgrading these computers.

2. Make a recommendation for which edition of Windows 8 should be deployed in
the office.

Objective summary

12

Not all editions of Windows 8 support the features required in the workplace, such as
Group Policy or BitLocker.

No migration path exists between 32-bit and 64-bit Windows editions.

Windows 8 allows you to upgrade from Windows XP while keeping your files and fold-
ers intact.

The Application Compatibility Toolkit (ACT) can help you to determine the readiness of
your software and hardware for Windows 8.

You can manually set compatibility for older software.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1. Abusiness is upgrading its copy of Microsoft Office alongside its Windows 8 instal-
lations, and the accounting department has said it needs to work with Excel files in
excess of 256 columns. That department also has several third-party Excel plug-in apps
that it needs to continue using. What does this mean for your deployment plans?

A.
B.

The accounting department needs the 64-bit version of Windows 8 installed.
The accounting department needs 64-bit Windows 8 and 64-bit Microsoft Office.

The accounting department can install 64-bit Excel in compatibility mode in 32-bit
Windows 8.

The accounting department needs 64-bit Windows 8, 64-bit Office, and also com-
patible 64-bit third-party plug-ins.

2. A business is upgrading several computers from the 64-bit version of Windows Vista to
Windows 8. Which one of these statements is true?

A.
B.

You can perform a straight upgrade, keeping the existing software.
You have to perform a clean installation on each workstation.
The company's existing software won't work with Windows 8.

You can upgrade the company computers, keeping files and settings, but will need
to reinstall all software afterward.

3. You are planning to upgrade several computers running Windows XP to Windows 8.
Which of the following factors do you need to consider? Select all that apply.

A.

You need updated drivers for all the hardware, including external devices.
You need new drivers for the internal hardware, but USB devices will be fine.

You can check your hardware on the Microsoft website to determine Windows 8
compatibility.

You might need to install some software in a Hyper-V environment running
Windows XP.

4. Some older software a company has been using doesn't work properly in Windows 8
and keeps reporting a Cannot Write To File error. What is the cause of this?

A.

The file the software is attempting to write to is protected by User Account Control
(UAC).

The software isn't being run in compatibility mode.

Objective 1.1: Evaluate hardware readiness and compatibility 13
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C. The software is attempting to write to a system file or folder location that is pro-
tected by Windows Resource Protection (WRP).

D. The software is being run inside Hyper-V.

Objective 1.2: Install Windows 8

Installing Windows 8 isn't a simple matter of running Setup.exe from a DVD or USB flash drive
and entering a product key. Objective 1.1 detailed some of the obstacles facing users who are
migrating to Windows 8—for example, moving from a 32-bit version of Windows XP to the
64-bit version of Windows 8 on the same hardware.

This objective covers how to:

m Choose the best method for you to install Windows 8
m Create a custom Windows 8 installation

m [nstall Windows 8 into a Virtual Hard Disk

m Deploy Windows 8 using Windows To Go

m Understand common installation errors

What are the installation methods?

So how should you install Windows 8, and what media can you use to do so? How can you
migrate user files and software on the computers in such a way to provide as seamless and
trouble-free an experience for users as possible?

First, look at the different ways you can move computers to Windows 8:

m Clean Installation is how many IT professionals recommend migrating from one op-
erating system to another. A clean install completely wipes away any traces of the old
operating system, and with that wipes away any problems that could be brought into
the new installation. Performing a clean installation has definite advantages, one being
that since Windows Vista, the operating system has created a 100 MB System Reserved
partition at the beginning of drive 0 in the computer that contains startup and rescue
files. With Windows 8, the size of this partition has grown to 350 MB, so an upgrade
might not bring all the startup benefits Windows 8 offers because it won't change
the size of this partition. You can perform a clean installation from a DVD, a USB flash
drive, and a network share.

m In-Place Upgrade is an excellent solution, especially if you need to keep user files, set-
tings, and programs. Although all versions of the operating system from Windows XP
onward support upgrading, not all files, settings, and software can be migrated. You
can run an in-place upgrade from a DVD, a USB flash drive, or a download.
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= Automated Installation is the method of choice in enterprise environments, using
tools such as the Microsoft Deployment Toolkit (MDT) and Windows Deployment
Services. You can create answer files that will lead the Windows 8 installer to configure
the operating system as you require.

= Migration is the process of moving files, settings, and software from an older comput-
er running Windows 7 to a new machine running Windows 8, known as a side-by-side
migration, or where you perform a clean installation of Windows 8 on a Windows 7
computer but put back all user files, settings, and programs as they were previously, a
process known as a wipe-and-load migration.

Following a pre-installation checklist

Before you upgrade to or clean install a copy of Windows 8, ensure that all the items on this
list have been completed:

m All user files and settings have been backed up.

m You are installing the correct edition of Windows 8 for the features that will be re-
quired in the business.

®m You have compatible hardware drivers for the edition of Windows 8 you are going to
install.

m You have versions of your software that are Windows 8 compatible (as much as pos-
sible, anyway).

® You have Windows 8 compatible plug-ins required for software, such as Microsoft
Office, additions.

These are all important, because they will help ensure that the installation will go smoothly
and that you will have access to the assets you need.

Choosing between an upgrade or a clean installation

It can be argued that it's always a good idea to perform a clean installation of any operating
system. The primary reason is that you won't carry over any problems with the existing oper-
ating system, software, or drivers to the new operating system. You can also be much more
certain that any hardware drivers you install in the new operating system are the correct ones.

In the past, a clean install typically resulted in a faster operating system than an upgrade
did. However, this does not apply. With Windows 8, things aren’t quite that simple because
the upgrade process for this operating system is very different. Table 1-4 shows the differ-
ences between the last few Windows versions with respect to what can be migrated from an
existing Windows installation to Windows 8.

Objective 1.2: Install Windows 8
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TABLE 1-4 Migration differences

Windows XP Windows Vista Windows 7 Windows 8
Windows 98, Files, Settings, None None None
Windows Me Software
Windows XP None None Files

Windows Vista

Files, Settings,
Software

Files, Settings

Windows 7

Files, Settings,

Software

By looking at Table 1-4, you might think that people have preferred a clean installation in
recent years because upgrade paths have been blocked. For example, in no way could you
upgrade Windows XP to either Windows Vista or Windows 7.

For Windows 8, the only full upgrade path available is from Windows 7. If you are upgrad-
ing from Windows Vista, you can migrate only your files and settings; if you are upgrading
from Windows XP, you can migrate only your files.

What is the difference, then, between an upgrade from Windows XP or Windows Vista and
a clean install? If Windows 8 is wiping the earlier operating system and hardware drivers, it's
still a clean installation, right? You have two considerations here: Carry forward any problems
with the partition formatting or use the System Reserved partition.

Q EXAM TIP

Questions may focus on your understanding of the upgrade process and migration differ-
ences to ensure that you are able to accurately recommend the most appropriate course of
action.

The System Reserved partition

The System Reserved partition was first introduced with Windows Vista as a 100 MB hidden

drive but is now expanded to 350 MB in Windows 8. It contains the boot files for the operat-
ing system and the system re-imaging and rescue tools. The installer places this small parti-

tion just ahead of your Windows installation on drive 0 (zero).

The benefit to having this partition is that the Windows system rescue tools can operate
from startup without requiring a Windows installation DVD or restore drive. If this partition is
missing or too small, you could experience one or more of the following scenarios:

m  Windows Startup Repair won't run from the hard disk.
= Windows System Image Backup won't function.

These are important considerations because any PC that malfunctions can commonly
be fixed simply and automatically using Windows Startup Repair, and also because you
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might require the Windows 8 in-built System Imaging Tool to create backup copies of your
installations.

When to perform a clean install

You will always want to perform a clean installation of Windows 8 under certain
circumstances:

m The computer currently has no operating system.
= You are migrating a user from one computer to a different computer.
®m The existing operating system is Windows 2000, Windows ME, Windows 98, or earlier.

m The computer is currently running a non-Windows operating system.

Methods for performing a clean installation
You can perform a clean installation of Windows 8 in three ways:

®m By running Setup.exe from an installation DVD or USB flash drive

® By running Setup.exe from a network share

m By installing using an image

First look at creating an installable DVD or USB flash drive, because these are very com-
mon. Installable USB flash drives will likely be a tool you will want to create.

To create an installation DVD or USB flash drive, you need a copy of the correct Windows
8 I1SO disc image file. You might have downloaded this as part of your volume licensing pro-
gram or through a program such as Software Assurance. In both Windows 7 and Windows 8,
you can easily burn a disc image of this file to a blank DVD, because you need just to double-
click the file to open the Disc Image Burner tool.

To create a bootable USB flash drive (you need a drive of 4 GB or more in size), you need
to download the Microsoft Windows USB/DVD download tool. By using this tool, you can
select the ISO file and USB flash drive to use, and the tool then creates the media for you. You
can also use this tool in Windows XP and Windows Vista to create a bootable installation DVD
of Windows 8.

MORE INFO DOWNLOAD THE WINDOWS USB/DVD TOOL

You can find the Microsoft Windows USB/DVD tool at http://www.microsoftstore.com/
store/msstore/html/pbpage.help_win7_usbdvd_dwntool.

To install Windows 8 from a network share, how you begin the installation will vary
depending on whether you already have an operating system installed on the destination
computer. You can, for example, create a Windows Preinstallation Environment (Windows
PE) drive and start the computer from that, or you can use a network Pre-boot Execution
Environment (PXE) boot.

Objective 1.2: Install Windows 8
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Creating a custom Windows 8 installation

You will often find that you want to create a custom Windows 8 installation to include specific
hard drivers, software, or updates. You might want something as simple as the company
desktop wallpaper on all machines by default. The following steps show how to create a cus-
tom install image of Windows 8.

Step 1: Create a Windows PE drive

To start the Windows installer from a network share, you can create Windows PE bootable
media, but you will also need the following:

m A technician computer on which to install the Windows Assessment and Deployment
Kit (Windows ADK). Having the 32-bit Windows version running on the technician
computer is best because you can use that version to create media that supports both
the 32-bit and 64-bit versions of the operating system.

MORE INFO WINDOWS ADK

You can download the Windows Assessment and Deployment Kit from http://technet.
microsoft.com/library/hh824947.aspx.

m A reference computer that represents a typical computer in the organization. This
computer shouldn't require any special hardware drivers, but it must have at least one
free USB port.

m A test computer on which you can make sure everything works afterward.

m A Windows 8 installation DVD and valid product key.

= An empty USB Flash drive with at least 4 GB of free space, if you want to run Windows
PE from a USB flash drive.

m  An external storage device with at least 8 GB of free space. This can be a network loca-
tion that you create using the net use e: \\server\share command.

When you have these items available, as well as the Windows ADK, you can begin the
process of creating your Windows PE bootable media. Follow these steps:

1. On the technician computer, run the Deployment and Imaging Tools environment as
an administrator.

2. At the command prompt, type copype amd64 C:\winpe_amd64 (you can also use
copype amd64 C:\winpe_x86 to create a 32-bit Windows PE disc only). You don't
need to create the destination folder in advance.

3. Mount the Windows PE base-image file by typing dism /mount-image /imagefile:c:\
winpe_amd64\media\sources\boot.wim /index:1 /mountdir:C:\winpe_amd64\
mount. This command unpacks its contents to a folder so that you can make changes,
such as adding boot-specific drivers.
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4. Add required drivers by typing the command dism /image:C:\winpe_amd64\mount
/Add-Driver /Driver:C:\Drivers\network.inf.

5. Add any required packages to the base image file, such as service packs, by using the /
Add-Package command in this format:

Dism /Image:C:\winpe_amd64\mount /Add-Package /PackagePath:”C:\Program Files
(x86)\Windows Kits\8.0\Assessment and Deployment Kit\Windows Preinstallation
Environment\amd64\WinPE_OCs\WinPE-WinReCfg.cab”

Also use the following, because when you add a package, you must also add its cor-
responding language packs:
Dism /Image:C:\winpe_amd64\mount /Add-Package /PackagePath:”C:\Program Files

(x86)\Windows Kits\8.0\Assessment and Deployment Kit\Windows Preinstallation
Environment\amd64\WinPE_OCs\en-us\WinPE-WinReCfg_en-us.cab”

6. Commit your changes and unmount the image by typing Dism /unmount-image /
mountdir:C:\winpe_amd64\mount /commit.

7. To copy your Windows PE image to a USB flash drive, type MakeWinPEMedia /UFD
C:\winpe_amd64 F:, where F represents the drive letter of the destination USB flash
drive. You can also use the command MakeWinPEMedia /ISO C:\winpe_amd64 c:\
winpe_amd64\winpe.iso to create a Windows PE DVD.

MORE INFO DISM TECHNICAL REFERENCE

The Deployment Image Servicing and Management (DISM) tool is used to service offline
images. The Technical Reference can be found here: http://technet.microsoft.com/en-us/
library/hh824821.aspx.

Step 2: Create an unattended answer file

You can optionally create an unattended answer file for your Windows 8 installation. This can
include information such as a product key and configuration information for software and/or
Windows 8 system components. Follow these steps:

1. On the technician computer, copy the file \Sources\Install.wim to the desktop.
2. Start the Windows System Image Manager from the Windows ADK.

3. From the File menu, click Select Windows Image.

4. Select the correct Install.wim file.

5. From the File menu, click Open Answer File, and then select a sample file from the
folder C:\Program Files (x86)\Windows Kits\8.0\Assessment and Deployment Kit\De-
ployment Tools\Samples\Unattend on the technician computer. Notice in Figure 1-2
that different files are available depending on the computer’s BIOS and processor type.

Objective 1.2: Install Windows 8
https://t.me/learningnets


http://technet.microsoft.com/en-us/library/hh824821.aspx
http://technet.microsoft.com/en-us/library/hh824821.aspx

FIGURE 1-2 The different default unattend.txt files available in the Windows ADK

The different components of the Answer File now appear in the Answer File pane and
can be easily modified (see Figure 1-3).

MORE INFO CREATING UNATTENDED INSTALLATION FILES

You can read more about creating unattended installation files at http://technet.microsoft.
com/en-us/library/ff699038.aspx.
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FIGURE 1-3 Modifying an unattended installation file

6. When you have finished making changes to your answer file, choose Save Answer File

As from the File menu and save the file as CopyProfileunattend.xml on the USB flash
drive.

NOTE ADDING DRIVERS AND PACKAGES

You can add a driver to the unattended installation file by choosing Driver Path from the
Insert menu, and then Pass 1 Windows PE. To add packages such as updates of service
packs to the unattended installation file, from the Insert menu select Package.

Step 3: Install Windows 8

You now need to install Windows 8 so that you can perform tests and check that the installa-
tion file you have created works as required. Follow these steps:

1. Start the reference computer from the Windows 8 installation DVD (the simplest op-
tion) or from your newly created Windows PE drive, as follows:

A. If you are installing from a Windows 8 installation DVD, follow the installation
instructions as they are presented.
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2.

B. If you are installing from a Windows PE drive, after the computer is started, type

the command F:\WindowsSetup\setup /unattend:F:\autounattend.xml, where
F is the location of the USB flash drive.

Enter audit mode by pressing Ctrl+Shift+F3 when the installation is complete.

You can now change certain aspects of the default user profile, such as the desktop wall-
paper and specific environment variables. You can also install additional software, but keep in
mind that if you want to run the installation image from a DVD, the final image must not be
too large to fit on the disc.

At this point, it's worth discussing the SysPrep command-line options. The main format of
the command is

sysprep.exe [/oobe | /audit] [/generalize] [/reboot | /shutdown | /quit] [/quiet] [/
unattend:answerfile]

The more common command-line switches for the SysPrep tool are as follows:

/audit restarts the computer in audit mode, which is a special mode that allows you to
make changes to the default user account and to the operating system, such as install-
ing software, before locking down the image.

/generalize prepares the installation for locking down and use by a user.

/oobe restarts the computer in welcome mode, the first startup mode for a new user of
the computer.

/reboot restarts the computer.

/shutdown shuts down the computer.

/quiet runs the SysPrep tool while hiding messages.

/quit closes the SysPrep tool after running specified commands.

/unattend:answerfile uses the specified unattended answer file with SysPrep.

Step 4: Capture the image

In the final phase of the image-creation process, you need to capture the modified Windows
installation. Follow these steps:

1.

2.
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Boot the reference computer from the Windows PE drive.

At the Windows PE command prompt, type diskpart.
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Type list volume and write down the drive letters and names that are reported.
Type exit to leave Diskpart.

To capture the Windows partition as an image, type the dism /Capture-Image /
CaptureDir:D:\ /ImageFile: E:\Thinlimage.wim /Name:"Contoso” command, where
D is the drive letter for the Windows drive and E is the drive letter your external hard
disk will use later, usually the first unused drive letter after C that is available.

Connect your external USB hard disk to the computer and create an Images folder by
typing the command md E:\Images.

Type copy D:\Thinlmage.wim E:\Images\ to copy the newly created image to the
drive.

Turn off the reference computer.

You can also use the command-line tool ImageX to capture a Windows image. It is used in
the following format:

ImageX [/flags “EditionID”] [{/dir | /info | /capture | /apply |
/append | /delete | /export | /mount | /mountrw | /unmount | /split} [Parameters]

The switches you can use with the ImageX command are as follows:

/flags “EditionID" specifies the Windows version you want to capture. This switch is
required (including the quotation marks) if you want to deploy a custom image.

/dir displays a list of files and folders inside the image.

/info displays information about the .wim image file, including its size and image index
number.

/capture captures a volume image from a drive into a new .wim file. This includes all
subfolders and files.

/apply applies a volume image to a specified drive. All hard disk partitions must be cre-
ated before starting this process, and then you can run this option from Windows PE.
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m /append adds a volume image to an existing .wim file.

m /delete removes a specified volume from a .wim file.

m /export exports the contents of a .wim file to another .wim file.
B /mount mounts a .wim file.

®m /mountrw mounts a .wim file with read/write permission.

® /unmount unmounts a .wim file.

m /split breaks large .wim files into smaller, multiple files.

Step 5: Deploy the image to the test computer

You still have some steps to go through to complete your installation image:
1. Start your technician computer and attach your USB hard disk to it.

2. Create an E\CreatePartitions.txt file in Notepad, where E is the location of the USB
hard disk.

A. For Unified Extensible Firmware Interface (UEFI) computers, create a script based
on the following, which creates five partitions: Windows RE Tools, System, Win-
dows, Microsoft Reserved (MSR), and Recovery Image.

rem These commands are used with DiskPart to

rem erase the drive and create five partitions

rem for a UEFI/GPT-based computer.

rem Adjust the partition sizes to fill the drive as necessary.
select disk 0

clean
convert gpt
rem === 1. Windows RE tools partition ===========

create partition primary size=300

format quick fs=ntfs label="Windows RE tools
set id="de94bba4-06d1-4d40-al6a-bfd50179d6ac”
assign letter="T"

rem === 2. System partition
create partition efi size=100

format quick fs=fat32 label="System”
assign letter="S”

rem === 3. Microsoft Reserved (MSR) partition ===
create partition msr size=128

rem === 4. Windows partition

rem == a. Create Windows partition ==s=========
create partition primary

rem == b. Create space for recovery image ====
shrink minimum=15000

rem == c. Prepare the Windows partition ======

format quick fs=ntfs label="Windows”

assign letter="W”

rem === 5. Recovery image partition =============
create partition primary

format quick fs=ntfs label="Recovery image”

gpt attributes=0x8000000000000001

assign letter="R”
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A. For older BIOS computers that don’t run the UEFI system, create a script that
creates three partitions: System, Windows, and Recovery Image.

rem These commands are used with DiskPart to

rem erase the drive and create three partitions

rem for a BIOS/MBR-based computer.

rem Adjust the partition sizes to fill the drive as necessary.
select disk 0

clean

rem === 1. System partition
create partition primary size=350
format quick fs=ntfs label="System”
assign letter="S”

active

rem === 2. Windows partition

rem == a. Create Windows partition ===========
create partition primary

rem == b. Create space for recovery image ====
shrink minimum=15000

rem == c. Prepare the Windows partition ======

format quick fs=ntfs label="Windows”

assign letter="W”

rem === 3. Recovery image partition =============
create partition primary

format quick fs=ntfs Tabel="Recovery”

assign letter="R”

attributes volume set nodefaultdriveletter

ex1t

Create a deployment script called E:\Applylmage.bat. This script creates the partitions,
applies the Windows 8 image, copies the Windows Recovery Environment (Windows
RE) tools, along with the System Partition, and then configures the partitions.

A. For UEFI computers, use this script as your baseline:

rem These commands use the specified Windows image file
rem to deploy Windows, system, and recovery tools

rem to a UEFI-based computer.

rem Usage: ApplyImage WimFileName

rem Example: ApplyImage E:\Images\ThinImage.wim

rem === Apply the image to the Windows partition ========
dism /Apply-Image /ImageFile:%1 /Index:1 /ApplyDir:W:\
rem === Copy tools to the Windows RE Tools partition ====

md T:\Recovery\WindowsRE
copy W:\windows\system32\recovery\winre.wim T:\Recovery\WindowsRE\winre.wim

rem === Copy boot files to the System partition =========
W:\Windows\System32\bcdboot W:\Windows /s S:
rem === Set the location of the WinRE tools =============

W:\Windows\System32\reagentc /setreimage /path T:\Recovery\WindowsRE /target
W:\Windows

rem === Create the recovery image
Mkdir R:\RecoveryImage

Copy %1 R:\RecoveryImage
W:\Windows\System32\reagentc /setosimage /path T:\RecoveryImage /target W:\Windows
/index 1
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B. For BIOS computers, use this script as your baseline:

rem These commands use the specified Windows image file
rem to deploy Windows, system, and recovery tools

rem to a BIOS-based computer.

rem Usage: ApplyImage WimFileName

rem Example: ApplyImage E:\Images\ThinImage.wim

rem === Apply the image to the Windows partition
dism /Apply-Image /ImageFile:%1l /Index:1 /ApplyDir:W:\
rem === Copy the Windows RE Tools to the system partition

md S:\Recovery\WindowsRE
copy W:\windows\system32\recovery\winre.wim S:\Recovery\WindowsRE\winre.wim

rem === Copy boot files from the Windows partition to the System partition ===
W:\Windows\System32\bcdboot W:\Windows /s S:
rem === In the System partition, set the location of the Windows RE tools

W:\Windows\System32\reagentc /setreimage /path S:\Recovery\WindowsRE /target
W:\Windows

rem === Create the recovery image
Mkdir R:\RecoveryImage

copy %1 R:\RecoveryImage
W:\Windows\System32\reagentc /setosimage /path R:\RecoveryImage /target W:\Windows
/index 1

MORE INFO DOWNLOAD THESE SCRIPTS

You can get copies of the scripts detailed here at http://technet.microsoft.com/en-gb/
library/hh825212.aspx.

4. Boot the Test Computer into Windows PE from your USB flash drive.
5. Atthe command line, type diskpart /s E:\CreatePartitions.txt.
6. To verify that the script worked successfully, type diskpart.

7. At the Diskpart prompt, type list volume. This displays the list of partitions that have
been created by Windows PE, such as E for External USB Hard Disk, F for USB Flash
Drive, R for Recovery Image, S for System, T for Windows RE Tools, and W for Windows.

8. Type exit to return to the command prompt.

9. To test your deployment script, type E:\Applylmage E:\Images\Thinlmage.wim,
where E is the drive letter for your USB hard disk.

10. After the image is applied, restart the computer. You should have a working Windows
8 installation.

Q EXAM TIP
) Ensure that you have a good understanding of what the key Windows 8 automation tools
for installation are, including sysprep, DISM, WinPE, unattended answer files and the Win-

dows SIM.
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Installing Windows 8 into a Virtual Hard Disk (VHD)

Quite possibly one of the most useful features that's ever been built into Windows from the
perspective of an IT support and deployment professional is the ability to boot natively into
a VHD. Although this might on the face of things sound like a rather odd idea, let's look at
some scenarios to see what this actually means and just how useful this actually is in practice.

On a typical computer where you boot from a VHD you will have a standard installation
of Windows 8, installed onto the hard disk in the usual way (and presumably backed up as an
image as well) and then you will have a separate VHD file, which does not need to be on its
own partition and can reside on the C: drive with Windows 8.

When you boot your computer from a VHD you'd never know that you're not using an
operating system that's installed on the hard disk in the usual way. You still have full access to
the computer’s hardware resources and everything seems normal, except crucially that you're
isolated from the main installation of Windows 8 on the hard drive that now can't be inter-
fered with. Additionally you can use 64-bit editions of Windows 8 with this feature, there is no
limitation to 32-bit only.

This is useful in many ways. If you run an internet café, library, or training provider for
example the VHD is very simple to restore as and when it is needed. All that is required is that
you boot into the standard copy of Windows 8 and copy your master VHD (because you obvi-
ously made a copy of it!) back, overwriting the current VHD.

In business the applications for booting from a VHD are even more useful because it
means you can very quickly and simply repurpose any computer, laptop, or tablet. Let’s say,
for example, that you have different Windows 8 installations for management, accounts, sales,
design, administration, and development departments, each containing different software
packages and settings, and privileges unique to the role for which they will be used.

In this scenario you might need to repurpose a laptop from the accounts department for
the sales team, because one on-the-go laptop has failed and needs replacing. In the usual
scenario you'd re-image the entire computer, but this would wipe out the full installation on
the machine.

With a VHD you simply boot into that installation and either copy an already configured
and purposed VHD over to the computer or, rename a couple files if you already have mul-
tiple VHDs on the computer just in case.

NOTE MAKE SURE YOU HAVE APPROPRIATE WINDOWS LICENSES

Each copy of Windows 8 you install onto a computer, whether in a VHD or not, will require
its own valid product key and activation. You should ensure that you have an adequate
number of product keys to cover the VHDs that you use in your organization.

So let's look at how you can install Windows 8 into a VHD.

1. Boot your computer from your Windows 8 installation media. Note that you cannot
install to a VHD from Within an already running copy of Windows 8.
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2.

3.

4.

Select your installation language.
At the install screen, press Shift+F10 to open the DOS command window.

Type diskpart and press Enter.

Using an Existing VHD

1.

2.

Type select vdisk file=C:\pathl\path2\disk.vhd, substituting the drive letter, path,
and file name of the VHD you wish to use.

Type attach vdisk.

Creating a new VHD

1.

10.

11.

12.

13.

14.

28

Type create vdisk file=C:\pathl\path2\disk.vhd maximum=40000 type=fixed
and press Enter, substituting the drive letter, path, and file name of the VHD you wish
to create and changing the VHD size (20480, for example, would create a drive 20GB in
size) and swapping fixed for expandable if you want a dynamically expanding disk size.

Type select vdisk file=C:\pathl\path2\disk.vhd to select the disk you have just cre-
ated and press Enter.

Type attach vdisk and press Enter.

Type exit and press Enter.

Type exit again and press Enter.

Click Install and then select Custom: Install Windows 8 Only (Advanced).
Click the VHD you have created and select Drive Options (Advanced).
Create a new partition inside the VHD using all the space available.
Format this new drive.

Ensure that the VHD drive is highlighted as the drive on which you wish to install
Windows 8 and click Next to begin the installation.

Windows 8 will now install the OS and automatically configure the boot loader; how-
ever, you will now have two copies of Windows 8 in that boot loader, both of which
will be called "Windows 8.” Thus you might want to edit the boot menu and change
the name of one of these to something else. To do this follow these instructions after
Windows 8 starts.

Open the Win+X menu and run Command Prompt (Admin).
Type bededit /v and press Enter.

Locate the VHD copy of Windows in the list of operating systems that appears and
copy its GUID code. This is a long string of numbers and letters that appears as its
identifier parameter.
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15. Type bededit /set {GUID} description “OS Name” and press Enter, substituting GUID
for the string you copied in step 3 and with the name you wish for the VHD to have
(see Figure 1-4).

o1 Administrator: Command Prompt

icrosoft Windows [Uersion 6.2_848HA]
<c» 2012 Microsoft Corporation. All rights reserved.

sMWindowsssystem32>bededit v

{%deal62c—Scdd—4e?B-accl—F32h34444795>
partition=“Device“HarddizkUolumel
Windows Boot Manager
en—
{7eaZelac—2e61—4728-aaa3d—876d?d8a?f Be’
Enable
{af56f9?1l-abac—1lel—ald6—ac?6Bc2ic?7cy
{af56f9?0-abac—1lel-ald6—ac?68c21c?7c>
{af56f9?1-abac—1lel—ald6—ac?6Bc2ic?7cy
oolﬂdlﬂplayorder {h2721d73-1db4—4c62—hf 78—ch48a8801 424>
imeout

{af56f9?1-abac—1lel—ald6—ac?6Bc2ic?7cy
partition=C:
SHindowsssystem32swinload.exe

Windows 8

en—US
{6efh52hf-1766—41db—abh3—BeeSef f72hd?>
éafiif972—ahac—1131—a1d6—ac963321377c}
nahle

Yes

Bx1 5080875

partitiun=c:

“Mindows
{af56f978-abac—1lel—ald6—ac?6Bc2ic?7ck
Optln

Standard

Auto

FIGURE 1-4 A command prompt window showing the GUIDs for several Windows installations

16. Optionally you might want to set your VHD to boot by default when the computer
starts. You can do this with the command bcdedit /default {GUID}.

Deploying via Windows To Go

You might want to give some users a Windows To Go USB flash drive that they can use to

run an Windows 8 Enterprise editio