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Who am I

Head of NSFOCUS Tianji Lab

Security Researcher

Microsoft Mitigation Bypass Bounty Winner

Pwnie Awards Nominee
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What is CFG
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History of CFG

June 2013, first introduced in Windows 8.1 Preview

October 2013, disabled in Windows 8.1

July 2015, enabled in Windows 10 version 1507

August 2016, add longjmp protection in Windows 10 version 1607

April 2017, add Export Suppression and Strict Mode in Windows 10 version 1703
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How Dose CFG Work

https://github.com/microsoft/MSRC-Security-Research/blob/master/presentations/2018_02_OffensiveCon/The%20Evolution%20of%20CFI%20Attacks%20and%20Defenses.pdf
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Previous CFG Bypass

case 19158: AtlThunkPool RWX Page

case 20267: Predict JIT Page

case 31464: JIT Heap Management Cheating

case 32706: Wrapper Functions

case 33039: Make AtlThunkPool Great Again

case 36944: Bad Hook

case 38460: Export Suppression Logical Flaw

case 42895: Manipulate CFG Bitmap
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Previous CFG Bypass

https://t.me/learningnets



#BHASIA @BlackHatEvents

Previous CFG Bypass

Mitigated by CET 

Mitigated by Strict Mode 
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How about Chrome

CFG is enabled in Chrome Beta 97.0.4692.20

https://twitter.com/quidity/status/1461427137101979650
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How about Chrome

Export Suppression is not enabled 
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How about Chrome

Strict Mode is not enable 
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Bypass CFG in Chrome

Issue 1: RWX memory still exists

WebAssembly.Instance
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Bypass CFG in Chrome

Issue 2: Export Suppression is not enabled 

Most export functions can be called out of context

Sensitive API blocklist is prone to miss wrapper functions
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Bypass CFG in Chrome

Issue 3: Strict Mode is not enabled 

All address of non-CFG image are valid indirect call target

There are still dozens of in-box non-CFG DLLs in the latest version of Windows

The renderer process run in Untrusted IL make it hard to load such a DLL
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Bypass CFG in Chrome

Issue 4: JIT Compiler is CFG unenlightened

Missing CFG instrumentation in JIT generated code
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Bypass CFG in Chrome

Issue 4: JIT Compiler is CFG unenlightened

PAGE_TARGETS_INVALID is not used when allocate executable memory
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Bypass CFG in Chrome

Issue 5: Memory Management can be deceived

Plant evil code into executable memory

v8::internal::Factory::CodeBuilder::TryBuild
v8::internal::Factory::CodeBuilder::BuildInternal

v8::internal::Factory::CodeBuilder::AllocateCode => The whole code space becomes RWX
v8::internal::Code::CopyFromNoFlush
v8::internal::Code::clear_padding => Only clear a small padding block 
v8::internal::Heap::ProtectUnprotectedMemoryChunks

v8::internal::MemoryChunk::SetDefaultCodePermissions    => The whole code space becomes R-X
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Bypass CFG in Chrome

Issue 5: Memory Management can be deceived

Make read-only memory writeable

v8::internal::wasm::NativeModule::~NativeModule
v8::internal::wasm::WasmCodeAllocator::~WasmCodeAllocator

v8::internal::wasm::WasmCodeManager::FreeNativeModule
v8::internal::win64_unwindinfo::UnregisterNonABICompliantCodeRange

VirtualProtect    => The code range becomes RW-
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Bypass CFG in Chrome

Issue 6: System Weakness

Writeable critical data structs

TOCTOU

Thread suspension
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How to Improve

Optimize WebAssembly to eliminate RWX memory

At least eliminate long-standing RWX memory

The best practice is to implement OOP code generation

Renderer Process JIT Process

Code Space

R-X

RW-
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How to Improve

Enable all CFG enhancement

CFG Export Suppression

CFG Strict
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How to Improve

Make JIT Compiler CFG enlightened

Add CFG instrumentation before indirect call or jump

Use PAGE_TARGETS_INVALID when allocating executable memory

Use SetProcessValidCallTargets to explicit validate entry points which may be called indirectly

Use SetProcessValidCallTargets to invalidate those entry points when releasing them
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How to Improve

Switch to the more efficient XFG

https://github.com/dwizzzle/Presentations/blob/master/Bluehat%20Shanghai%20-%20Advancing%20Windows%20Security.pdf
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Enhanced Security Mode of Edge

https://docs.microsoft.com/en-us/DeployEdge/microsoft-edge-security-browse-safer
https://t.me/learningnets
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Enhanced Security Mode of Edge
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Enhanced Security Mode of Edge

What this mode do?

Disabling just-in-time (JIT) JavaScript compilation

Disabling WebAssembly (WASM) currently 

Enabling Hardware-enforced Stack Protection (CET)

Enabling Arbitrary Code Guard (ACG)
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Enhanced Security Mode of Edge

What this mode means?

There are no more  RWX memory at all

There are no JIT Compiler at all

There are no extra executable memory at all
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Enhanced Security Mode of Edge

Can we still bypass CFG in this mode?
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Takeaways

Enabling CFG is not just as simple as open compiler switches

JIT Compiler should be CFG enlightened to avoid abusing

Consider switch to the more efficient XFG
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Thanks!
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