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Control Flow Guard (CFG) is a highly-optimized platform security feature that was created to combat memory corruption
vulnerabilities. By placing tight restrictions on where an application can execute code from, it makes it much harder for

exploits to execute arbitrary code through vulnerabilities such as buffer overflows. CFG extends previous exploit
mitigation technologies such as /GS, DEP, and ASLR.

¢ Prevent memory corruption and ransomware attacks.

¢ Restrict the capabilities of the server to whatever is needed at a particular point in time to reduce attack surface.

¢ Make it harder to exploit arbitrary code through vulnerabilities such as buffer overflows.

This feature is available in Microsoft Visual Studio 2015, and runs on "CFG-Aware" versions of Windows—the x86 and x64
releases for Desktop and Server of Windows 10 and Windows 8.1 Update (KB3000850).

We strongly encourage developers to enable CFG for their applications. You don't have to enable CFG for every part of
your code, as a mixture of CFG enabled and non-CFG enabled code will execute fine. But failing to enable CFG for all code
can open gaps in the protection. Furthermore, CFG enabled code works fine on "CFG-Unaware" versions of Windows and

is therefore fully compatible with them.

https://t.me/learningnets
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June 2013, first introduced in Windows 8.1 Preview

October 2013, disabled in Windows 8.1

July 2015, enabled in Windows 10 version 1507

August 2016, add longymp protection in Windows 10 version 1607

April 2017, add Export Suppression and Strict Mode in Windows 10 version 1703

https://t.me/learningnets
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CFG implements coarse-grained control-flow integrity for indirect calls

Compile time =

void Foo(...) {
f// SomeFunc is address-taken
f// and may be called indirectly
Object->FuncPtr = SomeFunc;

}

Metadata is automatically added to the image which
identifies functions that may be called indirectly

void Bar(...) {
f/ Compiler-inserted check to
// verify call target is valid
_guard_check_icall{0Object=-»>FuncPtr);
Object-»>FuncPtri{xyz);

}

A lightweight check is inserted prior to indirect calls
which will verify that the call target is valid at runtime

Runtime

Process

*Map valid call target data
Start °

+Update valid call target data
with metadata from PE image

«Perform O(1) validity check
Nl lICTa @ - Terminate process if invalid

Call target
«Jmp if target is valid

CFG is a deterministic mitigation, its security is not
dependent on keeping secrets.

For C/C++ code, CFG requires no source code changes.

ntdll!LdrpDispatchUserCallTarget:

88007 fh" 4el@8eld 4cBbld59e58ded mov
[ntdll!LdrSystemDl1lInitBlock+8xba]

2@ea7 b 4el@dely 4cBbde mow
Ba8a7Ffb” 4elidela 49cleadd shr
8a8ea7 b’ 4eledele 4fBbled3 moy
Baaa7Fb” 4elbbedl 4cBbde mon
830087 b’ 4eld8dals 49cleadl shr
BHEATFFD” 4delbfe?d aBaf test
8087 ffb’ 4eli8alb 7589 jne

ntdll!LdrpbispatchUserCallTarget+8xld:
aaaa7ffb delide2d 4dafaid3 bt

gaaay b’ 4elede3l 7383 jae

rll,qword ptr

rl@, rax

ri@,9

ril,qword ptr [rller18+8)

r1é,rax

ril@,3

al,aFh
ntdll!LdrpDispatchlserCallTarget+@x26

ril,rl@
ntdll!LdrpDispatchUserCallTarget+8x26

ntdll!LdrpDispatchUserCallTarget+@x23:
82087 fb’ 418833 48ffed jmp

httpS . me‘l?pgwgllgﬁgonc%k?microsoft/MSRC—Secu rity-Research/blob/master/presentations/2018_02_0OffensiveCon/The%20Evolution%200f%20CFI%20Attacks%20and%20Defenses.pdf
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case 19158:
case 20267:
case 31464:
case 32706:
case 33039:
case 36944
case 38460:
case 42895:
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Mitigation In scope Out of scope

« Hijacking control flow via return address
corruption

» Bypasses related to limitations of coarse-
grained CFl (e.g. calling functions out of context)

* Leveraging non-CFG images

» Bypasses that rely on modifying or corrupting

i . : ) read-only memory
Technigues that make it possible to gain control of the

instruction pointer through an indirect call in a process that has . EFP555?5 that rely on CONTEXT record
enabled CFG. corruption

« Bypasses that rely on race conditions or
exception handling

Control Flow Guard
(CFG)

« Bypasses that rely on thread suspension

« Instances of missing CFG instrumentation prior
to an indirect call

* (Code replacement attacks

https://t.me/learningnets
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Mitigation In scope Out of scope

* Mitigated by CET

» Bypasses related to limitations of coarse-
grained CFl {e.g. calling functions out of context)

» Mitigated by Strict Mode

» Bypasses that rely on modifying or corrupting

i . : ) read-only memory
Technigues that make it possible to gain control of the

instruction pointer through an indirect call in a process that has . EFP555?5 that rely on CONTEXT record
enabled CFG. corruption

« Bypasses that rely on race conditions or
exception handling

Control Flow Guard
(CFG)

« Bypasses that rely on thread suspension

« Instances of missing CFG instrumentation prior
to an indirect call

* (Code replacement attacks

https://t.me/learningnets
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CFG is enabled in Chrome Beta 97.0.4692.20

Alex Gough
@quidity

We have enabled CFG for Chrome Beta 97.0.4692.20 -
please give it a try!

FR e

ALWAYS_INLINE void* ShimMalloc(size_t size, void* context) {
const base::allocator::AllocatorDispatch* const chain_head = GetChainHead(
void* ptr;
do {
ptr = chain_head->alloc_function(chain_head, size, context);
} while (!ptr && g call new_handler_on_malloc_failure &&
CallNewHandler(size));
return ptr;

¥

dly w
@%scopeip [¥] Follow current instruction

fc 78050ef6 48892 mov rdx, rsi

fc” 7805%ef9 4531¢c0 xor r8d, r8d

fc™ 78059efc ffiSe@eflace7 call qword ptr [chrome!_guard dispatch_icall_f
fc 78050192 863d3f2a4108760 cmp byte ptr [chrome!  anonymous namespace'::g_
€c” 78059109 @f9%4c2 sete dl

https://t. meﬂ%ﬁm&/ﬂgpg@/quidity/status/1461427137101979650
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Export Suppression is not enabled

(®{intdll!_ EPROCESS *}DxfffchDSEDBDBDED}} HltlgatlanFlags?alues [Type: <unnamed¥tag>]_
[ 1 =111 I T Tl T T T S o = N W™ I I PO T = I L = B T

[+0=x000 { 1: 13] ControlFlovGuardExzportSuppressionEnabled : 0x0 [Type: unsigned ang]I
TOEOO0 1| 2: 2J] LontIolflovelardotrict | UED [IvDe . un=igned long ]

[+0=x000 [ 3: 3] DM=zallowStrippedInages : 00 [Type: unsigned long]

[+0=z000 [{ 4: 431] ForceRelozatelmnages . 0x0 [Type: unsigned long]

[+0=000 ¢ 5: 53] HighEntropyASLEEnabled : 0xl [Type: un=zigned long]

[+0=x000 [ &6: 6)1] StackRandomizationDi=sabled : 0x0 [Type: unsigned long]

[+0=000 ¢ 7: 73] ExtenszionPointDisable : 0xl [Type: un=zigned long]

[+0=x000 { 8: 8)] DizableDvhamnicCode @ 0x0 [Type: unsighned long]

[+0=x000 { 9: 91] Di=zableDyvnamnicCodedllowOptOut : 0x0 [Type: un=igned long]

[+0=000 {10:10)] Di=zablelynamicCodedl lovEenotelowngrade : 0zl [Type: unsigned long]
[+0=000 (11:11)] AuditDisablelyvnamicCode : 0x0 [Type: unsigned long]

[+0=000 (12:121] Di=allowWiniZkSy=stenCalls © 0zl [Type: unsigned long]

[+0=000 §13:13)] AuditDisallowlWin3d2kSy=stenCalls : 0xl [Type: unsigned long]

[+0=000 (14:141] EnableFilteredWinizkAPI= : 0x0 [Type: unsigned long]

[+0=000 §{15:15)] AuditFilteredWini?kAPI= : 0=x0 [Tvpe: un=signed long]

[+0=000 {16:16)] DizableNonSystemFonts : 0xl [Type: un=zigned long]

[+0=x000 (17:171] AuditHonSy=temFontLoading : 0x0 [Type: unsigned long]

[+0=000 {18:18)] PreferSystenidZlnages . 0=x0 [Type: un=zigned long]

[+0=x000 (19:19)] ProhibitRemotelmnageMap : 0zl [Type: uns=ighned long]

[+0=x000 (20:201] AuditProhibitRemotelnageMap : 0x0 [Type: unsigned long]

[+0=000 {21:21)] ProhibitlowILImageMap : 0xl [Type: un=zigned long]

[+0=x000 (22:22)] AuditProhibitLowILInageMap : 0x0 [Tyvpe: unsigned long]

[+0=000 (23:23)1] SignaturedMitigationOptIn : 0%l [Type: unsigned long]

[+0=000 {24:24)] AuditBlockHonMicrosoftBinaries : 0zl [Type: unsigned long]

[+0=000 (25:25)] AuditBlockHonMicro=of tBinariesAllowStore . 0zl [Type: unsigned long]
[+0=000 {26:26)] LoaderIntegritvContinuitvEnabled : 0zl [Tvpe: unsigned long]
[+0=x000 (27:271] AunditloaderintegrityContinuity : 00 [Type: uns=igned long]

[+0=x000 (28:28)] EnableModuleTamnperingProtection : 0x0 [Type: unsigned long]
[+0=000 {29:29)] EnableModuleTamnperingProtectionHolnherit : 0x0 [Type: unsigned long]
[+0=x000 (30:30)] RestrictlIndirectBranchPrediction : 0zl [Type: unsigned long]
[+0=000 (31:31)] IsolateSecurityDomain ; 0x0 [Type: unsigned long]
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Strict Mode is not enable

(e intdll! EPROCESS *}DxfffchDSEDBDBDED}} HltlgatlanFlags?alues [Type: <unnamed¥tag>]_

[+0=x000 ( 0: 0)] ContralFlowGuardEnabhled : 0zl [Type: uns=ighned long]
[0=000 1 - 131 ControllFlomGusardbsnort Sunnre inFrnabled - Owld [ Tun= nn=siagned lonol
I[+DKDDD ( 2: 2)] ControlFlowGuardStrict © 0x0 [Type: un=zigned long]
0 R RO B N 3 == 8 A A L e e ) =T = = == o O . =IO == A =T R W I
[+0=z000 [{ 4: 431] ForceRelozatelmnages . 0x0 [Type: unsigned long]
[+0=000 ¢ 5: 53] HighEntropyASLEEnabled : 0xl [Type: un=zigned long]
[+0=x000 [ &6: 6)1] StackRandomizationDi=sabled : 0x0 [Type: unsigned long]
[+0=000 ¢ 7: 73] ExtenszionPointDisable : 0xl [Type: un=zigned long]
[+0=x000 { 8: 8)] DizableDvhamnicCode @ 0x0 [Type: unsighned long]
[+0=x000 { 9: 91] Di=zableDyvnamnicCodedllowOptOut : 0x0 [Type: un=igned long]
[+0=000 {10:10)] Di=zablelynamicCodedl lovEenotelowngrade : 0zl [Type: unsigned long]
[+0=000 (11:11)] AuditDisablelyvnamicCode : 0x0 [Type: unsigned long]
[+0=000 (12:121] Di=allowWiniZkSy=stenCalls © 0zl [Type: unsigned long]
[+0=000 §13:13)] AuditDisallowlWin3d2kSy=stenCalls : 0xl [Type: unsigned long]
[+0=000 (14:141] EnableFilteredWinizkAPI= : 0x0 [Type: unsigned long]
[+0=000 §{15:15)] AuditFilteredWini?kAPI= : 0=x0 [Tvpe: un=signed long]
[+0=000 {16:16)] DizableNonSystemFonts : 0xl [Type: un=zigned long]
[+0=x000 (17:171] AuditHonSy=temFontLoading : 0x0 [Type: unsigned long]
[+0=000 {18:18)] PreferSystenidZlnages . 0=x0 [Type: un=zigned long]
[+0=x000 (19:19)] ProhibitRemotelmnageMap : 0zl [Type: uns=ighned long]
[+0=x000 (20:201] AuditProhibitRemotelnageMap : 0x0 [Type: unsigned long]
[+0=000 {21:21)] ProhibitlowILImageMap : 0xl [Type: un=zigned long]
[+0=x000 (22:22)] AuditProhibitLowILInageMap : 0x0 [Tyvpe: unsigned long]
[+0=000 (23:23)1] SignaturedMitigationOptIn : 0%l [Type: unsigned long]
[+0=000 {24:24)] AuditBlockHonMicrosoftBinaries : 0zl [Type: unsigned long]
[+0=000 (25:25)] AuditBlockHonMicro=of tBinariesAllowStore . 0zl [Type: unsigned long]
[+0=000 {26:26)] LoaderIntegritvContinuitvEnabled : 0zl [Tvpe: unsigned long]
[+0=x000 (27:271] AunditloaderintegrityContinuity : 00 [Type: uns=igned long]
[+0=x000 (28:28)] EnableModuleTamnperingProtection : 0x0 [Type: unsigned long]
[+0=000 {29:29)] EnableModuleTamnperingProtectionHolnherit : 0x0 [Type: unsigned long]
[+0=x000 (30:30)] RestrictlIndirectBranchPrediction : 0zl [Type: unsigned long]
[+0=000 (31:31)] IsolateSecurityDomain ; 0x0 [Type: unsigned long]
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Issue 1. RWX memory still exists

—

0:008> dg 5df3082%a768 + 60 11
00005df£3°082%9a7z8  00007beh 5421000
0:00%8> laddress 00007bchk c5d21000

> WebAssembly.Instance

Tzage: sunknown

Ba=ze Addre=s=: ao007bcsh =5d21000

End Addre=s: ao00Ybcsh 5422000

Fegion Size: gooQoooo”ooaolaon f 4 000 kB)

State: goooloon MEM COMMIT

Frotect : gooooo4n PAGE EXECUTE READWEITE
Type: goozooono MEM PRIVATE

Allocation Bas=se: ao007bcsh 5420000

Allocation Protect: gooooool PAGE NOACCESS

https://t.me/learningnets
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Issue 2. Export Suppression is not enabled
Most export functions can be called out of context

Sensitive API blocklist is prone to miss wrapper functions

__inte4  fastcall RtlplLoadUmsDebugRegisterState( int64 al)
{ _ L _

char v2[1232]; // [rsp+28h] [rbp-4E8h] BYREF

if ( lal )

return BxCeaapapligd;

RtlpCeopylegacyContext(al, v2, 1848592, 3l + 16);
return ZwContinue(v2, @isgd);

}

https://t.me/learningnets
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Issue 3: Strict Mode Is not enabled
All address of non-CFG image are valid indirect call target
There are still dozens of in-box non-CFG DLLS in the latest version of Windows

The renderer process run in Untrusted IL make it hard to load such a DLL

0:012: dg le{ntdll|LdrSystelelInltEchk+DHhE} + 0000%7f££9° 75680000 - 40

00007££5° 29342000 ffff£f£Ef ff£££££6Ff fEEf£f£f£f " £E£E£E£5 8
00007££5° 29342010 ffffffff " fE£ff£££f fEEfff£f fLE££££°%
O0007££5 29342020 fEffffEff fffff£6Ff fEffff£ff EELE£££°§
00007££5 29542030 ffffffff fffff£f6Ff fEEfffff fEEEEF££1°§E
00007££5 29342040 fEfffEff fff£fE8F6Ff fEEEff8f FEEEEFE1E
00007££5 29342050 ffffffff ffffE£6Ff fEEEffff fEEEEF£1E
00007££5 29342060 fEfffEff fff£f88F6Ff fEEEfE£ff " FEEEEFE1E
00007££5° 29342070 fEfffffff ffff88F8Ff fEEEffff " EEEEEFE1E

https://t.me/learningnets
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Issue 4: JIT Compiler is CFG unenlightened

Missing CFG instrumentation in JIT generated code

"% Unprotected Indirect Call Everywhere

https://t.me/learningnets
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Issue 4: JIT Compiler is CFG unenlightened
PAGE_TARGETS_INVALID is not used when allocate executable memory

PAGE_TARGETS_INVALID
Ox40000000

5ets all locations in the pages as invalid targets for CFG. Used along with any execute page protection
like PAGE_EXECUTE, PAGE_EXECUTE_READ, PAGE_EXECUTE_READWRITE and
PAGE_EXECUTE_WRITECOPY. Any indirect call to locations in those pages will fail CFG checks and the
process will be terminated. The default behavior for executable pages allocated is to be marked valid call
targets for CFG.

This flag is not supported by the VirtualProtect or CreateFileMapping functions.

0:01%r dg poi(ntdll!LdrSystemD]llInitBElocl+0xba) + 00005deb” 00084000 . 40
QNO07f6ed 1822100 ffffffff ffffffff ffffffff ffffffftf
QN007fed  182c2110 ffffffff ffffffff ffffffff " f£££fE££¢£
QN007f6ed 1822120 ffffffff ffffffff ffffffff ffffffftf
00007f6d  182c2130 ffffffff ffffffff ffffffff " ff£ff££¢£
QN007fed  182c2140 ffffffff ffffffff fEffffff " f£££fE££¢£
Q0007f6d 182c2150 ffffffff ffffffff ffffffff ff£fffft
Q0007f6ed  182c2160 ffffffff ffffffff ffffffff " ff££ff££¢£
QN007f6d 1822170 ffffffff ffffffff ffffffff ffffffftf

https://t.me/learningnets
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Issue 5: Memory Management can be deceived

Plant evil code into executable memory

v8::internal::Factory::CodeBuilder::TryBuild
v8::internal::Factory::CodeBuilder::Buildinternal
v8::internal::Factory::CodeBuilder::AllocateCode => The whole code space becomes RWX
v8::internal::Code::CopyFromNoFlush
v8::internal::Code::clear_padding => Only clear a small padding block
v8::internal::Heap::ProtectUnprotectedMemoryChunks
v8::internal::MemoryChunk::SetDefaultCodePermissions => The whole code space becomes R-X

https://t.me/learningnets
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Issue 5: Memory Management can be deceived

Make read-only memory writeable

v8::internal::wasm::NativeModule::*NativeModule
v8::internal::wasm::WasmCodeAllocator::*WasmCodeAllocator
v8::internal::wasm::WasmCodeManager::FreeNativeModule
v8::internal::win64_unwindinfo::UnregisterNonABICompliantCodeRange
VirtualProtect => The code range becomes RW-

https://t.me/learningnets
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Issue 6. System Weakness

Writeable critical data structs
TOCTOU

Thread suspension

https://t.me/learningnets
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Optimize WebAssembly to eliminate RWX memory
At least eliminate long-standing RWX memory

The best practice is to implement OOP code generation

Renderer Process JIT Process

Code Space RW-

R-X

https://t.me/learningnets
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Enable all CFG enhancement
CFG Export Suppression
CFG Strict

https://t.me/learningnets
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Make JIT Compiler CFG enlightened
Add CFG instrumentation before indirect call or jump
Use PAGE_TARGETS_INVALID when allocating executable memory

Use SetProcessValidCallTargets to explicit validate entry points which may be called indirectly

Use SetProcessValidCallTargets to invalidate those entry points when releasing them

https://t.me/learningnets
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Switch to the more efficient XFG

Improving Control Flow Integrity

XFG design: basics

Assign a type signature-based tag to each address-taken function

For C-style functions, could be:
hash(type(return_value), type(arg1), type(arg2), ...)

For C++ virtual methods, could be:
hash(method_name, type(retval), highest_parent with_method(type(this), method_name), type(arg1), type(arg2), ...)

Embed that tag immediately before each function so it can be accessed through function pointer

Add tag check to call-sites: fast fail if we run into a tag mismatch

CFG instrumentation: Call Site Target eE i
unction:
push rbp
mov rax, [rsi+ ] ; load target address push rbx
call [_ guard dispatch icall fptr] push rsi
xFG instrumentation : Call Site Target o  SisE St
dg ; function tag
mov rax, [rsi+ ] function:
mov 10, ; push rbp
call [ guard dispatch icall fptr xfg] ; push rbx
push rsi

httpS//t meﬂ%@ﬁyagonc%r%%dwizzzle/Presentations/bIob/master/BIuehat%ZOShanghai%ZO-%ZOAdvancing%ZOWindows%ZOSecurity.pdf
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Browse more safely with Microsoft Edge

Article = 02/18/2022 » 4 minutes to read - 2 contributors il R

This article describes how Microsoft Edge provides enhanced security on the web.

(1) Note

This article applies to Microsoft Edge version 98 or later.

Overview

Microsoft Edge is adding enhanced security protections to provide an additional layer of protection when browsing the
web and visiting unfamiliar sites. The web platform is designed to give you a rich browsing experience using powerful
technologies like JavaScript. On the other hand, that power can translate to more exposure when you visit a malicious site.
With enhanced security, Microsoft Edge helps reduce the risk of an attack by automatically applying more conservative

security settings on unfamiliar sites and adapts over time as you continue to browse.

httpS//t meﬂ%@yﬂ%@%ﬁ%&&.com/en-us/DeponEdge/microsoft-edge-security-browse-safer
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Enhance your security on the web @

Are you satisfied with this? ] LA m

Turn on this mode to browse the web more securely and help protect your browser from

malware. Choose the level of secunty you need:

Balanced

[Recommended)
Adds security mitigations for sites you don't visit frequently
Maost sites work as expected

Blocks security threats

Exceptions

Turn off this feature on sites you choose

Always use “Strict” level of enhanced security when browsing

https://t.me/learningnets

Strict

Adds security mitigations for all sites

Parts of sites might not work

Blocks security threats
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What this mode do?
Disabling just-in-time (JIT) JavaScript compilation
Disabling WebAssembly (WASM) currently
Enabling Hardware-enforced Stack Protection (CET)
Enabling Arbitrary Code Guard (ACG)

https://t.me/learningnets
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What this mode means?
There are no more RWX memory at all
There are no JIT Compiler at all

There are no extra executable memory at all

https://t.me/learningnets
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Can we still bypass CFG in this mode?

https://t.me/learningnets



& Pid 6648 - WinDbg:10.0.19041.1 AMD&4 — (]
File Edit View Drhug Window Hl_-lp

E| T REEREHARBEE N EDEASEOREOB8E] = (5] A e

Commeand

HodLoad: 00007f£fa cied0000 0000Fita " cteSE000

ModLoad:; 00007Efa baZe0000 DO0DO0F7ffa ™ had7bO000

HodLoad: 00007f£fa cc890000 00007ita" coBas0O0

ModLoad:; 00007Efa ci850000 DODOFifa " cEB9Z2000

HodLoad: 00007f£fa cEfd?0000 0000Fita " ctd82000 sHindows~Systend2~HSASHI 411

ModLoad; 00007ffa cidionoD DODOFifa " cfed7000 e lindows-SYSTEHNI2-NTASHL 411
(19€8 . a04): Break instruction exception - code B0000003 (first chance)
ntdll | DbgBr=alkFoint

00007£ta 93127360 cc int 3

0:012> g

(19€8 . sec): Access violation - code 0000005 (first chance)

First chancse srceptions are reported before any exception handling.

Thi= exception nay be expected and handled.

onoooond” babeface 77 T

0:015» ¢

rax=00000000bkab=face rhr=000000490e3fddol rox=00002££400279=50
rdx=000000d490=31d=20 rs1=000057590000000a =di=00000000babeface
rip=00000000bab=face r=p=000000d90e3fdb3E rhbp=00002Ef400b47£E0
rd=000000d4%90=3fddesl  9=00000000babet ace wLO=0000000008909£00
r11=0000000000000000 x12=000000490e3£fd4d90 rl3=000000490e3fddc0
rl4=000000d9%0=3fd=20 o15=-000000d90e3£a9d0

ssUindows~SYSTEN 2 2%ncrypt . dll
el indows~SYSTENI 2-WINSPOOL  DEV
ssWindows~SYSTEH 2 2~dhcposwe  DLL
indows-SYSTENI2-S5PICLI  DLL

aialnialnlyl

iopl=0 nw up 2i pl nz na po nco
c==0033 ==-002b d=-002b e=-002b £=-0053 g=-002b et L=00010206
gooooond” babeface 77 e
0D:015 k 10
& Child-5SF Retiddr Call S5ite
o0 00oaoond9” 0=3fdb38 00007fEa"9b810bas Oxbabefacs

—
=

00000049 D=3fdb40 00007ffa” 923867d8 nsedgelvd:  internal: JShrray:  Setlength+lzve

000000d9" Q=3fdbal 00007 ffm” 9bmidbia n==dgelvd:  internal: :Acces=zors:  ArravlengthS=tter+0xzdd8

00000049 D=3fd=20 00007fta” 9b7ale2d nsedgelvd:  internal: (Object: - SetProperty+lxcda

000000d9" Qm3f mdasl QOO007ffm” 9a352a67 ns=dgelvd:  internal:  StorelC:  Store+0xzZfd

00000049 D=3f=8230 00007ffa 9cielbbc nsedge!vwE:  internal : (Runtine EtnreIC His=s+0x153

000000d9" Q=3fe980 00007 fEa" 9ciFa9cH ns:dg:'Eulltlns CEntry_Returnl_DontSaveFPRegs_ArgvOnStack _NoBuiltinExit+0xic
00000049 " 0=3f=9d0 00007ffa" 9c2e7522 nsedge!Builtins StaHansdPropertyHandler+0=z88

p00000d9 " Q=dfeald QO007ffs 9c26555c nsedge!Builtins InterpreterEntryTranpol 1ne+ 0xel

2

o]
e

EREIRE

09 00000049 D=3fead 000072’ 9c26515b nsedge!Builtins JSEntryTranpol ine+0xsc

Ua 000000d%° O=3feaal 00007ffa’ 9baclids nsedge!Builtins JSEntry+0xdb

Ob DO0O0OD49° De3febol O00O0YEEa " 9cVedods nsedge!wd: :internal:  aponymous namsspacs’ : Invoke+0=zchb
O 00000049 De3fedal 00007 £ 9a364a97 nscdg:'vﬁ:.intcrnnl ‘Execution: (CallScript+lxas

Od 00000049 De2fe=sd0 00007EEa" 92655bdd nsedge!wd:  Script: Fun40x:sh7

U= 000000d9° 0=3fE£090 00007ffa’9c697d60 ns=e=dge!blink: :VBScriptRunner: :CompiledndRunScript+0x5ed

=
(R0

00000049 " De2df£3dal 00007ffa” 9adedVed nsedgel!blink: :ClaszicScocript : -FunScriptOnWorkerOrVorklat4+0=x90
0:015> ub 00007fEa” 9bE1Bbas
msadge vl sinternal:  JShrrav: Setlength+0=x5d:

UDDD?Eia'EbElEbEd 4BBdeEEBEd309 now rex. gquord pekr [me=sdgelvl:  internal Elementshccessor elements_scoessors (00007ffa aS5550de0) ]
0oo0o0YEfa 9b819b94 488b0c4l nowv rox.gword ptr [rom+ram#l ]

ooon7ffa 9bE18b98 488b01 now rax. gvord petr [rex]

ooo0oYEia 9bE819b9b 488b4038 nowv rax.gword ptr [reax+dBh]

o007 ffa 9bELAbLYE 4e89f2 now rdx. rl4

goooYtta ?b313bas 493948 now 8, rb=

00007 ffa 9b818bas 4189£9 now r9d . =di

00007ffa"9b813bat ££156254400a call gvord ptr [maedge!_guard_dispatr?Linall_iptr (00007ffa " abclaelliy]

[0-015> |
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Enabling CFG is not just as simple as open compiler switches
JIT Compiler should be CFG enlightened to avoid abusing

Consider switch to the more efficient XFG
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