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DevSecOps
DevSecOps aims to implement Security as a 
part of the build process by integrating 
Security tools as part of the Build process, 
Creating Security as a Culture in the 
organization and Automating as many 
processes as possible

Source: https://www.synopsys.com/glossary/what-is-devsecops.html 
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Security in SDLC
Pre-Commit Hooks: Detect any hard coded passwords, API keys etc in the source code during the commit 
itself. For e.g Talisman, git-secret

IDE Plugins: Integrate Plugins to perform security analysis within the IDE itself, for e.g Address Sanitizer in 
Xcode, SonarLint, FindBugs etc

Secrets Management: Manage credentials such that can be integrated into the development toolset, for 
e.g Ansible Vault

Source Code Composition Analysis: Identify any vulnerable open-source libraries being use, for e.g 
Owasp dependency checker

Static Application Security Testing: Analyze source code or compiled version to find security flaws, for 
e.g SonarQube

Dynamic Application Security Testing: Scan the application in a running environment

Container Scanning: Scan Docker images for vulnerabilities
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Security in SDLC
1. Tools should support CLI 

2. Preferably should have a docker image  

3. Should finish execution in 10 minutes 

4. Much more customizable (remove false positives, exclude files etc) 

5. Should support Parsable output (XML, JSON etc) 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Gitlab Pipelines
A pipeline is a group of jobs that get executed in stages. All of the jobs in a stage are executed in parallel 
(if there are enough concurrent Runners), and if they all succeed, the pipeline moves on to the next stage. 
If one of the jobs fails, the next stage is not (usually) executed. https://forge.etsi.org/rep/help/ci/
pipelines.md  


In Gitlab, the pipeline is put inside a file named .gitlab-ci.yml in the main repository

Sample CI/CD pipelines: https://docs.gitlab.com/ee/ci/examples/ 
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.gitlab-ci.yml keywords
image: Use a specific docker image e.g image: python:3.6 

before_script: Override a set of commands that are executed before job

services: Use Docker service images

allow_failure: Allow a job to fail. A failed job does not cause the pipeline to fail

artifacts: List of files and directories to attach to a job on success

when: when to run job (for e.g manual, delayed)

only: Run only on that specific branch

Some keywords can be set globally as the default for all jobs with the 
default: keyword. Default keywords can then be overridden by job-specific 
configuration.

Source: https://docs.gitlab.com/ee/ci/yaml/ 
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Sample .gitlab-ci.yml (C++)
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Secrets scanning example - Trufflehog
Scan through git repositories for secrets, looking into commit history and branches. For e.g trufflehog
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Secrets scanning example - gitrob
Can be used to scan an organization, and its members public repos

https://github.com/michenriksen/gitrob 
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Task 5 mins: Create your project for DevSecOps
We will be using the vulnerable python application Django.nv for our labs today https://github.com/nVisium/
django.nV 

1. On Gitlab, Create a New Project -> Import Project -> Repo by Url -> Paste https://github.com/nVisium/
django.nV , Make sure it’s a private project, Rename the project Djangonv-devsecops and click Create  

2. In the repo, add a new File by Clicking on + -> New File  

3. Name it .gitlab-ci.yml  

4. Paste the code from the file 1.txt under Day 2 -> DevSecOps

5. Click Commit Changes  

6. On the Left Section go to CI/CD -> Pipelines and watch as all the stages complete execution  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Task 15 mins: Adding SAST, SCA and DAST
1. Edit  .gitlab-ci.yml  

2. Paste the code from the following URL Day 2 -> DevSecOps -> 2.txt and Commit Changes  

3. Notice the addition of dast job  

4. Go to CI/CD -> Pipelines and check the results once pipeline finishes execution  

5. Download the artifacts file and analyze the output of the tool  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Task 10 mins

1. What is a ZAP baseline scan in DevSecOps ?  

2. How do you ensure some jobs run only when changes are committed to master and not any other branch ?  

3. In the same pipeline, add the following tools in the integration stage (target: demo.testfire.net) 

1. NIkto for Web Server Scanning: https://github.com/sullo/nikto 

2. SSLyze for SSL/certificate related issues https://github.com/nabla-c0d3/sslyze 

3. Nmap for port Scanning https://nmap.org/book/port-scanning-tutorial.html

Solution: Day 2 -> DevSecOps -> 3.txt
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Gitlab DevSecOps

https://about.gitlab.com/solutions/dev-sec-ops/ 
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Gitlab DevSecOps

https://docs.gitlab.com/ee/user/application_security/ 
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Task 10 mins: Adding Gitlab’s DevSecOps to CI/CD

1. On Gitlab, Create a New Project -> Import Project -> Repo by Url -> https://github.com/OWASP/
Vulnerable-Web-Application  Rename the project Owasp-VWA, make sure it’s a Public Project and click 
Create 

2. In the repo, add a new File  

3. Name it .gitlab-ci.yml  

4. Paste the code from the file 4.txt under Day 2 -> DevSecOps

5. Click Commit Changes  

6. On the Left Section go to CI/CD -> Pipelines and watch as all the stages complete execution

7. Once finished, on the left, go to Security & Compliance -> Vulnerability Report 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Task 10 mins: Adding Gitlab’s DevSecOps to CI/CD
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References

https://www.practical-devsecops.com/

https://medium.com/faun/gitlab-and-devsecops-pipeline-implementation-part-i-3e03e2e2a919

https://www.youtube.com/watch?v=NScuPB5uwg4

https://about.gitlab.com/blog/2019/06/20/announcing-gitlab-devsecops/
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