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Incident Response and Security Operations
Fundamentals

In this module, we are going to discover the required terminologies and fundamentals to
acquire a fair understanding of “Incident Response” and the different steps and teams to
perform incident response

We are going to explore the following points:

Attack Vector Analysis

 Incident Response Fundamentals

» Incident Response Standards and Guidelines
» Incident response Process

« Incident response Teams

¢ Security Operation Centers
Before exploring what incident response is, let's explore some important terminologies

Attack vector analysis Attack vectors are the paths used by attackers to access a vulnerability.
In other words, the method used to attack an asset is called a Threat Vector or Attack vector.
Attack vectors can be analyzed. The analysis is done by studying the attack surfaces like the
entry points of an application, APIs, files, databases, user interfaces and so on. When you face
a huge number of entries you can divide the modeling into different categories (APIs, Business
workflows etc...)

Threat Attack Security Securit Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts

% = Attack Weakness Control

% m Weakness Control

Attack Weakness

Weakness H Control

Incident Response Fundamentals
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TechTarget defines incident response as follows: “Incident response is an organized approach
to addressing and managing the aftermath of a security breach or cyberattack, also known as
an IT incident, computer incident or security incident. The goal is to handle the situation in a
way that limits damage and reduces recovery time and costs.”

But what is an information security Incident?

An event is any observable occurrence in a system or network. Events include a user
connecting to a file share, a server receiving a request for a web page, a user sending email,
and a firewall blocking a connection attempt. Incidents are events with a negative
consequence, such as system crashes, packet floods, unauthorized use of system privileges,
unauthorized access to sensitive data, and execution of malware that destroys data. During
incident response operation there are a lot of artifacts resources you need to collect. You can
use different artifacts such as:

o |P addresses

e Domain names

e URLs

o System calls

¢ Processes

» Services and ports

¢ File hashes

Incident Response Process
Incident response like any methodological operation goes thru a well-defined number of steps:
1. Preparation: during this phase, the teams deploy the required tools and resources to

successfully handle the incidents including developing awareness training.

2. Detection and analysis: this is the most difficult phase. It is a challenging step for every
incident response team. This phase includes networks and systems profiling, log retention
policy, signs of an incident recognition and prioritizing security incidents.

3. Containment eradication and recovery: during this phase, the evidence pieces are collected
and the containment and recovery strategies are maintained.

4. Post-incident activity: discussions are held during this phase to evaluate the team
performance, to determine what actually happened, policies compliance and so on.
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Establishing incident response teams

There are different incident response Teams: * Computer Security Incident Response Teams *
Product Security Incident Response Teams * National CSIRTs and Computer Emergency

Response Team.

Incident response standards and guidelines:
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There are many great standards and guidelines to help you become more resilient and help you
to build a mature incident response program some of the following: * Computer Security
Incident Handling Guide: (NIST 800-63 Second revision), you can find it here: Computer Security
Incident Handling Guide - NIST Page

* ]SO 27035: ISO/IEC 27035 Security incident management * SANS Incident Handler Handbook:
Incident Handler's Handbook - SANS.org * CREST Cyber Security Incident Response Guide:
Cyber Security Incident Response Guide - crest

Security Operation Centers Fundamentals

Wikipedia defines Security Operation Centers as follows: A security operations center is a
centralized unit that deals with security issues on an organizational and technical level. A SOC
within a building or facility is a central location from where staff supervises the site, using data
processing technology.

Security Operation Centers are not only a collection of technical tools. SOCs are people,
process and technology.

To help you prepare your mission | highly recommend you to read this guide from Sampson
Chandler : Incident Response Guide

It is essential to evaluate your SOC maturity because you can’t improve what you cannot
measure. There are many maturity models in the wild based on different metrics based on your
business needs and use cases. Some of the metrics are: * Time to Detect (TTD) * Time to
Respond (TDR)
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Your maturity model will be identified using this graph from LogRythm:

Resilient to Threats

Exposed to Threats

MTTD & MTTR

Level1 Level 2 Level 3 Level 4

SECURITY OPERATIONS MATURITY

Level O

Summary

By now | assume that we covered many important terminologies and steps to perform incident
response. The major goal of writing this article is delivering a collaborated guide to help our
readers learning the fundamental skills needed in a daily basis job as incident handlers. Your
comments are playing a huge role in this article. Please if you want to add or correct something
please don't hesitate to comment so we can create together a one-stop resource for readers
who are looking for a guide to learn about Incident Response. All your comments are welcome!

References and Credit

1. https://searchsecurity.techtarget.com/definition/incident-response

2. https://logrhythm.com/blog/a-ctos-take-on-the-security-operations-maturity-model/
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TOP 20 Open-source tools every Blue Teamer
should have

In this module we are going to explore the TOP 20 open source tools that every blue teamer
should have:

The Hive

TheHive is a scalable 4-in-1 open source and free security incident response platform designed
to make life easier for SOCs, CSIRTs, CERTs and any information security practitioner dealing
with security incidents that need to be investigated and acted upon swiftly. Thanks to Cortex,
our powerful free and open-source analysis engine, you can analyze (and triage) observables at
scale using more than 100 analyzers.

Its official website: https://thehive-project.org

OSSIM

ALIEN VAULT OSSIM
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0SSIM is an open-source security information and event management system (SIEM). It was
developed in 2003. The project was acquired later by AT&T.

You can download it from here: https://cybersecurity.att.com/products/ossim

The HELK

§

O

If you are into threat hunting than you probabilly heard of the HELK project. The HELK was
developed by Roberto Rodriguez (Cyb3rWard0g) under GPL v3 License. The project was build
based on the ELK stack in addition to other helpful tools like Spark, Kafka and so on.
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Its official website: Cyb3rWard0g/HELK: The Hunting ELK - GitHub

Nmap

Scanning is one of the required steps in every attacking operation. After gathering information
about a target you need to move on to another step which is scanning. If you are into
information security you should have Nmap in your arsenal. Nmap (The abbreviation of
Network mapper) is the most powerful network scanner. It is free and open-source. It gives you
the ability to perform different types of network scans in addition to other capabilities thanks to
its provided scripts. Also, you can write your own NSE scripts.

You can download it from here: https://nmap.org/download.html

Volatility

Memory malware analysis is widely used for digital investigation and malware analysis. It
refers to the act of analyzing a dumped memory image from a targeted machine after
executing the malware to obtain multiple numbers of artifacts including network information,
running processes, APl hooks, kernel loaded modules, Bash history, etc. Volatility is the most
suitable tool to do that. It is an open-source project developed by volatility foundation. It can be
run on Windows,Linux and MacOS. Volatility supports different memory dump formats
including dd, Lime format, EWF and many other files.

You can download Volatility from here: https://github.com/volatilityfoundation/volatility
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Demisto Community Edition

DEMISTO

Security Orchestration, Automation and Response or simply SOAR are very effective platforms
and tools to avoid analysts fatigue by automating many repetitive security tasks. One of the
most-known platforms is Demisto. The platform provides also many free playbooks.

You can download the community edition from here: https://www.demisto.com/community/

Wireshark
=

Communication and networking are vital for every modern organization. Making sure that all
the networks of the organization are secure is a key mission. The most suitable tool that will
help you monitor your network is definitely Wireshark. Wireshark is a free and open-source tool
to help you analyse network protocols with deep inspection capabilities. It gives you the ability
to perform live packet capturing or offline analysis. It supports many operating systems
including Windows, Linux, MacOS, FreeBSD and many more systems.

You can download it from here: https://www.wireshark.org/download.html

Atomic Red Team

Atomic __Red Team__ allows every __security team__ to test their controls by executing simple
"atomic tests" that exercise the same __techniques__ used by adversaries (all mapped to Mitre's
ATT&CK)

Its official website: https://github.com/redcanaryco/atomic-red-team

Caldera
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MITRE

CALDERA

Another threat simulation tool is Caldera.

CALDERA is an __automated__ adversary emulation system that performs post-compromise
adversarial behavior within __WindowsEnterprise__ networks. It generates plans during operation
using a planning system and a pre-configured adversary model based on the Adversarial Tactics,
Techniques & Common Knowledge (ATT&CK™) project.

Its official website: https://github.com/mitre/caldera

Suricata

SUW&KM\

Intrusion detection systems are a set of devices or pieces of software that play a huge role in
modern organizations to defend against intrusions and malicious activities. The role of
network-based intrusion detection systems is to detect network anomalies by monitoring the
inbound and outbound traffic. One of the most-used IDSs is Suricata. Suricata is an open-
source IDS/IPS developed by the Open Information Security Foundation (OISF)

Its official website: https://suricata-ids.org

Zeek (Formely Bro IDS)

7} zeek

Zeek is one of the most popular and powerful NIDS. Zeek was known before by Bro. This
network analysis platform is supported by a large community of experts. Thus, its
documentation is very detailed and good.
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Its official website: https://www.zeek.org

OSSEC

L.

"

OSSEC is a powerful host-based intrusion detection system. It provides Log-based Intrusion
Detection (LIDs), Rootkit and Malware Detection, Compliance Auditing, File Integrity Monitoring
(FIM) and many other capabilities.

Its official website:https://www.ossec.net

OSQuery

2\
© ¢

0SQuery is a framework that is supported by many operating systems in order to perform
system analytics and monitoring using simple queries. It uses SQL queries.

Its official website:https://www.osquery.io

AccessData FTK Imager

—

FTK®

Forensic Toolkit®

— ° ALy

\—\\

Forensics imaging is a very important task in digital forensics. Imaging is copying the data
carefully with ensuring its integrity and without leaving out a file because it is very critical to
protect the evidence and make sure that it is properly handled. That is why there is a difference
between normal file copying and imaging. Imaging is capturing the entire drive. When imaging
the drive, the analyst image the entire physical volume including the master boot record. One of
the used tools is "AccessData FTK Imager".

Its official website: https://accessdata.com/product-download/ftk-imager-version-4-2-0
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Cuckoo

cucmg%

Malware analysis is the art of determining the functionality, origin and potential impact of a
given malware sample, such as a virus, worm, trojan horse, rootkit, or backdoor. As a malware
analyst, our main role is to collect all the information about malicious software and have a
good understanding of what happened to the infected machines. The most-known malware
sandbox is cuckoo.

Its official website: https://cuckoo.sh/blog/

MISP

MISP

Threat Sharing

Malware Information Sharing Platform or simply MISP is an open-source threat sharing
platform where analysts collaborate and share information about the latest threats between
them. The project was developed by Christophe Vandeplas and it is under GPL v3 license.

Its official website:https://www.misp-project.org

Ghidra
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Another great reverse engineering tool is Ghidra. This project is open-source and it is
maintained by the National Security Agency Research Directorate. Ghidra gives you the ability
to analyze different file formats. It supports Windows, Linux and MacOS. You need to install
Java in order to run it. The project comes with many helpful detailed training, documentation
and cheat-sheets. Also, it gives you the ability to develop your own plugins using Java or
Python.

Its official website is: http://ghidra-sre.org

Snort

Another powerful network-based intrusion detection system is Snort. The project is very
powerful and it was developed more than 5 million times. Thus, it is well documented and it is
supported by a large community of network security experts.

Its official website: https://www.snort.org

Security Onion

YA\

If you are looking for a ready-to-use OS that contains many of the previously discussed tools
you can simply download Security Onion. IT is a free and open-source Linux distribution for
intrusion detection, enterprise security monitoring, and log management.

Its official website:https://github.com/Security-Onion-Solutions/security-onion
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Detailed Guide: How to deploy your Elastic Stack
(ELK) SIEM

Security information and event management systems (SIEM) are very important tools in
incident response missions. Every security operation centre is equipped with a SIEM. In this
article, we are going to learn how to deploy a fully working SIEM using the amazing suite the
Elastic stack (ELK).

SIEM Hosts

Overview Network  Timelines @ Add data

)

[§

QU e.g. host.name: "foo" =) Last 24 hours

=y

=]

Hosts

Last Event: in 7 months

° [P

User Authentications Unique IPs

0 Success 49,081 Fail 3,709 Source 1189 Destin...

mz—rmg -+

All Hosts

Showing: 4 Hosts

Name LastSeen ' Version

Image source: dashboard
In this article we are going to explore the following points:

» What is Elastic stack?

» How to install Elastic stack?

» How to install Elasticsearch?

» How to install kibana?

* How to install logstach?

e How to deploy ELK beats: Metricheat
* How to deply Auditbeat

e How to deploy an ELK SIEM
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Before diving deep into the required steps to build a SIEM, it is essential to acquire a fair
understanding of the different ELK components.

What is the ELK Stack?

Filebeat App Server
User Nginx Kibana ElasticSearch Logstash

Filebeat DB Server

Image source: ELK

ELK Stack is the abbreviated form of "Elasticsearch Logstash Kibana" Stack. They are three
open source projects. This stack is one of the world's most popular log management platforms
by 500,000 downloads every month. The ELK stack is widely used in information technology
businesses because it provides business intelligence, security and compliance, and web
analytics.

Let's get started;

To build the SIEM, you need to install the required libraries and programs:

For the demonstration, | used a Ubuntu 18.04 server hosted on Microsoft Azure
Update the sources.list file:

sudo apt update
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=, ubuntu. com/ubuntu bionic
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Install Java JDK 8 (and apt-transport-https if you are using Debian)
sudo apt install -y openjdk-8-jdk

rt-https

Check the Java version with:

java -version

. verasien "L.8
Runtime Enwvironme 1. 2 2-b -Oubuntul. 18 .84 1-b

K 64-Bit Server

Now let's install Elasticsearch:
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- elasticsearch

wget -q0 - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo apt-key add

echo "deb https://artifacts.elastic.co/packages/7.x/apt stable main" | sudo tee -a

/etc/apt/sources.list.d/elastic-7.x.1list
sudo apt update

sudo apt install elasticsearch

Done
will be installed

B to remove and

After installing elasticsearch you need to configure it by modifying
/etc/elasticsearch/elasticsearch.yml file

sudo vi /etc/elasticsearch/elasticsearch.yml

http. port
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Un-comment network.host and http.port and assign values to them. Don't use "0.0.0.0" in your
production servers. | am using it just for a demonstration.

save the file.

To start Elasticsearch on boot up type:

sudo update-rc.d elasticsearch defaults 95 10
Start elasticsearch service:

sudo service elasticsearch start

Check the installation:

curl -X GET "YOU_IP:9200"

Now let's install Kibana:

kKibana

sudo apt install -y kibana
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amd&4 kibana amd

And like what we did with elasticsearch we need to configure it too:

sudo vi /etc/kibana/kibana.yml

kibana. index

-- INSERT --

Un-comment and modify the following values:

server.port: 5601
server.host: "YOUR-IP-HERE"
elasticsearch.url: "http://YOUR-IP-HERE:9200"

Save the file, and perform what we did previously
sudo update-rc.d kibana defaults 95 10
and run it:

sudo service kibana start

Now go to https://YOUR-IP-HERE:5601
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Voila, you can start exploring the dashboard of some pre-installed Sample Log data:

(4

Dashboard = [Logs] Web Traffic

®  [Logs] File Type Scatter Plot [Logs] Host, Visits and Bytes Table
20,000 File type i
@ 18000 o Type Bytes  Bytes(lastHour)  UniqueVisits  Unique Visits (Last Hour)
- +~ (Total) (Total)
i 18,000 A et
- . e 2.959M8 30.419K8 596 . 6 1
g tpm
& §‘”"“ i gz 1.598MB 41.342KB 283 | 74
2 1n.0m0
9% e css 1.332M8 17176K8 258 6
g
) s.000 2ip 1.309MB 5.603KB 223 | 14
4,000
2000 deb 1.056MB 30.04KB 172 4 4
TZPM Nz 1ZPM Wehzd T2PM Tz rpm - 470.532KB 8.031KB 77 1
[Logs] Heatmap [Logs] Source and Destination Sankey Chart o
..... 14600 —
CN ‘ BD
' BR
IN -]
1,400 & =
us
™ CN
L 12w
NG ‘ ‘
° - ®m e w e~ ®® 9 r N @ T O ER R @GR NY = =
Y Hour of Day s =
[ Dashboard =~ [Logs] Web Traffic [is]
@  Fullscreen Share Clone Edit
® Filters  Search KQL @ v  Last7 days Show dates
i €3+ Add filter
Hi
) Source Country 23| | Doga) Viskors by 08
Sample Logs Data
@ Select... ~
This dashboard contains sample -
win %)
& data for you to play with. You os osx (21.37%)
can view it, search it, and
interact with the visualizations. Select...
For more information about 81 3 win7 (19.38%)
Kibana, check our docs. Bytes win xp (20.93%)
[ ]
Unique Visitors 0 19732 s 106
[Logs] Resp Time + [Logs] Unique Visitors vs. Average Bytes
100%
10,000 . 80
. ®
L ®o
2 5
é 6,000 . . :E
0% o . ‘ a0 3
< o o ® -g
20%
5 ] ®
P |- A L 1 wateo®ellla® a® -

Install logstash to collect, parse and transform logs if needed:

i logstash

sudo apt install -y logstash

https://t.me/learningnets



But wait how can we use our own data?

It is a good question, we can receive data from a host using what we call "Beats". You can find
the full list here:

As a demonstration i am going to use "Metricbeat

sudo apt-get install metricbeat

up metri

Configure the beat by typing

sudo vi /etc/metricbeat/metricbeat.yml

To start metricbeat on boot up type as usual

sudo update-rc.d metricbeat defaults 95 10

Start the beat:

sudo service metricbeat start

Now go to the main dashboard and create a new index:

If everything went well you will see your beat:

https://t.me/learningnets


https://www.elastic.co/products/beats/metricbeat

metricbeat-7.2.0-2019.06.27-000001

Select the time filter by selecting @timestamp:

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. *  Include system indices

Step 2 of 2: Configure settings
You've defined metricbeat* as your index pattern. Now you can specify some settings before we create it.

Time Filter field name Refresh

@timestamp ~

The Time Filter will use this field to filter your data by time.
You can choose not to have a time field, but you will not be able to
narrow down your data by a time range.

> Show advanced options

< Back Create index pattern

Then, you can visualize any data you want from that beat.
By now we deployed the most important parts. Let's learn how to deploy the ELK SIEM:

Go to the sidebar and you will find SIEM option:

Ef Logs

g APM

= Uptime

& SIEM

¢} Dev Tools

& Stack Monitoring

&

Management

It will take you to the main SIEM page:
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But now we need data to run the SIEM. In order to do that we need to install other beats from
sources like the following:

Add Data to Kibana

All Logging Metrics Security analytics Sample data

[m)]

rm Auditbeat Cisco CoreDNS logs Envoyproxy
Collect audit data from your Collect and parse logs received Collect the logs created by Coredns. Collect and parse logs received
hosts. from Cisco ASA firewalls. from the Envoy proxy.
Iptables / Ubiquiti Netflow 2Y Osquery logs Suricata logs
p q \ query log; g

Collect and parse iptables and
ip6tables logs or from Ubigiti
firewalls

EE Windows Event Log

Fetch logs from the Windows
Event Log.

Collect Netflow records sent by a
Netflow exporter.

Zeek logs

Collect the logs created by
Zeek/Bro.

Collect the result logs created
by osqueryd.

Collect the result logs created by
Suricata IDS/IPS/NSM.

For the demonstration i am going to use the " Auditbeat":
sudo apt-get install auditbeat

Configure it by:

sudo vi /etc/auditbeat/auditbeat.yml

Check the setup:

sudo auditbeat setup

hboards (Kibana must be running and reachable)
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Run the beat:
sudo service auditbeat start

If you did everything correctly you will see this on the SIEM Dashboard:

° Status
Check that data is received from Auditbeat Check data

Data successfully received

Congratulations! Now you can see the dashboard of your SIEM.

E B s
Overview Hosts Network Timelines @ Add data
®
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= 9 Host Events Network Events
@ ‘Welcome to Security Information & Event Management Showing: Last 24 Hours Showing: Last 24 Hours
o (SIEM). Get started by reviewing our documentation or
& ingesting data. For information about upcoming
features and tutorials, be sure to check out our SIEM Auditbeat Audit 4 Auditbeat Socket 7
Er Solution page.
= Auditbeat File Integrity 1,548 Filebeat Cisco 0
= Module .
g Feedback Filebeat Netflow 0
Auditbeat Login 4 .
N If you have input or suggestions regarding your Filebeat Palo Alto 0
= experience with Elastic SIEM, please feel free to Auditbeat Package 668 Network
© submit feedback online. ) ~ .
- Auditbeat Process 74 Filebeat Suricata 0
@
- Auditbeat User 33 Filebeat Zeek 0
@ Filebeat System Module o] Packetbeat DNS 0
_ Winlogbeat 0 Packetbeat Flow 0
=
Check the hosts:
Hosts User Authentications Unigue IPs
1 + 1Success X 2 Fail © 2 Source © 3 Destination
20
ol — DS —
Chart Data Not Available Succ, I— N / o, — Chart Data Not Available
™~
00 20 2019-06-27 2019-06-2 00 30
All Hosts
Showing: 1 Host
Name LastSeen os Version
ELK Jun 27,2019 @ 17:02:18.345 Ubuntu 18.04.2 LTS (Bionic Beaver)
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Timestamp

Jun 27,2018 @
17:02:19.345

Jun 27,2018 @
17:02:18.345

Jun 27,2018 @
17:02:19.345

Jun 27,2018 @
17:02:18.345

Jun 27,2018 @
17:02:19.345

Jun 27,2018 @
17:02:19.345

Jun 27,2018 @
17:02:19.345

Jun 27,2018 @
17:02:19.345

Jun 27,2018 @
17:02:18.345

Host Name

ELK

ELK

ELK

ELK

ELK

ELK

ELK

ELK

ELK

Module/Dataset

system/socket

system/socket

system/socket

system/socket

system/socket

system/socket

system/socket

system/socket

system/socket

Event Action

socket_opened

socket_opened

socket_opened

socket_opened

socket_opened

socket_opened

socket_opened

socket_opened

socket_opened

Check the Network Dashboard:

Network

Last Event: 23 seconds ago

[CI ) |

o B 8 B ®

B

m B

Network Events

48

Unique

48

Top Talkers

Flow ID

Active Agents

1

User

root
root
root
root
root
root
root
root

root

Unique Source IPs

0

Source

197.4.210.2:5527
06 Q0

197.4.210.2:5527
06 8

197.4.210.2:5526
06 6

197.4.210.2:5524
06 9

197.4.210.2:5527
06 5

197.4.210.2:5524
06 7

197.4.210.2:5525
06 8

197.4.210.2:5525
06 1

197.4.210.2:5524

Destination Message

10.0.4.6:5601 Inbound socket (197.4.210.206:55270
10.0.4.6:56 oo

10.0.4.6:5601 Inbound socket (197.4.210.206:55278
10.0.4.6:56 nea

10.0.4.6:5601 Inbound socket (187.4.210.206:55266 -+
10.0.4.6:56 oo

10.0.4.6:5601 Inbound socket (197.4.210.206:55249 >
10.0.4.6:56 oo

10.0.4.6:5601 Inbound socket (187.4.210.206:55275 -+
10.0.4.6:56 oo

10.0.4.6:5601 Inbound socket (197.4.210.206:55247 >
10.0.4.6:56 =sa

10.0.4.6:5601 Inbound socket (187.4.210.206:55258 >
10.0.4.6:56 oo

10.0.4.6:5601 Inbound socket (197.4.210.206:55251 »
10.0.4.6:56 oo

10.0.4.6:5601 Inbound socket (197.4.210.206:55243 >

06 3 10.0.4.6:56 nea
Unique Destination DNS Queries TLS Handshakes
IPs

1

0 0

By Source IP ~ Unidirectional Bidirectional
Showing: 2 IPs
Source IP Last Domain Direction Bytes | Packets Unique Destination IPs
193.32.163.182 - - 0B 0 0
197.4.210.206 - inbound 0B 0 1
A system Overviews:
. Dashboard = [Auditbeat System] System Overview ECS
Host Count [Auditbeat Syste... Login Count [Auditbeat Syst... User Count Syste... P [Auditbeat Sy... Socket Count [Auditbeat Sys... Package Count [Auditbeat S...
Hosts Login Events Users Processes Sockets Packages
0S Distribution [Auditbeat S... Login Actions [Auditbeat Sy... User Changes [Auditbeat Sy... Process Starts [Auditbeat S... Sockets Opened [Auditbeat ... Package Changes [Auditbea...
® Ubuntu
®18.04.2 LTS (Bionic B.. 1 3
Started Opened

[

= P

<3

No results found

0 Process Stops [Auditbeat Sy... Sockets Closed [Auditbeat ... 0

User Changes

Stopped

Changes

76

Closed
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. Dashboard = [Auditbeat Auditd] Overview ECS [

@ Fullscreen Share Clone Edit
® Filters [Search KaL ~  Last15 minutes Show dates Refresh
I @ +Add filter
Hi
5 Event Actions [Auditbeat Auditd Overview] ECS Event Categories [Auditbeat Auditd] ECS
25 @ system-services

a ® started-service o <
\ | ® configuration

® stopped-service 0 2 ‘ @ started service
& ® loaded-firewall-rule-to O

@ stopped-service

H @ loaded-firewal-rule-to

@
= 7:02:00
El
< Audit Event Table [Auditbeat Auditd] ECS
& 210f21 <
o Time: agent.hostname auditd. summary.actor.primary auditd, summary.actor.secondary event.action auditd. summary.object.type auditd summary.object. pri
> Jun27,2019 @ 17:0417378  ELK unset root started-service service logstash
*
> Jun27,2019 @ 17:0417378  ELK unset root stopped-service service logstash
> Jun 27,2019 @ 17:0417378  ELK unset root started-service service logstash
=, | > Jun27,2019@ 0417170 ELK unset root stopped-service service logstash

Voila, you learned how to build an ELK SIEM.
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Getting started using Microsoft Azure Sentinel
(Cloud-Native SIEM and SOAR)

In this module, we are going to explore Microsoft Azure Sentinel (Cloud-Native SIEM and
SOAR). We are going to learn how to deploy the SIEM from scratch and we are going to see
how to start detecting threats with it

6 Azure AD sign-in log overview “ | &

—— PPy — = Dl
1 5w
1=

22, Illllll'lllll“l"llllll

Wi, by application

[ I R} (VI T (SR R}
OffcedeSturageondee | Rweewmw =
14« 1.8« 17«
Windows Sgnin [ No
38¢ | 161 “ 12
- p— o
250 770 Ias7
Microsaft O g o
552 620 21,&« |833
Offesés St 55t - "
I 528 l 51.0 I 695
Sy Vel Expesience On O a0
224 |17.0 676
Vsiqn 5, by application R VS-gn-i by devi (S A [ T ]

uuuuuuuuuuu

Office 365 225K Windows &.1 Chrome E

Microsoft Office. 552 Android Chrome 42 HEK Office 365 833

Source

Before learning how to use Azure Sentinel, we need to define it first. According to one of their
official blog posts:

Azure Sentinel provides intelligent security analytics at cloud scale for your entire enterprise.
Azure Sentinel makes it easy to collect security data across your entire hybrid organization
from devices, to users, to apps, to servers on any cloud. It uses the power of artificial
intelligence to ensure you are identifying real threats quickly and unleashes you from the
burden of traditional SIEMs by eliminating the need to spend time on setting up, maintaining,
and scaling infrastructure.

Most of the first steps are already discussed in details in the previous resource. Thus | am
going to go through the steps rapidly:

Go to Azure search bar and look for Azure Sentinel (preview) and add a new workplace
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https://www.blueteamsacademy.com/azure/
https://azure.microsoft.com/en-in/blog/introducing-microsoft-azure-sentinel-intelligent-security-analytics-for-your-entire-enterprise/

Azure Sentinel workspaces

Microsoft - PREVIEW

+ Add O Refresh

Subscriptions: All 2 selected - Don't see a subscription? Open Directory + Subscription settings

[ Fitter by name | [ A subseriptions | [ Allresource groups

~ | [ Alllocations

~
WORKSPACE RESOURCEGROUP LOCATION SUBSCRIPTION
No Azure Sentinel workspaces to display
Use Azure Sentinel to easily aggregate security data generated by end point devices, network
infrastructure, and other security systems, then leverage it to detect and respond to threats in your
environment.
To get started, connect a workspace to Azure Sentinel. Learn more 2
n n
Create a new Workspace and press "OK
Azure Sentinel workspaces « X  Choose a workspace to add to Azure Sentinel X Log Analytics workspace ]
Microsoft - PREVIEW PREVIEW Creata new or link existing workspace
+add O Refresh (@) Create New () Link Existing
[P search workspaces | - -
| Filter by name | * Log Analytics Workspace @
oy
e — [ enter workspace name
'WORKSPACE
* Subscription
Visual Studio Ultimate avec MSDN v
* Resource group
Select existing. ~
Create new
* Location
Australia Central v

Add Azure Sentinel

Add a new Azure Sentinel

Add Azure Sentinel

Voila!

https://t.me/learningnets
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ofa Azure Sentinel - News & guides

Selected workspace: ‘cloudSiem-tast1’ - PREVIEW

[Lo search (ctrt+ | “

General

@ Overview

® Logs Azure Sentinel

Threat management

A cloud-native SIEM to help you focus on what matters

B Cases most
#* Dashboards . . . .

Collect and analyze data from any source, cloud or on-premises, in any format, at
& Hunting cloud scale.

With Al on your side, find, investigate, and respond to real threats in minutes, with
& Notebooks built-in

intell ¢ of Microsaft
Configuration knowledge and intelligence from decades of Microsoft security experience.

@1 News & guides

Data Connectors

w Analytics

. 1. Collect data 2. Create security alerts

&0 Playbooks

o ¢ . -'+ Collect data at cloud scale across the enterprise, "‘, Focus on what's important using analytics °
' Community beth on-premises and in multiple clouds to create alerts

& Workspace settings

Now you need to select a connector to receive logs:

Home > Azure Sentinel workspaces > Azure Sentinel - Data Connectors

Azure Sentinel - Data Connectors

Selected workspace: ‘cloudSiem-test’ - PREVIEW

«
| D Search (Ctri+/) \ Q) Refresh
General ' =0 a1
Connectors Connected Coming soon
@ Overview
@ Logs [0 Search by name or provider x == Amazon Web Services
™ PROVIDERS : All DATATYPES : All
reat management
Not connected . Amazon @®--
& Cases N STATUS PROVIDER LAST LOG RECEIVED
STATUS CONNECTOR NAME
#* Dashboards
& Huni aws Amazon Web Services DESCRIPTION
unting -
Amazon Follow these instructions to connect to AWS and stream your CloudTrail logs into
& Notebooks Azure Sentinel
@ Azure Active Directory
Configuration Microsoft

LAST DATA RECEIVED
@i News & guides

@ Azure Active Directory Identity Protection

Data Connectors Microsaft
& Analytics ) RELATED CONTENT
L] Azure Advanced Threat Protection
{41 Playbooks = Microsoft B &2 32
) Dashboards ~ Queries
% Community a Azure Information Protection .

& Workspace settings Microsaft Open connector page

For example, you can select Azure Activities:
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AzureActivity X

PREVIEW

Instructions ~ Next steps

H AzureActivity

Not connected X Microsoft @®-- | Prerequisites
STATUS PROVIDER LAST LOG RECEIVED

To integrate with AzureActivity make sure you have:
DESCRIPTION ~ Workspace: read and write permissions are required.

Azure Activity Log is a subscription log that provides insight into subscription-level
events that accur in Azure, including events from Azure Resource Manager operational
dat, service health events, write operations taken on the resources in your

subscription, and the status of activities perfarmed in Azure.

/ Configuration

LAST DATA RECEIVED Select subscriptions to monitor
- The Azure Activity log subscriptions you select will be monitored by Azure Sentinel.

Configure Azure Activity logs >

RELATED CONTENT

DATA RECEIVED Go to log analytics
100

80

Click "Next Steps"

Instructions  MNext steps

d Recommended dashboards (1) Go to dashboards gallery >

Azure Activity

Microsoft

{U)} Query samples (2)

All logs

AzureActivity E Run
| take 1000
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Azure Activity

MICROSOFT

Gain extensive insight into your organization's Azure Activity by
analyzing, and correlating all user operations and events.

You can learn about all user operations, trends, and anomalous changes
over time.nThis dashboard gives you the ability to drill down into caller
activities and summarize detected failure and warning events.

Required data types: o
o Azuredctivity

Data sources: @

Azurehctivity

Create a Dashboard. The following graph illustrates some of the Dashboard components:

i
?Activit logs grouped, by status
¥y 10gs g p Y U *'\ &> )

Succeeded
4.0

Started

1.0
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VEventsovertime [T AR I

20 | numorLoGs

25

10AM 1A 2o 1o 2o 2pm 4o

Ty e, SR

NAME MUMBER

Start Virtual Machine 12

Set Dashboard 1

Deallocate Virtual Machine @

Create or update metric alert B

Create new OMS solution 4

Create/lUpdate datasources under a work... 4

Create or update action group 3
Create Deployment 3
Update resource group 2
Delete Dashboard 2
Create Warkspace 2

Create or Update Virtual Machine Extensi... 2
Register with the Provider 2

Validate Deployment 2

If you want to receive logs from an Azure VM you can select the Syslog Connector and pick the
VM that you want to use:

Deploy the Linux agent for example in "Zeek" VM
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Virtual machines O x

cloudSiemn-test]

D Refresh ? Help

| |Ff1'fer by name... || 8 selected ~ | | 2 selected  ~ | | 2 selected ~ || 3 selected ~ || Jselected
NAME LOG ANALYTICS CONNECT... ©S SUBSCRIPTION RESOURCE GROUP LOCATION
E1 debian @ Mot connected Linux 6d29d0b7-4c8c-4947-... blog-life eastus
E1 Elastic @ Mot connected Linux 6d29d0b7-4c8c-4947-... blog-life francecentral
2 Kali-linux @ Mot connected Linux 6d29d0b7-4c8c-4947-... blog-life francecentral
E1 testingfreeplan @ Not connected Linux 2a28f013-%ac2-4472-... blogs eastus
= ubuntu @ Not connected Linux 6d29d0b7-4cBc-4947-... blog-life francecentral
& Zeek @ Mot connected Linux 2a28f013-9ac2-4472-... Admin-Syst nartheurope

Go to "Advanced Settings" - \> Data - \> Syslog - \> select Apply below configuration to my
machines

Advanced settings

cloudsiem-test]

{) Refresh i@ Logs [ save 3¢ Discard
Collect syslogs from the following facilities Apply below configuration
c%) Connected Sources > 45 Windows Event Logs Enter the name of 1 facility to monitor
FACILITY NAME EMERGENCY ALERT CRITICAL ERROR  WARNING
{7 Data > 58 Windows Performance Counters > N
o syslogs configured.

Hg Computer Groups > A Linux Performance Counters >

o 1IS Logs >

=] Custom Fields >

B Custom Logs >

& Ssyslog >

And now you are connected the Linux Machine

Azure Activity
MICROSOFT
E Linux machines
MICROSOFT

If you want to receive logs from a windows machine: Go to "Advanced Settings" - \> Connected
Sources and select "Windows Servers". Then download the Windows agent installation binary
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Windows Servers
C:J-] Connected Sources > = \Windows Servers > Attach any Windows server or dlient.

0 WINDOWS COMPUTERS CONNECTED

/7 Data > £ Linux Servers >
Download Windows Agent (64 bit)
B Computer Groups > @ Azure Storage > Download Windows Agent (32 bit)
You'll need the Workspace ID and Key to
install the agent.
System Center >

Open your Windows machine (in my case Windows 7 x32 ) and install the agent. Click Next

Host Name: IEBWIN7

IE Version: 8.0.7601.17514
0S Version: Windows 7
Service Pack: Service Pack 1
User Name: IEUser
Password: PasswOrd!

I ﬁ Microsoft Meonitoring Agent Setup

Welcome to the Microsoft

Licensing notes and eval Monitoring Agent Setup Wizard

The modern.ie virtual machines
limited. You can find a li
The installation wizard will install the Microsoft Monitoring Agent

Activatio on your computer. To continue, dose all other programs and
dlick MNext.

For Windo
For Windo
m

In some ¢
there are r
pro ght-click on
Show current license, time rema
slmgr /dlv
Re-arm (all except Window:
slmgr frearm
Re-arm (Windows XP only). Note that no error is given in the case no rearms are left.
rundll32.exe syssetup,SetupOobeBnk

For Window: 8.1, you will NOT be able to re-arm the trial.

Add your ID and Key (You will find them in Windows servers dashboard )
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ﬁ Microsoft Monitoring Agent Setup
Azure Log Analytics
Connect the agent to an Azure Log Analytics waorkspace.

Warkspace ID: I
Workspace Key: I

Azure Cloud: I.ﬁ.zure Commerdial ;I

Your workspace ID and key are available within the Azure Log Analytics portal. The Log
Analytics portal for Azure Commerdial is at https: /fwww.microsoft. com/oms/.

Click Advanced to provide HTTP proxy configuration.
Advanced |

When you didk Next, these properties will be validated by the Azure Log Analytics
service,

< Back I Mext = I Cancel

Click Next and you are done

‘_ﬁl Microsoft Monitoring Agent Setup = | = [ﬂ]

Installing the Microsoft Monitoring Agent

The program components you selected are being installed.

Please wait while the setup wizard installs the Microsoft Maonitoring Agent.
This may take several minutes,

Status :
Registering product

< Back Mexk =

Now it is hunting time! Go to your Sentinel page and select Hunting and you will be able to type
your own hunting queries using KQL Azure query language.
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o New Query P Runall queries i Bookmark Logs ) Refresh (D Last 24 hours

0 MITRE MORE
Q16 F% 0 E—— About
Total Queries My Bookmarks B(g) % (8) O (5) 7 (1) (d) B (1) S (2) S (d) L (1) £ (2) ¥ (1) hunting

Queries  Bookmarks

#»

£ Search queries x @ Summary of user logons by logon type

FAVORITES : All PROVIDER : All DATA SOURCES - All
o Microsoft S -- £: SecurityEvent
. Provider Results Data Source
QUERY DATA ... TACTICS DESCRIPTION
Comparing succesful and nonsuccessful logon attempts can be used to identify
*  Anomalous Az.. Mi.. Signinlo.. -- BB nitial Acces: ... attempts to move laterally within the environment with the intention of discovering
- credentials and sensitive data.
*  Base6dencod.. Mi.. Security.. -- K8 B
*  Process execut.. Mi.. Security... -- B> CREATED TIME
4/3/2019
*  Enumeration o... Mi.. Security.. - % Discovery ...
*  Summaryof fa.. Mi.. Security.. -- K &5 b
K  Hostswithne.. Mi.. Security... -- =2 Lateral Movi ...

You can also use and create your own Notebooks

g Azure Sentinel - Notebooks

Selected workspace: ‘cloudSiem-test1’ - PREVIEW

\ O Search (Ctri+/)

Azure Notebooks for Azure Sentinel

General

@ Overview .
What is Azure Notebooks?
] Logs
Azure Notebooks is a free hosted service to

Threat management develop and run Jupyter notebooks in the
. cloud with no installation. Jupyter is an open
& Cases source project that lets you easily combine
markdown text, executable code (Python, R,

and F#), persistent data, graphics, and

#* Dashboards
© Huntin o .
9 visualizations onto a single, sharable canvas

& Notebocks called a notebook.

Configuration How do Azure Notebooks work?

4 News 8 guides Interactive Azure Notebooks provides security

insights and actions to investigate anomalies

Data Connectors
and hunt for malicious behaviors. Each Azure
& Analytics Notebook is purpose-built with a self-

\| Playbooks contained workflow for a specific use case.

Visualizations are included in each Azure

% Community Notebook for faster data exploration and

B

Workspace settings threat hunting. Click on the button below to

clone our prebuilt investigation and hunting

You can use some pre-made hunting notebooks delivered by Azure. Click Import
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Import from GitHub

Welcome to Azure Notebooks!

To import this GitHub repository (https://github.com/Azure/Azure-Sentinel) click import below.
m Return to GitHub

and you will upload them directly from the official Sentinel GitHub account:

Upload GitHub Repository

Create a project by uploading a repository from GitHub.

GitHub repository
https://github.com/ | Azure/Azure-Sentinel|

[ ] Clone recursively €

Project Name

Azure-Sentinel

Project ID @
matrix41/projects/ | azure-sentinel

[] Public

Private projects cannot be viewed by other users. Public projects can be viewed by anyone who has
the URL. Public projects will also be listed in your profile. You can update this setting later if you
change your mind.

=y o

The Sentinel dashboards are highly customizable. In other words, you add any visualisation you
want. In this example i added a CPU visualization
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<\ Metrics Documentation I3 X
1 soe voner

- New chart () Refresh 12 Share ~  (Z) Feedback | Last 24 hours (Automatic - 5 minutes) |

Metrics chart
*r Add metric *y Add filter *g Apply splitting | Uine chart ~ W New alert rule [ Save to dashboard |
@ You have unsaved changes to chart. You can save the chart back to dashboard or pin it as a new chart to the dashboard
| I8 Zeek, Percentage CPU, Avg @ |
1.6%

14%

1.2%
0.8%
0.6%
0.4%
0.2%

08 PM Aug 04 06 AM 12PM
Percentage CPU (fvg)
Zeek

0.90:

You can even add your alert/detection rules. If you want to do so click "New alert rule"

11 AM 12 PM 1PM 2 PM IPM 4 FM

Percentage CPU (Avg)
o0k

0.89

Alert logic

Threshold @
(  satc ] Dynamic )

Cperator @ * Aggregation type @ * Threshold value @

| Greater than or egual to ~ | | Average ~ | | 14 v
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ALERT DETAILS
*= Alert rule name @
CP more than 1.4 W

Description

Specify alert description here...

* Severity @
Sev 3 v

Enable rule upon creation

- -~ )

o It can take up to 10 minutes for a metric alert rule to become active.

| tried an arbitrary condition for educational purposes CPU \> 1.4%

|;E * RESOURCE HIERARCHY
-

L0 Zeek Visual Studio Ultimate avec > [&) Admin-
MSDN Syst

.l * CONDITION Monthly cost in USD (Estimated) &

@ Whenever the Percentage CPU is Greater than or equal to 1.4 % $0.10 i
Total $ 0.10
Add
IQ' ACTIONS
No configured actions
Add

You can also select your action when the condition is performed. In my case, i tried the email
notification option
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Email/SMS/Push/Voice pd

Email

' | chiheb-chebbi@outlook.fr v

:Dsms

code * Phone number

Loy r;.-'

E v | [ 1234567890

@ Carrier charges may apply.

|:| Azure app Push Motifications

Learn about the connecting to your Azure resources using the Azure app.

| email@example.com

This is the email you use to log into your Azure account.

|:| YVoice
Country code * Phone number

v | [ 1234567890

Loy r:_.‘

Enable the common alert schema. Learn more

(v GETED
x|

You will receive a confirmation email to check that everything is ok:

BT Microsoft Azure

You've been added to an Azure Monitor action
group

You are now in the rules action group and will receive notifications sent to the group.

View details on Azure Monitor action groups >

When the rule is achieved you will receive an email notification
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I:‘ ER initial Access

I:I ®  Execution
I:‘ 9 Persistence

I:I =, Privilege Escalation

® Defense Evasion

I:I ﬂ Credential Access

|:| @& Discovery

I:I W Lateral Movement
D L Callection

I:I & Exfiltration

D & Command and Control

You can also write your own advanced detection queries with KQL. Go to " Hunting" and Click "
New Query" and create your customized query and also you can identify its connection with
MITRE ATT&CK framework.

By now you are ready to start your Hunting mission.
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Hands-on Wazuh Host-based Intrusion
Detection System (HIDS) Deployment

Hi Peerlysters,

In this article we are going to learn how to deploy a powerful HIDS called "Wazuh"

File table integrity checksum changed £ x Agents total alerts Fx Alert level evolution £ x Alerts: Top 5 Groups £ x

- '| Legend © 150 Legend © \‘I Legend ©

| ‘ @ syslog
@ errors

@ sjlutilo2 : e2
u futio3 1 3
Top 10 SyscheckFilepath $ Q. Top 5 Syschec @l o
50 o4 @ authentication_success
letc/selinux/config 73a1c72c39818 " ®5 @ pam

Jetc/sysconfigihn/osad- 383341d2144f2 . ANBAT2S 161 o7 ® sshd
i) = @timestamp per 3 hours

Count

»

~ ~ ~ ~
High Risk Alerts / PCI DSS & x Requirements / Groups Y Requirements by agent & x Signature counts & x
50 Legend © Legend © - ~ 2
4 ® rle AleriLevel > 10 ® 1025 P Top 3 Top 5 Top 3 [l SSHD authentication success 63
E 5 [|  AgentName rule.PCI_DSS rule.description C
3 3 L
g ® _exists_FCIDSS 9,113 :q :q :q s Integrity checksum changed 28 M
Gl l ® 1024 N i N ]
1 i o 2
g I ] ® 1052 sjlutiln2 1025 Lagin session € System Audit event. 18
2016-01-25 16:00 ® 1055 opened. Nen standard syslag message (size too 10
@timestamp per 3 hours @ sysiog i « i e ‘ 5 large). I
A~ A A
Signature: Area Chart s ox Stacked Groups $ x Total Alerts Time Bar £ x
Legend © 400 Legend © 15
=] ® Unknown problem . 300 ® erors - |
E o | = 5 | E B [E 4
Ee @ Login session open 5 om @ sysiog H . | o
Bl e B e L
0 |+ | @ SSHD autnenticatio. . * N I i & | o pem - 0 A |
201601551600 g Integrity checksum . 201601251600 g gshd 2016-01-23 1600 2016-01-26 400
timestamp per hou o System Auditevent = timestamp per 3hou g ¢ o " @timestamp per minute

Image Source

What is an intrusion detection system?

Intrusion detection systems are a set of devices or pieces of software that play a huge role in
modern organizations to defend against intrusions and malicious activities.We have two major
intrusion detection system categories:

» Host Based Intrusion Detection Systems (HIDS): they run on the enterprise hosts to detect
host attacks

o Network Based Intrusion Detection Systems (NIDS): their role is to detect network
anomalies by monitoring the inbound and outbound traffic.

The detection can be done using two intrusion detection techniques:

» Signature based detection technique: the traffic is compared against a database of
signatures of known threats

« Anomaly-based intrusion technique: inspects the traffic based on the behavior of activities.
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How to Deploy Wazuh HIDS?

8\ VAZUH

According to its official website: https://wazuh.com

Wazuh is a free, open source and enterprise-ready security monitoring solution for threat
detection, integrity monitoring, incident response and compliance. Wazuh is used to collect,
aggregate, index and analyze security data, helping organizations detect intrusions, threats
and behavioral anomalies.

Wazuh is used to collect, aggregate, index and analyze security data, helping organizations
detect intrusions, threats and behavioral anomalies.

It contains the following components:

o Wazuh server
« Elastic Stack

o Wazuh agent
Now let's explore how to deploy it. For the demonstration i am using a Ubuntu 18.04 VM.
sudo apt-get update

sudo apt-get installcurl apt-transport-https lsb-release gnupg2
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https://wazuh.com/

azureuser@wazuh: ~§ g £ t install curl

Done

requir

]

Install the GPG key:

wget -q0 - https://artifacts.elastic.co/GPG-KEY-elasticsearch | sudo apt-key add

azureuser@wazuh
|Z_j 8

Add the repository

echo "deb https://artifacts.elastic.co/packages/7.x/apt stable main" | sudo tee -a

/etc/apt/sources.list.d/elastic-7.x.1list

n" | sudo tee

deb http uh. cc ' ' ble main

Update the package information:

sudo apt-get update

azureuser@wazuh t-g
Hit:1 http: ure.archiwve. ubuntu.
0 i ubuntu.

Installing the Wazuh manager
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On your terminal, install the Wazuh manager:

sudo apt-get install wazuh-manager
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and is no 1 © requir

be installed:

to rem and

Once the process is completed, you can check the service status with:

service wazuh—manager status

T T T T T T

1
1
1
1
1
1
1
1

Installing the Wazuh API:
NodeJS \>=4.6.1 is required in order to run the Wazuh API.

sudo curl -sL https://deb.nodesource.com/setup_8.x | sudo bash -
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o curl -sL http

"bionic" is

wll ‘http

and then, install NodeJS:

sudo apt-get install nodejs

and is no

Install the Wazuh API:

sudo apt-get install wazuh-api
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Done

requir

A1ib

Once the process is complete, you can check the service status with:

sudo service wazuh-api status

Installing Filebeat

apt-get install filebeat=7.4.2
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azureuser@wazuh:

install fil

This is pre-configuration to forward Wazuh alerts to Elasticsearch

curl -so /etc/filebeat/filebeat.yml

https://raw.githubusercontent.com/wazuh/wazuh/v3.11.4/extensions/filebeat/7.x/file
beat.yml

Download the alerts template for Elasticsearch

curl -so /etc/filebeat/wazuh-template.json

https://raw.githubusercontent.com/wazuh/wazuh/v3.11.4/extensions/elasticsearch/7.x
/wazuh-template.json

Download the Wazuh module for Filebeat:

curl -s https://packages.wazuh.com/3.x/filebeat/wazuh-filebeat-0.1.tar.gz | sudo
tar -xvz -C /usr/share/filebeat/module

azureuser@wazuh:
azureuser@gwWwazuh:
azureuser@wWwazuh
azureuser@gwWwazuh:
azureuser@wWwazuh
azureuser@gwWwazuh:
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sudo vi /etc/filebeat/filebeat.yml

output. elasti

Enable and start the Filebeat service:
sudo update-rc.d filebeat defaults 95 10

sudo service filebeat start

Installing Elastic Stack

m» elasticsearch
. 4

Elasticsearch is a powerful open source distributed, RESTful, JSON-based search engine.You
can see it as a search server.lt is a NoSQL database.To install elasticsearch we need to make
sure that we are already installed Java.

sudo apt-get install elasticsearch=7.4.2

sudo vi /etc/elasticsearch/elasticsearch.yml

node.name: node-1

network.host: ["0.0.0.0"]

http.port: 9200

discovery.seed_hosts: []
cluster.initial_master_nodes: ["node-1"]

sudo update-rc.d elasticsearch defaults 95 10

sudo service elasticsearch start
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azureuser@wazuh:
azureuserg@gwWazuh:
azureuser@wazuh
azureuser@wazuh
L i arck

lines 1-13/13 (END)

Once Elasticsearch is up and running, it is recommended to load the Filebeat template. Run the
following command where Filebeat was installed:

sudo filebeat setup --index-management -E setup.template.json.enabled=false

not enabled.

Installing Kibana

¥ kibana

Kibana is a Web interface for searching and visualizing logs. It is a data-log dashboard. It
contains pie charts, bars, heat maps, bubble charts and scatter plots. It is an amazing solution
to visualize your data and detect any unusual patterns

apt-get install kibana=7.4.2
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[azureuser@Wazuh:

y installed and is no lo ~ required:

amd

Install the Wazuh app plugin for Kibana

sudo -u kibana bin/kibana-plugin install

https://packages.wazuh.com/wazuhapp/wazuhapp-3.11.4_7.6.1.zip

sudo vi /etc/kibana/kibana.yml

server.port: 5601
server.host: 0.0.0.0
elasticsearch.hosts: ["http://localhost:9200"]

sudo update-rc.d kibana defaults 95 10
service kibana start

Transform data with Logstash (Optional)

logstash

Logstash is an open source to collect,parse and transform logs.

sudo apt-get install logstash=1:7.4.2-1
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sudo systemctl daemon-reload

sudo systemctl enable logstash

Done

regui

Download the Wazuh configuration file for Logstash
sudo systemctl restart logstash
sudo vi /etc/filebeat/filebeat.yml\</a

Configure the Filebeat instance, change the events destination from Elasticsearch instance to
the Logstash instance.

Disable Elasticsearch Output:

Add:

output.logstash.hosts: ['localhost:5000"]
sudo systemctl restart filebeat

Check if Logstash is reachable from Filebeat.

sudo filebeat test output
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Replace the default credentials with your desired username where myUsername is shown

below to protect your Wazuh API

More information: https://documentation.wazuh.com/3.3/installation-guide/installing-elastic-

stack/connect_wazuh_app.html

Open a web browser and go to the Elastic Stack server's IP address on port 5601 (default
Kibana port). Then, from the left menu, go to the Wazuh App.

Click on "Add new API" and fill the API fields. If everything goes fine, you will get this main

Wazuh dashboard.

E B ¥waAzZuH

[ Overview ¢ Management [ Agents »_ Dev toals

@
Tolal agents Active agents
e
il O O
Eil
SECURITY INFORMATION MANAGEMENT
o
g ®
] 5= E . _
DD Security events Integrity monitoring

& Browse through your security alerts Alerts related to file changes, including

identifying issues and threats in your permissions, content, ownership and

environment attributes
&
5] THREAT DETECTION AND RESPONSE

@

g Vulnerabilities

Discover what applications in your

& environment are affected by well-known
- wulnerabilities.

o)

=

s

Wazuh — wazuh-alerts-3.x-* (G}

Disconnected agents Never connected agents

it

0 0

AUDITING AND POLICY MONITORING

®
Policy monitoring —@— System auditing
Verify that your systems are configured Audit users behavior, monitoring
according to your security policies command execution and alerting on
baseline. access o critical files.

REGULATORY COMPLIANCE

@
PCIDSS [H1 coer
Global security standard for entities that General Data Protection Regulation
process, store or transmit payment (GDPR) sets guidelines for processing
cardholder data. of personal data.

—
HIPAA T NIST 80058

Health Insurance Portability and

National Institute of Standards and
Accountability Act of 1996 (HIPAA) stienalinstiuie of Slandards an

Technoloay Special Publication 800-53
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To add new agent just select the OS, curl the package and install it:

Add a new agent X close

o Choose your OS

I Red Hat / CentOS ” Debian / Ubuntu Windows l MacOS
e Wazuh server address
53.143.174.210
o Complete the installation
curl -so wazuh-agent.pkg https://packages.wazuh.com/3.x/osx/wazuh-agent-3.18.2-1.pkg && sudo launchctl

setenv WAZUH_MANAGER_IP ‘53.143.174.218' && sudo installer -pkg ./wazuh-agent.pkg -target /
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Threat Intelligence Fundamentals

What is a threat?

By definition, a threat is a potential danger for the enterprise assets that could harm these
systems. In many cases, there is confusion between the three terms Threat, Vulnerability and
Risk; the first term, as | explained before, is a potential danger while a Vulnerability is a known
weakness or a gap in an asset. A risk is a result of a threat exploiting a vulnerability. In other
words, you can see it as an intersection between the two previous terms. The method used to
attack an asset is called a Threat Vector.

There are three main types of threats: * Natural threats * Unintentional threats * Intentional
threats

What is an advanced Persistent Threat (APT)?

Wikipedia defines an "Advanced Persistent Threat" as follows:

"An advanced persistent threat is a stealthy computer network threat actor, typically a nation-
state or state-sponsored group, which gains unauthorized access to a computer network
and remains undetected for an extended period"
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To explore some APTs Check this great resource by: FireEye

What is Threat Intelligence?

“Cyber threat intelligence is information about threats and threat actors that helps mitigate
harmful events in cyberspace. Cyber threat intelligence sources include open source
intelligence, social media intelligence, human Intelligence, technical intelligence or
intelligence from the deep and dark web "[Source: Wikipedia]

In other words, intelligence differs from data and information as completing the full picture.
Threat Intelligence goes through the following steps:

1. Planning and direction

2. Collection

3. Processing and exploitation
4. Analysis and production

5. Dissemination and integration

PLANNING

AND
DIRECTION

N\

DISSEMINATION

INTELLIGENCE
CYCLE

\

ANALYSIS
AND

PROCESSING
AND

PRODUCTION EXPLOITATION

What are the Indicators of compromise (I0Cs)?
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Indicators of compromise are pieces of information about a threat that can be used to detect
intrusions such as MD5 hashed, URLs, IP addresses and so on.

These pieces can be shared accross different organizations thanks to bodies like: * Information
Sharing and Analysis Centers (ISACs) * Computers emergency response teams (CERTSs) *
Malware Information Sharing Platform (MISP)

To facilitate the sharing/collecting/analyzing processes these 10Cs usually respect and follow
certain formats and protocols such as:

e OpenlOC
 Structured Threat Information eXpression (STIX)

» Trusted Automated Exchange of Intelligence Information (TAXII)

For example, this is the IOC STIX representation of Wannacry ransomware:

vestix:Indicators:
v¢stix:Indicator id="indicator-2ccheedf-3c34-11e7-846c-64006a8636ca" timestamp="2817-85-
12T@1:50:258.526000+80: 08" xsi:type="indicator:IndicatorType">
<indicator:Title:Malicious File Indicator</indicator:Titlesr
<indicator:Type xsi:type="stixVocabs:IndicatorTypeVocab-1.1">File Hash
Watchlist</indicator:Type>
¥ <indicator:iDescriptions
Based on US-CERT analysis, this hash may be assocciated with WannaCry Ransomwars
activity.
</indicator:Description:
v<indicator:Observable id="NCCIC:Observable-7f142976-87de-4cha-a0c8-Bad3ebeddclf"
¥<cybow:Object 1id="NCCIC:0Object-2ccBecld-3c34-1127-99b5-64006a8636ca"
¥ <cybox:Properties xsi:type="FileObj:FileObjectType">
<FileObj:File Mame condition="Equals">qeriuwjhrf</FileObj:File MName:
<FileObj:5ize In_Bytes condition="Equals"”>»3514368</File0bj:5ize_In_Bytes>
¥ <FileObj:Hashes>
¥ <cyboxCommon:Hash>
<cyboxCommon: Type condition="Equals" xsi:type="cyboxVocabs:HashNameVocab-
1.8">MD5</cyboxCommon: Typex
<cyboxCommon:Simple Hash Value
condition="Equals"»3175E4BA2Z6E1E75ES529358@3A526802C// cyboxCommon: Simple Hash_\
</cyboxCommon :Hash>
¥ <cyboxCommon:Hash:>
<cyboxCommon: Type condition="Equals" xsi:type="cyboxVocabs:HashNameVocab-
1.@"»5HAL</ cyboxCommon : Types
<cyboxCommon:Simple_Hash_Value
condition="Equals">»5D68E277IE2CCCEE49183363BEGCDDBBABACTOS3 </ cyboxCommon : Simp]
</cyboxCommon :Hash:

To help you create and edit your indicators of compromise you can use, for rxample, I0C editor
by Fireeye. You can find it here: This is its user guide:

You can simply create your Indicators of compromise using a graphical interface:
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File  Search Tools Help

Created Updated Source GUID

“Softpedia Test Indicator” | 2013:02-: Softpedia Tester | 576 2/064faeB-4dde-a17c-4902c45

Name

Author.
GUID
Created
Madified

“Softpedia Test Indicator* | T

‘Soﬁped\a Tester |

‘57EZfOE'l—faeﬂ—'ld‘la—al?c—QSOEcﬂlEclaaT |

‘2D137D2725 06:5Z:562 |

2013-02-25 06:56:57Z |

Description:

Tested by Softpedia

Add: AND OR ltem -

=5 O_D.

< >

Loaded 10Cs: 1

isk WName contains Scftpedia

[=- AND

- Process Name contains SoftpediaTest

It gives you also the ability to compare I0Cs
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How to Install and use The Hive Project in
Incident Management

In this module, we are going to explore a great incident management platform called "TheHive
Project."

€ Revolved cases by resolution € Casetags
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The Hive Project

According to its official Github repository:
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https://blogthehiveproject.files.wordpress.com/2017/12/case3.png
https://github.com/TheHive-Project/TheHiveDocs

Figure

"TheHive is a scalable 4-in-1 open source and free security incident response platform
designed to make life easier for SOCs, CSIRTs, CERTs and any information security
practitioner dealing with security incidents that need to be investigated and acted upon
swiftly. Thanks to Cortex, our powerful free and open-source analysis engine, you can
analyze (and triage) observables at scale using more than 100 analyzers."

To deploy the project you need these hardware requirements:

e 8vCPU
e 8 GB of RAM
e 60 GB of disk

Now let's explore how to install the project:
First, you need to install Java:
sudo apt-get install openjdk-11-jre-headless

Add the sources:

echo 'deb https://dl.bintray.com/thehive-project/debian-stable any main' | sudo

tee -a /etc/apt/sources.list.d/thehive-project.list

curl https://raw.githubusercontent.com/TheHive-Project/TheHive/master /PGP-PUBLIC-
KEY | sudo apt-key add -

Update the system:
sudo apt-get update

Install Elasticsearch
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Figure
apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv-key D88E42B4

echo "deb https://artifacts.elastic.co/packages/5.x/apt stable main" | tee -

a/etc/apt/sources.list.d/elastic-5.x.1list
apt install apt-transport-https

apt update

sudo apt install elasticsearch

Install "The Hive"

sudo apt-get install thehive

sudo mkdir /etc/thehive

sudo mkdir /etc/thehive
(cat << _EOF_
# Secret key

# oo

# The secret key is used to secure cryptographics functions.

# If you deploy your application to several instances be sure to
use the same key!

play.http.secret.key="<ADD A RANDOM STRING HERE>"

_EOF_

) | sudo tee -a /etc/thehive/application.conf

sudo systemctl enable thehive
sudo service thehive start

Now go to your browser and type:
http://YOUR_SERVER_ADDRESS:9000/

If you want to try it before installing it on your server you download the training VM. You can
find it here:

https://drive.google.com/file/d/1KXL7kzH7Pc2jSL201m1_RwVc3FGw-ixQ/view

Once you download it, open it with your virtual machine
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https://encrypted-tbn0.gstatic.com/images?q=tbn:ANd9GcQYUtxYVLaTMM9-M_XRxd0QNpS8PS32iGM5Ukg91_WHmV4nSaRG&s
http://your_server_address:9000/
https://drive.google.com/file/d/1KXL7kzH7Pc2jSL2o1m1_RwVc3FGw-ixQ/view

buntu 18.04.1 LTS thehive—training ttyl

IP address: 19£.168.43.188

TheHive -> http:--192.168.43.186:9000
ortex -> http:r-192.168.43.188:9001

hehive—training login:

My local IP address is 192.168.43.188. Then to enter TheHive | need to use this URL:
192.168.43.188:9000

To access the platform use these credentials:

e Login: admin

o Password: thehive1234

The

Sign in to start your session

Voila! You are in the main dashboard
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("TheHive + NewCase Mytasks Waiting tasks (@)  Alerts () | Lul Dashboards = Q Search _ & Admin ~ oadmm

List of cases (0 of 0) (Z'Openin newwindow = Hide

1filter(s) applied: status:Open X  Clearfilters

Let's start exploring how to use TheHive.

Users

To create add your team members you need to create users. To create a user go to Admin -\>

S - - - © -

Users :

& Users

B Casetemplates ; = Hide
Bi Reporttemplates
@& Case metrics
A Observables
[# Case custom fields
&  Ulsettings
Click on "Add user"
User management
[ i | — e
Login Full Name Roles Password APl key Actions
admin admin read, write, admin ) f— m 8lock

Add your user information

https://t.me/learningnets



Add user

Login % User's login
Full name % User's name
Roles % none -
Additional Permissions —| Allow alerts creation
Cancel Save user

The user was added successfully

User management
Login Full Name Roles Password APl key Actions
simin o T e -
analystl analyst read, write New password Create AP| Key @Lock

Create a new password for it by clicking " New password", type a password and press enter to
save it.

Our password will be " analyst1" too.
Cases:

To create cases in the Hive, click on " New case"
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Create a new case

Case details
Title % Title Date % 13-12-2019 13:33 m
Severity % o v [ TLP % wHite | creen [[IESY reo
Tags Tags Description Case description

E ]
PAP % wHiTe | creen [[IESY reo

Case tasks

No tasks have been specified

Cancel % Required field

Add your case information:

o Title
o Severity: Low, Medium or High
o Date

e _Tagsandsoon._

Add the case tasks:

Create a new case

Case details

Title % Ransomware case Date % 13-12-2019 13:40

Severity % B ¢ | TP % wHite creen | ameer [

Tags ags Description Ransomware attack

E

PAP % wHiTe creen | ameer [

Case tasks

Task title

® Static Analysis

@
Add task
Cancel % Required field
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Now we created a case file

nCase # 1 - Ransomware case

2 Created by admin @ Fri, Dec 13th, 2019 13:41 +01:00 @Close M Flag A Merge X Remove | ##Responders~

& Details = Tasks o A Observables o

Summary

Title Ransomware case

Severity n

TLP

PAP PAP:RED

Assignee admin

Date Fri, Dec 13th, 2019 13:41 +01:00

Tags Not Specified

Additional information Metrics
No additional information have been specified No metrics have been set
Description

The case file contains also the tasks and the Observables:

& Details = Tasks o A Observables °

Y x a

Group Task Date Assignee Actions

default Static Analysis Not assigned P Start £

You will find the case in the "Waiting cases" section

Waiting tasks (1)

Filter X Q w % perpage

Severity Group Task Action

n default Static Analysis

'@ #1 - Ransomware case

To take it just click on tasks and it will be added to your "my tasks" section
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n Case # 1 - Ransomware case

A Created by admin 8 Fri, Dec 13th, 2019 13:41 +01:00 © Close ™ Flag # Merge X Remove | ## Respondersv

& Details = Tasks [1] A Observables (0] = static Analysis @

Basic Information ## Responders v |WFlag @ Close
Title Static Analysis Date Fri, Dec 13th, 2019 13:45 +01:00

Group default Duration Started a minute ago

Assignee admin Status InProgress

Description

Not specified

Task logs

=+ Add new task log 10 ¥ perpage

Once you finish the case, click on "Close" and it will be closed
Dashboards

To visualize your cases statistics you need to use The Hive dashboards. To open or create a
new dashboard go to "Dashboards”

Dashboards (4)

Create new Dashboard Import Dashboard

shared| Case statistics s o -4} &
case Edit  Delete  Duplicate  Export

shaed  Job statistics ' o Lzl &
Job statistics Edit  Delete  Duplicate  Export

shaed | Alert statistics £ i) ) &
Alert statistics Edit  Delete  Duplicate  Export

sared. Observable statistics 4 i <) &
Observable statistics Edit  Delete  Duplicate  Export

Select any available dashboard to explore it

Case statistics m &Export | AutoRefresh-Off | Im  5m  10m  15m < Backtolist
Selectperiod  Alltime Last30days Last7days  Custom period
@& Ownerof open cases @& Cases by status
saveas [ZlImage 3¢SV saveas [l Image 3 CSV

M Open  100.0%

1

B admin M open

https://t.me/learningnets



Ll Case owner history Ll Case severity history Ll Case TLP history

Saveas [&)Image 5 CSV Saveas [& Image [3 CSV Saveas [@l Image 2 CSV
11 1 11

LX) 08 o
0s 08 o8
er 01 er

s 0s s
03 03 03

02 02 02
o1 01 o1

so-zrsior
sn-zrstoe
so-zrsior

B admin W high W red

Cortex:

Cortex

Its developers define cortex as follows:

"Thanks to Cortex, observables such as IP and email addresses, URLs, domain names, files
or hashes can be analyzed using a Web interface. Analysts can also automate these
operations and submit large sets of observables from TheHive or through the Cortex REST
API from alternative SIRP platforms, custom scripts or MISP. When used in conjunction with
TheHive, Cortex largely facilitates the containment phase thanks to its Active Response
features."

The following graph illustrates Cortex architecture:
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To enter cortex type this address on your browser: http://YOUR_SERVER_ADDRESS:9001/
Login to cortex using the same credentials as The hive

e Login: admin

e Password: thehive1234
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Cortex

Sign in to start your session
Login j 3

Password
dSSWOTC

This is the main dashboard of "Cortex"

& o BiOrganizations % Users o:onexfadmin

Organizations (2)

+ Add organization Status Select~ Description  Search for description ©Clear 50/page §

Status Organization

traiming # it @ bisable
training organization
cortex
ot
Default organization
50/page %

In this guide, we discovered a great incident management platform called "the Hive" where we
saw how to install it and use it to manage your team cases.

References:

o Recommendations of the National Institute of Standards and Technology: Computer
Security Incident Handling Guide:
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf

o Computer Security Incident Response Team (CSIRT) :
http://whatis.techtarget.com/definition/Computer-Security-Incident-Response-Team-CSIRT
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e US-CERT | United States Computer Emergency Readiness Team : https://www.us-
cert.gov/about-us
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Incident Response and Threat hunting with
OSQuery and Fleet

In this guide, we are going to explore some powerful tools to help you enhance your incident
response and threat hunting assessments. These tools are 0SQuery and Kolide Fleet.

osquery

Image source: OSQUERY logo

Let's start exploring the first tool OSQuery

OSQuery Overview

According to its official Github repository:

SQL __ __ powered
and__ __analytics framework. It is Available for. Linux

operating system instrumentation

—_— ) —

macOS

Osqueryis a

J— R — — — ) ——

monitoring
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https://www.freelancinggig.com/blog/wp-content/uploads/2019/05/What-is-Osquery.jpg
https://github.com/osquery/osquery

I —____Windows,__and FreeBSD.

Its official website is https://osquery.io

zz osquery HOME SCHEMA BLOG DOCS GITHUB DOWNLOADS
osquery/osquery
Performant endpoint visibility
¢ B ouEH

Iﬁl os_version

B shell_history

Build | 17A362
16:03AM | sudo adduser gu

» Version | 19.1.13
18:84AM | sudo visudo

Patch | &

To download OSQuery visit: https://osquery.io/downloads/official/4.3.0
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Downloading & Installing
Osquery

Packages and tarballs

These packages are built and signed by the osquery development team. They
are mostly universal and use a minimal number of run-time library
dependencies. This means the binaries are abnormally big (~20MB).

Osquery Version

4.3.0 (current) A

Release Type

Official

For the demonstration, we are going to use a Ubuntu 18.04 TLS server machine. To install it on
our Ubuntu server type the following commands:

export OSQUERY\_KEY=1484120AC4E9F8ATA577AEEE97A806C63C9D8B8OB

sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv-keys
SOSQUERY\ _KEY

azureuser@OSQuery:
azureuser@OSQuery:

m=" impor

sudo add-apt-repository &#39;deb [arch=amd64] [https://pkg.osquery.io/deb]
(https://pkg.osquery.io/deb) deb main&#39;
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buntu bio
buntu
ubuntu

u onic
ntu bionic

bioni
bioni

bioni

29 kK
(11

ubuntu.

install

alled and are 0 ~ required:

0SQuery delivers these modes:
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« Osqueryi: Interactive shell

e Osqueryd: Deamon
To start using OSQuery simply type:

osqueryi

To explore the available commands type .help

To explore the available tables type

.tables

ntent_scripts
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To explore the schema of a specific table type

.schema <TABLE_HERE>

WITHOUT

cti

For example if you want to get the users type:

select * from users ;

To select loggedin users type:

select * from logged_in_users ;

The official website contains the list of all the available tables and its schemes. For example

this is the scheme of Kernel_info table
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Tables

kernel_info CWo
ausa Basic active kernel information.
kernel_extensions
kernel_info
kernel_modules COLUMN TYPE DESCRIPTION
kernel_panics
R version TEXT Kernel version
keychain_acls
keychain_items
arguments TEXT Kernel arguments
known_hosts
kwva_speculative_info path TEXT Kernel path
last
launchd device TEXT Kernel device identifier

launchd_overrides

For example to select the version of the kernel type:

select version from Kernel_info

ion  from kernel info;

Let's suppose that you want to automate a specific query (selecting users) every 300 seconds.
Edit the /etc/osquery/osquery.conf file and add your rules

"schedule"; { "Users": { "query": "SELECT * FROM users;", "interval": 300} },

A collection of queries is called a Pack. 0SQuery provides many hekpful packs that you can use
in your assessments here: https://github.com/osquery/osquery/tree/master/packs

Branch: master~ | osquery / packs / Create new file = Upload files = Find file = History
1 theopolis Update documentation to use 'allow list' and 'deny list' diction (#6489) . + Latest commit 88bcT66 4 days ago
[} hardware-monitoring.conf Remove duplicate mode column in device_nodes query (#4107) 2 years ago
[ incident-response.conf packs: adding platform tag incident-response pack (#4155) 2 years ago
[ it-compliance.conf Updated to scope all users by default (#3736) 3 years ago
[} osquery-monitoring.conf Use 'denylist' instead of 'blacklist' in query scheduling (#6487) 4 days ago
[ ossec-rootkit.conf Querypack equivalent of ossec rootkit db (#3377) 3 years ago
[ osx-attacks.conf Adding OSX Malware SearchAwesome to osx-attacks (#5713) 10 months ago
[ unwanted-chrome-extensions.conf Update unwanted-chrome-extensions.conf queries to include all users (#... 3 months ago
[} vuln-management.conf packs: fixing backdoored python pack (#3707) 3 years ago
[ windows-attacks.conf packs: remove escape - Error parsing the "windows-attacks" pack JSON (... 2 years ago
[3 windows-hardening.conf Update documentation to use 'allow list' and 'deny list' diction (#6489) 4 days ago

This is a query from https://github.com/osquery/osquery/blob/master/packs/incident-
response.conf that retreive all the startup items in MacOS hosts:
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"startup_items": {

"guery" : "select % from startup_items;",

"interval” : "8640@",

"platform” : "darwin",

"yersion" : "1.4.5",

"description™ : "Retrieve all the items that will load when the target 05X system starts.”,
"walue" : "Identify malware that uses this persistence mechanism to launch at a given interval”

I

But now, what to do if we want to deploy OSQuery in large scale environments and we want to
manage them all easily. In this situation we need another powerful platform called "Kolide
Fleet"

Kolide Fleet (OSQuery Management)

:heavy_exclamation_mark: Kolide is no longer maintaining Fleet. The new name is Fleet and can
be found here: https://github.com/fleetdm/fleet

mﬂeet

Fleet is the most widely used open source osquery manager. Deploying osquery with Fleet

enables programmable live queries, streaming logs, and effective management of osquery

across 50,000+ servers, containers, and laptops. It's especially useful for talking to multiple
devices at the same time.
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New Query

Query title

SQL

SELECT * FROM [slgslef=i=ls

Description
5~
Select targets 0 unique hosts
Label Name, Host Name, IP Address, etc. v

According to its official Github repository:

Documentation

processes

All running processes on the host

system.

0S Availability

darwin
linux
windows

freebsd

D#oe

path

emdline

state

n I
H £
L5 3
3
a

bigint @
text @
text @
text @
text @
text @
text @

Fleet is the most widely used __ __ open-source __ __ osquery Fleet manager. Deploying
osquery with Fleet enables live queries, and effective __ __ management __ __ of osquery
infrastructure.

6 3 devices
a

Image source: Kolide fleet
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To install it use the following commands:

wget https://github.com/kolide/fleet/releases/latest/download/fleet.zip

sudo apt-get install unzip
Unzip the file:

sudo unzip fleet.zip

C ]
inflati

Enter the linux folder:

Copy the binaries in /usr/bin

sudo cp * /usr/bin/
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Install this required program:

sudo apt install software-properties-common

no required:

sudo apt-key adv --recv-keys --keyserver hkp://keyserver.ubuntu.com:86
OxF1656F24C74CD1D8

add-apt-repository 'deb [arch=amd64,armé64,ppc6del]

http://sfol.mirrors.digitalocean.com/mariadb/repo/10.4/ubuntu bionic main'

[azureuser@dSQuery: $ Y eb [arch= ns e it fol.mirro

Install Maria database server and its client:

sudo apt install mariadb-server mariadb-client
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Check its status:

sudo systemctl status mariadb

information_schema

mysql

performance_schema

Phase &6/7: Checking and upgrading tables
Processing databases

information_schema

performance_schema

Phase 7/7. Running 'FLUSH PRIVILEGES'

for all

Enable Mariadb service:

sudo systemctl is-enabled mariadb

Enter mysql and type the following commands:

sudo mysql -u root -p

Enter p d:

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDB connection id is 49

Server version: 10.4.13-MariaDB-1:10.4.13+maria~bionic-log mariadb.org binary distribution

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

i

create database kolide;

https://t.me/learningnets



grant all on kolide.* to kolideuser@localhost identified by 'Passwelrd!’;

ant all on kolic

rows affected (0.147 sec)

flush privileges;

exit

Install Redis:

sudo apt install redis

rorequired:

ubuntu

-lubunt

Prepare fleet:

fleet prepare db --mysql_address=127.0.0.1:3306 --mysql_database=kolide --

mysql_username=kolideuser --mysql_password=Passw@rd!
fleet serve --mysql_address=127.0.0.1:3306 \
--mysql_database=kolide --mysql_username=kolideuser --mysql_password=PasswOrd! \

--server_cert=/etc/ssl/certs/kolide.cert --server_key=/etc/ssl/private/kolide.key
\

--logging_json

azureuser@dsSQuery:

#
#
#
#

sudo fleet serve --mysql_address=127.0.0.1:3306 \
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--mysql_database=kolide --mysql_username=kolideuser --mysql_password=Passw@rd!

\

--server_cert=/etc/ssl/certs/kolide.cert --
server_key=/etc/ssl/private/kolide.key \

--logging_json --auth_jwt_key=9yKI2MeThUSLtsYiCS7etUSJZD11gHLr

Start fleet:

Go to https://\<SERVER_IP\>:8080

Provide your username, password and email

€M koupe i

Set Kolide URL

SUBMIT

Add your organization name, the organization domain name/IP and submit:
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6 KOLIDE o— Setup Organtistion Set Kolide URL

SET ORGANIZATION DETAILS

organization name
orgl

Organization Logo URL {optional)

SUBMIT

Voila! Kolide fleet is deployed successfully.

ADMIN

DESCRIPTION
Add New Host

All hosts which have enrolled in Fleet
=
I E8 HOSTS
ssts Total 88
NEW (added in last 24hrs)
B querr
. ©® ONLINE o
It's Kinda Lonely In Here...
B1 Packs ADD NEW HOST © OFFLINE o
neRe Get started adding hosts to Fleet.
©  MIA (offline > 30 days) o
@ e This can be done individually or across your entire fleet

, W LABELS
28 pomin

Filter Labels by Name..

ADD NEW LABEL %

Now let's add our host. To do so, click on "ADD NEW HOST" and you will get this window. It
provides a key called "OSQuery enroll secret" that we are going to use later.
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Add New Host X

Follow the instructions below to add hosts to your Fleet Instance.

2 Manval Install

Fully Customize Your Osquery Installation

Fleet / Osquery - Install Docs [
In order to install osquery on a client you will need the following information:

Retrieve Osquery Enroll Secret
The following is your enroll secret: Rewveal Secret

8 R R F R R R R R R R R E R E

Download Server Certificate (Optional)
If you use the native osquery TLS plugins, Osquery requires the same TLS
certificate that Fleet is using in order to authenticate. You can fetch the

=

FETCH FLEET CERTIFICATE

RETURN TO APP

certificate below:

To add the host, we need to install the fleet launcher. In our case we are using the same host.

wget https://github.com/kolide/launcher/releases/download/v0.11.10/launcher_v0.11.10.zip
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Unzip the file:

sudo unzip launcher\_v0.11.10.zip

Enter the Linux file:

cd linux

Start the launcher

./launcher  --hostname=127.0.0.1:8080 --root_directory=$(mktemp -d) --
enroll_secret=<COPY SECRET KEY HERE> --insecure

Congratulation! if you refresh the Kolide fleet dashboard you will see the newly added host
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All Hosts
DESCRIPTION

All hosts which have enrolled in Fleet

05Query.dpumhattnazutmdef... 8

2 P23

Ubuntu 18.4.0 43.0
==
J =] ®
1x 2.3 GHz 0.9 GB an hour

00:0D:3A:DA2B:7F

@ 10045

B 1-10f 1 hosts

| 20 - | Hosts per page

To run and add queries go to QUERY -\> New Query

Type the SQL Query

ﬁ %rgl New Query
ADMIN
Query Title
2 osts fest
=] QUERY sQL

SELECT + FROM

® New Query Description

E] packs

@ Hewe “

10f 1 Hosts Retutning 1 Records m

Select Targets Tunique host

D somin

All Hosts

EXPORT

Select the targets/hosts
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Choose a Table

users

05 Availability

Columns

uid

gid

uid_signed

gid_signed

username

description

directory

shell

big int

big int

big int

big int

text

text

text

text




Select Targets 1unigue host

All Hosts | X a

> macos

¥ Ubuntu Linux JERS

¥ CentOS Linux
¥ MS Windows

(10 ©

©

.;j

0OsQuery.dpumhattnazutmdefvn5vo3sxe.fx.internal.cloudapp.net = 10.0.4

Click on "Run". You will get the query outputs below:

EXPORT HH

Y hostname Y build_distro Y build_platform Y config_hash
0SQuery.dpumhattnazutmdefvnSvo3sxe.frinternal.cloudapp.net  centos? 1 39e3afB8Ifebc?6f6bbf0521deabe848fbdl

1. https://medium.com/@sroberts/osquery-101-getting-started-78e063c4e2f7

2. https://www.digitalocean.com/community/tutorials/how-to-monitor-your-system-security-
with-osquery-on-ubuntu-16-04
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How to use the MITRE PRE-ATT&CK framework
to enhance your reconnaissance assessments

In this module we are going to explore how to enrich reconnaissance assessments using the
MITRE Pre-ATT&CK framework.

MITRE ATT&CK Framework

PRE-ATT&CK N ATT&CK

MITRE ATT&CK is a framework developed by the Mitre Corporation. The comprehensive
document classifies adversary attacks, in other words, their techniques and tactics after
observing millions of real-world attacks against many different organizations. This is why
ATT&CK refers to "Adversarial Tactics, Techniques & Common Knowledge".

Nowadays the frameworks provide different matrices: Enterprise, Mobile, and PRE-ATT&CK.
Each matrix contains different tactics and each tactic has many techniques.

According to its official website:

Building on ATT&CK, PRE-ATT&CK provides the ability to prevent an attack before the
adversary has a chance to get in. The 15 tactic categories for PRE-ATT&CK were derived
from the first two stages (recon and weaponize) of a seven-stage Cyber Attack Lifecycle
(first articulated by Lockheed Martin as the Cyber Kill Chain)

The Cyber Kill Chain is a military inspired model to describe the required steps and stages to
perform attacks. The Cyber Kill Chain framework is created by Lockheed Martin as part of the
Intelligence Driven Defense model for identification and prevention of cyber intrusions activity.

But wait, what is a tactic and what is a technique?
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Tactics, Techniques and procedures (TTPs) are how the attackers are going to achieve their
mission. A tactic is the highest level of attack behaviour. The PRE-ATT&CK MITRE framework
present the 15 tactics as the following:

—_

. Priority Definition Planning

. Priority Definition Direction

. Target Selection

. Technical Information Gathering

. People Information Gathering

. Organizational Information Gathering
. Technical Weakness Identification

. People Weakness Identification

. Organizational Weakness Identification

O OV 0o N o o b~ W DN

—_

. Adversary OPSEC

—_
—_

. Establish & Maintain Infrastructure
12. Persona Development

13. Build Capabilities

14. Test Capabilities

15. Stage Capabilities

Techniques are used to execute an attack successfully. PRE-ATT&CK frameworks presents 174
techniques

You can find all the techniques here: https://attack.mitre.org/techniques/pre/

You can find the full matrix (Techniques and tactics) here: https://attack.mitre.org/tactics/pre/
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PRE-ATT&CK Matrix

Below are the tactics and techniques representing the MITRE PRE-ATT&CK Matrix.

Last Modified: 2018-04-18 17:59:24.739000
version permalink

Priority Organizational Technical People  |Organizational Establish &
Definition | Definition S:I::Ton lormation Weakness Weakness Weakness ‘:';;;r’ Maintain l)::m:.nt pe Idn.‘
Planning Direction Gathering ion |Identification| Identification Infrastruct =

Assess current | Assign KITs Acquire Analyze Acquire and/or | Acquire and/or
! ~ " Determine qul Acquire OSINT  Acquire DSINT data e auin quire ar Review logs
holdings, KiQs, and/or OSINT data Analyze application | organizational Analyze business use 3rdparty | use3rdparty  Build social network  Build and configure
. approach/attack data sets and sets and . N and residual
needs,and  intelligence sets and ) ) securityposture | skillsetsand | processes infrastructure | Infrastructure persona delivery systems
vector . information information . . traces
wants  requirements information deficiencies services senvices
Test ability to
evade
Receive Analyze social Choose pre- automated
" . Analyze o ' Analyze  Acquire and/or | Acquire andfor pr o
Assess KITs/KIQs ~ Determine Conduct Aggregate § and business . compromised mokile . mobile
Conduct social  architecture and organizational | use 3rdparty | use 3rd party Build or acquire
KITe/KiGs and highest level active  individual's digital . relationships, y . app developer account application
engineering configuration skillsets and software software exploits
benefits determine  tactical element  scanning footprint interests, and eredentials or signing security
posture deficiencies services services
requirements. affiliations keys analysis
performed by
app stores
Acquire or
Assess | SUbmRKITS, | o e Conduct Determine 3rd hssess  Analyze presence  cor nu::arr'se peare of Choose pre-
leadership | KiQs, and e u Conduet social 5 Analyze data lyze p MproMmise | o mpromise 3rd pr C2protocol | Test callback |
operational passive party infrastructure targeting of outsourced 3rd party compromised persona .
areas of intelligence engineering collected N N N party signing development unctionality
X element scanning services options capabilities signing and affiliated accounts
interest  requirements certificates
certificates
Compromise 3rd
i . Analyze Assess promé Test malware
Assign Determine Conduct . Determine o § § X Develop social party or closed- .
Task Identify business hardware/software opportunities  Anonymity Buy domain invarious
KITs/KIQs into. secondary level social centralization of IT network persona source
" requirements relationships security defensive created by services name X L execution
categories tactical element engineering management digital footprint  vulnerability/exploit
capabilities business deals environments
information
Determine 3rd Analyze Assess security  Comman, high  Compromise 3rd
Conduct o . Test malware
cost/benefit Determine party dentify Determine physical  organizational posture of volume party Friend/Follow/Connect  Create custom 1o evade
i i
analysis strategic target | infrastructure | groups/roles locations skillsets and physical protocols and | infrastructure to 1o targets of interest payloads detection
v services deficiencies locations software | support delivery
Compromise
Create Deterine Identify job ilarsty Assess Mﬂ ‘1‘ Obtain Apple i0S
B N domain and e N vulnerabilities in . B pary Create backup in App _' Create infected  Test physical
implementation postings and Dumpster dive | wuinerability of | infrastructure | enterprise distribution .
1P address third-party software infrastructure . removable media | access
plan needs/gaps mkids 3rd party vendors | 1o support key pair and certificate
space libraries dalve
ivery

Now let's explore some techniques:

T1279 Conduct social engineering

Social engineering is the art of hacking humans. In other words, it is a set of techniques
(technical and nontechnical) used to get useful and sensitive information from others using
psychological manipulation. These are some causes why people and organizations are
vulnerable to Social engineering attacks:

e Trust

o Fear

e Greed

» Wanting to help others
e Lack of knowledge

Other causes were discussed and named " Cialdini's 6 Principles of Influence"

Cialdini's 6 Principles of Influence:

The Cialdini's 6 principles of influence were developed by Dr Robert Cialdini. These principles

can be exploited while performing social engineering engagement. The principles are:

1. Reciprocity: we pay back what we received from others.

2. Commitment & Consistency: We tend to stick with whatever we've already chosen

3. Social Proof: We tend to have more trust in things that are popular or endorsed by people
that we trust
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4. Liking We are more likely to comply with requests made by people we like
5. Authority : We follow people who look like they know what they're doing

6. Scarcity: We are always drawn to things that are exclusive and hard to come by
To perform computer-based social engineering attacks you can use SEToolkit

Social engineering Toolkit is an amazing open source project developed by Trustedsec to help
penetration testers and ethical hackers perform social engineering attacks. To check the
project official GitHub repository you can visit this link: https://github.com/trustedsec/social-
engineer-toolkit

root@ddos: ~/Desktop/social-engineer-toolkit (-]

File Edit View Search Terminal Help

The Social-Engineer Toolkit (SET)
Created by: (ReL1K)
Version:
Codename: 'Maverick - BETA'
Follow us on Twitte rustedSec
Follow me on Twitte G kingDave
Homepage: https://www.trustedsec.com
Welcome to the Social-Engineer Toolkit (SET).
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.com/trustedsec/ptf to update all your tools!

T1254 Conduct active scanning

Active reconnaissance involves interaction with the target, for example, calling technical
support to gain some sensitive information.Reconnaissance is not only technical. It is also an
important weapon of competitive intelligence. Knowing some financial aspects of the target
could mean that the attack succeeds. An example of active reconnaissance is network
scanning.The aim of network scanning is identifying the live hosts, including the network
services of an organization.

To perform network scanning you can use Nmap:

“Nmap ("Network Mapper") is a free and open source (license) utility for network discovery
and security auditing. Many systems and network administrators also find it useful for tasks
such as network inventory, managing service upgrade schedules, and monitoring host or
service uptime.

https://t.me/learningnets


https://github.com/trustedsec/social-engineer-toolkit

Starting Nmap 6.00 ( http://nmap.org ) at
Nmap scan report Tor scanme.nmap.org (/74.20]
. up | )031s latency).

shown: 997

cp  open  SSEEE /TR
-hostkey it e " g/ /SE /:54:30
’ P\ S v L/ ; BE82 .85 ec

{ (Ubuntu)

;,,."
e
tcp opé -
e typei " ge
Running: Linux
05 CPE: cpe:/o e 1/0:1linux:ke
Bnux 2.6.38

11253 Conduct passive scanning

Passive reconnaissance involves acquiring information about the target without directly
interacting with it, for example, searching public information.

T1247 Acquire OSINT data sets and information

By definition:

“Open-source intelligence (OSINT) is data collected from publicly available sources to be
used in an intelligence context". In the intelligence community, the term "open" refers to
overt, publicly available sources (as opposed to covert or clandestine sources). It is not
related to open-source software or public intelligence.

Open source intelligence is like any methodological process is going thru a defined number of
steps.In order to perform an open source intelligence you can follow the following phases:

« Direction and planning: in this phase you need to identify the sources,in other words where
you can find information
« Collection: in this phase you will collect and harvest information from the selected sources

» Processing and collation: during this phase you need to process information to get useful
insights.

» Analysis and integration: in this phase you need to join all the information and analyse
them
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» Production, dissemination and feedback: finally when you finish the analysis you need to
present the findings and report them.

One of the available OSINT datasets is Global Terrorism Database

During many OSINT missions, you will be dealing with terrorism threats. Thus, it is essential to
collect many pieces of information about terrorism online. One of the most used services is the
"Global Terrorism Database". The project is managed by the National Consortium for the Study
of Terrorism and Responses to Terrorism (START) and it contains information about more than
190,000 terrorist attacks.

W -
45 Years of Terrorism e .

Terrorist Attacks, 1970-2015
Concentration and Intensity

High
Intensity value is
a combination of incident
fatalities and injuries

Low

Source: Global Terrorism Database

>

Image source: theconversation.com

T1250 Determine domain and IP address space

To obtain information about the domains, subdomains, IP addresses of the targeted
organization you can use https://spyse.com

T1258 Determine Firmware version

Firmware is a set of software that takes control of the device's hardware. You can use a lot of
tools and utilities. One of them is binwalk, which is a great tool developed also by Craig Heffner
that helps pentesters to analyze the firmware of an loT device. You can simply grab it from this
GitHub link: https://github.com/ReFirmLabs/binwalk/blob/master/INSTALL.md.
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ddos@ddos ~/Desktop/binwalk -0

File Edit View Search Terminal Help

Binwalk v2.1.2b
Craig Heffner, http://www.binwalk.org

Usage: binwalk [OPTIONS] [FILE1] [FILE2] [FILE3]

Signature Scan Options:

-B, --signature Scan target file(s) for common file signatures

-R, --raw=<str> Scan target file(s) for the specified sequence of bytes

-A, --opcodes Scan target file(s) for common executable opcode signatur
es

--magic=<file> Specify a custom magic file to use

-b, --dumb Disable smart signature keywords

-I, --invalid Show results marked as invalid

-X, --exclude=<str> Exclude results that match <str>

-y, --include=<str> Only show results that match <str>

Extraction Options:

-e, --extract Automatically extract known file types

-D, --dd=<type:ext:cmd> Extract <type> signatures, give the files an extension of
<ext>, and execute <cmd>

-M, --matryoshka Recursively scan extracted files

-d, --depth=<int> Limit matryoshka recursion depth (default: 8 levels deep)

-C, --directory=<str> Extract files/folders to a custom directory (default: cur
rent working directory)

-j, --size=<int> Limit the size of each extracted file

-n, --count=<int> Limit the number of extracted files

-r, --rm Delete carved files after extraction

--carve Carve data from files, but don't execute extraction utili

T1261 Enumerate externally facing software applications, languages and
dependencies

When performing reconnaissance, it is essential to identify the used technologies. For examlpe,
to identify the used web technologies you can use: https://www.wappalyzer.com

o Wappalyzer

Image source: https://medium.com/@hari_kishore

T1248 Identify Job postings and needs/gaps

job announcements could be a valuable source of information. Job postings can give an idea
about the used systems, technologies and products. To do so, you can check many job boards
including:

¢ Indeed

¢ Glassdoor
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e LinkedIn

T1256 Identify web defensive services

A web application firewall (WAF) is a security solution that filters out bad HTTP traffic between
a client and web application. It is a common security control to help you protect your web
application security. Most Web application firewalls are helping you to defend against many of
the previously discussed web application vulnerabilities (XSS, SQLi and so on). For example to
detect WAFs you can use https://github.com/EnableSecurity/wafw00f

1)

404 Hack Not Found

405 Not Allowed
403 Forbidden

502 Bad Gateway 580 Internal Error

The Web Application Firewall Fingerprinting Toolkit

Image source: offensivesec.blogspot.com

T1252 Map network topology

To map network topology you can use many online tools including: https://dnsdumpster.com

geekflare.com

T1257 Mine technical blogs/forums

By searching online blogs and technical forums you can collect many useful pieces of
information about the targeted organization

T1251 Obtain domain/IP registration information

The Whois database is a publicly accessible database containing the contact details of the
owner and contact person of each domain name as well as the data of the name server. It is
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usually possible to find out the address, phone number, and e-mail address of the person who
owned or at least registered the website. In most cases, this person is the system administrator
of the website. You can use this online service: https://whois.net

T1271 Identify personnel with an authority/privilege

Generally, it is hard to attack the target directly. Instead, the attackers target employees who
have access to the systems, and in particular those with elevated privileges on the target
systems. For example, a system administrator would be a great target. To find personnel with
authority you can use Linkedin search option.

T1273 Mine social media

When performing open-source intelligence (OSINT), you usually try to find information about
people from different publicly available social media platforms including: Facebook, Linkedin,
Instagram and so on... To do so, you can use these powerful tools and websites:

» An Instagram Open source Intelligence Tool: https://github.com/sc1341/InstagramOSINT

» Facebook Search tool: https://netbootcamp.org/facebook.html

= sc1341 / InstagramOSINT ®Watch> 18 ¢ Star 332 % Fork 80

<> Code Issues 3 Pull requests 1 Actions Projects 0 Wiki Security 0 Insights

An Instagram Open Source Intelligence Tool

osint osinttool osint-python instagram-osint
-0- 20 commits ¥ 1branch & 0 packages © 0 releases A 3 contributors B2 MIT

Branch: master = New pull request Create new file  Upload files Find file
®® sc1341 Create LICENSE Latest commit 94213fd on Mar 16
[ .gitattributes Initial commit 12 months ago
[ .gitignore It currently works 12 months ago
(] InstagramOSINT.py Added an API (kind of) to be imported as a python module and used in ... 11 months ago
[™ LICENSE Create LICENSE 3 months ago
[ README.md Update README.md 5 months ago
[ banner.py Update 12 months ago
™ main.py Update main.py 11 months ago
[ requirements.txt Update -- Fixed multiple photos issue and added a requirments.txt and... 11 months ago

T1291 Research relevant vulnerabilities/CVEs

This technique consists of finding known vulnerabilities in the targeted systems and
applications. Vulnerabilities can be classified using a ranking system, for example, using the
Common Vulnerability Scoring System ( CVSS ) for the Common Vulnerabilities and
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Exposures ( CVE ) vulnerabilities. To find vulnerabilities in a service you can use shodan or any
vulnerability scanner

Shodan is a search engine that lets the user find specific types of computers (webcams,
routers, servers, etc.) connected to the internet using a variety of filters. Some have also
described it as a search engine of service banners, which are metadata that the server sends
back to the client. This can be information about the server software, what options the service
supports, a welcome message or anything else that the client can find out before interacting
with the server.

A Vulnerabilities

Note: the device may not be Impacted by all of these |ssues. The vulnerabilities are Implied based on the software and version.

CVE-2011- The ssh_gssapi_parse_ename function in gss-serv.c in OpenSSH 5.8 and earlier, when

5000 gssapi-with-mic authentication is enabled, allows remote authenticated users to cause a
denial of service (memory consumption) via a large value in a certain length field. NOTE:
there may be limited scenarios in which this issue is relevant.

CVE-2010- OpenSSH 5.6 and earlier, when |-PAKE is enabled, does not properly validate the public

4478 parameters in the |-PAKE protocol, which allows remote attackers to bypass the need for
knowledge of the shared secret, and successfully authenticate, by sending crafted values in
each round of the protocol, a related issue to CVE-2010-4252,

CVE-2014- The hash_buffer function in schnorr.c in OpenSSH through 6.4, when Makefile.inc is

1692 modified to enable the |-PAKE protocol, does not initialize certain data structures, which
might allow remote attackers to cause a denial of service (memory corruption) or have
unspecified other impact via vectors that trigger an error condition.

CVE-2010- The default configuration of OpenSSH through 6.1 enforces a fixed time limit between

5107 establishing a TCP connection and completing a login, which makes it easier for remote
attackers to cause a denial of service {connection-slot exhaustion) by periodically making
many new TCP connections.

CVE-2017- The process_open function in sftp-server.c in OpenSSH before 7.6 does not properly

15906 prevent write operations in readonly mode, which allows attackers to create zero-length
files.

CVE-2016- sshd in OpenSSH before 7.4 allows remote attackers to cause a denial of service (NULL

10708 pointer dereference and daemon crash) via an out-of-sequence NEWKEYS message, as

demonstrated by Honggfuzz, related to kex.c and packet.c.

CVE-2016- The resend_bytes function in roaming_common.c in the client in OpenSSH 5.x, 6.x, and 7.x
0777 before 7.1p2 allows remote servers to obtain sensitive information from process memory
by requesting transmission of an entire buffer, as demonstrated by reading a private key.

CVE-2011- ssh-keysign.c in ssh-keysign in OpenS5SH before 5.8p2 on certain platforms executes ssh-
4327 rand-helper with unintended open file descriptors, which allows local users to obtain
Summary

In this module we explored the MITRE PRE-ATT&CK framework and we discovered some
techniques used when performing reconnaissance against an organization

https://t.me/learningnets



How to Perform Open Source Intelligence
(OSINT) with SpiderFoot

In this module we are going to explore a powerful OSINT tool called "SpiderFoot". OSINT or
"Open source intelligence" is collecting publicly available information about a specific target.

& investigate [ Monitor %X Configure ~
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Image source

Before discovering the tool, let's explore some important terminologies

Intelligence

The fuel of intelligence gathering is to get publicly available information from different sources.
Intelligence gathering is not important in information security and penetration testing, but it is
vital for national security, and as many concepts are inspired by the military strategies, in the
cyber security field intelligence gathering is also inspired by the battlefields.
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According to International Trade Commission estimates, current annual losses to US industries
due to corporate espionage to be over $70 billion.

Intelligence gathering not only helps improve the security position of the organization, but it
gives managers an eagle eye on the competition, and it results in better business decisions.
Basically every intelligence gathering operation basically is done following a structured
methodology.

There are many intelligence gathering categories: human intelligence, signal intelligence, open
source intelligence, imagery intelligence, and geospatial intelligence.

Human intelligence (HUMINT)

Human intelligence (HUMINT) is the process of collecting information about human targets,
with or without interaction with them, using many techniques such as taking photographs and
video recording. There are three models of human intelligence:

» Directed Gathering : This is a specific targeting operation. Usually, all the resources are
meant to gather information about a unique target

« Active Intelligence Gathering : This process is more specific and requires less investment,
and it targets a specific environment.
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» Passive Intelligence Gathering : This is the foundation of human intelligence. The
information is collected in opportunistic ways such as through walk-ins or referrals. So
there is no specific target, except collecting information and trying to find something.

Image source

Signal intelligence

Signal intelligence ( SIGINT ) is the operation of gathering information by intercepting
electronic signals and communications. It can be divided into two subcategories:
communications intelligence ( COMINT ) and electronic intelligence ( ELINT ).

Open source intelligence

Public intelligence is the process of gathering all possible information about the target, using
publicly available sources, and not only searching for it but also archiving it. The term is
generally used by government agencies for national security operations. A penetration tester
should also adopt such a state of mind and acquire the required skills to gather and classify
information. In the era of huge amounts of data, the ability to extract useful information from it
is a must.

Open source intelligence ( OSINT ), as its name suggests, involves finding information about a
defined target using available sources online. It can be done using many techniques:

Conducting search queries in many search engines Gaining information from social media
networks Searching in _deep web _directories and the hidden wiki Using forum and discussion
boards

The OSINT process

https://t.me/learningnets


https://www.incimages.com/uploaded_files/image/970x450/getty_935620656_397725.jpg

Open source intelligence is like any methodological process is going thru a defined number of
steps.In order to perform an open source intelligence you can follow the following phases:

« Direction and planning: in this phase you need to identify the sources,in other words where
you can find information
» Collection: in this phase you will collect and harvest information from the selected sources

» Processing and collation: during this phase you need to process information to get useful
insights.

» Analysis and integration: in this phase you need to join all the information and analyse
them

» Production, dissemination and feedback: finally when you finish the analysis you need to
present the findings and report them.

OSINT PROCESS

Source Identification

Data Harvesting

Data Processing and
Integration
Data Analysis
Results Delivery

Image source

There are many helpful tools that you can use to perform OSINT, you can find some of them in
this post:

How to Deploy SpiderFoot

According to its official github repository:

spiderfoot

SpiderFoot __ __ is an open source intelligence (OSINT) __ __ automation __ __ tool. It integrates
with just about every data source available and utilises a range of methods for __ __ data
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analysis__, making that data easy to navigate.

SpiderFoot has an__ __ embedded __ __ web-server for providing a clean and intuitive __ __ web-
based __ __interface __ __ but can also be used completely via the command-line. It's written in
___Python _ __ 3 and GPL-licensed.
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Spiderfoot is able to collect information about:

e |P address

¢ Hostname

« ASN

e E-mail address
e Phone number
¢ Username

e Person's name

Network subnet (CIDR)

Domain/sub-domain name

Now let's explore how to install Spiderfoot.
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Install python3-pip:

sudo apt-get install python3-pip

Clone the project from its Github repository using git clone :
git clone https://github.com/smicallef/spiderfoot.git
Enter the project folder:

cd spiderfoot

Install the required libraries:

sudo pip3 install -r requirements.txt

Finally run the project using:

sudo python3 sf.py -1 127.0.0.1:5001

Voila! Now you can use it freely to perform your OSINT operation.

There is another option which is using a ready-to-go Spiderfoot instance. To do it check this
link: https://www.spiderfoot.net/hx/

To start a new scan, click on " + Create a new scan"

Scans

No scan history

There is no history of previously run scans.

Enter your target and click on " Run scan now"
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@ Scan & Investigate ] Monitor 7 Configure ~

New Scan
@ Scan Name & Targets [#] Hobby Subscription
‘ | o Scans this month (limit) 5(3)
Individual scan duration limit 15 minutes
N d
T =T Maximum targets per scan 1
Ei {ui L I 1
Scan data retention 90 days
P APl Keys
P
X Import ~
> Iteration
¥ Modules
3 Options You have 14 out of 43 API keys configured.

Consider adding some for wider reach.

P Run Scan Now 3 Save as Scan Profile... &= Apply Scan Profile..

As you can notice from the screenshot there are some APlIs that need to be added n order to
use some modules.

A module is a specific entity that perform a specific task. Spiderfoot comes with a long list of
modules including:

« abuse.ch: Checks if a host/domain, IP or netblock is malicious according to abuse.ch.

» Accounts: Looks for possible associated accounts on nearly 200 websites like Ebay,
Slashdot, reddit, etc.

 AlienVault OTX: Obtains information from AlienVault Open Threat Exchange (OTX)
The full list of modules can be found here: https://github.com/smicallef/spiderfoot

The tool gives you the ability to investigate data too:
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2020-03-01 161438 SpiderFoot EZD Scan [c380081icbad3dbbdeeccel5cTbedf3053111cal5e208972a24c06b4725470F185] completed.

2020-03-01 16:14:54 SpiderFoot m 2 modules loaded
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Summary

In this module, we explored Open source intelligence and how to perform it using a powerful
tool called "SpiderFoot"
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How to perform OSINT with Shodan

In some of my previous articles we had the opportunity to explore different techniques to
perform intelligence gathering including Human intelligence,signal intelligence, Geospatial

intelligence and Open source intelligence. In this article we will dive deep into a powerful open
source intelligence online tool called Shodan.

What is Open source intelligence?
Wikipedia defines OSINT as follows:

"Open-source intelligence is data collected from publicly available sources to be used in an
intelligence context. In the intelligence community, the term "open" refers to overt, publicly
available sources. It is not related to open-source software or collective intelligence”

Open source intelligence is like any methodological process is going thru a defined number of
steps.In order to perform an open source intelligence you can follow the following phases:

1. Direction and planning: in this phase you need to identify the sources,in other words where
you can find information
2. Collection: in this phase you will collect and harvest information from the selected sources

3. Processing and collation: during this phase you need to process information to get useful
insights.
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4. Analysis and integration: in this phase you need to join all the information and analyse
them

5. Production, dissemination and feedback: finally when you finish the analysis you need to
present the findings and report them.

What is Shodan?

C% SHODAN

Shodan is a search engine that lets the user find specific types of computers (webcams,
routers, servers, etc.) connected to the internet using a variety of filters. Some have also
described it as a search engine of service banners, which are metadata that the server sends
back to the client. This can be information about the server software, what options the service
supports, a welcome message or anything else that the client can find out before interacting
with the server.

You can use it by visiting the official website: www.shodan.io

Try out the new beta website! Help Center

’. SHODAN _ Q Explore Pricing Enterprise Access Shodan? Login or Register

The search engine for Webcams

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account Getting Started

Keep track of all the computers on your network that are directly accessible Who is using your product? Where are they located? Use Shodan to perform
from the Internet. Shodan lets you understand your digital footprint. empirical market intelligence.

Explore the Internet of Things See the Big Picture
Use Shodan to discover which of your devices are connected to the Internet, Websites are just one part of the Internet. There are power plants, Smart TVs,

where they are located and who s using them. refrigerators and much more that can be found with Shodan!
Monitor Network Security @ Get a Competitive Advantage

As a start, Shodan gives you the ability to start exploring some pre-selected search queries.
Some of the findings are:

Webcams

Industrial control systems

Databases

Passwords and so on
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Explore

Discover the Internet using search queries shared by other users.

Featured Categories Top Voted Recently Shared

11,972 n

Webcam
best ip cam search | have found yet.

Em :
4,957 n

Cams
admin admin

]

Netcam

Metcam

default password
Finds results with "default password” in the ba

NYPD
NYFD

Netgear R6700v3

Argentina

[ ) B

ufanet
*:80;*:808D;
L

More

WS02 Carbon Servers

recent searches...

For example, in the Industrial control systems section, you can search for

e XZERES Wind Turbines

¢ PIPS Automated License Plate Readers

Industrial Control Systems

Spotlight

xeored XZERES Wind Turbine

XZERES Wind designs & manufactures wind energy systems for small wind turbine market
designed for powering homes farms or businesses with clean energy.

PIPS Automated License Plate Reader
The PIPS AutoPlate Secure ALPR Access Control System catalogs all vehicles entering or exiting an
access point to a site or facility.

=

It supports many ICS protocols too.

What Are They?

In a nutshell, Industrial control systems (ICS) are computers
that control the world around you. They're responsible for
managing the air conditioning in your office, the turbines at a
power plant, the lighting at the theatre or the robots at a
factory.

Common Terms
ICS Industrial Control System

SCADA Supervisory Control and Data Acquisition

PLC Programmable Logic Controller
Dcs Distributed Control System
RTU Remote Terminal Unit

Furthermore, you can use shodan map for more geo-centric searches
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Total Results:38

Russia
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X

Top Gountries L
™ .4 dorra ¢ Italy,
FR
BR
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DE
3
L N
Top Organizations . 1 4 e . Taiwan
TOPNET £ & '
OVH SAS
Vivo
Ooredoo Tunisia
SEEWEB s.r.l. Shan y 2 = sri Lanka
/ o T y

Vietnam  philippines

Malaysia

Brazil

#% SHODAN

Now let's explore how to perform some shodan queries.

To perform search, you will simply use the search bar in the main page

#% SHopn a

To simpliest search form is typing the "term" you are looking for, like a website name, service or

something and shodan will give pages of results that you can filter later

Q # Explore Downloads Reports Pricing Enterprise Access

lshl Create Report

#% SHODAN

*% Exploits #, Maps *% Images & Download Results

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor
404.770 oo |
google

Hello, world ('
HTTP/1.1 280 OK

% Google Cloud Server: nginx

Date: Fri, 26 Jun 2828 19:88:29 GMT
" BE United States Content-Type: text/html
Content-Length: 186
* Last-Modified: Mon, 25 Feb 2019 @6:53:29 GMT

ETag: “5c7399e9-6a"

United States 223,733 Accept-Ranges: bytes

Brazil 15,898 Via: 1.1 google

Russian Federation 11,554

Viet Nam 9,460

India 8,883

301 Moved Permanently ('

HTTP/1.1 3@1 Moved Permanently

HTTPS 187,184 Google Cloud Server: nginx/1.15.7
HTTP 155,507 o Date: Fri, 26 Jun 2020 10:08:24 GMT
BE United Stats - B
MySQL 19,009 B United Stales: Content-Type: text/html
Content-Length: 169
554 5,566
Location: https://35.227.233.217/
B0B1 3,680

Via: 1.1 google

Queries can be more specific. Shodan provides a list of advanced queries that you can use in
order to get more accurate information. Some of them are the following:

To select a specific country type:

country: <Country Symbol>
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For example, Germany code is: DE. So the query will be:

country :DE

’. SHODAN country:DE google Q ® Explore Downloads Reports Pricing Enterprise Access & My Account Upgrade

%% Exploits % Maps *% Images % Share Search & Download Results Ll Create Report

TOTAL RESULTS

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

' Error 404 (Not Found)!!1 (3
TOP COUNTRIES artfilos Now Modia GmbH A SS5L Certificate HTTP/1.1 404 Not Found
Issued By: Date: Fri, 26 Jun 2020 19:54:28 GMT
™= Germany, Hamburg |- Common Name: GTS CA 101 Content-Type: text/html; charset=UTF-8
& |- Organization: ~ Google Trust Server: gvs 1.0
Services Content-Length: 1561
Jssued To: X-Google-Security-Signals: FRAMENORK=HTTPSERVER?
- Common Name: *.googlevideo.com XXSs-protection: @
- Organizstion:  Google LLG X-Frame-Options: SAMEORIGIN
Gormany w28 Supported SSL Versions
TLSV1, TLSw1.1, TLSV1.2, TLSV1.3
TOP CITIES
Frankfurt am Main 1,041 217.160.157.231 (&
Beriin 234
Rastede 158 181 Internet AG
Nuremberg 148 = Gemeny
Minster 36

HTTP/1.1 208 OK\r\nDate: Fri, 26 Jun 2620 10:50:43 GMT\r\nServer: Apache\r\nLast-Modified: Thu, 12 Apr 2012 15:04:11 GMT\r\nETag: “d65-4bd7cab
TOP SERVICES 1950¢0"\r\nAccept-Ranges: bytes\r\nContent-Length: 3428\r\nContent-Type: text/html\r\n\r\n</FONT>\r\n</NOFRAMES>\r\n</BODY>\r\n</HTML>\r\n\r\n
<IDOCTYPE HTM...

HTTPS 2675

HTTP 915

8081 382

3001 80 217.160.94.129 (4
. il 181 Internet AG

™ Germanv

County codes can be found here: https://github.com/postmodern/shodan-
ruby/blob/master/lib/shodan/countries.rb

To select specific ports type:
port: <Ports_HERE>
For example:

port:80

country:DE google port:80 Q L Explore Downloads Reports Pricing Enterprise Access

% Share Search

&% SHODAN

#, Maps &. Download Results

*% Exploits Ll Create Report

TOTAL RESULTS

915

New Service: Keep track of what you have connected to the Internet. Check out Shodan Monitor

Error 404 (Not Found)!!l1 &

TOP COUNTRIES HTTP/1.1 484 Not Found

Date: Fri, 26 Jun 2028 ©8:25:38 GMT
Content-Type: text/html; charset=UTF-§
™= Germany, Minster Server: gvs 1.8

Versatel Deutschland

% Content-Length: 1561
X-Google-Security-Signals: FRAMEWORK=HTTPSERVER2
X-XSS-Protection: @
X-Frame-Options: SAMEORIGIN
Germany 915
TOP CITIES —n
Frankfurt am Main 155 Home Best Pal [:‘ WTTR/1.1 268 OK
Rastede 8z o
Beriin . Google Gloud Server: nginx/1.18.3
Date: Fri, 26 Jun 202@ @9:49:51 GMT
Cologne kil ™= Gormany, Frankfurt am Main Content-Type: text/html
Minster 24 Content-Length: 259
Last-Modified: Tue, 23 Jul 2019 17:35:99 GMT
TOP ORGANIZATIONS ETag: "5d37454d-103"
Accept-Ranges: bytes
Versatel Deutschland 144 Via: 1.1 google
EWETel GmbH 107 s
02 Deutschland 93
Amazon.com 48
M-net 28 T
@ ECB Statistical Data Warehouse (£

HTTP/1.1 288 OK
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To search for a specifit operating system(0S) type:

os: <OS_HERE>
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Using MITRE ATT&CK to defend against
Advanced Persistent Threats

Nowadays, new techniques are invented on a daily basis to bypass security layers and avoid
detection. Thus it is time to figure out new techniques too and defend against cyber threats.

Image Courtesy

Before diving into how to use MITRE ATT&CK framework to defend against advanced persistent
threats and protect critical assets, let's explore some important terminologies

Threats

By definition, a threat is a potential danger for the enterprise assets that could harm these
systems. In many cases, there is confusion between the three terms Threat, Vulnerability and
Risk; the first term, as | explained before, is a potential danger while a Vulnerability is a known
weakness or a gap in an asset. A risk is a result of a threat exploiting a vulnerability. In other
words, you can see it as an intersection between the two previous terms. The method used to
attack an asset is called a Threat Vector.

Advanced Persistent Threats

Wikipedia defines an "Advanced Persistence Threat" as follows:
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"An advanced persistent threat is a stealthy computer network threat actor, typically a nation-
state or state-sponsored group, which gains unauthorized access to a computer network
and remains undetected for an extended period"

To discover some of the well-known APT groups you can check this great resource from
FireEye: Advanced Persistent Threat Groups

APT39 s

Suspected attribution: Iran

Target sectors: While APT39's targeting scope is global, its activities are concentrated in the Middle East. ’ e

APT39 has prioritized the telecommunications sector, with additional targeting of the travel industry and

IT firms that support it and the high-tech industry. o, i

Overview: The group’s focus on the telecommunications and travel industries suggests intent to perform

monitoring, tracking, or surveillance operations against specific individuals, collect proprietary or customer A g

data for commercial or operational purposes that serve strategic requirements related to national

priorities, or create additional accesses and vectors to facilitate future campaigns. Government entities

targeting suggests a potential secondary intent to collect geopolitical data that may benefit nation-state

decision making.
Additional resources

Associated malware: The group primarily leverages the SEAWEED and CACHEMONEY backdoors along

with a specific variant of the POWBAT backdoor. Blog - APT39: An Iranian Cyber Espionage Group
Focused on Personal Information

Attack vectors: For initial compromise FireEye Intelligence has chserved APT39 leverage spearphishing

with malicious attachments and/or hyperlinks typically resulting in a POWBAT infection. In some cases

previously compromised email accounts have also been leveraged, likely to abuse inherent trusts and

increase the chances of a successful attack. APT39 frequently registers and leverages domains that

masquerade as legitimate web services and organizations that are relevant to the intended target.

Furthermore, this group has routinely identified and exploited vulnerable web servers of targeted

organizations to install web shells, such as ANTAK and ASPXSPY, and used stolen legitimate credentials to

compromise externally facing Cutlook Web Access (OWA) resources. We have not observed APT39

exploit vulnerabilities.

Back to top &

APT41

Suspected attribution: China

Target sectors: APT41 has directly targeted organizations in at least 14 countries dating back to as early as
2012. The group’s espionage campaigns have targeted healthcare, telecoms, and the high-tech sector, and
have historically included stealing intellectual property. Their cyber crime intrusions are most apparent
among video game industry targeting, including the manipulation of virtual currencies, and attempted
deployment of ransomware. APT4loperations against higher education, travel services, and news/media
firms provide some indication that the group also tracks individuals and conducts surveillance

Overview: APT41is a prolific cyber threat group that carries out Chinese state-sponsored espionage
activity in addition to financially motivated activity potentially outside of state control.

Associated malware: APT41 has been observed using at least 46 different code families and tools Additional resources

Attack vectors: APT41 often relies on spear-phishing emails with attachments such as compiled HTML
(.chm) files to initially compromise their victims. Once in a victim organization, APT41 can leverage more
sophisticated TTPs and deploy additional malware. For example, in a campaign running almost a year,

Report - APT41: A Dual Espionage and Cyber
Crime Operation

APT41 compromised hundreds of systems and used close to 150 unique pieces of malware including Blog - APT41, A Dual Espionage and Cyber Crime
backdoors, credential stealers, keyloggers, and rootkits. APT41 has also deployed rootkits and Master Boot Threat

Record (MBR) bootkits on a limited basis to hide their malware and maintain persistence on select victim

systems Webinar - Double Dragen: APT41, a Dual

Espicnage and Cyber Crime Operation
Back to top &

The Cyber Kill Chain

The Cyber Kill Chain is a military inspired model to describe the required steps and stages to
perform attacks. The Cyber Kill Chain framework is created by Lockheed Martin as part of the
Intelligence Driven Defense model for identification and prevention of cyber intrusions activity.
While a kill chain in military refers to: Find, Fix, Track, Target, Engage and Assess, cyber kill
chain refers to: reconnaissance, Initial attack, Command and control, Discover and spread and
finally Extraction and exfiltration. Knowing this framework is essential to have a clearer
understanding about how major attacks occur.
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Threat intelligence is an important operation in cyber-security and especially in security
operations and incident response. Because as Sun Tzu said:

“If you know your enemy and
yourself, you need not fear the result
of a hundred battles. If you know
yourself but not the enemy, for every

victory gained you will also suffer a
defeat. If you know neither the enemy
nor yourself, you will succumb in
every battle” - sun Tz, Te At of War

\
by
Image Courtesy

Security operation analysts should be proactive when it comes to gathering information and
intelligence about the external threats and adversaries to achieve faster detection.

MITRE ATT&CK Framework

ATT&CK.

Adversarial Tactics, Technigues
& Common Knowledge

MITRE ATT&CK is a framework developed by the Mitre Corporation. The comprehensive
document classifies adversary attacks, in other words, their techniques and tactics after
observing millions of real-world attacks against many different organizations. This is why
ATT&CK refers to "Adversarial Tactics, Techniques & Common Knowledge".

Nowadays the frameworks provide different matrices: Enterprise, Mobile, and PRE-ATT&CK.
Each matrix contains different tactics and each tactic has many techniques.

But wait, what is a tactic and what is a technique?

To understand tactics and techniques we need to understand the pyramid of pain first. The
pyramid of pain shows the relationship between the types of indicators found when dealing
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with adversaries. By indicators, | mean Hash values, IP addresses, Domain names,
Network/host artefacts, tools and Tactics, techniques and procedures (TTPs).

| fps Tough to change! Most detection value! |
A s, : s ¢ S s o
Tools Challenging
Network/Host .
Artifak::rts Annoying
Domain Names Simple
IP Addresses Easy to change
Binary Hash Values Trivial to change (via recompilation)
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Tactics, Techniques and procedures (TTPs) are how the attackers are going to achieve their
mission. A tactic is the highest level of attack behaviour. MITRE framework present the tactics
as the following:

—_

. Initial Access

. Execution

. Persistence

. Privilege Escalation
. Defense Evasion

. Credential Access

. Discovery

. Lateral Movement

. Collection

O OV 0o N o g b~ W DN

—_

. Exfiltration

-
—_

. Command and Control

Techniques are used to execute an attack successfully. For example, this is information about
the "AppCertDLLs" technique
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Home > Techniques > Enterprise > AppCert DLLs

AppCert DLLs

Dynamic-link libraries (DLLs) that are specified in the AppCertDLLs Registry key under

HKEY_ LOCAL_MACHINE\System\CurrentControlSet\Control\Session Manager are loaded into every

process that calls the ubiquitously used application programming interface (API) functions

CreateProcess, CreateProcessAsUser, CreateProcessWithLoginW, CreateProcessWithTokenW, or

WinExec. [']

Similar to Process Injection, this value can be abused to obtain persistence and privilege escalation by

causing a malicious DLL to be loaded and run in the context of separate processes on the computer.

ID: T1182
Tactic: Persistence, Privilege Escalation
Platform: Windows

Permissions Required: Administrator,
SYSTEM

Effective Permissions: Administrator,
SYSTEM

Data Sources: Loaded DLLs, Process
monitoring, Windows Registry

Version: 1.0
Created: 16 January 2018
Last Modified: 16 July 2019

Let's suppose that security analysts receive a report about a new APT group that threats middle
east and Africa. We can take "Muddy Water APT" as an example.

Go to https://mitre-attack.github.io/attack-navigator/enterprise/#

And highlight all the techniques used by Muddy Water APT Group

Muddy Water »

selection contrals layer controls

o= x B I1HEHO=][e 0

technique controls

20 I =

Initial Access  Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection ~ Command And  Exfiltration  Impact
Escalation Access Movement Control
M items 34 items 62 items 32items 69 items 2litems 23items 18 items 13 items 22items 9items 16 items
Drive-by AppleScript .bash_profile and  Access Token  Access Token Account Account Discovery AppleScript Audio Capture  Commonly Used  Automated  Account Access
Compromise “bashre i i Port Exfiltration  Removal
cmsTe Window i
Exploit Public- Accessibility Accessibility  Binary Padding BashHistory  Discovery Deployment Collection Communication  [soic] Data Destruction
Facing mmand-Line [ Features Software Through Compressed
Application Interface BITS Jobs Brute Force Browser Bookmark Clipboard Data Removable Media Data Encrypted for

External Remote Manipulation

‘Compiled HTML
File

AppCert DLLs

Services Appinit DLLs
AppCert DLLs
Hardware [Component Object Application
Additions [Model ane Appinit DLLs Shimming
Distributed COM
Replication Application Bypass User
Through Control Panel Items  Shimming Account
Removable Control
Media Dyn: Authentication Compile After Delivery e UL
Package DLL Search Regist
Order Hijacking Compiled HTHL File
Execution through  BITS Jobs Exploitation for
AP Dylib Hijacking Component Firmware  Credential
Spearphishing Bootkit Access
Link Execution through Elevated Component Object
Module Load Browser Execution with  Model Hijacking Forced
Spearphishing Extensions rompt Authentication
DU rgtontor
Client Execution  Change Default  Emond Hooking
Supply Chain File Association Control Panel ltems
Compromise  Graphical User Exploitation for Input Capture
Interface Component vilege DCShadow
Trusted Firmware Escalation Input Prompt
Relationship InstallUtil Deobfuscate/Decode
Component 3Ll Files or Information Kerberoasting
Valid Accounts  Launehctl Object Model Memory
Hijacking Injection Disabling Security Tools ~ Keychain
Local Job
Scheduling Create Account  File System DL Search Order LLMNR/NBT-NS
Permissions  Hijacking Poisoning and
LSASS Driver DLL Search Order  Weakness Relay
Hifacking DLL Side-Loading
Hooking Network Sniffing
Dylib Hijacking Execution Guardrails
PowerShell Image File Password Filter
Emond Execution Exploitation for Defense  DLL

Export the techniques as SVG
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https://www.bankinfosecurity.com/muddywater-apt-group-upgrades-tactics-to-avoid-detection-a-12504
https://mitre-attack.github.io/attack-navigator/enterprise/

Muddy Water filters

stages: act
platforms: Windows, Linux, macO5S
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If you are dealing with many APT groups at the same time highlight the techniques using
colorful shades depends on how often the technique is used by the APT groups (brightest color
= The technique is used by many groups)

Image Courtesy_ _

Now you know your adversaries. It is time to prepare the mitigations (tools and techniques) and
discover the gaps in our defenses.

Create a roadmap to improve the defense gaps and update the map accordingly
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Mitigations for every technique can be found on
https://attack.mitre.org/mitigations/enterprise/

Enterprise Mitigations

D Name Description
M1036 = Account Use Policies Configure features related to account use like login attempt lockouts, specific login times, etc.

M1015  Active Directory Configure Active Directory to prevent use of certain techniques; use SID Filtering, etc.
Configuration

M1049  Antivirus/Antimalware ~ Use signatures or heuristics to detect malicious software.

M1013  Application Developer = This mitigation describes any guidance or training given to developers of applications to avoid introducing security
Guidance weaknesses that an adversary may be able to take advantage of.

M1048  Application Isolation Restrict execution of code to a virtual environment on or in transit to an endpoint system.
and Sandboxing

M1047  Audit Perform audits or scans of systems, permissions, insecure software, insecure configurations, etc. to identify potential
weaknesses.
M1040 = Behavior Prevention Use capabilities to prevent suspicious behavior patterns from occurring on endpoint systems. This could include
on Endpoint suspicious process, file, API call, etc. behavior.

Summary

In this module, we learned many important terminologies and how to use MITRE ATT&CK
framework to detect advanced persistent threats.
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Module 13 - Hands-on Malicious Traffic Analysis
with Wireshark

Hands-on Malicious Traffic Analysis with Wireshark

Communication and networking are vital for every modern organization. Making sure that all
the networks of the organization are secure is a key mission.In this article we are going to learn

how to analyze malicious traffic using the powerful tool Wireshark.

Image Courtesy

Before diving deep into traffic analysis, | believe that we need to explore some networking
fundamentals first. It is essential to learn how a network works. Networking is the process of
changing information between different devices. The transmission is usually done using a
transmission mode. In communications we have generally 3 transmission modes:

« Simplex Mode: in this mode the data is transferred in one direction like the transmission
used in TV broadcasting

» Half-duplex Mode: in this mode the data flows in two directions but using a single mean of
communication

 Full-duplex Mode: in this mode the data flow is bidirectional and simultaneous.
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When it comes to communication networks we have many types. Some of them are the
following:
o Local Area Network (LAN): this network is used in small surfaces and areas

o Metropolitan area network (MAN): this network is larger than the Local Area Network. We
can use for example to connect two offices.

» Wide area network (WAN): We use this type of networks to connect large distances

» Personal area network (PAN): this network is used in short distances and small areas like
a single room.

Network Topologies

A topology is a schematic representation of a network. You can see it as the layout of the
network and how the connected devices are arranged in the network. In networking we have
many topologies some of the them are:

« Ring Topology: the data flows in one direction

« Star Topology: all the devices are connected to a single node (Hub)

» Tree Topology: this topology is hierarchical

» Bus Topology: all the devices are connected to a central connection

 Fully-connected Topology: each device is connected with all the other devices of the
network

What is a network traffic?

Techopedia defines it as follows:

"Network traffic refers to the amount of data moving across a network at a given point of time.
__Network data__ is mostly encapsulated in __network packets__, which provide the load in

the network. __Network traffic__ is the main component for network traffic measurement,
network traffic __control__ and simulation."

74
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Traffic Analysis with Wireshark

/1
WIRESHARK

The most suitable tool that will help you analyze your network traffic is definitely Wireshark.
Wireshark is a free and open-source tool to help you analyse network protocols with deep
inspection capabilities. It gives you the ability to perform live packet capturing or offline
analysis. It supports many operating systems including Windows, Linux, MacOS, FreeBSD and
many more systems.

You can download it from here: https://www.wireshark.org/download.html

&
— H H - = = = =

A @ = RE Qe EF IS = Q  Q E
W | Apply a display filter ... <38/> b d '] Expression... +
Mo. Time Source Destination Protocol | Length Info
- 1 o.000000 192.168.153.129 192.168.153.130 IMP 42 Echo (ping) request id=
- 2 9.001713 192.168.153.130 192.168.153.1209 IMP 60 Echo (ping) reply id=

3 9.283741 192.168.153.129 192.168.153.130 IMP 42 Echo (ping) request id=

4 8.2085084 192.168.153.130 192.168.153.129 IMP 60 Echo (ping) reply id=

5 9.4087209 192.168.153.129 192.168.153.130 IMP 42 Echo (ping) request id=

6 8.488721 192.168.153.130 192.168.153.129 IMP 6@ Echo (ping) reply id=

7 8.610633 192.168.153.129 192.168.153.130 IMP 42 Echo (ping) request id=

8 ©.612320 192.168.153.130 192.168.153.1209 IMP 60 Echo (ping) reply id=

9 ©.813885 192.168.153.129 192.168.153.130 IMP 42 Echo (ping) request id=

18 @.815004 192.168.153.130 192.168.153.129 IMP 6@ Echo (ping) reply id=exevwL

Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @

Ethernet II, Src: Vmware_17:85:33 (@0@:0c:29:17:85:33), Dst: Vmware_d8:3c:42 (P9:0c:29:d8:3c:42)
Internet Protocol Version 4, Src: 192.168.153.129, Dst: 192.168.153.130

Internet Control Message Protocol

YYwyw

Qpee 8@ Bc 29 dB 3c 42 8@ @c 29 1T B85 33 08 00 45 00 )-<B )--3-E
o @0 1c 3a 83 00 @@ T @1 cd 88 c@ a8 99 81 c@ aB
PRZB 99 82 98 00 f4 b9 @0 @1 @3 45 E

O X icmp_camp.pcapng Packets: 1087 - Displayed: 1087 {100.0%) Profile: Default

Wireshark will help capture and analyze traffic as pcap files. The analysis follows the OSCAR
methodology:

e Obtain

o Strategize

e Collect Evidence
e Analyze

¢ Report
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Let's start by analyzing a sample pcap file so we can understand Wireshark capabilities. But
before that we need to know an important model called the OSI netwoking Model :

By Definition: "The Open Systems Interconnection model ( 0SI model ) is a conceptual model
that characterizes and standardizes the communication functions of a telecommunication or
computing system without regard to its underlying internal structure and technology. Its goal is
the interoperability of diverse communication systems with standard protocols. The model
partitions a communication system into abstraction layers. The original version of the model
defined seven layers.

In other words data is moving in the network respecting a specific order. The following are the
seven Layers of the 0S| Model:

7- Application layer
6 -Presentation layer
5- Session layer

4- Transport layer

3- Network layer

2- Data link layer

1- Physical layer

The following graph illustrates the different 0S|I model layers:
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Host Layers

Medja Layers
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As a first demonstration let's start analyze a small pcap delivered by malware-traffic-

analysis.net. _The file password is "_infected"

Once you open it with Wireshark you will get this main window:
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[ N ] M host-and-user-1D-pcap-01.peap

A m BORE Qe EF I E AQAQE

H|Ap_syacisp ay filter ... <88/> =3 -] +

No. Time Source Destination Protocol | Length Info

- 1 @.eeee00 172.16.1.1 172.16.1.2087 DHCP 344 DHCP ACK — Transaci_ |
2 0.138925 172.16.1.207 224.0.0.251 MDNS 196 Standard guery ©@x0000 PT
3 9.28B9934 172.16.1.287 224.0.6.2 IGMPv2 60 Leave Group 224.9.0.251 |
4 0.298334 172.16.1.287 224.0.0.251 IGMPv2 68 Membership Report group —
5 08.754110 172.16.1.207 224.90.0.251 MDNS 212 Standard query @0x@000 AM
6 @.784890 172.16.1.2087 172.16.1.1 DNS 73 Standard query @x175f A
7 @.784890 172.16.1.207 172.16.1.1 DNS 74 S5Standard query @x178e A~
8 8.784801 172.16.1.287 172.16.1.1 DNS 85 Standard query @x5e8c A ——
9 @.784892 172.16.1.2087 172.16.1.1 DNS 69 Standard guery ©x2d39 A
10 ©.834838 172.16.1.1 172.16.1.287 DNS 390 Standard query response UxXZ0sy

» Frame 1: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits)

» Ethernet II, Src: Netgear_b6:93:f1 (2@:e5:2a:b6:93:71), Dst: Apple_d2:e3:4f (7c:6d:62:d2:e3:4f)

» Internet Protocol Version 4, Src: 172.16.1.1, Dst: 172.16.1.207

» User Datagram Protocol, Src Port: 67, Dst Port: 68

» Dynamic Host Configuration Protocol (ACK)

oeea
eele
vez2e
ve3e
Be4e
Be5a
Be6a
ea7e

7c
81
81
7c
0o
[514]
0o
515]

6d 62 d2
4a be 6B
cf 00 43
83 00 00
00 00 00
00 00 00
00 00 00
00 00 00

e3
a8
a8
a8
a8
a8
a8
a8

47 2@ e5 2a
90 8@ 11 7@
44 @1 36 85
00 @@ oo 00
9@ 7c 6d 62
00 @@ oo 00
00 2@ oo 00
00 8@ 0o 00

b6
4a
de
08
dz2
08
08
0e

93
ac
a2z
ac
e3
a8
a8
a8

1
10
01
10
af
o0
o0
00

98 90 45 0@
21 81 ac 1@
P6 90 5e d4
21 cf 00 08
20 00 00 0@
20 00 00 08

90 00 0@ 00 oo
90 90 00 0@ .o

o7

host-and-user-ID-pcap-01.pcap

= Packets: 285 - Displayed: 285 {100.0%)

= Profile: Default

Let's start collecting some helpful information like the Host, destination, source etc...

To get the host we can use the DHCP filter.

Dynamic Host Configuration Protocol (DHCP) is a network layer protocol based on RFC 2131
that enables assigning IP addresses dynamically to hosts. It goes through 4 steps:

_Discovery _

Offer

Request

e Acknowledgment
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‘ host-and-user-lD-pcap-01.pcap

@mnRBResEFeBEaE
<=1 +
Time Source Destination Protocol | Length Info
1 @.000000 172.16.1.1 172.16.1.207 DHCP 344 DHCP ACK = Transaction ID
45 299.693243 172.16.1.2087 172.16.1.1 DHCP 342 DHCP Request - Transaction ID
46 299.700248 172.16.1.1 172.16.1.207 DHCP 344 DHCP ACK = Transaction ID
251 599.703099 172.16.1.2087 172.16.1.1 DHCP 342 DHCP Request - Transaction ID
252 599.709959 172.16.1.1 172.16.1.2087 DHCP 344 DHCP ACK = Transaction ID

4 vVyvyy

Source Port: &7

Destination

Length: 310
Checksum: @x85de [unverified]
[Checksum Status: Unverified]

Port: 68

Frame 1: 344 bytes on wire (2752 bits), 344 bytes captured (2752 bits)
Ethernet II, Src: Netgear b6:93:f1 (2@:e5:2a:b6:93:T1), Dst: Apple d2:e3:4f (7c:6d:62:d2:e3:47}
Internet Protocol Version 4, Src: 172.16.1.1, Dst: 172.16.1.207
User Datagram Protocol, Src Port: 67, Dst Port: 68

geee
eale
ee2e
ae3e
ae4ae
0858
0060
0878

7c
01
01
Tc
514]
514]
514]
08

6d 62 d2 e3
da 6e 68 89
ct ee 43 @8
83 @@ oo 88
00 ee oo 88
00 @@ ee oo
00 @@ ee oo
00 90 00 90

4T 20 e5 2a
e@ 80 11 7@
44 81 36 85
0@ 00 00 @8
@@ Jc 6d B2
2@ 90 00 @8
2@ 90 00 @8
00 00 00 00

b6
4da
de
ae
d2
ee
ee
08

93
ac
02
ac
el
00
00
00

Tl
1@
a1
1@
af
(515]
(515]
a8

B8 00 45 @@ |
81 @01 ac 1@
B6 00 5e d4
81 cT 00 @8 |
2@ 00 00 ee
20 00 00 @8
20 00 00 @8
20 00 00 00

mb- -0 * E

Inh««vv pleeeees
C-D'B -~
..... |m b0

O s host-and-user-ID-pcap-01.pcap
L

Packets: 285 - Displayed: & (1.8%)

Profile: Default

To learn more about Filters check this great resource: Using Wireshark — Display Filter
Expressions

Now select: DHCP Request and you will get many helpful pieces of information including the
client Mac address. In switching the traffic of data is determined by Media Access Control
(MAC) addresses. A MAC address is a unique 48-bit serial number. It is composed equally of
the Organizational Unique Identifier (OUI) and the vendor-assigned address.MAC addresses are
stored in a fixed size table called the Content Addressable Memory (CAM)

Wireshark - Packet 45 - host-and-user-1D-pcap-01.pcap

Hardware address length: 6
Hops: @
Transaction ID: @x5ed47c84
Seconds elapsed: @

Bootp flags: @x@@0@ (Unicast)

Client IP address:
Your (client) IP address:
Next server IP address:
Relay agent IP address: 8.0.0.90

172.16.1.2@87
9.8.0.9
8.0.0.0

Client MAC address: Apple_d2:e3:4f (7c:6d:62:d2:e3:4f)
Client hardware address padding: 00000280000000000000
Server host name not given
Boot file name not giwven
Magic cookie: DHCP

T R S T 7T TR e AP

iy

oo
eele
2020
ge3e
eede

20 e5 2a bb
01 48 Bc T4
91 21 @@ 44
7c 84 00 @e
00 00 00 8@

Byte 23: Pratocol (ip.prote)

Help

And you will get also the hostname.

e3
ac
[}
08
e3

47 @8 @00 45 @0

@1 @6 @@ 5e d4
00 20 @0 ee e
47 @0 00 @@ e

It is "Rogers-iPad"
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https://unit42.paloaltonetworks.com/using-wireshark-display-filter-expressions/

[ BN ) Wireshark - Packet 45 - host-and-user-|D-pcap-01.pcap

CTIENT AT duUTESS T RPPE_UZTESTOT (7CIOUTUZTUZTES 4T
Client hardware address padding: @02000000000000000000
Server host name not given
Boot file name not giwven
Magic cookie: DHCP
Option: (53) DHCP Message Type (Reguest)
Option: (55) Parameter Request List
Option: (57) Maximum DHCP Message Size
Option: (61} Client identifier
Option: (51) IP Address Lease Time
Option: (12} Host Name
Length: 11
Host Name: Rogers-iPad
» Option: (255) End

dvvYyvvy

Padding:

7110 ©0 00 @0 @0 00 @0 63 82 53 63 35 @1 03 37 @7 01 .- - - Cc SC5--7--
8120 79 @3 @6 @f 77 fc 39 82 ©5 dc 3d @7 @1 7c 6d 62 y---w-9- --=--|mb
9130 d2 e3 4f 33 04 @0 76 a7 8@ Oc @b 52 6f 67 65 72  --03--v- ---Roger

@140 73 2d 69 50 61 64 T 0@ 00 00 @0 00 00 0@ GO 00 s-iPad-- -0
2150 @@ 00 ee e @ RO e

Help Close

After taking a look at how you can use Wireshark to extract some pieces of information, let's
analyze a malicious traffic. As a demonstration we are going to analyze this pcap from the
same source (the password is "infected"). Some additional alerts file can be found here.

Open the pcap file with Wireshark. We are going to find:

o The IP address, MAC address, and host name of the infected Windows host
¢ The Windows user account name of the victim

e The used Malware

o%e M 2019-12-03-traffic-analysis-exercise.pcap
AEJ® B RGO Qe EF S H QQQE
[W]Apply a display filter ... <38/> -] +
No. Time Source Destination Protocol | Length Info
1l 0.000000 18.18.20.97 16.18.26.8 TCP 66 49185 - 389 [SYN] Seq=0
3 9.000390 10.18.20.97 16.18.26.8 TCP 54 49185 -+ 389 [ACK] Seq=1—
4 9.980715 10.18.20.97 10.18.20.8 LDAP 494 searchRequest(1) "<ROOT:
5 0.000964 16.18.20.8 10.18.20.97 TCP 1514 389 - 49185 [ACK] Seg=1
6 0.000973 10.18.20.8 10.18.20.97 LDAP 909 searchResEntry(1) "<RO0T=—""
7 0.001le4 19.18.20.97 10.18.20.8 TCP 54 49185 -+ 389 [ACK] Seq=3"7——
8 0.002444 18.18.20.97 16.18.26.8 TCP 1514 49185 — 389 [ACK] Seg=3%t
9 8.0082452 10.18.20.97 16.18.20.8 LDAP 348 bindRequest(3) "<ROOT>"
1@ ©.982551 10.18.20.8 10.18.20.97 TCP 54 389 - 49185 [ACK] Seq=23TI0 Ack

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet II, Src: Acer_56:9b:cf (@@:01:24:56:9b:cf), Dst: Dell_12:a7:3a (bc:3@:5b:12:a7:3a)
Internet Protocol Version 4, Src: 10.18.20.97, Dst: 10.18.20.8

Transmissien Control Protecel, Src Port: 49185, Dst Port: 389, Seq: @, Len: @

yYvyYyvy

@06 bc 3@ 5b 12 a7 3a @@ @1 24 56 9b cf @8 90 45 00 el-:-r sV E-
@el6 8@ 34 @0 ee 40 00 80 06 bd 49 9a 12 14 61 @a 12 4@ - -I--a--
@26 14 88 c@ 21 @1 &5 6T 81 dd de 9@ @@ ee 90 8@ 02 SRR R + R
@36 20 9@ @3 Bb 0@ 90 92 94 @5 b4 91 @3 @3 98 el o1

apap 84 ez

. it 2019-12-03-traffic-analysis-exercise.pcap @ Packets: 21171 - Displayed: 21171 {100.0%) = Profile: Default

By highlighting "Internet Protocol Version 4" we can get the IP address which is: 10.18.20.97

https://t.me/learningnets



https://www.malware-traffic-analysis.net/2019/12/03/2019-12-03-traffic-analysis-exercise.pcap.zip
https://www.malware-traffic-analysis.net/2019/12/03/2019-12-03-traffic-analysis-exercise-alerts.zip

[ NON ] M 2019-12-03-traffic-analysis-exercise.pcap

a4 m 7 TRE Qens=EgF $E

QQQF

{I | Apply a display filter ... <3/> '] Lo+
No. Time Source Destination Protocol | Length Info

1 @.e00000 10.18.20.97 18.18.20.8 TCP 66 49185 - 389 [SYN] Seq=0

3 0.000390 10.18.26.97 16.18.20.8 TCP 54 49185 - 389 [ACK] Seg=

4 0.800715 10.18.20.97 16.18.20.8 LDAP 404 searchRequest(1) "<R0OO

5 0.000964 10.18.20.8 16.18.20.97 TCP 1514 389 - 49185 [ACK] Seq=1

6 0.800973 10.18.20.8 16.18.20.97 LDAP 909 searchResEntry(1) "<ROOT=—"

7 0.001104 10.18.20.97 10.18.20.8 TCP 54 49185 - 389 [ACK] Seg=.

8 0.002444 10.18.20.97 10.18.20.8 TCP 1514 49185 ~ 389 [ACK] Seg=

9 0.882452 10.18.20.97 10.18.20.8 LDAP 348 bindRequest(3) "<ROOT=>

10 9.882551 10.18.20.8 10.18.20.97 TCP 54 389 -+ 49185 [ACK] Seq=2316 AcK

v Internet Protocol Version 4, Src: 10.18.20.97, Dst: 10.18.20.8

2188 .... = Version: 4
... @181 = Header Length: 28 bytes (5)

» Differentiated Services Field: @x@@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 52
Identification: @x@@ee (238)

» Flags: @x4@@@, Don't fragment
...0 P00 000D @Ve8 = Fragment offset: @
Time to live: 128

@eee bc 30 5b 12 a¥ 3a @@ @1 24 56 9b cT @8 00 45 00
GEl8 9@ 34 00 ee 40 @@ B0 @6 bd 49 @a 12 14 61 Ba 12
GEZe 14 98 c@ 21 @1 85 6T 81 dd d@ @@ @@ @@ 00 820 02
B@3@ 20 90 93 8b 00 @@ @2 P4 @5 b4 @1 @3 @3 s 01 01
geag 84 @2

' "T 2018-12-03-traffic-analysis-exercise.pcap = Packets: 21171 - Displayed: 21171 {100.0%) © Profile: Default

The MAC address is: 00:01:24:56:9b:cf

[ ION ] M 2019-12-03-traffic-analysis-exercise.pcap
AN @ MmO RGO JIe=2EF 8, = Q Q QF
[l|AppI\; a display filter ... <3/> '] Expression.. | +
No. Time Source Destination Protocol | Length Info
1 @.000000 10.18.20.97 19.18.20.8 TCP 66 49185 - 389 [SYN] Seqg=@
3 9.900390 10.18.28.97 10.18.20.8 TCP 54 49185 - 389 [ACK] Seg=1
4 8.880715 16.18.28.97 16.18.20.8 LDAP 494 searchRequest(1l) "<ROO
5 9.000964 10.18.20.8 10.18.20.97 TCP 1514 389 - 49185 [ACK] Seg=
6 0.800973 10.18.20.8 10.18.20.97 LDAP 989 searchResEntry(1) "<ROi
7 8.001104 10.18.26.97 10.18.20.8 TCP 54 49185 - 389 [ACK] Seg=.
8 0.002444 10.18.28.97 10.18.20.8 TCP 1514 49185 - 389 [ACK] Seq=3"——
9 8.882452 16.18.28.97 16.18.20.8 LDAP 348 bindRequest(3} "<ROOT>"
1o @.082551 10.18.20.8 10.18.20.97 TCP 54 389 - 49185 [ACK] Seg=2310 Ack

v Ethernet II, Src: Acer_56:9b:cf (@®:01:24:56:9b:cf), Dst: Dell_12:a7:3a (bc:3@:5b:12:a7:3a)
» Destination: Dell_12:a7:3a (bc:3@:5b:12:a7:3a)
v Source: Acer_56:9b:cf (80:01:24:56:9b:cT)
Address: Acer_56:9b:cf (0@:01:24:56:9b:cf)
weB. siit wiir wuwes waw. = LG bit: Globally unique address (factory default)
sens wes® siiy wais wees wew. = I6 bit: Individual address {unicast)
Type: IPv4 (8x0808)
v Internet Protocol Version 4, Src: 19.18.20.97, Dst: 19.18.20.8
9198 .... = Version: 4

P0e0 bc 30 5b 12 a7 3a @@ @1 24 56 9b cT @3 @0 45 @0
G010 9@ 34 @0 ee 40 00 80 96 bd 49 @a 12 14 61 @a 12
Be2e 14 08 c@ 21 01 &5 6T 81 dd do @@ 00 @0 00 80 02 s
QO30 20 00 @3 8b 00 00 @2 94 05 b4 @1 @3 03 88 @1 91 - e
ae40 84 @2 o

. "T Source Hardware Address {eth.src), 6 bytes = Packets: 21171 - Displayed: 21171 (100.0%) = Profile: Default

Like what we did previously to detect the hostname we can see that the hostname is: JUANITA-
WORK-PC
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M 2019-12-03-traffic-analysis-exercise.pcap
IRE Re=sEF I 5 QQQIE
B - +
Time Source Destination Protocol | Length Info
165.. 1387.713499@ 18.18.20.97 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID
165.. 1387.713840 10.18.20.8 10.18.20.97 DHCP 342 DHCP ACK — Transactien ID
Length: 1
DHCP: Inform (8)
v Option: (61) Client identifier
Length: 7
Hardware type: Ethernet (@x@1l)
Client MAC address: Acer_56:9b:cf (00:01:24:56:9b:cf)
v Optionm: (12) Host Name
Length: 15
Host Name: Juanita-Work-PC
@050 00 00 00 00 00 00 00 00 00 0P PO @@ 00 00 00 00 BRERR] OO
Pe6D 00 00 00 Q0 00 00 00 00 00 0P PO O 00 00 Q0 00 @ --------
0070 00 00 9@ °@ @@ 00 00 00 00 00 90 @@ e 00 00 @@ @ - -----e-
OUEE0 @0 00 P9 e9 PP 00 00 00 00 00 @0 @@ @@ 00 00 6@ @ - -------
P0%0 00 90 @0 @ 00 00 00 00 OO0 00 00 @@ VO 00 Q@ Q@ s e
Ghab 00 90 00 Q@ 00 Q0 00 00 0D 00 00 @@ 90 00 0@ Q0 - i
Gobe 90 90 90 @@ 00 00 00 00 0D 0O 00 O@ 90 90 8@ @0 - e
AOch 90 90 90 @@ 00 Q0 90 00 0D PP PO P2 PO 90 @@ @B - el
@ 7 Server hest name {dhep.server], 64 bytes = Packets: 21171 - Displayed: 2 {0.0%) = Profile: Default
L d

To get the windows user account by analyzing the kerberos traffic using this filter: _
kerberos.CNameString _

[ ION | M 2019-12-03-traffic-analysis-exercise.pcap

A u mERE QesEFEEH QAQAAE
[ ] kerberos.CNameString [X] - L+
No. Time Source Destination Protocol  Length Info
42 9.833744 16.18.26.8 18.18.20.97 KRB5 197 AS-REP
54 8.835636 10.18.20.8 10.18.20.97 KRB5 134 TGS-REP
89 25.796603 10.18.20.97 10.18.20.8 KRB5 285 AS-REQ
97 25.808183 10.18.20.97 10.18.20.8 KRB5 365 AS-REQ '
99 25.809007 10.18.20.8 10.18.20.97 KRB5 179 AS-REP |
111 25.81e438@ 16.18.26.8 10.18.20.97 KRB5 97 TGS5-REP |
130 26.198996 10.18.26.8 10.18.20.97 KRB5 206 TGS5-REP
163 26.234556 16.18.26.8 18.18.20.97 KRB5 196 TGS-REP I
175 26.235588 10.18.20.8 10.18.20.97 KRB5 68 TGS-REP
+ 289 26.733287 10.18.208.8 18.18.20.87 KRB5 196 TGS-REP
F RECOFT Mark: 1598 DYTES
v tgs-rep
pvno: 5

msg-type: krb-tgs-rep (13)
crealm: ICEMAIDEN.COM
¥ cname
name=type: KRB5-NT=PRIMCIPAL (1)
v cname-string: 1 item

CMameString: momia.juanita
w _tirkat

@820 al 11 3@ of 1b @d 6d 6f 6d 69 61 2e 6a 75 61 6e a mo mia.juan
@e48 B9 74 61 a5 82 04 cB 61 82 @4 c4 30 82 @4 c@ a0 ita a ‘]

@e58 @3 82 @1 @5 al of 1b @d 49 43 45 4d 41 49 44 45 ICEMAIDE
Q050 4e 2e 43 4T 4d a2 2d 30 2b a@ @3 02 @1 @2 al 24 N.COM--8 +- - 5§

@e7@ 30 22 1b 24 6¢c 64 61 78 1b la 49 63 65 6d 61 69 8" -ldap --Icemai
@eE0 64 65 6e 2d 44 43 2Z2e 69 63 65 6d 61 69 64 65 6e den-DC.1i cemaiden

Frame {196 bytes) Reassembled TCP {1602 bytes)

. it CNamesString (kerberos.CNamesString), 13 bytes © Packets: 21171 - Displayed: 12 (0.1%) = Profile: Detault

The Windows account name is: momia.juanita

Based on the alerts we can get that the malware was a variant of " Ursnif"
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=

| RealTime Events

2019-12-03...
2019-12-03..
2019-12-03...
2019-12-03...
2019-12-03...
2019-12-03...
2019-12-03...
2019-12-03...
2019-12-03...
2019-12-03...
2019-12-03...

10.18.20.97
10.18.20.8
10.18.20.97
10.18.20.8
35.190.72.161
35.190.36.172
134.209.129.254
10.18.20.97
10.18.20.97
10.18.20.97
8.208.24.139

SPort
49185
389
49187
53
443
443
443
49593
49593
50085
80

10.18.20.8
10.18.20.97
10.18.20.8
10.18.20.97
10.18.20.97
10.18.20.97
10.18.20.97
8.208.24.139
8.208.24.139
208.67.222.222
10.18.20.97

DPort
389
49185
88
59102
49354
49364
49561
80

80

53
49597

6 ET POLICY Reserved Internal IP Traffic

6 GPL RPC kerberos principal name overflow TCP

17 ET DNS Standard query response, Name Error

6 ET POLICY Lets Encrypt Free SSL Cert Observed

6 ET POLICY Lets Encrypt Free SSL Cert Observed

6 ET POLICY Lets Encrypt Free SSL Cert Observed

6 ETPRO TROJAN Ursnif Variant CnC Beacon 12 M1

6 ETPRO TROJAN Ursnif Variant CnC Beacon 12 M2

17 ET POLICY External IP Lookup Domain (myip.opendns .com in DNS lookup) |
6 SURICATA HTTP unable to match response to request

=
ET POLICY Reserved Internal IP Traffic

_ Ursnif steals system information and attempts to steal banking__ and online account
credentials. (from: F-Secure Labs: https://www.f-secure.com/v-descs/trojan_w32_ursnif.shtml )_

The malware appears to come from a mail because if you notice closely you will find that the

victim visited mail.aol.com:

M 2019-12-03-traffic-analysis-exercise.pcap

AEAO mHRBE Q &=

=] Q Q | =

[l ‘Apply a display filter ... <3/>

+

~| Expression..

tination

147.64.34
147.64.34
147.64.34
18.20.97
18.20.97
18.20.97
18.20.8
147.64.34
18.20.97
18.20.97

18.20.97

18.20.97
1.229.211.36
1.229.211.36

18.20.97

Protocol | Length

TLSvI.
TLSv1..
TCP
TLSvI..
TCP

1514
1514

714

1514
332

491

Info

49280 - 443
49280 - 443
Application
443 - 49280
443 - 49280
443 - 49280

664

54
54
71
Application

54
159

Application
Application
49282 ~ 443
Application
443 - 49282

54

54

[ACK]
[ACK]
Data

[ACK]
[ACK]
[ACK]

Data

Data
Data

[ACK] Seq=2346 Ack=99546 Win=64248 Len=0

Data

T .

Seq=6499 Ack=68913 Win=64248 Len=146@ [TCP segment of
5eq=7959 Ack=68913 Win=6424@ Len=146@ [TCP segment of

Seq=68913 Ack=7959 Win=64240 Len=0
Seq=68913 Ack=9419 Win=64240 Len=0
5eq=68913 Ack=10029 Win=6424@ Len=@
Standard query @xf8aa A www.aol.com

443 - 49280 [ACK] Seq=68913 Ack=10689 Win=6424@ Len=0
Standard query response Bx4266 A gxp2.mail.aol.com CNAME prod.gxp.pse.p

[ACK] Seq=99546 Ack=2783 Win=6424@ Len=0

» Frame 2804: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)

apeg 8@ @7 5@ 93 ab 84 @0 @1 24 56 9b cf @8 00 45 @0 P SV E
@ele 9@ 28 @4 94 4@ 00 8@ @6 38 T7 @a 12 14 61 98 <7 (@8 -a
@p26 @6 @b c@ 4c @1 bb d& 1la 37 98 f5 1f d4 7b 50 1@ coebeees 7o AP
@36 16 dl 4@ 68 @@ 00 - -@h-

@~

2018-12-03-traffic-analysis-exercise.pcap

= Packets: 21171 - Displayed: 21171 {(100.0%) = Profile: Default

| hope you found it helpful.

Summary

In this article, we explored Wireshark and how to use to perform malicious traffic analysis.

To learn more about traffic analysis you can download this doc that contains many useful
resources: Malicious Traffic Analysis Resources

References and Credit

« https://unit42.paloaltonetworks.com/using-wireshark-identifying-hosts-and-users/

o https://www.malware-traffic-analysis.net/2019/12/03/index.html
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Hands-on Guide to Digital Forensics

Digital forensics is one of the most interesting fields in information security. In this post, we will
explore what digital forensics is and we will learn how to perform some digital forensics tasks
using some powerful tools and utilities.

In this article we are going to explore the following points:

« Digital Forensics Fundamentals

 Digital Forensics Lab

» Network evidence collection and Analysis

« Host-based evidence collection and Analysis
» Forensics Imaging

« Practical Lab: Autopsy Forensics Browser

« Practical Lab: Memory Analysis with Volatility

Digital Forensics Fundamentals
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Before diving into the practical labs it is essential to explain many important terminologies.
First, what is digital forensics?

NIST is describing Forensics as the following:

_The most common goal of performing forensics is to gain a better understanding of an
event of interest by finding and analyzing the facts related to that event... Forensics may be
needed in many different situations, such as evidence collection for legal proceedings and
internal disciplinary actions, and handling of malware incidents and unusual operational
problems. _

Like any methodological operation, Computer forensic analysis goes through well-defined
steps: Identification , Preservation, Collection , Examination , Analysis and Presentation.

Figure
let's explore these steps one by one:
« Identification
¢ Preservation
o Collection
o Examination
e Analysis

o Presentation
According to worldsecuresystems:

"A chain of custody is a document that is borrowed from law enforcement that tracks
evidence from the time the Computer Forensics Examiner gains possession of the item until
it is released back to the owner. "

The following illustration presents a chain of custody template:
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https://mk0resourcesinfm536w.kinstacdn.com/wp-content/uploads/012216_2245_DigitalFore2.png
https://computer-forensics.worldsecuresystems.com/what-is-a-chain-of-custody.html

CHAIN OF CUSTODY FORM

Your LOQO Here Your Address Here

[ [Agency Name] Case #: | |

Item Date/Time Reason for Removal of Evidence Signature
# Removed
Figure

Digital Forensics Lab

To perform digital forensics, obviously, you need to prepare a lab for it. It is essential to have
both the required hardware and software.

Hardware

During investigations, digital forensics experts are dealing with many hardware pieces and
devices including RAMs and Storagemedia devices. Thus, it is important to acquire a suitable
hardware equipment to perform the task in good condition. Some of the required hardware
pieces are the following:

« Adigital Forensics laptop (A minimum of 32 GB of RAM is recommended) with an OS that
contains the needed digital forensics tools

o A secondary machine with Internet connexion

e A physical write blocker
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https://www.blueteamsacademy.com/digital-forensics/

Figure

Software

As | said previously, a digital forensics computer needs to be equipped with many DF tools.
Some of the most used tools and operating systems are the following:

SANS SIFT

CAINE OS

_Volatility _

X-Ways Forensics

Autopsy: the Sleuth Kit

Bulk Extractor
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https://upload.wikimedia.org/wikipedia/commons/8/8e/Portable_forensic_tableau.JPG

View  Search  Terminal

£ Mobile forensics

[F) Network forensics

Mourter
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Network evidence collection and Analysis

An evidence is the information to be investigated. Digital forensics analysts are dealing with
different categories of evidence including network-based evidence and host-based evidence.
Let's start exploring how to deal with network evidence. As we cited earlier, the first step is
collecting the evidence. In networking, we can perform the collection using many techniques
and tools. After identifying the source of evidence using for example network diagrams, you
can use packet capture tools such as:

TCPdump

TCPDUMP: 5o

"Tcpdump is a powerful command-line packet analyzer; and __libpcap__, a portable C/C++ library
for __network traffic__ capture.” (Source: tcpdump.org)
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http://linoxide.com/wp-content/uploads/2016/07/CAINE.jpg

Wireshark

WIRESHARK

"Wireshark is the world's foremost and widely-used __network protocol__ analyzer. It lets you
see what's happening on your network at a microscopic level and is the de facto (and often de
jure) __standard__ across many commercial and non-profit __enterprises__, __government
agencies__, and educational institutions. __Wireshark__ __development__ thrives thanks to the
__volunteer__ contributions of networking __experts__ around the globe and is a continuation
of a__project__ started by Gerald Combs in 1998". (Source: __wireshark.org__ )

As a demonstration let's explore how to analyse a small pcap file with Wireshark.
If you are using Kali Linux, Wireshark is already installed there.

Open Wireshark

The Wireshark Network Analyzer o ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

‘. @.‘:—' XC)O\A--L_JIA-‘I:

\..-|A|):-l\_f a display filter ... <Ctrl-/> -] Expression..  +

Welcome to Wireshark

Capture

..using this filter: | |Eﬂte| a capture filter ... '} Allinterfaces shown -

ethQ
any
Loopback: lo
nflog
nfqueue
usbmonl
@ Cisco remote capture: ciscodump

Learn

|18

User's Guide - Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 2.6.1 (Git v2.6.1 packaged as 2.6.1-1).

< Ready to load or capture No Packets Profile: Default |

We are going to analyse this Pcap file http_with_jpegs.cap.gz from here:
https://wiki.wireshark.org/SampleCaptures

Open the file with Wireshark:
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https://wiki.wireshark.org/SampleCaptures?action=AttachFile&do=get&target=http_with_jpegs.cap.gz
https://wiki.wireshark.org/SampleCaptures

http_with_jpegs.cap.gz (- I C -]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

a ~ me e ==
AlZ® 6 RE QA «» 3«32 aa alf
Il‘tcp.stream eq 0 %] =] 'I Expression.. +
No. Time Source Destination Protocol Length Info =
2 9.000651 10.1.1.1 10.1.1.101 TCP 62 80 —~ 3177 [SYN, ACK] Seq=0 Ack=1 Win=584
3 0.008697 allz)alboaloal=hl 1= aloalsal TCP 54 3177 — 88 [ACK] Seg=1 Ack=1 Win=65535 Le
4 9.013669 16.1.1.101 10.1.1.1 HTTP 530 GET / HTTP/1.1
5 0.014730 16.1.1.1 10.1.1.101 TCP 60 88 —~ 3177 [ACK] Seq=1 Ack=477 Win=6432 L
0.032289 9.1.1.1 10.1.1 489 HTTP/1.1 200 OK (text/html)
7 A _A3IIAA A1 1 1 A 1 1

1A1 Tre AR RA — 2177 [ETM ACK] Sen=A2A Ack=A77 Win i
»

Frame 6: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)

Ethernet II, Src: Kye 20:6c:df (00:c0:df:20:6c:df), Dst: SmcNetwo 22:5a:03 (00:04:e2:22:5a:03)
Internet Protocol Version 4, Src: 10.1.1.1, Dst: 10.1.1.101

Transmission Control Protocol, Src Port: 80, Dst Port: 3177, Seq: 1, Ack: 477, Len: 435
Hypertext Transfer Protocol

Line-based text data: text/html (1@ lines)

3

04 e2 22 5a @3 ce df 20 6c df 08 00 45 0O s Mz o 1B -
01 db c1 39 40 ©0 40 @6 61 7c Ga 01 01 @1 Ga ©1
01 65 50 @c 69 37 3b 85 fa 34 9c 06 5b 50 18
19 2@ af ea 00 48 54 54 50 2 31 2e 31 20 32

[P
« «---HT TP/1.1 2

00460 38 30 20 AT 4b @d @a OK- -

0050

0060 53 65 72 76 Serv

0o7e 65 72 3a 20 41 70 61 63 68 65 2T 32 2e 30 2e 34 er: Apac he/2.0.4 -
O F  http_with_jpegs.cap.gz Packets: 483 - Displayed: 10 (2.1%) Profile: Default

To select a TCP stream go to Analyze -\> follow TCP stream

F

Wireshark - Follow TCP Stream (tcp.stream eq 0) - http_with_jpegs.cap.gz @ @ O

GET / HTTP/1.1 =
User-Agent: Mozilla/4.0 (compatible; MSIE 6.8; Windows NT 5.0) Opera 7.11
[en]

Host: 10.1.1.1

Accept: application/x-shockwave-flash, text/xml,application/xml,application/
xhtml+xml, text/html;q=0.9, text/plain;q=0.8, video/x-mng, image/png, image/
jpeg, image/gif;g=0.2, text/css, */*;q=0.1

Accept-Language: en

Accept-Charset: windows-1252, utf-8, utf-16, iso-8859-1;90=-0.6, *;q=08.1
Accept-Encoding: deflate, gzip, x-gzip, identity, *;g=0@

Connection: Keep-Alive

HTTP/1.1 280 OK

Date: Sat, 20 Nov 2004 10:21:06 GMT

Server: Apache/2.0.40 (Red Hat Linux)
Last-Modified: Mon, ®8 Mar 2004 20:27:54 GMT
ETag: "46eed-ad-800ce680"

Accept-Ranges: bytes

Content-Length: 168

Connection: close

Content-Type: text/html; charset=IS50-8859-1

<html= -
Pa;ket 5 3 client pkts, 3 server pkts, 3 tumns. Click to select.
Entire conversation (911 bytes) = Show and save data as | ASCII ¥ | Stream |0 |
Find:
EHelp Filter Out This Stream Print Save as... Back % Close

For example, we are going to extract the files from the captured packet:

Go to File -\> Export objects -\> HTTP -\> Save all
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Wireshark - Export - HTTP object list e ® O
Packet ~ Hostname Content Type Size Filename
6 10111 text/html 160 bytes /
16 insl.opera.com application/vnd.xacp 433 bytes xcms.asp
19 insl.opera.com 5 bytes XCms.asp
38 10.1.11 text/html S 4,323 bytes index.html
61 10.1.11 image/jpeg 8,281 bytes bg2.jpg
72 10.1.11 image/jpeg 9,045 bytes sydney.jpg
100 operal-servedby.advertising.com 1,247 bytes dst=Win_700
109 opera2-servedby.advertising.com 1,247 bytes dst=Win_700
120 operad-servedby.advertising.com 1,247 bytes dst=Win_700
137 opera3-servedby.advertising.com 1,247 bytes dst=Win_700
159 10.1.11 text/html 416 bytes  dagbok.html
207 operad-servedby.advertising.com 1,136 bytes bins=1
218 10111 text/html 1,263 bytes dagbok.html
230 10111 text/html 2,232 bytes dagbok.html
259 10.11.1 image/jpeg 8,963 bytes DSCO7858.JPG
269 10111 image/jpeg 10 kB D5C07859.0PG
479 10111 image/jpeg 191 kB DSC07858.JPG
1 L4
EHelp Save All Oz Save
Voila! we extracted the included files:
< » 4 frHome  Downloads » ‘?‘ = H = ‘ o600
O Recent " 81 = =
Gr Home xcms(l).asp  xcms.asp  sydney.jpg  indexchtml  dst=Win_  dst=Win_  dst=Win_
700(3) 700(2) 700(1)
i Deskiop
e« 0
dst=Win_  DSCO07859. DSCO07858( DSC07858. dagbok(2). dagbok(l). dagbok.html
700 JPG 1).JPG JPG html html
JJ Music
‘0] Pictures b - .
H Videos bins=1 bg2.jpg %2f http_with_ [k
_ jpegs.cap.gz pcap
m Trash

+ Other Locations

“tftp_rrq.pcap” selected (31.5 kB)

Host-based evidence collection and Analysis
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As an investigator and digital forensics expert, it is essential to acquire knowledge about the
different storage means and the different filesystems. By definition, a storage media is a device
where we can store data and information. There are many used storage devices including:

o Hard drive

e DVD-ROM

e USBdrive

e _Memory cards and so on _

Figure

The removable storage media pieces need to be formatted with a specific filesystem. Some of
the most used filesystems are:

o Ext4

o Ext3

o NTFS

o FAT32
To collect host-based evidence, you need to know the difference between volatile data and non-
volatile data. Volatile data is data that is lost after a shutdown or some system changes. CPU
data and ARP cache are some forms of volatile data. Data stored in hard drives and Master File
Table (MFT) entries are non-volatile data. The host-based evidence acquisition can be done

locally or remotely. Also, it can be done online or offline. Evidence collection is performed with
what we call "Forensics Imaging"

https://t.me/learningnets


http://vskills.in/certification/blog/wp-content/uploads/2016/01/storage-devices.jpg

Forensics Imaging

Forensics imaging is a very important task in digital forensics. Imaging is copying the data
carefully with ensuring its integrity and without leaving out a file because it is very critical to
protect the evidence and make sure that it is properly handled. That is why there is a difference
between normal file copying and imaging. Imaging is capturing the entire drive. When imaging
the drive, the analyst image the entire physical volume including the master boot record. There
are two imaging techniques:

« Live imaging: the compromised system is not-offline

o Dead imaging: the compromised system is offline
Also, the taken images can be in many formats such as:

+ Raw images
¢ EnCase evidence files
 AFF

e Smartand so on
For imaging, you can use FTK Imager:

"FTK Imager is a data preview and imaging __tool__ used to acquire data (evidence) in a
__forensically__ sound manner by creating copies of data without making changes to the original
evidence."
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[l AccessData FTK Imager 4.2.0.13 - m} x
File  View Mode Help
aaSlcag d-Bas m B OB [=ER?.
Evidence Tree # | |File List #
B@ WWAPHYSICALDRIVED Mame Size  Type Date hModif 2
B asic data partition [1] [493ME] X X X
EFI system partition (2) [100ME] \fn.'tual Machines 1 D!rectory 040272048 ..
Micrasoft reserved partition [3) [16ME] Windows 1 Directary 30/06/2018 ...
B asic data partition (4] [243582MB] ¥ Windows.old 1 Directory 24/06/2018 ...
12 MOMAME [NTFS] | ] $0ttrDef 3 RegularFile 20/01/2018 ...
| | $BadClus 0 RegularFile 20/01/2018 ...
) [unalacated space] | | $Bitmap 7,612 RegularFile 20/01/2018 ...
-k Unpaniioned Space [GPT] | ] $Boot & RegularFile 2070172018 ...
| 14130 4 NTFS Index &I, 30/06/2013 ..,
$LogFile 65,536 Regular File 20/01/2018 ...
| AMFT 361,728 RegularFile 0/m/2M8 ..
| $MFTMire 4 RegularFile 20/01/2018 ...
| ] $Secure 1 RegularFile 20/01/2018 ...
[ $TF_DaTa, 1 NTFSLogged.. 30/06/2018..
| ] $UpCase 128 RegularFile 2070172018 ..,
|| fvolume 0 RegularFile 2000172018 ...
|%] hiberfil.sys 3,316,404  ReqularFile 30/06/2018 ...
|%] pagefile.sys 1,986,080 ReqularFile 30/06/2018 ...
|2 swapfile.sys 16,384 Regular File 23/06/2018 ...
Properties v | K] Windows $130 INDI Entry
v
00000000 |46 49 4C 45 30 00 03 00-5B 72 78 47 01 00 0O 0O | FILEO [exG L
~ || 00000010 |01 00 01 00 38 00 01 00-A0 01 OO OO0 00 04 00 OO ----8--- -0
00000020 |00 00 00 00 0O 00 00 00-07 00 00 0O 00 OO0 OO oo B
Mar