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• Admin & hacking toolkit for Azure AD & Microsoft 365

• Open source:

• https://github.com/gerenios/aadinternals

• https://o365blog.com/aadinternals/

• MITRE ATT&CK

• https://attack.mitre.org/software/S0677/

AADInternals
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• Service Provider (SP)

• Azure AD

• Identity Provider (IdP)

• On-prem AD FS

• Security Token (ST)

• Security Assertion Markup Language (SAML)

• Signed by IdP, trusted by SP

Identity federation concepts

User SP

IdP

SAML token
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Two authentication flows
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• Abusing IdP initiated authentication flow using a forged 

SAML token

• Requires:

• Token signing certificate with private key

• Issuer uri (IdP “identifier” in Azure AD)

• Target user immutableId (user identifier in on-prem AD)

GoldenSAML attack

Our focus
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GoldenSAML history

2017 2018 2019 2020 2021

1. https://o365blog.com/post/federation-vulnerability/

2. https://www.cyberark.com/resources/threat-research-blog/golden-saml-newly-discovered-attack-technique-forges-

authentication-to-cloud-apps

3. https://o365blog.com/post/aadinternals/

4. https://troopers.de/troopers19/agenda/fpxwmn/

5. https://o365blog.com/post/adfs/

6. https://www.mandiant.com/resources/abusing-replication-stealing-adfs-secrets-over-the-network

7. https://www.blackhat.com/eu-21/arsenal/schedule/#whiskeysaml-and-friends-25024

Nov 16: First blog on abusing identity federation1

Nov 21: “GoldenSAML” coined by CyberArk2

Mar 21: ADFSDump and ADFSSpoof released4

Oct 25: First AADInternals release3

Aug 16: AADInternals w/ certificate export

Apr 27: Remote AD FS 

config dump5,6

Nov 8: WhiskeySAML

and Friends7
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• Microsoft’s identity federation and access management service

• Windows server feature

• Custom “Claims Rule Language”

• Supports:

• WS-FED (SAML 1.1 token), SAML (SAML 2.0 token), OAuth 

(JWT token)

• Multiple authentication methods (FBA, Kerberos, NTLM, 

CBA,..)

Active Directory Federation Services (AD FS)
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High-level AD FS architecture

DMZ

LAN

2-n AD FS servers.

Domain joined.

Load Balancer for 

AD FS servers.

2-n Proxies.

Load Balancer for 

Proxies.
Internet

Domain joined & 

connected devices.

Mobile devices.
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• Token signing and encryption certificates

• Managed – default

• Stored in configuration database, encrypted with DKM key 

(stored in AD)

• Custom

• Stored in certificate store of each AD FS server (or HSM)

• Configuration storage

• Windows Internal Database (WID) – default

• Microsoft SQL server

AD FS configuration options
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AD FS attack graph
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AD FS attack graph
Export using MMC
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AD FS attack graph
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• MMC

• Requires that private key is marked as exportable

• Tools

• AADInternals

• Mimikatz

Export certificates

https://t.me/learningnets



AD FS attack graph
Export using MMC
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Locating the key
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Extracting DKM key using LDAP query

https://t.me/learningnets



AD FS attack graph
Export using MMC
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• Extract the key by using Domain Controller Replication Service 

(DRS)

• Requires credentials of account with “Replicating Directory 

Changes” permissions 

• Possible targets

• Domain Admin

• Azure AD Connect

DCSync
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AD FS attack graph
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• NOBELIUM FoggyWeb1

• Implemented to AADInternals v0.6.9 with Roberto Rodriquez 

(@Cyb3rWard0g) from MSTIC R&D

.NET reflection

1. https://www.microsoft.com/security/blog/2021/09/27/foggyweb-targeted-nobelium-malware-leads-to-persistent-backdoor/

https://t.me/learningnets

https://twitter.com/Cyb3rWard0g
https://www.microsoft.com/security/blog/2021/09/27/foggyweb-targeted-nobelium-malware-leads-to-persistent-backdoor/


.NET reflection
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.NET reflection
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AD FS attack graph
Export using MMC
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• Read configuration with SQL query

• Connection string

• Via WMI query

• Microsoft.IdentityServer.Servicehost.exe.config:

Access config DB
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Access config DB
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AD FS attack graph
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• ServiceProperties object has a private 

ServiceSettingsData property..

• Microsoft AD FS Toolbox (since 2018) 1

.NET reflection

1. https://github.com/microsoft/adfsToolbox/blob/master/serviceAccountModule/AdfsServiceAccountModule.psm1#L222

https://t.me/learningnets

https://github.com/microsoft/adfsToolbox/blob/master/serviceAccountModule/AdfsServiceAccountModule.psm1#L222


.NET reflection
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AD FS attack graph
Export using MMC
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AD FS configuration storage options

Configuration 

changes only via 

primary node

ADFS1 (primary)ADFS2 ADFS3

WID WID

WID

Get ServiceSettings

ServiceSettings

Store 

ServiceSettings

WID (default)

ADFS1ADFS2 ADFS3

SQL server

WID

SQL serverSecondary nodes 

replicate configuration 

from primary node

Encrypted SOAP over http.

Kerberos authentication No primary/secondary roles.

Replication service still 

active..
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• Export AD FS configuration using AD FS replication service

• Found on spring 2021 by me and Douglas Bienstock (@doughsec)

• Requires credentials of account granted to access configuration

• AD FS service account

• Local administrator

Sync Config

https://t.me/learningnets
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AD FS attack graph
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• Decryption secrets revealed at TROOPERS19 by Douglas 

Bienstock (@doughsec) and Austin Baker (@BakedSec)1

Decrypt certificates

1. https://troopers.de/troopers19/agenda/fpxwmn/https://t.me/learningnets
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Decrypt certificates
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AD FS attack graph
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1. Treat all AD FS servers as Tier-0!

2. Configure Azure AD to reject federated IdP MFA’s1

3. AD FS managed certificates:

• Block port 80 (http) from all except AD FS servers & proxies

• Treat also SQL server as Tier-0!

4. Custom certificates:

• Block port 80 (http) from all except AD FS proxies

• Use HSM

Protecting against GoldenSAML attacks

1. https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/best-practices-securing-ad-fs#enable-

protection-to-prevent-by-passing-of-cloud-azure-ad-multi-factor-authentication-when-federated-with-azure-ad
https://t.me/learningnets
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Thank you!
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