https://t.me/learningnets






PROJECT
-NG
RO




CYBER SECURITY
FOR INDUSTRIAL
CONTROL SYSTEMS

By Project ENG PRO

)
-0

.




https://t.me/learningnets



Industrial
Internet of

Things (110T)
Overview

https://t. me/learningnets




G0\ I~
80 LS
@66) C | e

1. Sensors and 2. Networked 3. Internet
Devices: Connectivity Integration

—1
-

[ (11 1 O

4. Enhancing 5. Business
Industrial Processes Applications

https://t. me/learningnets



IT / OT Convergence

IT

Data and the flow
of digital information
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oT

Operation of physical processes
and the machinery used
to carry them out




loT Consortium

1
“ ™ Industry loT
.Consortium.
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IIOT Network layer
Architecture

Edge devices
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Additional Layers

Lo Desin

Content Layer

Service Layer

Network layer

Device Layer

User Interface Devices (e.g.
computer screens, stations, tablets,
smart glasses, smart surfaces)

Applications, software to analyse
data and transform it into
actionable information.

Communications protocols, Wi-Fi,
Bluetooth, LoRa and cellular.

Hardware: CPS, machines &
Sensors
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The Cloud

The Network

The Edge

Sensors, actuators, controliers



Edge Computing

Edge computing is a fundamental
concept in loT (Internet of Things) and
lloT (Industrial Internet of Things) that
involves decentralized computing
infrastructure. Unlike traditional
centralized computing, edge computing
distributes computing resources and
application services along the
communication path between data
sources and the cloud.
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Edge Computing

Peer-to-peer networking fosters
collaboration and information sharing
among devices

improving object recognition

identification capabilities
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Threat
Device Hijacking

&

Countarmeasures
Device Identification
and Access Control,
Securly Lifecycle
Management

Threat
Application Level
Denial of Service

(PDoS)

a

Countermeasures
Authentication,
Encryption, Access
Control and
Application Level
LDoS Protection,
Security Monitoring
and Analysis

4. Station1 -
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An attacker gains control of the robotic arm
and alters the onginal programmed
manufacturing flow.
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Threat
Permanent Denial of
Saervice (PDoS)
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Countermeasures
Authentication,
Encryption, Access
Control and
Application Level
DDoS Protection,
Security Monitoring
and Analysis
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Threat
Man in-the-Middie

&

Countermeasures
Authentication and
Encryption, Security
Lifecycle
Management
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Altacker gains control of the active robot
to spoof the status, setting the machine
lo “offline” and allowing safety doors to
open, @ven though the robel is
slill in operation,



/

The architecture of the lloT combines OT and IT systems for
industrial advancements.
\

The lloT utilizes interconnected devices, edge computing, and
cloud services.
Wrap e
It optimizes industrial processes and enables smarter
decision-making.
Up ,

Proper governance, cybersecurity measures, and continuous
improvement are essential for success.

[

‘ The lloT unlocks the potential for industrial innovation.
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