Code Analysis




Code Analysis

e Code Analysis involves analyzing the code

e Allows you to determine functionality that cannot be determined using
dynamic analysis

e Code Analysis Tools: Disassemblers and Debuggers



Disassembler and Debuggers

Disassembler: Allow you to examine the code statically

Debugger: Allows you to examine the aspects of the program while it is running
- Allows you to pause execution by setting breakpoints
- Single step through the code
- Step over
- Continue

IDA Pro, x64dbg, Ollydbg, Immunity Debugger, Windbg are popular
disassemblers and debuggers



Code Analysis Tools



IDA Pro

e Disassembles the compiled executable into assembly instructions
e Powerful disassembler and debugger
e Commercial Tool

* Free Versions and demo version available

hitps:/ /www.hex-rays.com/products/ida/support/download_freeware.shiml
http:/ /outZ.hex-rays.com/demo/request



x64dbg

e Open source debugger
e Can debug 32-bit and é4-bit program

e Offers various debugging features

https://x64dbg.com



Disassembly using IDA



To load an executable, launch IDA pro (right-click | Run as administrator).
Choose New and select the file you want to analyze. The file will be

loaded into the memory and IDA determines the best possible loader to
use during the disassembly process

¥ IDA: Quick sta‘ry W Load a new file

| New Disassemble a new file

Load file C:\Users\test\Desktop\if.exe as /

Portable executable for 80386 (PE) [pe.ldw]

| o Work on your own

MS-DOS executable (EXE) [dos.ldw]

Binary file

Load the old disassembly

Processor type
v | Display at startup

MetaPC (disassemble all opcodes) [metapc]
Analysis

Loading segment Kernel options 1| |[Kernel options .?:i
v | Enabled

Loading offset v | Indicator enabled Processor options

Options

Load resources




The following screenshot shows the IDA desktop after loading an
executable file. The IDA desktop contains multiple tabs, clicking on each
tab brings up different windows. Each window contains different
information extracted from the binary

,' IDA - ChUsers\testyDeskiophif_else.exe

File Edit Jump 5earch WView Debugger Options Windows Help Toolbar Area
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Function name
¥ _main
Fl _pre_c_init
| _pre_cpp_init
#1 _NtCurrentTeb ) .

int cdecl main(int arge, const char **argv, const char **envp)

] __tmainCRTStartup i
7] sub_401370 _main proc hear
71 start

var 4= dword ptr -4
. dword ptr B
argv= dword ptr COCh

nvp= dword ptr 10h : Disassembly View

push ebp

mov ebp, esp
push ecx

mowv [ebpt+var 4], O

&,

cmp [ebp+var 4], O

§00 00401000: main (Synchronized with Hex View

ﬁﬂi" Graph owendew

Ciutput windows

Loading processor module C:\Program Files\IDA 6.8\procs\pc.w32 for metapec...0K

Autcanalysis subsystem has been initialized.

Possible file format: MS-DOS executable (EXE) (C:\Program Files\IDA 6.8\lcaders‘deos.ldw)

Possible file format: Portable axecutable for B03B& (PE) (C:\Program Files\IDA 6.8\ loadersi\pe.ldw)
Loading £f£ile 'C:\Users\test\Desktop\if else.exe' into database...

Datacted file format: Portable axecutable for BO3B& (PE)




Debugging using IDA



To debug a binary, first load the binary into IDA, set a breakpoint at the
first instruction by pressing F2 and then choose the appropriate

debugger and Run the program (F9)

"E} IDA - ifexe Chllsersitest Desktophif.exe
File  Edit Wiew
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00401000
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00401000
00401000
00401000
00401000
00401000
00401000
00401000
00401000

00401001

00401003 !

00401004
0040100B

0040100F 7!

_A\Run the program

I
Choose the debugger

Strings window Struchures Enums

: 1nkt cdec]l main(int argec,

"pain proc near

var 4= dword ptr -4
argc= dword ptr B
argv= dword ptr OCh
anvp= dword ptr 10h

ebp,
ecK
[abp+var 4],
[ebp+var 4],
short loc 401018

asp

FC 00 00 00+

00401018

oo401018 loc 401018:
00401018 C7 45 FC 02 00 00+ mov
0040101F 33 CO Xor
00401021 BB E5 mow

eax,
asp,

const char **argv,

Irmports

const char **eanvp)

After loading the binary, set

/®¢" breakpoint by pressing F2

[ebptvar 4],




After you launch the program in IDA debugger, the process will be
paused and the following debugger display will be presented to you.

IDA - if.axe Chbiman/\if.axe

File Edit Jump Search View Debugger Options Windows Help
» DO W AP DAY B 3 00m T &

Library function ] Data Regular function Unaxplored Instruction cxternal symbol

Dehug view I Sructures
O & ® | %K General registars

00011000 BECX 00356608
00011000 ebp EDX 00000001
Q0011001 ebp, esp EST 00000000
00011003 acx EDI 00000000
00011004 [ebptvar 4], 0 EBF 0028FBC4 stack [0000C
0001100B [E]:-p-l—"...fa:'__-d] ., O ESP 002BFB78 w Stack [0000C
0001100F 5 short loc 11018 EIF 00011000 w main
- EFL 00000206

'_| Modulas
_

00011018

00011018 loc 11018:

00011018 mov [ebptvar 4],
0001101lF =or eax, eax
00011021 mowv esp, ebp
00011023 pop ebp

ratn

- - - —
|21 HEX Wew=1 “ Stack view

00011000 E BE EC ( - 0 0O 00 83 7D 0 .. .d)n. « D0Z28F878 [llihEiades
o Ci b= LI b - = iU i . e . TR Stac k “- iﬂw : ) DO0OQ00O01
C0 8B ES = RN £:): 0356608

aa BB

{8vnchronized wa




You can access various debugging options from the Debugger menu as
shown below

f} IDA - if.exe Ch\Users\test\Desktop\if.exe

File Edit Jump Search View |[}Ebugger Options Windows Help

> @ O 4 Quick debug view Ctri+2
[ 1 1 allll

Library function Data Requ

gger windows
Breakpoints
Debug V Watches Structures Enums

5| IDA View-ETF Tracing

Process options...

lerminate process

Detach from process

4], ©
4], ©
1 1311018

Refresh memory

Take memory snapshot

Step into
Step over 3

oy Run until return Ctri+F/ 11011 mov

I Run to cursor
Switch to source
Use source-level debugging
01311000 C ! Open source file...

Debugger options...

Switch debugger...

-_— - -_— —— — — ——




Debugging using x64dbg



To load an executable select File | Open and then browse the file you wish
to debug, this will start the process and the debugger will pause at the
System Breakpoint, TLS callback or the program entry point function
depending on the configuration settings. You can access the settings
dialog by choosing Options [ Preferences | Events as shown below. If you
want the execution to pause at the program's entry point directly then
uncheck the System Breakpoint and TLS Callbacks* option.

o0 Settings

Events Engine Exceptions Disasm GUI
Break on:
v | System Breakpoint™ DLL Load
v'| TLS Callbacks™ DLL Unload
v | Entry Breakpoint™® Thread Start
DLL Entry Thread End
v'| Attach Breakpoint Debug Strings

Thread Entry




x64dbg - Below screen shot shows the x64dbg interface

™. x32dbg - File: if.exe - PID: 728 - Module: if exe - Thread: Main Thread 6B4

]
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AR Hide FBU
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alg LUump 1 23 Dump 2 i np 3 ¥¥ Dump 4 Y Dump 5 B Watch 1 I¥=] Locals

Q019F34C Q0EAL1ZCSH
[ T Qooo00001

Rddrezs Hex
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Understanding API Calls



Focus on Function Calls, mainly API calls

e Callis the assembly instruction that calls a function

* Functions perform some actions, parameters to functions are pushed on to the stack.
¢ Function returns value in EAX/RAX register

 Examining the functions allow you to determine the functionality

e API Calls are external functions that allow malware to interact with its environment. Search
MSDN for documentation on API calls

https://msdn.microsoft.com/en-us/detault.aspx



Below example shows the MSDN documentation on CreateFile API call

microsoft.com

CreateFile function <—

opens a file or O dewc e most commonly ust ) devices are as follows: file, file stream, direct:
lape anve, communicallons res i, and pipe. The function retums a handle that can be used to
Q) depending on the file or device
“raateFileZ
S operation as a transacted operation, which results in a handle that can be used for transacted I/0, use the CreateFileTransacted

CreateFileTransacted

reateHardLink

HANDLE WINAPI CreateFile |

In_ LPCTSTR lpFileHNams,

In_ DWORD dwhesiredAcoess,

In DiNOELD dwiharseMods,

_In_eopt_ LPSECURITY_ATTRIBUTES lpSecurityaAttributes,

cdwlr=sationlispo=ition,

dwE lagsAndattributes,

hTemplatelils

nlicateEne ryratio “lrfaFile




Below example shows the MSDN documentation
for InternetConnect API function

InternetConnect function

Opens an File Transfe

Syntax

HINTERNET InternetConnect(
In_ HINTERNET hInternet,

" In_ LPCTSTR lpszServerName,
In_ INTERNET_PORT nSserverPort,
_In_ LPCTSTR lpszUsername,
In_ LPCTSTR lpszPassword,

_In_ DWORD dwService,
In_ DWORD dwFlags,
In_ DWORD_PTR dwContext
)i

Parameters

hinternet [in]
Handle returned by a previous call to InternetOpen.

IipszServerName [in)
Pointer to a null-terminated string that specifies the host name of an Internet server. Alternately, the string can contain

the IP number of the site, in ASCII dotted-decimal format (for example, 11.0.1.45).




Below screenshot shows the disassembled code of a malware sample
using IDA, the malware uses InternetConnectA API call to openan HTTP
session with C2 server which is the 2nd parameter to the API call but the
server name is not clear just by looking at the disassembled code

IDA - ChUsers\test\Desktop\nano.exe - [IDA View-A]

E| File Edit Jump View Debugges Windows Help

g = R il Y. Y L | Tt w (0040125 w | & = AaERD| P
3 me B "HASs0H ™ B NY 8T - (dl = [T
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g ViewaA | th Exports | B Imparts | N Names | ™ Functons Strings | B Structures | &s Enums

0| 1 ST CT
—'II L I. Ll -

0040122F push 0 ;. dwhAccessType
00401231 push ds:lpszAgent ; lpszAgent
00401237 call InternetOpand

0040123C mow [ebp+hInternaet], eax

0040123F cmp [ebp+hIntarnet],

00401243 j= short loc 4012A8

00401245  dwContext
00401247 0 ; dwFlags
00401249 ; dwService
0040124EB | ; lpszPassword
0040124D 0 ; lpszUserName
0D40124F v r nServerPort
00401251 yszSarverNa ; lpszServerName
00401254 hin o) ; bInternat
00401257 .
0040125C [ebp+hConnect] , eax

0040125F e [ebp+hConnect], 0

00401263 52 short loc 4012A8

i ],

00401265 ; dwContext

00401267 ; dwFlags

004012659 ; lplpszAcceptTypes
0040126B ds:lpszRaeferrer ; lpszReferrar
00401271 d=s:lpszVersion ; lpszVersion
00401277 [ebp+lpszObjectRama] ; lpszObjectName

100.00% (-81.567 (907.19) 0000061 (0401.257; sub 401223434




Debugging the malware sample and inspecting the 2nd parameter
on the stack displays the name of the C2 server that malware will
connect to

r‘ DA - Chlsers\testh Desktop\nano,exe

File Edit Jump Search View Debugger Options Windows Help
» 00O E aFF 0 8V & £ BoBo Fa St
OAD e 1| RRTARE 00 A TATRRR AT O R O AN O T e I o e v i NOUEH WNCEE ORRTORRED  OATOTAEY B0 O O

Library function Data Regular fundtion Unexplored Instruction External symbol
Debug View LA] Strudres bzl Enums
< IDA View-EIP » i General registers
00401247 push 0 ; dwFlags EAX 0DCCOO0D4
00401249 push 3 ; dwService EBX 00000048
0040124B push 0 ; lpszPassword ECXCoB187/EA
0040124D push 0 ; lpszUserName SRS DR
0040124F push 50h ; nServerPort ESI 00000000
00401251 push [ebp+lpszServerName] ; lpszServerName e ”1
00401254 push [ebp+hInternet] ; hInternet o e R ESEORR
00401257 call InternetConnectA - o S K
0040125C mov [ebp+hConnect], eax Ei:'::.qzl.:;l BE S
0040125F cmp [ebp+hConnect], 0 SUEEEEEE
00401263 jz short loc 4012A8

I
00401265 push ; dwContext
00401267 push 0 ; dwFlaqgs

00401269 push . ; lplpszAcceptTypes

100.00% [329,857) (1224,13) 00000657/ 00401257 =ub 4
2 Hex Wiew-1 O ® x  [& Skack view
0040341B j3tkl.hop.ruf /- - |0012FF04 EIEIC[!DEID!!/

SRRy R (0403418 .data:aEj3tkl hop

QOOOD0S50
(Windows "NT 6.1
; "WOWGE4) -AppleWe
bEit/537.17 - (KHT




Inspecting API Call references in IDA



Load the executable in IDA and click on 'Open”




Click on the imports tab, this will display all the imported functions as

shown below. In this example, Let's try to find where InternetConnectA()
api call is used in the code

File Edit Jump Search View Debugger Options Windows Help
- H = W o Y I ok . E: J - _' -
' |

Library function Data 8 Reoular function Unexplored Instruction External symbaol

a = W O No debugger

F] Functions window O # x| [ IDA View-A = Strings window T Hex View-1 T Strudures Enums %  Imports F  Fxports

e

Function name

7l sub 401018

Address Ordinal MWamea Library

GetUsarMameWW
_harToMultiByte
pules Marmally

aultLanglD

7 suly 40102(

fl sub 401064
Fl sub_401223
fl sub 4012DA
7 ctart

Fl sub 401574

mietnics
miputerMNameaW
defaultLanglD

wininel
wininet
InternatPea

HttpEndh

wininel

wininet




Double clicking on the desired API call will bring up the
window shown below

= IDA View-A B 5] Strings window ] Hex View-1 Al Structures =1  Enums Z  Imports =%  Exports

BOOL  stdcall HttpEndRequestA (HINTERNET hRequest, LPINTERNET BUFFERSA lpBuffersoOut,
extrn : dword

.‘-‘-“ﬁih

.1data:00402050 ; HINTERNET __ stdcall InternetConnectA (HINTERNET hInternet, LPCSTR lpszServerName, INI
extrn :dword

> BOOL  stdcall HttpSendRequestA (HINTERNET hRequest, LPCSTR lpszHeaders, DWORD dwHeac
extrn :dword

Imports from wsock32.dll

struct hostent * stdcall gethostbyname (const char *name)

extrn sdword

int  stdcall WSAStartup (WORD wVersionRequested, LPWSADATA 1pWSAData)
extrn :dword




Highlight the API call and press x"'key that will display all the cross-
references to the API. In this case, highlighting InternetConnectA() api
call and pressing x key shows reference to the code where the api call is

used as shown below

File Edit Jump Search View Debugger Options Windows Help
+ = 5= = - W - RE - s 0 1 No debugaer

L F Il I
Library function Data 8 Reoular function Linexplored Instruction External symbol
f1 Functions window O & x T IDA View-A = Strings window T Hex View-1 T Strudures ] Frnums %  Imports ¥ Exports

Function narme Address Ordinal Mamea Library
7] sub 401018 e O D0 GetUserMameW

7 suby 40102C
rl suby 401064 wral i i { :“"[li-ti-" NarmeW
sub_ 401223 £ 00 | ( JefaultLanglD

Fl sub 401204
'l start

Fl sulby

40157

embdetrics
iputerNamewW I ] userd?
erDefaultLanglD mr D040203C it dle wininet
i, =5 O ] wininel
oAl
F| LocalFree R wternetPaadFile wininel
7 RtiZercMemaor W <= 0040204 L wininet

WideCharToMultiByte

Aa Graph overview




Highlight the entry that you want to examine and click ok. The below
screenshot shows the code where InternetConnectA() api is used now
you can examine the code.

i i

= IDA View-A & s’ Strings window o Hex View-1 Al Structures IS Enums %] Imports
p+hInternet], 0
vyt loc 4012A8

ol [ =

00401245 push ; dwContext
00401247 push i ; dwFlags
00401249 push C ; dwService
0040124B push ; lpszPassword
0040124D push ; lpszUserName
0040124F push 50h ; nServerPort
00401251 push [ebp+lpszServerName] ; lpszServerName
00401254 push [ebp+hInternet] ; hInternet
00401257 call Internbtﬂonnecth A
0040125C mowv [ebp+hConnect], eax

0040125F cmp [ebp+hConnect], 0

00401263 jz short loc 4012A8

00401265 push 1 ; dwContext

00401267 push 0 ; dwFlags

00401269 push 0 ; lplpszAcceptTypes
0040126B push ds:lpszReferrer ; lpszReferrer
00401271 push ds:lpszVersion ; lpszVersion

00401277 push [ebp+lpszObijectName] ; lpszObijectName

: sub 401223+34 (Synchronized with Hex View-1)




Inspecting API Call references in x64dbg



oad the executable in x64dbg by selecting File [ Open

&F x # L B
Motes # Breakpoints == Memory Map | Call Stack Script <] symbaols S4 SOUrce References # Threads ) SNoWIman B Handles

Hide FPU

fﬂ;l:lpen file

(“ I | » Computer » Local Disk (C) » malware
i e

Urganize =
3 Downloads

<% Recent Places
F ' nano.exe

Libraries \

Documents
o Music
= Pictures

& videos

*§ Homegroup

Defautt (stdcall
& Computer — At J

& Local Disk (C)

g% Dump 1 et Dump
Address He File name: nano.exe >  |Executables (*.exe *.dll)

Open |w




Once the binary is loaded and paused at the entrypoint, right click on
Disassembly window and choose Search For [ Current Module |
Intermodular calls as shown below

- Module: nano.exe - Thread: Main Thread 5C8
Debug  Pluging  Fawourttes  Options  Help
8 # ¥
[ (1 ®  Breakpoints = Memory Map Call Stack . Scripk -"_ Symiaals Raferenops W Threads i Snowman By Handles
<nano.EntryPoint> B8 02 00 00 0O lmov eax, 1« Bide FPU
. : EB 18 Jmp nano.401477
| 0040145F 6 0D push
' TR T? N1 Nn nn call <nano.GetKeyState>
omp eax, ]
Copy jne nano.40145F
Breakpoint pus h
call <nano.GetAsyncEeyState>
Follows in Memory Map cmp eax,l L
Decornpile jne nano.40145F 00000000
Graph G ]_:ﬂ_'.E-h
Help on magmanir Cirl+F1 push =2 | :::: :::I |.1 f::: 1 l; E; '-EI
Show mnemonic briaf Crrl+Shift+F1 call <nano.LocalAlloc>
Highlighting maode [ mov dword ptr : [403554] ,2ax EFLAGS 00000246
Disable Branch Destination Preview F : . - ZF 1 FF 1 AF 0

Labe Pt .t AT Lo Y

Binary

,  Follew in Duemp

Irace recard Default (stdcall
s, Comment : 1: [esp+4] TFFD400
.text:0040145F nanc.exe:$145F #f Toggle Bookmark 2: [espt+8] 0012FFD

= Fommee 11 RO TADE A

5 Dump 1 @ Dump2 | oUDenmp3 | Y Dum Analysis 0012FFBC T791EF1C return
Addrass Heax ASCIY JEFD4000
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The following screenshot shows references to the API calls in the
references Windows. You can double click on any entry to navigate to the
code where the APl is called

W ¥32dbg - Files nano.exe - PID: BCE - Module: nano.exe - Thread: Main Thread 5CE
fAle wview Debug Flugns Favountes Op

A -

& cru # Graph A Ling Hotes ¥ gregipointz | B8 Memory Map i Seript & Symbaols % Source # Threads =/ Snowman o Handles

X | Calls (neno.oexe)

00401257

Disassembly

call <nano.WideCharToMultiByte>
call <nano.GetUserNameW>

call <nano.RtlZeroMemory>

call <nano.WideCharToMul tiByte>
call <nano.GetUserDefaul tLangID>
call <nano.GetVersionExA>

call <nano.GetSystemMetrics>
call <nano.GeatSystemMatrics:-
call <nano.InternetOpenh>

call <nano.InternetConnecti>
call <nano.HttpOpenRequasti>
call <nano.HttpSendReaquasth>
call <nano.InternetCloseHandle>
call <nano.InternetCloseHandle>
call <nano.HttpEndRequesti>
call <nano.RtlZeroMemory:>

call <nano.InternetReadFile>
call <nano.InternetCloseHandle>
call <nano.InternetCloseHandlel»
call <nano.HttpEndRequasti>
call <nano.Localil loc>

call <nano.InternetBeadFlile’>
call <nano.LocalAlloc>

call <nano.LocalFras>

call <nano.IntarnatCloseHandle>>
call <nano.InternetCloseHandle>
call <nano.HttpEndRequesti>
call <nano.LocalFraas>

call <nano.GetHeyStata>

call <nano.GetAsyncEeyState>
call <nano.LocalAlloc>

call <nano.WSAStartup>

Destination
<kernel32.WideCharToMultiByte>
<advapiil.GetUserNamsW>
<ntdl]l .RtlZeroMemory>
<karnal3?.WideCharToMultiByte>
<kernel3?.etUserDefaul tLangID>
<kernelii.GetVersionExA>
<useri?.GetSystemMatrics>
<usari?.GatSystamMatrics>
<wininet.InternetOpeni>
<wininet.InternetConnecti>
<wininet . HttpOpenRequesti>
<wininet.HttpSendRaqueasth>
<wininet.InternetCloseHandle>
<wininet.InternetCloseHandle>
<wininet.HttpEndRequesth>
<ntdl]l.RtlZaroMamory>
<wininet.InternetReadFile>
<wininet.InternetCloseHandle>
<wininet.InternetCloseHandle>
<wininet.HttpEndRequasti>
<kearnall’?.LocalAlloc>
<wininet.InternetReadFile>
<kernelil.LocalAlloc>
<karnali?.LocalFraa>
<winineat.InternatClosaHandle>
<wininet.InternetCloseHandle>
<wininet.HttpEndRequesti>
<karnali?.LocalFrea>
<useri’.GatEayStatae
<userid’.GetAsyncEeyState>
<kerneli?.LocalAlloc>

<ws2 32 .WSAStartup>




Double-clicking the entry in the references window will bring up the
code where the APl is referenced as shown below. At this point, you can
set a breakpoint and run the program which pauses the execution before
the call to API function and then you inspect the parameters passed to
the API

¥ ¥32dbg - File; nano.exe - PID: BC& - Module: nano.exe - Thread: Main Thread 5C8
File View Debug Flugins Fawourites Options Help 0
. B Shiw aBh B
&= Cru & Graph 2 Log ~ Mokes #  greakpoints == Memory Map b Call Stack T SEH S
' 74 63 je nano.4012A8
6A 01 push 1
6 00 push (

6A 03 push 3
eA 00 push (
6A 00 push C
6A 50 push 35(

FF 75 push dword ptr : lebp+8) /
FF 75 push dword ptr : [ebp-4]}

00401257 E8 32 00 00 call <nanco.InternetConnecti>
89 45 mov dword ptr : [ebp-8] ,eax eax:Base =3
83 7D 00 cmp dword ptr : febp-8]§, ( 00401458
74 43 1& nano.4012A8
A push 1 EFLAGS 00000246
6A 00 push 0 ZF1l PF 1l AF 0
6A 00 push ( OF 0 SF O DF O
FF 35 00 push dword ptr - [401008] 401008 : &"www. CF 0 TF O IF 1
FF 35 00 push dword ptr : [401014]
FF 75 push dword ptr : [ebp+C]
FF 75 push dword ptr :febp+18])
FF 75 push dword botr : febrn-81 | GS 0000 FS O003B

LastError 000003F0




