Dynamic Protocol BGP Lab:
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10.0.3.3/24 MGMT. ~ U nall B Remote-PC1 P Remote-PC2

=== 10.0.6.2124
192.168.100.16124 wraz 192.168.100.230124 1006124

Two Core Firewall, FW2 and FW3, connect to the ISP Firewall FW1 for the internet access. Both
FW?2 and FW3 have different Local Networks. The ISP Firewall FW1 is using IBGP for its
connections to the core Firewalls, and redistributes its default route to the network - that is,
default route injection is enabled. The ISP Firewall FW1 uses NAT and has a static route to the
internet. None of the other Firewalls use NAT or static routes.

Deleted OSPF Routes:
First we need to delete OSPF configured Routing protocol from previous lab.
& w1 = Q
@ Dashboard OSPF
« Network
Router ID | 0.0.0.0
Interfaces
bl Areas
Packet Capture
SD-WAN ¢ Edit | W Delete
Static Routes Area D Type Authentication

Policy Routes

RIP
OSPF

No results
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FW1 BGP Configuration:

Go to Network > BGP Set the Local AS in this case 123. Set the Router ID 11.11.11.11. Configure
the remote router's AS number, any other properties used for peering with the neighbor, under
Networks, add five networks. Leave the remaining settings as their default values. Click OK.

Click Apply.
= FW1 = Q
& Dashboard Local BGP Options
| Network
Local AS 123
Interfaces
RouterID | 11.11.11.11 ()
DNS
Packet Capture Neighbors
SD-WAN -
) *CreateNew | #" Edit W Delete
Static Routes
Policy Routes IP+ Remote AS
RIP 192.168.3.1 41
10.0.1.2 123
10.0.1.3 123
= FW1 = Q
@ Dashboard Local BGP Options
[ Network ] _——
Interfaces
DNS IP/Netmask | 10.0.1.0 255.255.255.0 x
Packet Capture 10.0.2.0 255.255.255.0 %
10.0.3.0 255.255.255.0 x
SD-WAN
10.0.4.0 255.255.255.0 x
Static Routes
10.0.5.0255.255.255.0 X
Policy Routes o

RIP

IPv6 Networks

(1 o W I o W | JEFINS | I

FW1 to FW4 change multihop for EBGP

config router bgp

config neighbor

edit "192.168.1.102"

set ebgp-enforce-multihop enable
set ebgp-multihop-ttl 255

end
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FW2 BGP Configuration:

Go to Network > BGP Set the Local AS in this case 123. Set the Router ID 2.2.2.2. Configure the
remote router's AS number, any other properties used for peering with the neighbor, under
Networks, add two networks. Leave the remaining settings as their default values. Click OK.

Click Apply.
@ Dashboard %  Local BGP Options
| 4 Network v
Local AS 123
Interfaces
RouterID | 2.2.2.2 B
DNS
Packet Capture Neighbors
SD-WAN -
. # Edit = W Delete
Static Routes
Policy Routes IPs Remote AS
RIP 10.0.1.254 123
OSPF 10.0.1.3 123

BGP w

@ Dashboard »  Local BGP Options

" (|

| v

Interfaces

DNS
Networks
Packet Capture

IP/Netmask | 10.0.2.0255.255.255.0 x
10.0.1.0255.255.255.0 x
©

SD-WAN

Static Routes

Policy Routes

RIP |Pv6 Networks

OSPF
|Pv4 Redistribute

- . .. Connected @

3| Page Created by Ahmad Ali E-Mail: ahmadalimsc@gmail.com , WhatsApp: 00966564303717

https://t.me/learningnets


mailto:ahmadalimsc@gmail.com

FW3 BGP Configuration:

Go to Network > BGP Set the Local AS in this case 123. Set the Router ID 3.3.3.3. Configure the
remote router's AS number, any other properties used for peering with the neighbor, under
Networks, add two networks. Leave the remaining settings as their default values. Click OK.

Click Apply.
[ Fw3 = Q
@ Dashboard Local BGP Options
Local AS 123
Interfaces
RouterID | 3.3.3.3 B
DNS
Packet Capture Neighbors
SD-WAN -
- *+Create New | ¢ Edit | W Delete
Static Routes
Policy Routes IPs Remote AS =
10.0.1.254 123
10.0.1.2 123
Routing Objects o
= FW3 = Q
& Dashboard Local BGP Options
f Network |
Interfaces ©
DNS
Networks
Packet Capture
IP/Netmask | 10.0.3.0255.255.255.0 x
SD-WAN
10.0.1.0255.255.255.0 %
Static Routes
4]
Policy Routes
RIP IPvé Networks

IPv4 Redistribute
BGP

Connected @

e e Y

Routing Objects
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FW4 BGP Configuration:

Go to Network > BGP Set the Local AS in this case 41. Set the Router ID 4.4.4.4. Configure the
remote router's AS number, any other properties used for peering with the neighbor, under
Networks, add two networks. Leave the remaining settings as their default values. Click OK.

Click Apply.
[ Fwa = Q
& Dashboard Local BGP Options
Local AS 41
Interfaces
RouterID | 4.4.4.4
DNS
Packet Capture Neighbors
SD-WAN -
: *+CreateNew | & Edit U Delete
Static Routes
Policy Routes IP% Remote AS %
192.168.1.102 123
(= Fw4 = Q
& Dashboard Local BGP Options
Network
Interfaces
DNS °
Packet Capture
Networks
SD-WAN
IP/Netmask | 10.0.6.0 255.255.255.0 x
Static Routes
(+}
Policy Routes
IPvé6 Networks

IPv4 Redistribute

i A

FW4 to FW1 change multihop for EBGP

config router bgp

config neighbor

edit "192.168.1.102"

set ebgp-enforce-multihop enable
set ebgp-multihop-ttl 255

end
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FW1 Firewall Policy:

To create a new policy, go to Policy & Objects > Firewall Policy. Give the policy a Name that
indicates that the policy will be for traffic to the Internet in my case it is Allow-All. Set the
Incoming Interface to LAN and the Outgoing Interface to DMZ-Zone. Set Source, Destination
Address, Schedule, and Services, as required in this case All. Ensure the Action is set to ACCEPT.
Turn off NAT and select Use Outgoing Interface Address.

= FW1 = Q
@ Dashboard Edit Policy
« Network
& Policy & Object Name © LAN-to-DMZ
Firewall Policy Incoming Interface | M LAN (port3) v
IPv4 DoS Policy Outgoing Interface | [J DMZ-Zone -
Addresses Source 2 x
+
Internet Service
Database Destination =al x
+
Services
Schedule o always v
Schedules
Service I ALL x
Virtual IPs +
IP Poals Action L aV-eelSul © DENY
Protocol Options
Traffic Shaping Inspection Mode BEGIESEEGE Proxy-based
) Security Profiles
Firewall / Network Options
O VPN
. [ NAT > |
M Policy & s Name € DMZ-to-LAN
wall Policy Incoming Interface (J DMZ-Zone v
IPv4 DoS Policy Outgoing Interface | [ LAN (port3) v
Addresses Source = all x
+
Internet Service
Database Destination 2 all x
+
Services
Schedule [0 always v
Schedules .
Service Bl ALL x
Virtual IPs +
IP Pools Action L ay.(eeiigl © DENY

Protocol Options
Traffic Shaping Inspection Mode MEBNEEEGN Proxy-based

& Security Profiles

Firewall / Network Options

[=RVON
[ NAT o |
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FW?2 Firewall Policy:

To create a new policy, go to Policy & Objects > Firewall Policy. Give the policy a Name that
indicates that the policy will be for traffic to the Internet in my case it is Allow-All. Set the
Incoming Interface to WAN and the Outgoing Interface to LAN. Set Source, Destination Address,
Schedule, and Services, as required in this case All. Ensure the Action is set to ACCEPT.

Turn off NAT and select Use Outgoing Interface Address.

= FW2 = Q
& Dashboard Edit Policy
« Network
B Policy & Objects Name @ WAN-to-LAN
Firewall Policy Incoming Interface | M WAN (port1) hd
IPv4 DoS Policy Outgoing Interface | [ LAN (port2) v
Addresses Source 2 al x
+
Internet Service
Database Destination = all x
+
Services
Schedule @ always v
Schedules
Service L) ALL x
Virtual IPs +

IP Pools Action L gy.(sleZul @ DENY

Protocol Options
Traffic Shaping Inspection Mode BELINEEEEGN Proxy-based

& Security Profiles
0 VPN

Firewall / Network Options

NAT @ |
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FW3 Firewall Policy:

To create a new policy, go to Policy & Objects > Firewall Policy. Give the policy a Name that
indicates that the policy will be for traffic to the Internet in my case it is Allow-All. Set the
Incoming Interface to WAN and the Outgoing Interface to LAN. Set Source, Destination Address,
Schedule, and Services, as required in this case All. Ensure the Action is set to ACCEPT.

Turn off NAT and select Use Outgoing Interface Address.

= FW3 = Q
& Dashboard Edit Policy
'$' Network
Policy & Objects Name © WAN-to-LAN
Firewall Policy Incoming Interface | [ WAN (port1) v
IPv4 Do$ Policy Outgoing Interface | [ LAN (port2) v
Addresses Source = all x
+
Internet Service
Deiehema Destination =2 all x
+
Services
Schedule (o always v
Schedules
Service ] ALL x
Virtual IPs +
IP Pools Action + ACCEPT J~EsaNN
Protocol Options
e Inspection Mode MEGENEEESN Proxy-based

) Security Profiles

Firewall / Network Options

NAT > |
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Testing and Verification:
Let’s Check the routing table for BGP in FW1.

FWL # get router info routing-table bgp

Routing table for VRF=0

B 10.0.6.0/24 [20/0] via 192.168.3.1 (recursive via 192.168.1.254, portl), 00:37:05
(recursive via 192.168.2.254, port2), 00:37:05

FW1 # get router info routing-table all
Codes: K - kernel, C - connected, § - static, R - RIP, B - BGP
0 - OSPF, IA - O0SPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - Is-ISs, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS5-IS inter area
* - candidate default

Routing table for VRF=0
Sk 0.0.0.0/0 [5/0] via 192.168.1.254, portl, [1/0]
[5/08] via 192.168.2.254, port2, [1/0]

C 10.0.1.0/24 is directly connected, port3

0 10.0.2.0/24 [116/2] via 10.0.1.2, port3, 01:34:06

0 10.0.3.0/24 [116/2] via 10.0.1.3, port3, 01:34:06

C 10.0.4.0/24 is directly connected, VLAN-40

C 10.0.5.0/24 is directly connected, VLAN-50

B 10.0.6.0/24 [20/0] via 192.168.3.1 (recursive via 192.168.1.254, portl), 00:37:29
(recursive via 192.168.2.254, port2), 00:37:29

C 192.168.1.0/24 is directly connected, portl

C 192.168.2.08/24 is directly connected, port2

C 192.168.114.0/24 is directly connected, port5

@ Fw1 = q
@ FortiGate time is out of sync.

#4 Dashboard

Status
Security € Routing

Users & Devices

' Type
[l Connected

mw
+ 11 [ Static OLA
FortiView Sources [ OSPF EW
[EBGP EvL
FortiView Destinations W VL
FortiView Applications B M
FortiView Web Sites
Q RouteLookup @ Viev © Create Address Search Q
FortiView Policies
FortiView Sessions Network = Gateway... = Interfaces Distance = Type = Metric = Priority &
+ 192.168.1.0/24 0.0.00 [# WAN-1 (port1) 0 Connected 0 0
Dok 192.168.2.0/24 0000 B WAN-2 (port2) 0 Connected 0 0
Policy & Objects 192168.1140/24 0000 B MGMT (port5) 0 Connected 0 0
Security Profiles i
0.0.0.0/0 192.168.1.254 [l WAN-1 (port1) 5 Static 0 1
VPN
0.0.0.0/0 192.168.2.254 [ WAN-2 (port2) 5 Static Q 1
User & Authentication
10.0.2.0/24 10.0.1.2 [# LAN (port3) 110 OSPF 2 1
System
10.0.3.0/24 10.0.1.3 [# LAN (port3) 110 OSPF 2 1
$ Security Fabric
| 10.0.6.0/24 192.168.1.254 [® WAN-1 (port1) 20 BGP 0 1 |

Log & Report
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Let’s Check the routing table for BGP in FW2.

FW2 # get route info routing-table bgp
Routing table for VRF=0

B 10.0.3.0/24 [200/0] via 10.0.1.3 (recursive is directly connected, portl), 00:50:50
B 10.0.4.0/24 [200/0] via 10.0.1.254 (recursive is directly connected, portl), 00:52:42
B 10.0.5.0/24 [200/0] via 10.0.1.254 (recursive is directly connected, portl), 00:52:42

FW2 # get route info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0 - 0SPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0

10.0.1.0/24
10.0.2.0/24
10.0.3.0/24
10.0.4.0/24
10.0.5.0/24

C
C
B
B
B
C 192.168.114

@ Dashboard
Status
Security
Network
Users & Devices
+
FortiView Sources
FortiView Destinations
FortiView Applications
FortiView Web Sites
FortiView Policies
FortiView Sessions
+
+ Network
B Policy & Objects
& Security Profiles
0 VPN

is directly
is directly
[200/0] via
[200/0] via
[200/0] via

connected, portl

connected, port2

10.0.1.3 (recursive 1is directly connected, portl), 00:52:03
10.0.1.254 (recursive is directly connected, portl), 00:53:55
10.0.1.254 (recursive is directly connected, portl), 00:53:55

.0/24 is directly connected, port5

€ Routing
- Type
B Connected
O BGP
{ 6 6
| Routes Routes
Q Route Lookup = @ Viev © Create Address Search
Network = Gatewa... = Interfaces Distance % Type =
10.0.1.0/24 0.0.0.0 ™ WAN (port1) 0 Connected
> | 100.20/24 0.00.0 [ LAN (port2) 0 Connected
> 110030724 10.0.1.3 M WAN (port1) 200 BGP
¥ 10040724 10.0.1.254 [® WAN (port1) 200 BGP
> 10.0.5.0/24 10.0.1.254 [® WAN (port1) 200 BGP
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Let’s Check the routing table for OSPF in FW3.

FW3 #
FW3 # get router info routing-table bgp
Routing table for VRF=0

B 10.0.2.0/24 [200/0] via 10.0.1.2 (recursive is directly connected, portl), 00:53:08
B 10.0.4.0/24 [200/0] via 10.0.1.254 (recursive is directly connected, portl), 00:53:09
B 10.0.5.0/24 [200/0] via 10.0.1.254 (recursive is directly connected, portl), 00:53:09

FW3 # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default

Routing table for VRF=0
10.0.1.0/24

is directly

connected, portl

C

B 10.0.2.0/24 [200/0] via 10.0.1.2 (recursive is directly connected, portl), 00:53:35

C 10.0.3.0/24 is directly connected, port2

B 10.0.4.0/24 [200/0] via 10.0.1.254 (recursive is directly connected, portl), 00:53:36
B 10.0.5.0/24 [200/0] via 10.0.1.254 (recursive is directly connected, portl), 00:53:36
C

192.168.114.0/24 is directly connected, port5

= FW3 = Q
@ Dashboard
Status
Security €| Routing
Type
Users & Devices B Connected &
+ mecp
FortiView Sources Rges Rges
FortiView Destinations
FortiView Applications
FortiView Web Sites Q Route Lookup | @ Viev © Create Address Search
FortiView Policies
FortiView Sessions Network = Gateway IP = Interfaces Distance + Type =
+ 10.0.1.0/24 0.0.00 ¥ WAN (port1) 0 Connected
Network 10.0.2.0/24 10.0.1.2 M WAN (port1) 200 BGP
Policy & Objects 10.0.3.0/24 0.0.00 M LAN (port2) 0 Connected
Szl s 10.0.4.0/24 10.0.1.254 M WAN (port1) 200 BGP
VPN 10.0.5.0/24 10.0.1.254 # WAN (port1) 200 BGP
User & Authentication 192.168.114.0/24 0000 [ MGMT (port5) 0 Connected
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Let’s Check the routing table for BGP in FW4.

Fw4 #|get router info routing-table bgp|
Routing table for VRF=0

B 10.0.1.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254,
B 10.0.2.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254,
B 10.0.3.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254,
B 10.0.4.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254,
B 10.0.5.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254,

FW4 # get router info routing-table all
Codes: K - kernel, C - connected, § - static, R - RIP, B - BGP

0 - 0SPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - 0SPF external type 2

portl), 00:28:28
portl), 00:28:28
portl), 00:28:28
portl), 00:28:28
portl), 00:28:28

i - Is-Is, L1 - I5-1I5 level-1, L2 - IS-IS level-2, ia - IS-IS inter area
# - candidate default
Routing table for VRF=0©
Sk ©.0.0.0/0 [10/0] via 192.168.3.254, portl, [1/0]
10.0.1.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254, portl), 00:29:11
10.0.2.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254, portl), 00:29:11
10.0.3.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254, portl), 00:29:11
10.0.4.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254, portl), 00:29:11
10.0.5.0/24 [20/0] via 192.168.1.102 (recursive via 192.168.3.254, portl), 00:29:11
10.0.6.0/24 is directly connected, AG-1
192.168.3.0/24 is directly connected, portl
192.168.114.0/24 is directly connected, port5
= Q
Status
Security € Routing
>
Users & Devices W eGP
+ 9 O Connected 9
FortiView Sources Routes I Static Routes
FortiView Destinations
FortiView Applications
FortiView Web Sites N h
Q Route Lookup @ Viev © Create Address Search
FortiView Policies
BV ST Network & Gateway IP Interfaces % Distance % Type
+ 0.0.0.0/0 192.168.3.254 [ WAN-1 (port1) 10 Static
Network 10.0.1.0/24 192.168.3.254 M WAN-1(portl) 20 BGP
Policy & Objects 10.0.2.0/24 192.168.3.254 M WAN-1(portl) 20 BGP
E=a T EhiES 10.0.3.0/24 192.168.3.254 M WAN-1(portl) 20 BGP
VPN 10.0.4.0/24 192.168.3.254 B WAN-1(portl) 20 BGP
A T 10.0.5.0/24 192.168.3.254 M WAN-1(portl) 20 BGP
Syst
ystem 10.0.6.0/24 0000 He AggregatetoRe.. 0 Connected
X' Security Fabric
192.168.3.0/24 0.0.0.0 M WAN-1 (port1) 0 Connected
Log & Report
192.168.114.0/24 0.0.0.0 [ MGMT (port5) 0 Connected
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Commands

get router info routing-table all

show router bgp

get router info bgp summary

get router info bgp network

get router info routing-table bgp

get router info bgp neighbors

get router info bgp neighbors 192.168.3.1 advertised-routes
get router info bgp neighbors routes

get router info bgp neighbors 192.168.3.1 received-routes
diagnose sys tcpsock | grep 179

diagnose ip router bgp level info

diagnose ip router bgp all enable

exec router clear bgp all

Try to ping from PC1, PC2 and PC3 to each other even you can ping DMZ SRV1 and SRV2 if

the firewall policy is properly configured it will work through BGP protocols.

root@pPC2: ~ MAASIAX
File Edit View Search Terminal Help

root@PC2:~# ping 10.0.3.3 -
PING 10.06.3.3 (10.06.3.3) 56(84) bytes of data.

64 bytes from 10.0.3.3: icmp_seq=1 ttl=62 time=3.31 ms

64 bytes from 10.0.3.3: icmp_seq=2 ttl=62 time=11.0 ms

o

--- 10.0.3.3 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ims

rtt min/avg/max/mdev = 3.310/7.169/11.029/3.860 ms

root@PC2:~#

-

root@pPC2: ~ >R AT X
File Edit View Search Terminal Help

root@PC2:~# ping 10.0.4.1 ~
PING 10.06.4.1 (10.0.4.1) 56(84) bytes of data.

64 bytes from 10.0.4.1: icmp_seq=1 ttl=62 time=3.10 ms

64 bytes from 10.0.4.1: icmp_seq=2 ttl=62 time=3.06 ms

NG

--- 10.0.4.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms

rtt min/avg/max/mdev = 3.064/3.085/3.106/0.621 ms

root@PC2:~#
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