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To create a virtual IP, go to Policy & Objects > DNAT & Virtual IPs Click Create New and select
DNAT & Virtual IP. Enter a unique name for the virtual IP and fill in the other fields. Click OK.

#® Dashboard

[ Policy & Objects

Firewall Policy
Central SNAT
IPv4 DoS Policy
Addresses

Internet Service
Database

Services
Schedules

IP Pools

Protocol Options
Traffic Shaping

B Security Profiles

& User & Authentication

2 System

VX Security Fabric

New DNAT & Virtual IP

DNAT & VIP type  IPv4 DNAT

Name DMZ-Web-SRV @
Comments Web Server in DMZ % 18/255
Color @&  Change
Status ©
Network
Interface €@ O any -
Type FQDN
Source interface filter e
External IP address/range @ | 192.168.1.200 | Public IP
Map to
IPv4 address/range | 10.04.1 | Private IP

@ Optional Filters
Source address (B
Services © | WHTTP %

I HTTPS x

+
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@ Dashboard +CreateNew v | & Edit Tm Clone i Delete Search

& Network

# Policy & Objects

Firewall Policy

Central SNAT

Name Details Interfaces Services

B IPv4DNAT @

@& DMZ-Web-SRV 192.168.1.200 — 10.04.1 0O any @ HTTP
@l HTTPS

IPv4 DoS5 Policy
Addresses

Internet Service
Database

Services

Schedules

DNAT & Virtual IPs

Creating Security Policy:
After finishing create the Virtual IP then Create the Policy. Go to Policy & Objects > Firewall
Policy and create a security policy allowing access to a server behind the firewall. Set Incoming

Interface to your Internet-facing interface, Outgoing Interface to interface connected to server.
& Dashboard New Policy

«» Network
& Policy & Objects Name € Allow-DMZ-SRV-from-WAN
Firewall Policy ixdl  Incoming Interface | M WAN-1 (port1) x
Central SNAT *
; Qutgoing Interface | J DMZ-Zone x
1Pv4 DoS Policy +
Addresses Source 2 all x
Internet Service +
Database Destination =2 all x
Services +
CarmaiEs Schedule (@ always -
DNAT & Virtual IPs Service 1 ALL »®
*
IP Pools )
Action Yy eeSgl @ DENY
Protocol Options
Traffic Shaping Inspection Mode BAGNEESLN Proxy-based
& Security Profiles
O VPN Firewall / Network Options @
= User & Authentication
& System Central NAT is enabled so NAT settings from matching Central SNAT

policies will be applied.

NA Security Fabric
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Verification & Testing:
Let’s verify External WAN PC IP address connected to Internet Cloud.

wterm -I:lx‘

To ensure that TCP port 80 is open, connect to the web server from a remote connection on the
other side of the firewall hit public IP of the Firewall 192.168.1.200.

[ This is Server 1

<« C @ Notsecure| 192.168.1.200

THIS IS DMZ SERVER 1

m FW1

@b Dashboard # Edit W Clone W Delete Search

 Network

B Policy & Objects

- - [E 1PvaDNAT @
Firewall Policy

Central SNAT & DMZ-Web-SRV 192.168.1.200 = 10041 O any @ HTTP

@ HTTPS

Hit Count

Interfaces Services

Details

Name

IPv4 DoS Policy
Addresses

Internet Service
Database

Services

Schedules

DNAT & Virtual IPs
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Let’s go to Logs & Report> Forward Traffic to see Destination NAT Address Translation.

= Fw1

@ Dashboard | © AddFilter

'%' Network

Date/Time Source Destination NAT IP Destination Destination Interface
B Policy & Objects
. Second ago 17229129219 10.04.1 192.168.1.200 2 VLAN-40 (VLAN-40)
=T 59secondsago  172.29.129.219  10.0.4.1 192.168.1.200 38 VLAN-40 (VLAN-40)
o User& Minute ago 10.0.1.10 =5 142.250.20... [ WAN-1 (port1)
- . q
Authentication Minute ago 10.0.1.1 B 8.8.8.8(dns... [ WAN-1(portl)
& System Minute ago 10.0.1.10 = 8.8.8.8 (dns... M WAN-1(porti)
7. - .
5 S2EMiET S 2minutesago  10.0.1.10 B 142.250.20.. [ WAN-1 (port1)
il
= [EeE e 3minutesago  172.29.129.219 100.4.1 1921681200 8 VLAN-40 (VLAN-40)
Forward Traffic i
3 minutes ago 10.0.11 E= 8888 (dns.... M WAN-1 (nort1)

Let’s verify through FortiGate Firewall CLI command get system session list.

FW1 #

FW1 # get system session list

PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NAT
icmp 59 10.0.1.1:1 192.168.1.102:60417 8.8.8.8:8 -

icmp 59 10.0.1.10:6035 192.168.1.102:6035 8.8.8.8:8 -

tcp 3587 192.168.114.1:49333 - 192.168.114.200:80 -

tcp 3597 192.168.114.1:49338 - 192.168.114.200:80 -

tcp 3597 192.168.114.1:49339 - 192.168.114.200:80 -

tcp 3597 192.168.114.1:49340 - 192.168.114.200:80 -

tcp 3597 192.168.114.1:49341 - 192.168.114.200:80 -

tcp 3597 192.168.114.1:49342 - 192.168.114.200:80 -

tcp 3597 192.168.114.1:49343 - 192.168.114.200:80 -

tcp 4 192.168.1.102:8149 - 192.168.3.1:179 -

tcp 3591 10.0.1.254:24667 - 10.0.1.2:179 -

tcp 3598 172.29.129.219:47818 - 192.168.1.200:80 10.0.4.1:80
tcp 3597 172.29.129.219:47820 - 192.168.1.200:80 10.0.4.1:80
udp 171 127.0.0.1:11049 - 127.0.0.1:12121 -
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VIP with Port Forwarding:
To create a virtual IP, go to Policy & Objects > DNAT & Virtual IPs Click Create New and select
DNAT & Virtual IP. Enter a unique name for the virtual IP and fill in the other fields.

Field Value
VIP Type IPV4 DNAT
Name DMZ-Web-SRV
Comments Web Server in DMZ
Color Choose any color you like in this case green
Interface any
Type Static NAT (Default Setting)
External IP Address/Range 192.168.1.200 (External IP of Firewall)
Mapped IP Address/Range 10.0.4.1 (Internal IP Address of DMZ Server)
Enable Port Forwarding Slide to enable
External Service port 8080
Map to IPv4 port 80
@ Dashboard Edit DNAT & Virtual IP
% Network DNAT&VIPtype  IPv4 DNAT
!. Name DMZ-Web-SRV @
Firewall Policy Comments Web Server in DMZ 4 17/255
Central SNAT Color @ Change
IPv4 DoS Policy Status O
Addresses
Internet Service Network
Database Interface € O any -
Services Type Static NAT
Schedules Source interface filter »
4 External IP address/range @ [ 192.168.1.200 |
IP Pools Map to
Protocol Options IPv4 address/range | 10.04.1 |
Traffic Shaping
& Security Profies | @ optionalFilters | Disable This
VPN | © Port Forwarding | Enable Port Forwarding
User & Authentication Protocol UDP | SCTP | ICMP
£ System Port Mapping Type Many to many
“X Security Fabric External service port @ | 8080 External Port
Log & Report Map to IPv4 port 80
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Verification & Testing:

[% This is Server 1

& C @ Notsec u-=~| 192.168.1.200:808 |

THIS IS DMZ SERVER 1

Also, can be verify from CLI type command: get system session list

FWl #
FW1 # get system

session list

PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NAT
icmp 59 10.0.1.1:1 192.168.1.102:60417 8.8.8.8:8 -

icmp 59 10.0.1.10:6035 192.168.1.102:6035 8.8.8.8:8 -

tecp 3587 192.168.114.1:49333 - 192.168.114.200:80 -

tecp 3597 192.168.114.1:49338 - 192.168.114.200:80 -

tecp 3597 192.168.114.1:49339 - 192.168.114.200:80 -

tcp 3597 192.168.114.1:49340 - 192.168.114.200:80 -

tecp 3597 192.168.114.1:49341 - 192.168.114.200:80 -

tecp 3597 192.168.114.1:49342 - 192.168.114.200:80 -

tecp 3597 192.168.114.1:49343 - 192.168.114.200:80 -

tecp 4 192.168.1.102:8149 - 192.168.3.1:179 -

tecp 3591 10.0.1.254:24667 - 10.0.1.2:179 -

tep 3598 172.29.129.219:47818 - 192.1658.1.200:80 10.0.4.1:80
tecp 3597 172.29.129.219:47820 - 192.168.1.200:80 10.0.4.1:80
udp 171 127.0.0.1:11049 - 127.0.0.1:12121 -

Let’s go to Logs & Report> Forward Traffic to see Destination NAT Address Translation.

R Z & |o AddFilter
: - 5 Source Destination NAT IP Destination Destination NAT Port Destination Port
~ ; Profile 172.29.129.219 10.04.1 192.168.1.200 80 8080
A up 17229129219 10.04.1 192.168.1.200 80 8080
or & 10.0.1.1 =5 8.8.8.8 (dns....
AUthe © 10.0.1.10 = 8.8.8.8 (dns....
© 172.29.129.219 10.04.1 192.168.1.200 80 8080
= : 10.0.1.1 E58.8.88(dns....
10.0.1.10 == 8.8.8.8 (dns....
Forward Traffic = 172.29.129.219 10.04.1 192.168.1.200 80 8080
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